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3 - Preface

Nymi™ provides periodic revisions to the Nymi Connected Worker Platform. Therefore, some
functionality that is described in this document might not apply to all currently supported

Nymi products. The Connected Worker Platform Release Notes provide the most up to date
information.

This document is part of the Connected Worker Platform (CWP) documentation suite.

The Nymi Connected Worker Platform with Evidian Guides provides information about
installing the Evidian components and configuration options based on your deployment.
Separate guides are provided for Wearable, RFID-only, and mixed Wearable and RFID-only
deployments.

This guide provides information to NES and Evidian Access Management Administrators.
An NES and Evidian Access Management Administrator is the person in the enterprise that
manages the Connected Worker Platform with Evidian solution in their workplace.

The following table outlines the revision history for this document.
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Table 1: Revision history

11.0 November 15, 2024 Eleventh release of this
document. Updated to include:

» Steps for NES configuration
when you use CWP 1.18.0
and later.

« Addition of how to delegate
admin role to users.

* Inclusion of Windows 11
support for clients.

« Updates to the NES URL
registry key type.

« Changed service account
from SQL service account
to Evidian service account
in the Install Audit Database
section.

10.0 March 25, 2024 Tenth release of this document
for CWP 1.3 and later releases.
Updated to include:

» New self-enrollment
functionality that applies to
CWP 1.16.0 and later

* New registry key setting
DoNotManageProcList for
Citrix.
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9.0 February 29, 2024 Ninth release of this document
for the CWP 1.3 and later
releases. Updates include:

« Updates to the Post
Deployment Considerations
chapter to include information
about backup and recovery.

« Reorganization of Evidian
EAM Client installation
content to group Evidian-
specific registry key settings
into a single table.

« Updated content in the
Creating the Access Point
Profile sections to remove
the reference to enable the
option Always authenticate
on cache.

8.0 February 26, 2024 Eighth release of this document
for the CWP 1.3 and later
releases. Updates include:

e Addition of the
RFIDSelfEnrollAllowed
registry key to prevent users
from performing a self-
enrollment in Evidian, which
allows them to use the same
in multiple environments.

* Changes to the Installing the
Audit Database section.
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Version Date Revision history

7.0 November 15, 2023 Seventh release of this
document for the CWP 1.3 and
later releases. Updates include:
» Addition of information about

how to propagate technical
definition updates.

« Updated the Installing EAM
Controller section to include
steps to create customized
access point profile and user
profile.

» Updated installing and
Configuring Software on the
user terminals to include
information about registry
changes to prevent Active
Directory users that do not
use the Nymi with Evidian
solution from seeing Evidian
eSS0 login windows.

* Created Post Deployment
Considerations chapter.

6.0 October 6, 2023 Sixth release of this document
for the CWP 1.3 and later
releases. Updates include:

* Added new content related
to Evidian components to the
Updating Nymi and Evidian
Components chapter.

5.0 August 21, 2023 Fifth release of this document for
the CWP 1.3 and later releases.
Updates include:

* New content that describes
how to optimize NFC tap
performance in a wearable
configuration.

« Revisions of the Updating
chapter.

» Details about support
for Nymi Band taps on a
Bluetooth adapter.
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Version Date Revision history

4.0 June 19, 2023 Fourth release of this document
for the CWP 1.3 and later
releases. Updates include:

* New content in the topic to
create an SSO definition for a
new target application.

» New content that describes
how to configure the
username field for SSO.

* New content that describes
how to perform a delete user
data operation for a found
Nymi Band.

» Corrected images sizes in
some topics.

3.0 March 17, 2023 Third release of this document
for the CWP 1.3 and later
releases. Updates include:

« Extensive updates to include
more images.

2.0 January 13, 2023 Second release of this document
for the CWP 1.3 and later
releases. Updates include:

e Changes to EAM client
deployments.

1.0 May 16, 2022 First release of this document for
the CWP 1.3 and later releases.

« Nymi Connected Worker Platform—Overview Guide

This document provides overview information about the Connected Worker Platform (CWP)
solution, such as component overview, deployment options, and supporting documentation
information.

* Nymi Connected Worker Platform—Deployment Guide

This document provides the steps that are required to deploy the Connected Worker
Platform solution.

Separate guides are provided for authentication on iOS and Windows device.
* Nymi Connected Worker Platform—Administration Guide
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This document provides information about how to use the NES Administrator Console to
manage the Connected Worker Platform (CWP) system. This document describes how to
set up, use and manage the Nymi Band™, and how to use the Nymi Band Application. This
document also provides instructions on deploying the Nymi Band Application and Nymi
Runtime components.

« Nymi SDK Developer Guide—NymiAPI(Windows)

This document provides information about how to develop Nymi-enabled Applications by
using the Nymi API(NAP!).
* Nymi SDK Developer Guide—Webapi(Windows)

This document provides information about how to understand and develop Nymi-enabled
Applications (NEA) on Windows by utilizing the functionality of the Nymi SDK, over a
WebSocket connection that is managed by a web-based or other application.

* Nymi Connected Worker Platform—Troubleshooting Guide

This document provides information about how to troubleshoot issues and the error
messages that you might experience with the NES Administrator Console, the Nymi
Enterprise Server deployment, the Nymi Band, and the Nymi Band Application.

« Nymi Connected Worker Platform with Evidian Troubleshooting Guide

This document provides overview information about how to troubleshoot issues that you
might experience when using the Nymi solution with Evidian.
 Nymi Connected Worker Platform—FIDO2 Deployment Guide

The Nymi Connected Worker Platform—FIDO2 Deployment Guide provides information
about how to configure Connected Worker Platform and FIDO2 components to allow
authenticated users to use the Nymi Band to perform authentication operations.

e Connected Worker Platform with POMSnet Installation and Configuration Guide

The Nymi Connected Worker Platform—POMSnet Installation and Configuration Guides
provides information about how to configure the Connected Worker Platform and POMSnet
components to allow authenticated users to use the Nymi Band to perform authentication
operations in POMSnet.

* Nymi Band Regulatory Guide

This guide provides regulatory information for the Generation 3 (GEN3) Nymi Band.
e Third-party Licenses

The Nymi Connected Worker Platform—Third Party Licenses Document contains
information about open source applications that are used in Nymi product offerings.

If the Nymi software or hardware does not function as described in this document, you can
submit a support ticket to Nymi, or email support@nymi.com
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3 - Preface

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the
documentation suite. You can submit feedback by using support@nymi.com
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4 - Nymi Connected Worker Platform with Evidian Access Management Solution

The Nymi-Evidian solution extends the use of the Nymi Band. With Evidian Authentication
Manager, a user can use their Nymi Band to lock and unlock a Windows desktop. With Evidian
Single Sign On (SS0O), a user can use their Nymi Band to perform MES authentication events.
There are several supported deployment configurations in the Nymi-Evidian solution.

The Nymi Band supports two authentication methods in an Evidian environment:

e Wearable (NFC with Bluetooth)—During communications, tapping the Nymi Band on
an NFC reader initiates the authentication, and then the Nymi Band is cryptographically
authenticated over Bluetooth. This is the default authentication method.

* RFID-only—During communications, the Nymi Band is identified by using only the NFC UID
without cryptographic authentication.

Nymi provides you with one or more TokenManagerStructure.xml files, based on your
configuration needs. The TokenManagerStructure.xml file defines the supported authentication
types and modules that implement the authentication modules. The contents of the
TokenManagerStructure file are loaded on the Evidian EAM Controller and the default
configuration is pushed by the Evidian EAM Controller to the Evidian EAM Clients. To

override the default authentication method on a terminal, place a different version of the
TokenManagerStructure file locally on the terminal.

The TokenManagerStructure file for the Nymi Band as a Wearable device differs from the
TokenManagerStructure for the Nymi Band as an RFID-only device.

There are several supported deployment configurations in the Nymi-Evidian solution.

* Nymi Band configured as a wearable device
* Nymi Band configured as an RFID-only device
* Nymi Band configured as a mixed use device

Note: This document is specific to an Evidian configuration that uses Active Directory
Lightweight Directory Services to provide data storage and retrieval support for directory-
enabled applications.
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4 - Nymi Connected Worker Platform with Evidian Access Management Solution

The Connected Worker Platform now supports the co-existence of Nymi-direct integration, and
Evidian integration, within the same environment.

Nymi-direct integration supports:

* Nymi-enabled Application (NEAS) that make use of the Nymi SDK to perform application
logons and electron signatures.

e Operating systems and applications that support the FIDO2 standard, to perform OS logon /
unlock, application logon, and electronic signature.

Evidian integration supports:

» Evidian-integrated applications, which leverage Evidian Single Sign-on (SSO) support to
perform application logins and/or electronic signatures.

» Evidian Windows logon, which makes use of Evidian to perform Windows session logon,
unlock, and relock when the user is away from the Windows terminal.

In these Evidian integration scenarios, Nymi Bands are integrated with the Evidian EAM Client
and Evidian EAM Controller.

You can configure Connected Worker Platform to support either Nymi-direct integration only
(default), or to support both Nymi-direct integration and Evidian integration simultaneously.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 13



5 - Environment Configuration

5 - Environment Configuration

The section outlines the configuration requirements for the enrollment terminal and the user
terminals.

Refer to the Nymi Connected Worker Platform—Deployment Guide for details about NES
requirements and Support NFC Readers for information about supported NFC readers.

5.1 - Active Directory Requirements

To prevent Active Directory(AD) accounts from using the Evidian Enterprise Access
Management(EAM) solution and using one Evidian license, create one AD group that contains:

« AD user accounts that use the Nymi Band to complete authentication tasks
« AD user accounts that requires administrator access to Evidian EAM Management
Console.

This group is referred to as an inclusion group and you will associate the inclusion group with
an Evidian access point profile, that is assigned to user terminals where you will deploy the
Evidian ESSOAgent software, as described later in this guide.

The first time that a user whose account is in the inclusion group logs into an Evidian EAM
Client, the user is allocated one Evidian license.

Note: As you add new users to the Nymi with Evidian solution, ensure that you add their user
account to the AD group.

5.2 - Evidian EAM Controller
Requirements

Install the following software on the Evidian EAM Controller to support communications with
the audit database.

» Microsoft OLE DB Driver for SQL

» Visual C++ redistributable for Visual Studio 2022 version 1434 or later (x64 and x86
versions)

* Note: When the installation completes, a server reboot is required.
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5 - Environment Configuration

5.3 - User Terminal Requirements

The user terminal is a Windows 10 (minimum build version 1607) or Windows 11 machine that
operators use to perform MES authentication tasks. User terminals include local machines as
well as machines that are connected remotely through an RDP session or on a Citrix server.

The user terminal requirements differ depending on the type of user terminal:

Local Wearable User Terminal « Nymi Bluetooth Endpoint and the Nymi Agent
software to support MES operations.
» Evidian Enterprise Access Management (EAM)
Client, with a valid Evidian license file.

e Nymi-supported NFC Reader.
e BLE Adapter (BLED112).

Remote Wearable User Terminal «  Nymi Bluetooth Endpoint software to support
MES operations.
» Evidian EAM Client on the Citrix server or
remote session host, with a valid Evidian
license file.

* Network access to the centralized Nymi Agent.

Local RFID-only User Terminal « Evidian EAM Client, with a valid Evidian
license file

* Nymi-supported NFC Reader.

Network Requirements

User Terminals require a connection to the enterprise domain and bidirectional communication
through the following firewall ports:

» For an AD LDS configuration, The user terminal communicates with the listening port of the
AD LDS service. When you use the Evidian quick installer as described in this document,
the port defaults to 55000.

* For a centralized Nymi Agent, the Evidian EAM Client communicates with the Nymi Agent
machine on default port 9120.

* For communications between the Evidian EAM Client and Evidian EAM Controller,
communication occurs on port 3644.

5.4 - Enrollment Terminal Requirements

*  Windows 10 (minimum build version 1607) or Windows 11 operating system

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 15



5 - Environment Configuration

» Evidian License File.

* Nymi Band Application.

» Evidian EAM Client.

» Local Administrator access or Directory Administrator Access.
« Connection to the enterprise domain.

* BLE Adapter (BLED112)

» Bidirectional communication ports open on the firewall.

« The enrollment terminal communicates with the listening port of the AD LDS service.
When you use the Evidian quick installer as described in this document, the port defaults
to 55000.

« For a centralized Nymi Agent, the enroliment terminal communicates with the Nymi Agent
machine on port 9120.

» For management of access points from the Evidian EAM Management Console,
communications occurs on port 3644 on the access point.

In a wearable configuration, users can perform a Nymi Band tap on the Nymi-supplied
Bluetooth adapter (BLE tap) to complete authentication tasks.

BLE tap support is enabled by default when you deploy the following versions of software in
your environment: requirements:

e Connected Worker Platform 1.8.1 or later
» Evidian Access Management version 10.03b8573-hotfix-2

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 16



6 - Using the Nymi Band as an RFID-only Device

6 - Using the Nymi Band as an
RFID-only Device

This chapter provides information about deploying the Nymi Band as an RFID-only device in a

CWP with Evidian environment.

Note:
Nymi Band becomes deauthenticated.

In an RFID-only configuration, a terminal lock does not occur when an authenticated

6.1 - Nymi-Evidian Architecture

In the configuration, two TokenManagerStructure files are used. Upload the RFID-only file to
the Evidian EAM Controller and then copy the Wearable file to the enroliment terminal

The following image represents the components in a Nymi-Evidian solution where the Nymi

Band is used as an RFID-only device.
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The Windows 10 machine where users enroll their
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6 - Using the Nymi Band as an RFID-only Device

The workstation on which you install Nymi
components and the Evidian Access Manager
(EAM) client.

A native Windows application that is used to
register biometric, employee ID, and Nymi Band
with the enterprise. The Evidian version of the
Nymi Band Application integrates directly to the
Evidian ecosystem and facilitates communication
between NES and the Nymi Bands. The Nymi
Connected Worker Platform—Administration
Guide provides more information about the Nymi
Band Application.

Also known as the Evidian Client. The client-side
Evidian software that provides users with a single
sign-on (SSO) experience at the user terminal.

Management software for the Nymi Bands within
the Nymi ecosystem. Nymi Enterprise Server
(NES) ensures the validity of the hardware in
the system. NES includes the NES Administrator
Console, a web application that administrators
can use to manage the Nymi Bands within the
ecosystem.

NES includes:

» Enrollment Service - Authenticates, validates,
and authorizes certificate requests from
requesters, such as the Nymi Band Application
and Nymi-enabled Application(NEAs.

» Directory and Policy Service - Maintains the
NES database, and provides the I1IS web
service that allows the NES Administrator
Console to access the NES database.

» Authentication Service - Provides
authentication and authorization support for
domain users and computers. The service
currently uses an Active Directory (LDAP)
interface.

Evidian Enterprise Access Management (Evidian
EAM Controller) allows centralization of User
Access policy definition and audit events. Includes
Evidian Enterprise SSO software that provides
agile single sign-on (SSO). The Evidian EAM
Management Console application provides the
interface to perform management activities.

A server such as Windows domain controller that
provides authentication services, such as Active
Directory.
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6 - Using the Nymi Band as an RFID-only Device

Captures the NFC ID of the Nymi Band, which
is used when an operator performs an SSO
authentication event.

Nymi Band uses Blue Tooth Low Energy (BLE) to
interact with external components and services.
Nymi Band BLE communication does not rely on
Blue tooth security. All security is implemented
using strong, standard-based cryptography. A BLE
adapter (BLED112) is required on the enrollment
terminal.

Obtain the required software files or the Fileshare link for the software package from your
Nymi Solution Consultant.

When you receive the zip file, download and extract the contents to a machine and folder that
is accessible to NES and Evidian EAM Controller hosts.

In a Connected Worker Platform with Evidian deployment, there are two servers in the
configuration, NES and the Evidian EAM Controller.

6.3.1 - Installing and Configuring Nymi Enterprise
Server

You can install the Nymi Enterprise Server(NES) software on the same server on which

you plan to install the Evidian EAM Controller software. For deployments in a production
environment, Nymi recommends that you install the NES and Evidian EAM Controller software
on separate servers.

Note: Ensure that you configure NES with the HTTPS communication protocol.

The NES software is in the folder of software package that you obtained from the Nymi
Solution Consultant. The Nymi Connected Worker Platform—Deployment Guide provides
more information about installing NES.

Enrollment in an Evidian environment requires you to enable the option NES and Evi di an
in the active NES policy. In CWP 1.18.0 and later in an IT/OT configuration, enable this option
on the Enroliment NES or Registration NES to match your use case. For example, when you use
Evidian in both IT and OT enable this option on the Enrollment NES and Registration NES.
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Log in to the NES Administrator Console with an account that is an NES Administrator.

Click Pol i ci es.

Edit the active policy.

Fromthe Enrol | ment / Regi stration Desti nati on list, select the option NES and
Evi di an, as shown in the following figure, and then click Save.

HpwbNpE

Enrollment / Registration Settings

Enrollment / Registration Enrollment Only “

Permission

Enrollment / Registration NES and Evidian
Destination

O

Display Band Label on
Nymi Bands

B

Allow a user to re-enroll / o
re-register their Nymi
Band

Figure 1: NES and Evidian enrollment option

Note: In CWP 1.17.0 and earlier the list name is Enr ol | nent Desti nati on.

6.3.2 - Installing and Configuring the Evidian EAM
Controller software

Install the Evidian EAM Controller software on a server.

Obtain a valid EAM license file.

For production deployments, Nymi recommends that you install the software on a dedicated
server. For simplicity, this document assumes that the NES and Evidian EAM Controller
software are installed on the same machine.

Note: The installation of the Evidian EAM Controller software requires that you restart the
server.

1. Log in to the server as a local administrator.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 20



6 - Using the Nymi Band as an RFID-only Device

2. Download and extract the Evidian software package, EAM-v10.0x.XXXxxXXx.zip to a directory
on the server, (for example, the Downloads directory).

3. Double-click the C:\Downloads\EAM-v10.0x.xxxxxxx\Start.hta file, and on the Qpen Fil e
— Security Warni ng wi ndow, click Run.

Note: Note: If you run the hta file using Microsoft Explorer, which has enhanced security
settings, you may experience issues. Create an exception, or alternatively, run the .exe file
(for example, ESSOControllerSetup-Dedicated.exe) directly from EAM-v10.0x. XXXX
\QuicklInstall.x64\Controller folder and then proceed to step 7.

4. Onthe Qui ck Installationwindow,inthein a dedi cated ADLDS directory
section, click x64 beside I nstal | a Control | er, as shown in the following figure.

B " Evidian Enterprise Access Management >
Enterprise Quick Installation
Access

in 3 dedicated ADLDS directory:
Management

<

T

T
-

o Install 3 Controller (win32
& Install 3 Client (win32 | x64

in the Corporate Active Directory:

& Install 3 Controller (win32 | x64)
o Install 3 Client (win22 | x64)
@ @ Read the guick start guide i 3
Advanced Installation:

Q EVldlan # Enterprise Access Management services

o Enterprise Access Management services - x64

5. Onthe User Account Contr ol window, click Yes.

6. Onthe Wl cone to the EAM Controller installation assi stant window, click
Next .

7. On the Li cense keys window, click | mpor t, as shown in the following figure.
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Enterprise Access Management Controller >

License keys
Provide EAM license keys to enable software features.

This software is subject to license. You may not use it f you do not have a license for this
software. You must agree with the terms and conditions of the license agreement to
proceed.

You may enter each license key manually or Import them from a file.

Customer |D: || Impaort ...
Feature License key
Select license: Enter your license key and press Add:

Authertication Manager base | Add

Mext Cancel

8. In the Open window, select the license file in the Downloads directory, and the click Open.
If you do not see the file, select Al | Fi |l es *.* from the file type list.

9. Onthe EAM Control |l er configuration window, click OK.

10.0nthe Li cense keys window, click Next .

11.0n the Storage for security objects window, click Next .

12.0n the Dedi cat ed Direct ory window, click Sel ect .

13.In the Dedi cat ed di r ect or y window, type the username and password for a domain
account that will act as the dedicated EAM administrator.

Specify an account that matches the following requirements:

* Local administrator access to the server
« Password never expires

14 Click OK.

The domain account displays in the Cont rol | er W ndows account field, as shown in the
following figure.
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Enterprise Access Management Controller >
Dedicated directory
Ingtall the dedicated directory server

< The EAM Controller includes its own directory dedicated to the storage of S50 data and
¢ users accounts. The Controller requires a Windows domain account to peform password
management operations.

] domain account must have the right to Self Service Password Requests. The password of

R You must select the Windows domain account used by the EAM Controller. This Windows
this account must never expire.

Controller Windows account: TW-LABwatadmin Select...

The selected account must be located in the domain of this computer.

< Back Mext = Cancel

15.0n the Dedi cat ed Di r ect ory window, click Next .

A configuration progress window and a command prompt window appear. Do not close the
command prompt window. When the configuration completes, the progress window closes.

16.0n the Audi t dat abase server window, select Do not install the EAM
dat abase server on this EAM Control | er, and then click Next .

Enterprise Access Management Controller >
Audit database server
Set up a database server for EAM audit events.

~ This wizard creates EAM audit database tables in a database server ingtalled on this
gr‘ | computer.
o4

It provides automated installation for MySQL, PostgreSQL and Microsoft SQL Server. Refer
to documentation when using anaother type of RDBMS.

CAUTION: No supported database server on this controller.
Ingtall 2 MySQL database server dedicated to EAM audit

Create audit database tables in an existing database server

(®) Do not install the EAM database server on this controller

Press Mext to proceed.

< Back Mext = Cancel

170n the Secrets Initializationwindow, inthe Security Passphrase and
Conf i r mfields, type a security passphrase, as shown in the following figure.
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Enterprise Access Management Controller X

Secrets initialization
Choose the security admnistrator and inislize the secusty passphrase.

administration rights 1o other users. Dasly administration tasks should not be performed by

& The security administrator is the first user able 1o run the EAM Console  He will delegate
him. They should be performed by delegated administrators

Securty adminestrator’s account TW-LAB watadmin - Select.

= The securty passphrase is the foundation of EAM securty. The securty admirsstrator will be
’)‘, asked to enter @ the first time he lsunches EAM Console. The passphrase must be at least

16 charactens long
Mw SEERBRNRNRNNRRRNARNREREN
Corfem rlll..lll‘.lll!.lll'..ll!l

TN v

Note: Ensure that you make a note of the passphrase. The first time each EAM administrator
connects to the Evidian EAM Management Console for the first time, the user is prompted to type the
passphrase.

18.Click Next .

19.0n the Aut henti cati on nmet hods window, select RFI D aut henti cati on, and
leave the default selection Cont act | ess badge from the drop-down list, as shown in the
following figure. Click Next .

Enterpnse Access Management Controller .
Authentication methods
Chooss soecific authentication methods you wart to enable for the aolmion

—

iy EAM ratrvely ncludes the support for plain password suthertication. You can select
W@ addmonal authentcation methods

[W] Plain passwerd authertication [T Rely on Windows session

The follawing authertcation methods require the inetallation and configuration of device
dmwers on client worksistions

(W] Smart cand autherbication (W] Mobie phone authemtication
[m] Wearable device authentication
(] Biomesnca authenticaton QoreOn-Server
Bometncs provider Upes
[“1RFID suthertication Contactless badge o

< Back Neod > '@] Cancel

20.0n the Sof t war e i nstal |l ati on window, click Next .
The Windows Installer window appears, and the installation process begins.

21.0n the window that displays The EAM Controller is now install ed, select Start
EAM Consol e, as shown in the following figure, and then click Fi ni sh.
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Enterprise Access Management Contreller »
Enterprise

ACCESS The EAM Contraller is now installed.
Management

00O

O Evidian

Start EAM Console

: Back Cancel

220nthe Evidi an Enterpri se Access Managenent — Qpen Sessi on window, type
your EAM administrator username and password, and then select the domain to which you

want to log on, as shown in the following figure. Click OK.

Evidian Enterprise Access Management - Open Session

@ Enterprise Access Management

Login: | uatadmin
Password: | Iy |
Log on to: TW-LAB o

Cancel

23.0nthe Admi ni strati on Pass-phrase window, type the 16-character passphrase that
you created in the Secrets Initialization window, and then click OK.
The following figure provides an example of the Adm ni strati on Pass-phrase window.
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Administration Pass-phrase X

Either this is the first time you start the Console, or
your password has been changed.
Please enter the administration pass-phrase.

Pass-phrase:
....................|
Cancel
Results
The Evidian EAM Management Console launches, as shown in the following figure.
@ Evidian Enterprise Access Management Console - o X

File View Help

]

@ Enterprise Access Management

DO O0000

O Evidian

EAM Controller: Local controller Ready

6.3.2.1 - Obtaining the TokenManagerStructure file for the EAM

Controller

Obtain the TokenManagerStructure-Nymi-RFID.xml file software package. The file is located in
the Evidian-Supplementary-Files subdirectory. You will use this file to define the RFID-only as
the default authentication method for the environment.

About this task

6.3.2.2 - Defining the Authentication Method and Enabling

Manage Access Points
The Nymi Band uses an authentication method to communicate with the Evidian

Authentication Manager and perform authentication tasks.
About this task

Perform the following steps to define the default authentication method that is used by the
Evidian EAM Clients.
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1. On the Evidian EAM Management Console, from the Fi | e menu, select Confi gur ati on,
as shown in the following figure.

o Evidian Enterprise Access Management Console
File View Help

Emergency Plan...

Protection Mode...

Manage Updates...

Scripting...

Manage controllers...

S50 & Active Directory disabled accounts...
Manage User Security Profile Priority...

Change Directory Server...
Administration Profile...

Refresh Administration Profile

Exit

< e )

EAM Controller: Local controller

2. Onthe Aut henti cati on Tab, click the Sel ect button, as shown in the following figure.
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Cenfiguration : O=EAM >
Options Primary Administrators SA Server Hosts SA Server Configuration
Reporting SSPR by Confimation Code User Self Enrollment
User Notifications Audit Clean-Up Security Code Authentication

General Default Values  Authentication  Other User Attibutes  Public Key Authentication

= %ml version="1.0" encoding="150-8853-1" 7> -~
<token_manager_list>
<biometrics_config>
</biometrics_corfig:
ctoken_manager id="SOFTWARE">
<token_class id="MOBILE" display_name="Mobile Authentication’
<token_configs
<Aoken_corfigs
edata_structure>
<module id="0x0100">
</modules
<module id="0x0200">
</module:
</data_structure>
<Aoken_class>
<token_class id="WEARABLE" display_name="Wearable device’
token_config>
<custom_wearable_dll>Custom\Wearable Exter
<Aoken_corfigs
<data_structure
emodule id="0x0100">
</module>
<module id="0x0200">
</module>
</data_structure>
<Aoken_class>
<token_class id="0OTP" display_name="0TP">
<token_configs
<custom_otp_dl>CustomO TP ExtensionRSA d
ddap_attribute>sAMAccountName<Adap_attr
<Aoken_corfigs
<data_structure
emodule id="0x0100">

</module>
<module id="0x0200">
</module>
</data_structure> w
< >
Authertication token description file:
|I| Select
Cancel Apply Help

3. Inthe Open Fi | e dialog, navigate to the directory that contains the
TokenManagerStructure file, select the TokenManagerStructure file, and then click Cpen.

Click Appl y, which will validate the structure of the file.
Click OK.
Close the EAM Consol e window.

Run regedit and navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Enate\WiseGuard
\FrameWork\Config.

8. Edit the ManageAccessPoi nt s key and change the value to 1, as shown in the following
figure.

N o gk
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B
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Enatel\WiseGuard\FrameWaork\Config
v & Computer " || Name Type Data
HIKEY_CLASSES_ROOT 5] (Defauty) REG 57 (value not set)
HKEY_CURRENT_USER ab| ClientModuleList REG_SZ FmbkAUDIT FmbkcAuth FmkSSO FrlciDM FmlkciP
M HK;‘E’[\]_[?D‘[:;Q[I)ESSACHINE ab| ClientServicelist REG_SZ FmkSvcBase FmkSveCln
HARDWARE ab| ESSOInstallDir REG_SZ C\Program Files\Evidian'Enterprize Access Manag...
SAM ab|EssoMessageFilelnstallDir REG_SZ
SECURITY ab|EssoMessageFilePath REG_SZ
- SOFTWARE ab| InstallDirectory REG_SZ C\Program Files\Common Files\Evidian\WGSS\
Caphyon i’;'gﬂ ManageAccessPoints REG_DWORD 0x00000000 (0)
Classes 8| MessageCachellsed REG_DWORD 000000000 (0)
Clients 24| MessageFileUsed REG_DWORD (00000000 (1)
DefaultUserEnvironm: Hie|Mode Edit DWORD (32-bit) Value
w || Enatel ab|ServerModulelist FmkAP F...
w | WiseGuard ab|ServerServiceList Value name
_Debug ab|StandaloneModuleList |ManageAccEssPUints
Advancedlagin ab| StandaloneServicelist Value data: Base
ExtendedManag ab|WGAP Directory - . ress Manag..,
v FrameWork (®) Hexadecimal
AccessPoint C Decimal
Cache
Config Cancel
Directory
FmkServer
Figure 2: Manage Access Points Registry Setting
9. Click K.

10.Restart the Ent er pri se Access Managenent Security Servi ces service.

6.3.2.3 - Modifying EAM Settings to Support Coexistence with
other Solutions

If Evidian Authentication Manager is enabled, when an Evidian-integrated MES application is
not waiting for an SSO operation and a user performs an NFC tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated MES applications

and Nymi-integrated MES applications, perform the following steps in the Evidian EAM
Management Console to modify the settings in the access point profile, to prevent unexpected
desktop locks when performing a Nymi Band tap in the Nymi-integrated MES application.

1. Inthe Di rect ory view, expand EAM > Evi di an Enterpri se Access Managenent
> User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cati on Manager tab, fromthe Def ault acti on when token
r enoved list, select Do not hi ng.

3. Click Appl y.

A user cannot perform an tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.
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6.3.2.4 - Creating the Access Point Profile for RFID-only Mode

Create a access point profile to support RFID-only mode.

Nymi recommends that you modify the access point profile to change the following behaviour:

» To reduce the amount of time that it takes to complete an authentication task with the Nymi
Band, you can configure the user terminals to cache login information.

» To prevent the Evidian software from loading unnecessary authentication methods, select
only the authentication methods that the Nymi with Evidian solution requires.

e To use the inclusion group.

1. From the Evidian EAM Management Console, expand EAM > Evi di an Enterpri se
Access Managenent > User Access.

2. Right-click AccessPoi nt Profi | es, and then select New > Access Poi nt
Security Profil e, as shown in the following figure.

“\‘e Organization: AccessPoint Profiles
) nfomation  ©) Everts

Orgarization

Directory
Name: | AccessPoint Profies

Server host name: | TW-5rv2.TW-Lab.local: 5000

Srmart Card

RFID

Biometrics

Send message...
3

Mobile Export
Devices |

Figure 3: New Access Point Profile menu option

3. In the Nanre field, type RFID-only.

4. Inthe Aut hori zed aut henti cati on nmet hods section, ensure that only the following
methods are selected:

e Password
e RFID Pcsc
 \Wearable

The following figure provides an example of the Conf i gur at i on tab.
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Sef Senice Password Request  Bometics  Active RFID  Audt  Local Adminisirators
Authertication Manager Erterpiise SSO Muit User Deskiop
[ Activate cache Cache Properties...
[ Delete user cache fles unusedfor |30 = | days
Time between two directory connection tests IE S| seconds
Time between two software inventories @ =] seconds

Walpaper.

Authorzed methads
CIE3Cryptofiex Smartcard ~
CIEDGIPCPS PKA
[JE31DPrme NET -MD 3810
1 O Mobie Asthentication
CIE3 Ny Smat Card

O

Figure 4: Access Point Profile Configuration tab
5. Click Appl y.
6. On the Aut henti cati on Manager tab, perform the following actions:
a) Fromthe Default action when token renoved list, select Do not hi ng.
b) Select Al | ow Roam ng Sessi on, and then click Appl y
The following figure provides an example of the Aut hent i cati on Manager window.

Self Service Password Request Biometrice Active RFID Audit Local Administrators
Security Services Authentication Manager Enterprise S50 Mutti User Desktop
Lock behaviour: | Windows lock h
Default action when token removed: | Do nothing ~
Delay before action: |0 seconds
Inactivity: automatically lock session after: EI seconds  [] Ovenids users
sefting
Automatically close locked session after: EI seconds
v .
[A Alow lecal cennection Allow Windows domain connection {only for
[+ Allow remote unblocking of tokens non-Active Directory configurations)
[ Remember authertication rale AMlow roaming session
[+ Allow password change Allow PIN change
Enable smart card detection on Ctr-Alt-Del AMllow remate control (QRentry)

Grace period for administrator I:I "
authentication secands
[+ Mlow unlock if allowed by user security profile
] Allow unlack i the same Windows credential is used.
Max. number of concurmrent Windows sessions: D {from Windows 7)

If you want to define Windows accounts which will be managed by
EAM, press "Manage Accounts’ Manage Accounts...

Figure 5: Authentication Manager window

7. >On the Conf i gur at i on tab, select the Aut hent i cati on Manager tab, and then click
Manage Accounts.

8. Click Add.

9. In the Sel ect G oup window, expand you domain, select User s, and then select the AD

inclusion group, and then click OK.

10.n the Gr oup table, select the inclusion group, and then click Change meani ng.
The value in the Meani ng column for the group in the group table changes to | ncl uded.

The following figure provides an example of the G- oup table.
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Manage Accounts x

Password authentication requests for members of the exduded groups or non member of included
groups are passed to the operating system, EAM authentication is not performed.

Group name Group SID Meaning Scope
.‘Eindusionjroup 5-1-5-21-44452223...  Induded All

Add... Remaove Change meaning Change scope

[]Perform operating system authentication for local administrators
[ Perform operating system authentication when EAM authentication fails

oK Cancel

Figure 6: Inclusion Group table
11.For deployments that use Authentication Manager only, select the following options:

» Perform operating system authentication for local administrators.
» Perform operating system authentication when EAM fails.

Note: Authentication Manager is module that you install on client machines that allow user to tap
their Nymi Band to log into the Windows desktop.

12 Click OK.
13.Click Appl vy.

Assigning the Access Point Profiles to User Terminals
To ensure that Assign the access point profile to each user terminal on which you will install
the Evidian EAM Client software, including Citrix/RDP servers.

Perform the following steps in the Evidian EAM Management Console.

1. From the left navigation panel, expand your _dormai n > Conput er s, and then select the
groups of machines on which you will install the Evidian EAM Client.

2. Onthe Security Profil estab,in Access Poi nt Profil es section, the click the
ellipses (...), as shown in the following figure.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 32



6 - Using the Nymi Band as an RFID-only Device

Access point: DESKTOP-060LOFS

P Search request
O

{5 nfomation ¥ Corfiguration 2] Authonzed Users [) Avaiable Applications |5 Actions () Events

£ (L) Evidian Enterprise Access Managerr

w-[.] Application access

£ User Access
=23 AccessPoint Profiles
0l Default access point prof
gl RFID-only

{3 Timeslices

3 User Prafiles

{3 Program Data

I Inbound access

% Outbound access

5@ TW-Lab

=] Computers
) ESKTOP-060LOFS

7 Enterprise Studio

) EAM Console

{ L% Authentication Manager
-5, TW-Snv1

W-SRV2

L., agent_group

[ S

Available Security services

‘-0‘ This computer is et an EAM Controller.

Windows generic account

Doman\Logn; [ |

Password: | |

Confirmation: ‘ ‘

U
G

Only people defined in "Authorized user

{3 Domain Controllers

{3 FereignSecurityPrincipals
[ Keys
{1 Managed Service Accounts
{3 Program Data

L] Svstern

3. Inthe Sel ect Access Poi nt pop-up, expand EAM > Evi di an Enterpri se Access
Management > User Access > Access Point Profil es, and then select the
access point profile that you created.

Apply Cancel

The following figure provides an example of assigning the RFID-only access point profile to the
computer.

Select Access Point Profile X

Bowse  Search

£-6) EAM
&-{] Evidian Entemrise Access Management
i -2 Appiication access
| {1 User Access
H {10 AccessPoint Profiles
0 Defat acgees point profile
1 (T Tesees
{2 User Profiles
(23 Program Data

4. Click OK.
5. On the Confi gur ati on tab, click Appl y.

Ensure that you repeat these steps to assign other access point profiles, such as the wearable
profile to the appropriate computers.

6.3.2.5 - Creating the User Profile for RFID-only

User Profiles provide you with the ability to configure Evidian behaviour for multiple user
accounts. For users that to perform authentication events on user terminals without Bluetooth
communication, enable roaming sessions.

Perform the following steps in the on all user profiles for users that have Nymi Bands in the
RFID-only configuration.
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From the Di r ect or y window, navigate to EAM > Ent erpri se Access Managenent.
Right-click User Profil es, and then select New > User Security Profile.
In the Nan® field, type RFID-only.

a s~ wDhPE

On the Aut henti cati on tab, in the User aut henti cati on net hods section, ensure
that only the following methods are selected:

* Password
e RFID Pcsc
* Wearable

The following figure provides an example of the Aut hent i cat i on tab.

k Biometrics Session delegation Audit OTP Maobile Device Email Notffications
"
Securty 550 and Motez  Cloud Unlocking ~ Self Service Password Request
User authentication methods
Methods Configuration 2
[lz=oTP
& Password
MED RFID Pesc
BETR 200 Defautt corfiguration
| i EdWearable device I o
Timeslice: |Defau|l time-slice ‘ A=
Use cache Cache data validity (in hours): 0 S

Session duration {in hours): ] s

[] Allow temporary password access for: dayis) when resetting user's password

day(s) when generating challenge
[ Mlow on all aceess paints [ Can unlock a workstation

[ Open Windows session with smartcard logan certficate f available

[ Primary password is stored as an $50 accourt, encrypted by

User and administrators
Figure 7: User Profile Authentication tab

6. Click Appl y.
7. Under the Securi ty tab, select Roani ng Sessi on DurationandNo duration
i mt,as shown in the following figure, and then click Appl v.
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Email Motfications

Biometrics Session delegation Audit OTP Mabile Device
Muthertication ~ Securty S50 and Motes  Cloud Unlocking ~ Seff Service Password Request
User authentication
[ Change password every 7 2 | days
User PFCP: | Defauit Pico -
[ Change password on token every 7 Z | days and on collect or expiration
Automatic PFCP: |Defaun Picp ‘ =

[[] Allow extemal access [[] Allow Emergency Plan

[[1550 data protected by token is also available on password authentication
[[]550 data is protected by session key
[ Grace period 15 minutes

I Roaming session duration I 12 hours

Mo duration limit

Figure 8: Roaming Session Duration Limit

8. Close the Evidian EAM Management Console.

Assigning Users to the RFID-Only User Profile
Perform the following steps for each user that will use their Nymi Band in RFID-only mode.

1. In the left navigation pane of the Evidian EAM Management Console, navigate to
your _donmai n > User s, and then select the user.

2. Onthe Security Profil es tab, click the ellipses(...), as shown in the following figure.

3. On the Sel ect User

profile, as shown in the following figure.

Profil e pop up, expand EAM > Evi di an Enterprise
Access Managenent > User Access > User

Pr of i | es, and the select the user
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User: tw user2
ntery unts 18 Session Delegation (@) Mobile Devices smatCad @ RFD @ Biometics
ation {3 Connection & Securty Profies  # Administration [ Access Ponts  £2 Apr

User security profile

‘ Default user profile | = | Default Value ‘

Select User Profile X

=) EAM

&) Evidian Enterprise Access Management

2 agent
/8, Allowed RODC Password Ref,
4B Cert Publishers

B reivonc ey
Figure 9: Select RFID User Profile
4. Click OK.

o

Onthe Security Profil es tab, click Appl y.

6. In the left navigation pane of the Evidian EAM Management Console, navigate to
your _donmai n > User s, and then select the user.

6.3.2.6 - Configuring Additional EAM Primary Administrators

Nymi strongly advises you to add additional administrators to the Evidian EAM Controller.

By adding at least one additional auxiliary primary user, you ensure that you have full access
to the Evidian EAM Controller in the case where the primary administrator is locked out of the
Evidian EAM Controller, for example, if the password of the primary administrator changes.

1. Log into the Evidian EAM Management Console and click Account s and access

ri ghts managenent @

2. From the Fi | e menu, select Conf i gur at i on, and then click the Pri mary
Adm ni st rat ors tab.

3. Click Add.
4. Inthe Sel ect User s window, select the Sear ch tab.
5. Inthe Fi | t er field, type the user name that you want to add, and then click Sear ch.

Note: You cannot use Active Directory groups, you can only add individual users.
6. Select the user, and then click OK.
The following figure provides an example of the screen with one auxiliary primary administrator.
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Configuration : O=EAM *
Reporting SSPR by Confirmation Code User Seff Enroliment
User Notifications Audit Clean-Up Security Code Authentication
General Default Values Authentication Other User Attributes  Public Key Authentication
Options Primary Administrators SA Server Hosts SA Server Corfiguration
Primary administrator
tw admin - CN=tw admin CN=Users, DC=TW-Lab ,DC=local
Auxiliary primary administrators
. &lw user]
0K Cancel Apply
7. Click Appl y.
8. Click OK.

9. Close the Evidian EAM Management Console.

6.3.2.7 - Delegating an Administrator Role to a User
You can delegate the privileges to a user, to allow them limited access to the Evidian EAM
Management Console.

1. Log into the Evidian EAM Management Console with a user account that is a primary EAM
administrator.

Click on the Account and Access Ri ghts Managenent © icon.
3. In the Evidian EAM Management Console, select the Di r ect or y panel.

4. Select the search request by changing the object type to user, and theninthe Fi | t er
field, type the username.

The following figure shows the Sear ch r equest window.
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o Evidian Enterprise Access Management Console

File Directory View Help

co B0 s aPablow
Search request

tp Search request I
Directory ) EAM - 9 Corfurtion
[ i - A Use this tool to search for objects in the directory. Objects that are found can easily be accessed
(] Evidian Enterprise Access Management 0 e e e o]
N {J Application access j Ex .
| {0 User Access i you want to find a user called o do’, type ohn doe’
i =1 {] AccessPoint Profiles -if you want to find an application whose name starts with 'app', type ‘app™
Smart Card S5 Default access point profile -if you type an '@’ character, the filter also applies to the email address (when available)
-5 RFID-only
53 Wearable Search root: Select... Remove
©-{] Timeslices §
= 2. User Profiles Object type: | User [
-3 Program Data Fitter: | twadmin Search | = Clearal
[ Inbound access
& Outbound access Maximum number of results: 50
@) TW-Lab
Biometrics

Figure 10: Search request window
5. Click Sear ch.
6. Select the user from the search results.
7. Onthe Admi ni strati on tab, click Del egat e, as shown in the following figure.

© Smat Card @ RFiD
(& ifomation & Connection &, Securty Profiles & Administration 18 AccessPonts 4
Authorized by:

Administered organization(s)
Remove
Add...

Administration restrictions for this administrator

Managed users restrictions. Audit visibility restrictions..

Administration profiles
Edi
Remove
Add..

Change administration profile

Audit

vents matching filter
No events Select.
Apply Cancel

Figure 11: Delegate option
8. Inthe Adm ni strati on Profil es section, click Add.
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Administration Profile Selection X

Select a profile. Profiles marked as deprecated are induded for backward compatibility.
-

W Access point administrator

@ Administration rights manager

@ Appication administrator

W Auditor

W Biometrics manager

W Helpdesk operator

W Infrastructure administrator

W security policy administrator

W smart card administrator

@ 550 account administrator Edit...

W User administrator
New...

Delete

[ how deprecated profils [Cox ][ concel
Figure 12: Add Administration Profiles

9. Inthe Adm ni stration Profiles Sel ecti on window, select Access
adm ni strat or, as shown in the following figure.

Administration Profile Selection X

Select a profile. Profiles marked as deprecated are induded for backward compatibility.
.

W Access point administrator

W Administration rights manager

W Application administrator

W Auditor

W Biometrics manager

W Helpdesk operator

W Infrastructure administrator

@ security policy administrator

W Smart card administrator

W 550 account administrator Edit...

@ User administrator

New...
Delete
[show deprecated profies [ ]| concel
Figure 13: Administration Profiles Selection window

10.Click OK.
11.0nthe Admi ni strati on tab, click Appl v.

6.3.2.8 - Enabling LDAPS Support on the Evidian EAM Controller

Evidian Authentication Manager and Enterprise SSO 10.0 evolution 2 patch level 3 and later
supports LDAPS on AD LDS.

Before you begin
Install LDAPS on AD LDS. Microsoft provides more information.
About this task

Perform the following steps on the Evidian EAM Controller.

Procedure

1. Run regedit.exe.

2. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Enate\WiseGuard\FrameWork.
3. Right-click WGDirectory, and then select New > DWORD (32-bit) val ue

4. In the Val ue file, type SSL.
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5. Double-click the SSL key, and in the Val ue dat a field, type 1.

6. In the ServerList key, confirm that the path to the AD LDS instance with the secure port
appears. For example, srv-ssl.ssl.lan:636..

7. Close Regi stry Editor.

6.3.3 - Install the Audit Database

EAM stores audit information in an audit database.
Consider the following:

* You can install the Audit Database on the same SQL server that you use for NES.

+ On the Evidian EAM Controller machine, ensure that the Evidian service account has the
right to log in locally and is a member of the local Administrators group.

» Assign the Evidian service account db_owner rights to the Audit Database.
* On the SQL server, ensure that the SQL browsing service is running.

6.3.3.1 - Creating the EAM Audit Database

The EAM installation package includes a SQL script that you can use in SSMS to create the
audit database.

Perform the following steps to create a EAM audit database on an existing SQL server.

1. From the EAM installation package, obtain the MSSQLV2.sql file from the ..
\EAM.x64\TOOLS\WGSrvConfig\Support directory.

2. Use SSMS to connect to the SQL server.
From the Tool s menu, select New Query.
4. In the New Query window, copy and paste the contents of the MSSQLV2.sql file.

w

The eamaudit database appears in the Dat abases folder.

Ensure that the SQL service account has db_create access to the audit database.

6.3.3.2 - Configuring the Evidian EAM Controller to Use the Audit
Database

Download the following dependency software:

* Visual C++ Redistributable for Visual Studio 2015-2022 x64 version 14.34 or later
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« Visual C++ Redistributable for Visual Studio 2015-2022 x86 version 14.34 or later
» Microsoft OLE DB Driver for SQL (x64)

Note: The x64 installer for Microsoft OLE DB Driver installs both the 64-bit and 32-bit driver,
the x64 installer for the Microsoft Visual C++ Redistributable does not install the 32-bit
binaries. You must install both the x86 and x64 versions of the Visual C++ redistributable
package before you install the Microsoft OLE DB Driver for SQL (x64) package. The
installation of the dependency software might require a reboot.

Perform the following steps on the Evidian EAM Controller.

1. Run Regi stry Edit or and perform the following steps:
a) Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Enate\WiseGuard\FrameWork
\AuditSrv
b) Create a new DWORD (32-bit) value named UseSQLServerSyntax.
¢) Edit the key and in the Val ue Dat a field, type 1
d) Click OK.
e) Close Regi stry Editor.
2. Stopthe Enterpri se Access Managenent Security Server service.
3. Install the dependency software in the following order:

* Visual C++ Redistributable for Visual Studio 2015-2022 x86 version 14.34 or later
» Visual C++ Redistributable for Visual Studio 2015-2022 x64 version 14.34 or later
* Microsoft OLE DB Driver for SQL (x64)

4. Startthe Ent er pri se Access Managenent Security Server service.

5. From the EAM installation package, navigate to the . \EAM.x64\TOOLS\WGSrvConfig
folder.

6. Hold the Shi ft key, right-click WGSRVConfig.exe, and select Run as a different
user.

7. Inthe Run as a different user window, specify the username and password of
domain user has local administrator privileges.

8. Under Control | er Confi guration,click Configure |ocal audit database, as
shown in the following figure.
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° Administration Tools

-> Administration Tools

Use the following tools to configure the solution.

Select a task: Procedure
AN tasks v
© Directory initialization 1. Tn the Select a task drop-
o ] ! down list, click an entry to
Extend Active Directory Schema e filter the configuration tools
© Create default objects ) that you must run for the

chosen task.

@ Security configuration

© Initialize the Primary controller (7]
© Initialize an associated controller (7]
© Publish a new Token data file 9
© Define administrator credentials for Self

Service Password Request (2]
© Import an external key (7]
© Import/Export controller key 9

© Controller configuration

© Install an Audit V2 Database Server @
© Configure local audit database (7]
© Update Audit translation data (7
© Configure security settings (7

Figure 14: Configure local audit database option

9. Inthe Use exi sting corporate database section, nextto Next to Data Source
Nane, click the ellipses (...).

10Select M crosoft COLE DB Driver for SQ. Server ,asshown inthe following
figure.
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[ZF | Data Link Properties X

Provider Connection Advanced All

Selectthe data you want to connect to:

OLE DB Provider(s)

Microsoft OLE DB Provider for Analysis Services 14.0
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server

Microsoft OLE DB Simple Provider

MSDataShape

OLE DB Provider for Microsoft Directory Services

OK Cancel Help

Figure 15: Microsoft OLE DB Driver for SQL Server driver option
11 Click Next .
12Inthe Dat a Li nk Properti es, perform the following actions:

a) Inthe Sel ect or enter a server narne field, type FDON of the SQL server.

b) Fromthe Enter information to I og on to the server list, select one of the
following options; the appropriate authentication method for your configuration.

« If the SQL server uses Windows Authentication, select W ndows aut henti cati on.

» If the SQL server uses SQL Authentication, select SQL aut hent i cat i on and then
type the username and password of the SQL account and select then Al | ow savi ng
passwor d.

c) Inthe St ep 3 section, enable Sel ect the dat abase.
d) From the list, select the EAM audit database.(eamaudi t).
The following figure provides an example of the Sel ect t he dat abase window.
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[ | Data Link Properties e

Provider Connection  Advanced All

1. Selector enter a server name:
tw-srv1 w Refresh

2. Enter information to log on to the server:

Windows Authentication b
Server SPN:
Blank password Allow saving password
3. (@ Selectthe database w

() Attach a database file as a database name

Browse...

Change Password Test Connection

oK Cancel Help

Figure 16: Select the database window

e) Click Test Connecti on.

f) Onthe Test Connection Succeeded window, click OK.

g) Click K.

h) Onthe Credential to access the database window, specify the username and
password of the SQL account, and then click OK, as shown in the following figure.

. The controller must connect to an existing database (through
! an OLE DB Provider) in order to support Audit and Reporting.

Credential to access to the database *
Enter the credential to use to connect to the database:

Login format must be DOMAIN\user
login: |tw-|ab\twadmin |

PaSSWUrd: ............l |
Table | >
I:‘ Use quotes
Advanced Verify Apply Clase

Figure 17: Credential to access the database window
The Audi t Dat abase Confi gurati on window appears with information about the
database.

i) Onthe Audit Dat abase Confi gurati on window, click Veri fy, as shown in the
following figure.
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Audit Database Configuration s
'0 The controller must connect to an existing database (through

an OLE DB Provider) in order to support Audit and Reporting.

Use an existing SQL Server instance

(@) Use existing corporate database

Data Source |tw-srvl (OLE DB) |

Table | dbo.auditevents e |

|:|Use quotes

S ||W|| Apply Close
Figure 18: Audit Database Configuration window
j) Onthe EAM Confi gur ati on pop-up, click OK.
k) Click C ose.

13.0n the Admi ni strati on Tool s window, in the click Updat e Audit transl ation
dat a, as shown in the following figure.
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O Administration Tools

Select a task:
[All tasks v

@ Directory initialization

© Extend Active Directory Schema Q
Procedure
© Create default objects [
e Security configuration 1. In the Select a task drop-

down list, click an entry to

© Initialize the Primary controller (7] filter the configuration tools
that you must run for the
© Initialize an assodiated controller [7] chosen task.
© Publish a new Token data file (2
© Define administrator credentials for Self
Service Password Request (7]
© Import an external key @
(=] Import/Export controller key (7]
@ Controller configuration
© Install an Audit V2 Database Server @
© Configure local audit database (7]
© Update Audit translation data (7]
© Configure security settings (7]
© Define a master Audit database (7]

Figure 19: Update Audit translation data window
140nthe Il nsert/ Update Audit Metadat a window, perform one of the following actions:

» If you have a local and a central (master) database, select both the | nport transl ati ons
in |ocal databaseandlnport translations in master database options.

 If you only have a local database, select| nport translations in | ocal database.

The following figure provides an example of the | nsert/ Updat e Audit Met adat a window.
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Please select the directory in which the metadata files can be found:

EAM-V10.03B8573.4\EAM. X84\ TOOLS\WGSrvConfig\MetaData Select...

Translated resources for supported audit categories

The following metadata will be imported/updated.
Select a category to see which errors or resources will be imported in
addition to the category description.

Category Resources ~ Errors ~
Monitoring v v
Admin ru ru
550 ro ro
Authentication nl nl
System ja ja
it it
fr fr
fi fi
es ] es
< > en v
Import translations in local database ‘ tw-srv2 (OLE DB) |
[ import translations in master database ‘ tw-srv2 (OLE DB) |
Import Cancel

Figure 20: Update Audit translation data window
15Click | nport, and on the EAM Conf i gur at i on pop-up, click OK.
16.Close the Admi ni strati on Tool s window.
17 Restartthe Ent er pri se Access Management Security Servi ces service.

Launch Evidian EAM Management Console and click the Audi t Report s button. Click
Apply.

The enroliment terminal is the machine that you use to enroll Nymi Bands. This machine
requires a connected Bluegiga Bluetooth Adapter(BLED 112).

This section provides information about installing the Evidian Nymi Band Application and the
Evidian EAM Client software on the enrollment terminal.

Note: Starting with CWP 1.19.0, you can silently install and configure the Nymi and Evidian
client software. The application is in a folder named Clientinstaller. This feature requires
advanced Connected Worker Platform knowledge. Contact your Nymi Solution Consultant to
use the silent installer.
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6.4.1 - Importing the Root CA certificate

Perform the following steps only if the Root CA issuing the TLS server certificate is not a
Trusted Root CA, for example, when you use a self-signed TLS server certificate).

Install the Root CA on the following machines:

» All user terminals, including user terminals that run Nymi-Enabled Applications
» Enrollment terminal
» Centralized Nymi Agent

While logged into the user terminal as a local administrator, use the cer t | mapplication to
import the root CA certificate into the Trusted Root Certification Authorities store. For example,
on Windows 10, perform the following steps:

1. InControl Panel, select Manage Conputer Certificates.

2. In the cer t I mwindow, right-click Trust ed Root Certification Authorities,and
then select All Tasks > | nport.
The following figure shows the cer t | mwindow.

ﬁ certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — O X

File Action View Help

e HnmE O = HE
(¥ Certificates - Local Computer “ || Object Type
Personal | Certificates
v Trusted Root Certification Authoritiec
| Certificates Find Certificates..
| Enterprise Trust . -
| Intermediate Certification Authc G S : A i
| Trusted Publishers View > Import...
| Untrusted Certificates T
| Third-Party Root Certification A Refresh
Trusted People Export List..

Client Authentication Issuers

Preview Build Roots Help .

Figure 21: certlm application on Windows 10
3. OntheWel cone to the Certificate Inport W zard screen, click Next .
The following figure shows the W&l come to the Certificate Inport W zard screen.
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=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

To continue, dick Next.

Figure 22: Welcome to the Certificate Import Wizard screen

4. Onthe File to | nport screen, click Br owse, navigate to the folder that contains the
root certificate file, select the file, and then click Open.

5. OntheFile to I nport screen, click Next .
The following figure shows the Fi | e t o | nport screen.

€ L Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\ddunn'Downloads\Local Lab Root CA.cer Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Infarmation Exchange- PKCS #12 {PFX,.P13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialised Certificate Store (.55T)

Mext Cancel

Figure 23: File to Import screen

6. Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store with the value Tr ust ed Root
Certification Authorities,andthen click Next .

7. Onthe Conpl eting the Certificate Inport W zard screen, click Fi ni sh.
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6.4.2 - Installing the Nymi Band Application

For information about installing the Nymi Band Application, see the Nymi Connected Worker
Platform—Administration Guide.

Note: Onthe Conpl eting the Nym Band Application Setup W zard screen,
before you click Fi ni sh, clear the Launch Nym Band Appli cati on option.

6.4.3 - Installing the Evidian EAM Client

Install the Evidian EAM Client on the enrollment terminal.

Before installing the Evidian EAM Client software:

» Complete the steps to configure the Evidian EAM Controller.
« Ensure that the machine is on the same domain as the Evidian EAM Controller.
* Obtain the Evidian license file from the Nymi Solution Consultant.

Perform the following steps on the enrollment terminal.

1. Log in to the user terminal with an account that has Local Administrator access.

2. Download and extract the Evidian software package, EAM-v10.0x.XXXxxXX.zip to a directory
on the host, for example, the Downloads directory.

3. Double-click the C:\Downloads\EAM-v10.0xxxxxxxx\EAMx64\Tools\WGConfig
\WGConfig.exe file.

4. Onthe User Access Control window, click Yes.

5. Onthe Wl cone to the Configuration Assistant window, click Next .

6. If the required Microsoft Visual C++ Redistributable software is not installed on the server,

the Pr er equi si t es window appears. Click Next to install the software.
The Windows Installer window appears.

7. On the Li cense keys window, click I nport, as shown in the following figure.
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Enterprise Access Management Controller

X

License keys
Provide EAM license keys to enable software features.

This software is subject to license. You may not use it f you do not have a license for this
software. You must agree with the terms and conditions of the license agreement to

proceed.
You may enter each license key manually or Import them from a file

Feature / License key

Select license: Enter your license key and press Add:

Authertication Manager base  ~

ezt Cancel

8. In the Open window, select the license file in the Downloads directory, and the click Open.

If you do not see the file, select Al | Fi |l es *.* from the file type list.

9. Onthelnstallation nbde window, leave the default optionwi t h a control |l er
selected, and then click Next .

The following figure provides an example of the I nst al | ati on node window.

Configuration Assistant

X

Installation mode
Allows you to choose whether a Controller is needed by the workstation

Please choose the Security Services operating mode:

(O without a Controller

Security Services run on the user workstation only

(®) with a Controller

Security Services use a Controller for advanced features

= ==

Figure 24: Installation mode window

100nthe User s direct ory window, leave the default option M crosoft Acti ve
Di r ect ory selected, and then click Next .

The following figure provides an example of the User s di r ect or y window.
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Configuration Assistant x

Users directory
Choose the directory where users are defined.

Please, select the user authentication directory :

Microsoft Active Directory

Microsoft AD LDS (users stored within)
Oracle DSEE or RedHat DS or 389 DS
OpenLDAP

Novel eDirectory

IBM Tivoli Directory Server

NEC EDS

Atos DirX Directory

< Back Next > Cancel

Figure 25: Users directory window

110nthe Security repository window, select the option I ntegrated with AD LDS:
the security data is stored in an AD LDS server, and then click Next .

The following figure provides an example of the Security repository window.

Configuration Assistant x
Security repository
Choice of security data storage.

one; the directory is uset

Star

-:‘..;-l-_'—d  flat files and in Windows

( Integrated with Active Directory: the security data is stored in the domain directory
This requires customization of the A.D. schema.

(®) Integrated with AD LDS: the security data is stored in an AD LDS server.

< Back Next > Cancel

Figure 26: Security repository window
12.0n the LDAP Conf i gur at i on window, perform the following action:

a) In the Name/ addr ess field, type the FQDN of the Evidian EAM Controller, and in the
Port field, type 55000.

b) Click Add.

c) Leave the default option Use a dedi cat ed nanmi ng context for the Evidian
Enterpri se Access Managenent dat a selected, and then in the Evi di an
Enterpri se Access Managenent data context field, type O=EAM.

The following figure provides an example of the LDAP Conf i gur at i on window.
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Name or address of the LDAP server and any replicas :

Name/Address : tw-srv 1 twab local
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@

Port : |55000

Remov

Use a dedicated naming context for Evidian Enterprise Access Management data

Evidian Enterprise Access
Management naming context :
< Back Nex

Figure 27: LDAP Configuration
d) Click Next .

Cancel

13.0nthe Access- poi nt nmanagemnment window, select Manage access points, as
shown in the following figure, and then click Next .

Configuration Assistant

Access-point management
Choose whether to enable different security policies for different workstations.

Access-point management

i you select this option you will be able to define security policies for individual
workstations and groups of workstations.

| [“] Manage accesspoaints

Note: EAM Controllers and workstations must be configured to use the
. same value for this parameter.

< Back

*

@

Cancel

Figure 28: Access-point management window

14.0n the Rest art Conput er window, leave the default selection Do not

restart the

conput er, as shown in the following figure, and the click Fi ni sh.
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Configuration Assistant x

Enterprise Restart Computer
Access

Management Resit Computer
. Do you want restart your computer?
") Restart computer
® ® I m Do not restart computer I

O Evidian

Figure 29: Restart Computer window
15.

6.4.4 - Installing the Evidian SSO Agent

The Evidian SSO Agent installation software provides you with the ability to install required
and optional features such as Authentication Manager, the Evidian SSO Engine, the Evidian
EAM Management Console and language support.

» Complete the steps to configure the Evidian EAM Controller.

« Determine the Nymi Band use cases. To use the Nymi Band to unlock user terminals, you
will configure the Evidian EAM Client with Authentication Manager. To use the Nymi Band
for SSO activities only, you will configure the Evidian EAM Client with Windows Login only.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxXxxXX\EAMx64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

2. Double-click the C:\Downloads\EAM-v10.0xxxxXxXXxX\EAMx64\INSTALL\ESSOAgent.msi file.
Onthe Enterpri se Access Managenent Client Installation, click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .

The following figure shows the Li cense Agr eenent window.

w
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ﬁg Enterprise Access Management Client Setup - x

License Agreement

You must agree with the license agreement below to proceed

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

PRUNE JEPUEY ST ST S PR af Alen O PO R S | R T

| @1 acceptthe license agreement |

('l do notacceptthe license agreement

< Back Cancel

Figure 30: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.

ﬁ@ Enterprise Access Management Client Setup — X

Destination Folder

Select a folder where the application will be installed.
1 —— ||

The Installation Wizard will install the files for Enterprise Access Management Clientin
the following folder.

To install into a different folder, click the Browse button, and select another folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
to exit the Installation Wizard

Destination Folder

CAPrograrm Files\Evidian\Enterprise Access Management, Browse

< Back Cancel

Figure 31: Destination Folder window
6. Onthe Sel ect Installation Type window, select Cust om and then click Next .
The following figure shows the Sel ect I nstal |l ati on Type window.
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ﬁ Enterprise Access Management Client Setup - X
Select Installation Type
Selectthe desired installation type @
L |
O Typical

B~ Themostcomman application features will be installed. This option

gg is recommended for most users.
=

O Complete
B~ Allapplication features will be installed. This optionis
@g recommended for the best performance.
=
® Custom

g~  Usethis option to choose which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

< Back Cancel

Figure 32: Select Installation Type window

7. Onthe Sel ect feat ures window, for Aut henti cati on Manager perform one of the
following actions based on your Nymi Band use case:

Note: Unless otherwise noted, leave the default option for a feature.

Do not use the Nymi Band to log into Select Aut hent i cati on Manager, and
terminal. thenselectEntire feature will be
unavai | abl e.
18 Enterprise Access Management Client Setup — P4
Select Features @
Please selectwhich features you would like to install

Enatura Naccrintion:
& Will be installed on local hard drive. orkstation.
|| E98 Entire feature will be installed on local hard drive.

@ Feature will be installed when required.

| % Entire feature will be unavailable. |

This festure requires KB an your hard drive, It
has 8 of 8 subfeaiures selected. The
subfeatures require 42MB on your hard drive

Feset Bk cance

Use the Nymi Band to log into terminal Expand Aut hent i cati on Manager.
For each of the following features:

¢ Smart card authentication
« Biometrics authentication
¢ Cluster and transparency
¢ Mobile authentication

¢ SSPR authentication

* InWebo authentication
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Select the feature, and then select Enti r e
feature will be unavail abl e, as
shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features
Please selectwhich features you would like to install
|

- =3=] Authentication Manager
S| Password and OTP authentic:
X _-| Srart card authentication

Feature Description:
Allow Self Service Passward Fequest (S5PR)
authentication. Users who fargot their password
9-| RFID authentication must answer security questions to open a
- % -| Biometrics authentication SEeetm
X _-| Cluster and transparent lockin
- % - | Mobile authentication

SSPR authentication

b X | InWWeho authentication

&9-] Biometics enraliment ool This feature requires OKB on your hard drive.

[ =+ | Enterprise 30
L-2% +| EAM Console
[+ =3 | Supported languages

< >

et cBack Conce

The only features to install are Passwor d
and OTP aut henti cati on and RFI D
aut henti cati on.

8. Click Bionetric enroll ment tool,andthenselectEntire feature wll be
unavai | abl e, as shown in the following figure.

The following figure shows the Sel ect Feat ur es window.
i

Select Features

Flease select which features you would like to install

[Elvl Authentication banager Feature Description:

= »| Password and DTE athE Enable users ta enroll their biometrics
Smart card authenticatio authentication data.

RFID authertication

Biornetrics authentication
Cluster and tranzparent Io
Mobile authentication

S5PR authentication
Inwebo authentication This feature requires OKB an your hard drive.

Biormetrics enroliment tool
Enterprize 550
EaM Congole

Feset < Back Cancel

Figure 33: Select Features - Authentication Manager options and without Biometric
enrollment tool

9. If you removed the Aut henti cati on Manager feature, and want the SSO Login window
to open with the username of the user that logged into Windows, select I ntegrate with
W ndows, and then select Entire feature will be installed on |ocal hard
dri ve, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup o X

Select Features

Flease selectwhich features vouwould like to install.

Feature Description:

Automatically opens Enterprise S50 with
user's Windows credentials. Available if

[ X -| Awthentication Manager
i ¥ _-| Biometics enrollment toal
=) d=| Enterprise S50

i el Authenticatinn Mananer is nnt installed
"= Wil be installed on local hard drive.
|r9§ Entire feature will be installed on local hard drive. I

.| B8 Will be installed to run from network.

@18 Fntire feature will be installed to run from network. ur hard drive.

X -| & Feature will be installed when required.

=

X Entire feature will be unavailable.

< >

Feset < Back Cancel

Figure 34: Integrate with Windows

10.For Ent er pri se SSO perform one of the following actions based on your Nymi Band use
case:

Note: Unless otherwise noted, leave the default option for a feature.

Use the Nymi Band for SSO Click Ent er pri se SSO St udi o, and
thenselectEntire feature will be
installed on | ocal hard drive,as
shown in the following figure.

ﬁl Enterprise Access Management Client Setup £ X

Select Features
Please selectwhich features you would like to install,
-

=-| Authentication Manager
----- X _-| Biometrics enralimenttool
- =] Enterprise 8501
X | Integration with Windows Auth
X -] OId1E plugin
+| Jevaplugin
S3-| Personal 550 Studio
PR Ent=rpr dio|

Feature Description:
550 configuration management taol,

= Wil be installed on local hard drive. yiour hard drive
‘rgi Entire feature will be installed on local hard drive. I

[ ——
=-| & Feature will be installed when required.

X Entire feature will be unavailable.
8 ]

Reset <Back Cancel

Use the Nymi Band for Windows login only Leave the default Ent er pri se SSO
configuration, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup -

X

Select Features

Please selectwhich features you would like to install @
[ ]

[ 23 -] Authentication Manager

i Feature Description:
| Biometics enoliment ool S0 configuration management tool
[ =] Enterprise S50 £l g

©_% -] Integration with Windows Auth
"% -| Old E plugin
=] Java plugin
=ic

=T d

% - | Public Access FUS This festure requires Z0ME on your hard drive

X -] FUS extension DLL
X ~| EAM Console

S+ Supported languages

<

Foset cBack Conce

All use cases Click Per sonal SSO St udi o, and then
selectEntire feature will be

unavai | abl e, as shown in the following
figure.

ﬂ Enterprise Access Management Client Setup = X
Select Features

Please selectwhich features you would like to install @
[ |

=+ Authentication Manager

) futhen! peneaer Feoture Description:
5 —‘gv E‘:‘;S"‘fjggrg mentioo Allows enc-users o S30 enable their

X _-| Integration with Windows Auth epplicatians
% -] 0Id IE plugin

53~ Jawa plugin

P

S Wil be installed on local hard drive.

S8 Entire feature will be installed on local hard drive. wour hard drive

..y .|| & Feature will be installed when required.

IX Entire feature will be unavallahla‘l

< > ‘

Resst < Back Cancel
11.Select EAM Consol e, and then selectEntire feature wl|l
| ocal hard drive, as shown in the following figure.

be installed on
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ﬁ Enterprise Access Management Client Setup 5 *

Select Features
Please selectwhich features yvou would like to install.
L

[ = | Authentication Manager
' % -| Biometrics enraliment tool
- ==| Enterprise S50
% ~| Integration with Wind ows Auth
o 3 | QI IE plugin
o 2] e plugin
Ll Personal 350 Studio
=-| Erterprise 550 Studio

Feature Description:

Enterprise Access Management Administration
Console

Public Access FUS This feature requires OKB on your hard drive
FUS extension DLL

0le

&1 = Will be installed on local hard drive.
IQE Entire feature will be installed on local hard drive. I

<

= Feature will be installed when required.

X Entire feature will be unavailable. Cancel

Figure 35: Install EAM Console Feature
12 Click Next .

130nthe Ready to install the application window, click Next , as shown in the
following figure.

ﬁ Enterprise Access Management Client Setup - x

Ready to Install the Application
Click Nextta begin installation
|

Click the Back button to reenter the installation information or click Cancel to exit
the wizard

< Back Cancel

Figure 36: Ready to install the application
14.0n the User account contr ol pop-up, click Yes, as shown in the following figure.
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User Account Control

Do you want to allow this app to make
changes to your device?

B | 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 37: User account control

150n the Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

O Evidian

X

< Back I Cancel

Figure 38: Evidian Client Installation Success window

161 the Windows System Tray, click on the Enterprise SSO (eSSO) &l icon.
17.Click the Homre @licon, and then click Ref r esh, as shown in the following figure.
The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
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7] Enterprise S50 : Single Sign-On Engine = O x

@ P activate I} suspend (:) Refresh Q) Stop

Connected User : uatadmin

Currentrole:  No selected role

Figure 39: eSSO application Home Window

6.4.5 - Defining Evidian EAM Client Registry Keys

The Nymi with Evidian solution requires several registry keys on the Evidian EAM Clients to
configure features and optimize performance.

Required Registry Key Settings for the Nymi with Evidian solution

Enable the Evidian EAM All Evidian EAM Clients, Create the following registry key on all
Client to connect to Nymi | including Citrix/RDP Evidian EAM Clients, including Citrix/RDP
Enterprise Server(NES) servers. servers.

* Location: HKLM\Software\Nymi\NES
» Type: String
* Name: URL
* Value: https://nes_server/instance

Where:

* nes_server is the Fully Qualified Domain
name of the NES host.

* instance is the services mapping name
of the NES web application. The default
value is nes.

For example, https://tw-srv1.tw-lab.local/
nes

Note: The service mapping name for
NES was defined during deployment.
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Purpose

Prevent the appearance of
the Ent er pri se SSO
Login window for user who
are not in the inclusion

group.

6 - Using the Nymi Band as an RFID-only Device

Affected Components

All Evidian EAM Clients,
including the Citrix/RDP
servers.

Note: Do not set this
registry key with the
Evidian EAM 10.03b8573
Hotfix 9 and later.

Registry Setting

If the Integrate with Windows Authentication
module is enabled and a generic account is

not used for Windows login, set the following
registry keys:

Key #1:

* Location: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:
StopSSOENgineONnOTPFailed

* Value: 1

Key #2:

* Location:: HKLM\Software\Enatel
\WiseGuard\AdvancedLogin

« Type: DWORD 32-bit

* Name: StartSSOEnNngine

 Value: 1

If the Integrate with Windows Authentication

and Authentication Manager modules are not
enabled, set the following registry key:

* Location:: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:

DisplayErrorMessageAtStartup
* Value: 0

Configure the user
terminal to prevent the
SSO login screen from
populating the username
field with the user that
logged into the user
terminal.

All Evidian EAM Clients
where users log into

the user terminal with a
generic account and when
the work flows require
sign offs by more than one
user.

Create the following registry key

* Location:: HKLM\SOFTWARE
\Enate\WiseGuard\SSOWatch
\CommonConfig

« Type: DWORD 32-bit

* Name: Allow4EyesAndSameUser

* Value: 1

Edit DWORD (32-bit) Value X

Value name
|AllowaEyesandsameUser

Value data: B

ase
@ Hexadecimal |
O Decimal

Cancel
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Purpose Affected Components Registry Setting

Prevent user self- All Evidian EAM Clients, Create the following registry key:
enrollment of a Nymi Band [ including the enroliment

and other NFC devices terminal Citrix/RDP * Location: HKLM\Software

\Enatel\Wiseguard\FrameWork

servers.
\Authentication
* Type: DWORD 32-bit
* Name: RFIDSelfEnrollAllowed
* Value: 0
Configure the Evidian All Evidian EAM Clients, Create the following registry key:

EAM Client to avoid the including Citrix/RDP
use of the LsaLogonUser | servers and the enroliment
function and improve Nymi | terminal.

* Location: HKLM\SOFTWARE\Enatel
\WiseGuard\Framework\Directory

Band tap response times. « Type: DWORD 32-bit
* Name:
CallLsaLogonUserAfterLogon
* Value: 0
Configure enrollment Enrollment terminal Create the following registry key:

terminal to access Nymi

Band Application * Location: HKLM\Software\Enatel

\WiseGuard\AdvancedLogin

» Type: String

* Name:WearableEnrollTool

* Value: C:\Program Files\Nymi\Nymi
Band Application\NEM.exe

Edit String x

Value name:
|WearableEnrolTool |

Value data
|c\Program Files\NymilNymi Band Application\NEM exe] ]

Use Case Specific Registry Key Settings
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Optimize NFC taps All Evidian EAM Clients Key #1

including Citrix/RDP )
servers and the enrollment |* Location:HKLM\SOFTWARE

terminal, where you \Enatel\WiseGuard\FrameWork
perform Nymi Band taps \Authentication
on an NFC reader. * Type: DWORD 32-bit

Note: Ensure that you * Name: NymilntentDiscardNfc

define these registry * Value: 0
keys with Evidian EAM Key #2

10.03b8573 Hotfix 12 and )
later. e Location:HKLM\SOFTWARE

\Enatel\WiseGuard\FrameWork
\Authentication

« Type: DWORD 32-bit
* Name: NymilntentDiscardPcsc
* Value: 1

Support multiple domains, | All Evidian EAM Clients Edit the HKLM\Software\Enatel
where users enroll their including Citrix/RDP \WiseGuard\FrameWork\Directory
Nymi Bands in a domain servers and the enrollment | \PossibleDomainList.

that is different from the terminal. i
user terminal domain. In the Val ue Dat a field, type the

NETBIOS name for each domain that
contains users, that will log in to the user
terminal.

Note: Separate each domain with a space,
as shown in the following example.

Edit String X

Value name

[PossibleDomainsList |

Value data
[Tw-LaB TW2-Lag| ]
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Purpose

Prevent a user from
logging into the machine
by specifying a username
without specifying a
password, to avoid the
situation where a user
types the username of
another user into the login
window, and the other
user is nearby an wearing
an authenticated Nymi
Band. The user can log

in without requiring the
password of the other
user.
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Affected Components

All Evidian EAM Clients
where a user taps to login.

Note: Do not set registry
key with Evidian EAM
10.03b8573 Hotfix 12 and
later. If you set this registry
key with Evidian EAM
10.03b8573 Hotfix 12 and

Registry Setting

Create the following registry key:

Location: HKLM\SOFTWARE
\Enatel\WiseGuard\FrameWork
\Authentication

Type: DWORD 32-bit

Name: WearableNeedsRFID
Value: 1

later, you cannot use the
BLE Tap functionality.

Edit DWORD (32-bit) Value

Value name:

|WearableNeedsRFID

Value data

Base
@ Hexadecimal

Registry Key Settings Speci

fic to Citrix/RDP environments

Configure the Evidian
EAM Client to
communicate with the
Nymi Agent server.

All Citrix/RDP servers

Create the following registry key:

Location: HKLM\SOFTWARE
\Enatel\WiseGuard\FrameWork
\Authentication\CommonConfig
Type: String

Name: NymiAgentUrl

Value: ws://agent _f dgn:9120/
socket/websocket

Where agent _f dgn is the Fully
Qualified Domain Name of the centralized
Nymi Agent server.
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Purpose Affected Components Registry Setting

Configure Citrix roaming All Citrix servers Create/Update the following registry keys:
sessions, to ensure that
when a published MES
application closes, the Edit the following registry key and append
Citrix session is logged off. the following files to the ValueData field.

* Location: HKLM\SYSTEM
\CurrentControlSet\Control\Citrix
\wfshel\TWI

» Type: String

* Name: LogoffCheckSysModules

* Value: ssoengine.exe,
ESSOCredentialManager.exe

Registry Key #1

Registry Key #2

* Location: HKLM\SOFTWARE\Policies
\Enate\SSOWatch\CommonConfig
or HKLM\SOFTWARE\Enatel
\SSOWatch\CommonConfig

« Type: DWORD 32-bit

* Name: DoNotManageProcList

* Value: 1

Performance Specific Registry Key Settings

Increase the time that the [ All Evidian EAM Clients, Create the following registry key:
Evidian EAM Client waits | including Citrix/RDP .

for the initialization of the [ servers ?ind the enrollment | Location: .HKLM\SOftware
nymi_api.dll and retrieval | terminal, \EnateI\V_Vlsgguard\FrameWork
of authentication token \Authentication
from NES to complete. + Type: DWORD 32-bit

* Name: WearableDelay

* Value: 10000

6.4.6 - Replacing the Nymi DLL File

Replace the nymi_api.dll file that the Evidian EAM Client uses with the version used by the
Nymi Band Application.

1. Rename the nymi_api.dll file in C:\Program Files\Common Files\Evidian\WGSS.

2. Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll file to C:\Program
Files\Common Files\Evidian\WGSS.

3. Log in to the Evidian EAM Management Console.
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4.
Click Account and access rights managenent @

5. In the left navigation pane, expand Donai h > Conput er s, and then select the terminal,
as shown in the following figure.

Access point: 135-EVUAT1-LW7

-4 Search request

Directory BQ EAM
{:] Evidian Enterprise Access Management
© @-{_] Program Data
L"q‘ﬁ Inbound access
L"q‘ﬁ Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

i

135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

o OO s JOORY o O oy OO s OO e OO

(D LIET Bl LD BT Bl o

Binrmatricc

6. Onthe Acti ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

6.4.7 - (Optional) Configuring the Communication
Protocol

If you use the enrollment terminal to also access NEAS, perform the following steps to disable
the legacy protocol.

About this task

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware

Procedure
1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he
System Envi ronnent Vari abl es.
2. Click Envi ronnent Vari abl es.
3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:
a) Inthe Vari abl e Nane field, type NYMI_NEA SUPPORT_LEGACY_MODE
b) In the Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 68



6 - Using the Nymi Band as an RFID-only Device

New System Variable X
Variable name: ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ 0 |
Browse Directory... Browse File... Cancel
Figure 40: New System Variable window
c) Click OK.

6.4.8 - Enabling LDAPS Support on the Enrollment
Terminal

Evidian Authentication Manager and Enterprise SSO 10.0 evolution 2 patch level 3 and later
supports LDAPS on AD LDS.

Install LDAPS on AD LDS. Microsoft provides more information.

Perform the following steps on the Enrollment Terminal.

o0k wNPE

7.

Run regedit.exe.

Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Enate\WiseGuard\FrameWork.
Right-click WGDirectory, and then select New > DWORD (32-bit) val ue

In the Val ue file, type SSL.

Double-click the SSL key, and in the Val ue dat a field, type 1.

In the ServerList key, confirm that the path to the AD LDS instance with the secure port
appears. For example, srv-ssl.ssl.lan:636..

Close Regi stry Editor.

6.4.9 - Overriding the authentication method

When you configure the EAM controller to use the RFID-only TokenManagerStructure.xml
file, perform the following steps to configure the enrollment terminal to use the wearable
authentication method.

1.

2.

Obtain the Wearable version of the TokenManagerStructure file,
TokenManagerStructure_ WEARABLE.xml from the extracted Nymi software installation
package. The file is located in the Evidian-Supplementary-Files subdirectory.

Rename the TokenManagerStructure. WEARABLE.xml to TokenManagerStructure.xml.
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3. Copy the TokenManagerStructure.xml file to the C:\Program Files\Common Files\Evidian
\WGSS\ directory.

4. Log in to the Evidian EAM Management Console.

Click Account and access rights managenent @

6. In the left navigation pane, expand Donai n > Conput er s, and then select the terminal,
as shown in the following figure.

Access point: 135-EVUAT1-LW7

-4 Search request

=& EAM

D Evidian Enterprise Access Management
D Program Data

LE, Inbound access

LE, Cutbound access
=) Evidian-UAT-Lab

E-{] Computers

w2 1-WIN10-DOMA-EV
1-WIN7-DOMB
135-EVUAT1-LW10
2-WIMN10-DOMB
2-WINT-DOMC
55-EVUATZ-LW10
55-EVUAT2-LW7T

O

Directory

©

Smart Card

i

e

RFID

o OO s JOORY o O oy OO s OO e OO

[T (L i [l [T L T

Binrmatricc

7. Onthe Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

6.4.10 - Logging into the terminal

If you installed the Evidian SSOAgent with the Authentication Manager authentication mode,
when the terminal locks, the Windows login screen appears with new options.

About this task

Perform the following steps to log in.

Note: On the first login, you cannot log in with an NFC tap.

Procedure

1. Press Ctrl-Alt-Delete.

The W ndows Logi n screen appears with additional options. The following figure provides an
example of the login screen.
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NYMNAdministrator

2. Log in to the computer with your username and password.

The desktop appears.

6.4.11 - Validating the EAM Client Installation

After you log into the computer, validate that the Evidian EAM Client can connect to the
Evidian EAM Controller and that the EAM client can retrieve certificates from NES.

Open the system tray and confirm hover over the ESSO Cr edenti al Manager E icon.
Confirm that the status that appears is Connected Mode, as shown in the following figure.

Connected mode

Figure 41: ESSO Credential Manager connected mode

If the status that appears is Disconnected Mode, the Evidian EAM Client cannot establish
a connection with the Evidian EAM Controller, refer to the Nymi Connected Worker Platform
with Evidian Troubleshooting Guide for more information.

Navigate to C:\Windows\System32\config\systemprofile\AppData\Roaming\Nymi\NSL
\random_string\ksp, and confirm that you see at least 20 files, as shown in the following
figure. If you see 9 files only, refer to the Nymi Connected Worker Platform with Evidian
Troubleshooting Guide for more information.
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<« Local Disk (C:) > Windows > System32 > config > systemprofile > AppData > Roaming > Nymi > NSL » Yr2hs4Og * ksp
Name - v Date modified Type Size
AAAB 2023-03-08 4:54 PM File TKB
AAAC 2023-03-08 4:54 PM File TKB
ARAF 2023-03-08 4:54 PM File TKB
AAAG 2023-03-08 4:54 PM File 1KB
AAAH 2023-03-08 4:54 PM File TKB
AAAI 2023-03-08 4:54 PM File TKB
f3HACDshMImGTPVL 2023-03-08 4:54 PM File TKB
f3HdCDshMImGTPvL-ext 2023-03-08 4:54 PM File 1KB
g79C1qzPGjzdmEIR 2023-03-08 4:54 PM File TKB
g79C1qzPGjzdmEIR-ext 2023-03-08 4:54 PM File TKB
hZi-s1zzMi35h6Yi 2023-03-08 4:54 PM File TKB
hZi-s1zzMi35h6Yi-ext 2023-03-08 4:54 PM File 1KB
hzlUAUPcMUjnBSPu 2023-03-08 4:54 PM File TKB
hzlUAUPCMUjnBSPu-ext 2023-03-08 4:54 PM File TKB
QsreoP9t7gycffDk 2023-03-08 4:54 PM File TKB
QsreoP9t7qycffDk-ext 2023-03-08 4:54 PM File 1KB
T60b91aL3RgMIr90 2023-03-08 4:54 PM File TKB
T60b91aL3RgMIr90-ext 2023-03-08 4:54 PM File TKB
WMEzycZsMSPIfpWz 2023-03-08 4:54 PM File TKB
WMEzycZsMSPIfpWz-ext 2023-03-08 4:54 PM File 1KB

Figure 42: Certificates Folder

6.5 - Configure the Evidian SSO for an
MES Application

The following information provides setup and configuration information about how to configure
single sign-on for MES applications.

Note: Before you perform the steps in this chapter, install the MES application on the
enrollment terminal according to the instructions provided by the MES application vendor. After
you complete the SSO configuration steps, you can uninstall the MES application.

Important: Follow each step in the order in which they appear.

6.5.1 - Adding an SSO definition for a new target
application

To use the Nymi Band with Evidian to perform authentication tasks, use Ent er pri se SSO
St udi o to create SSO technical definition and training Evidian SSO to operate with the
MES application. The SSO definition captures the login screen and credentials for the MES
application.

About this task

Perform the following steps from the enrollment terminal.

Note: For a web application, SSO detects the application based on the windows process
that runs the application. If you run the application with more than one browser, create a new
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technical definition for each supported browser that will start the application, for example,
Chrome, Microsoft Internet Explorer, Firefox, Opera etc.

1. Log in as a user that is a EAM administrator.

2. Navigate to C:\Program Files\Evidian\Enterprise Access Management and double-click
SSOBuilder.exe.

3. Onthe Enterpri se SSO St udi o login window, type the login credentials of an EAM
Administrator.

4. Inthe SSO Config - Enterprise SSO Studi o, navigate to EAM > Evi di an
Enterpri se Access Managenent > Application Access > Technical
defini ti ons, as shown in the following figure.

;"j SSOConfig - Enterprise SSO Studio
File Edit View Help

# % 0% RN D
=il Enterprise Studie Configuration
=1 EAM
{3 Evidian Enterprise Access Management
- (£ Application access
#-{_7 Application security objects
* C] Applications
& I
+-{5] User Access
4 {2 Program Data

Figure 43: Technical Definition object
5. Right-click Techni cal Defi niti ons and select New Techni cal Definition,as
shown in the following figure.

-;‘j S50Config - Enterprise S50 Studio
File Edit View Help

# B B2 YD
=l Enterprise Studio Configuration
£ EAM
—{2]) Evidian Enterprise Access Management
| B [ﬂ__| Application access
11-{.) Application security objects
+ C] Applications
"{—lz‘ | Ta New Technical Definition...
¥ [i| User Access
+-{_) Program Data (59 Refresh

% Import...

E¥Eniterprise SO

Figure 44: Creating a New Technical Definition
6. Inthe Properti es tab, provide a name in the Techni cal Defi ni ti on name field, and
then click OK.
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The following figure shows the Pr operti es tab.

Application properties X
QRentry keyboard Apple keychain Autofill
Properties Launcher Parameters

Identification

Technical Definition name:

I Sample Application|

Session management (advanced)

|:| The application can only have one session at a time

[ Try previous password when bad password’ window detected

Cancel Help

7. Right-click on the new technical definition that you just created and select New W ndow, as
shown in the following figure.
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'_1‘;', SSOConfig - Enterprise SSO Studio
File Edit View Help

El Ha Abcd | =
YR
=4l Enterprise Studio Configuration

=] {:] EAM

EI--D Evidian Enterprise Access Management
:-G Application access
® E Application security objects
l'ﬁ Applications
E-G Technical definitions
LS. cppicion

z.
@-{2]) Program Data #if Rename

7% Delete

oA Cut

23 Copy

£

i Update Directory
% Export...

O‘ Tect

(7]
@[] Add to Test List

2: Edit XML Configuration...

2: Properties

(£ User Access | E.] New Window... I

6 - Using the Nymi Band as an RFID-only Device

Figure 45: Creating a New Window for the Technical Definition

8. Inthe W ndow pr oper ti es window, enter a name for the window, for example, Login
Window, and from the W ndow Type list, select the appropriate windows type.
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Window properties X

General Options Detection Actions

General Window description
Choose a name and type for this window. SS0 behavior depends on
the window type you select.

Window name: .Logm Window

Windowtype: | g StandardLogin v

Window Type Description

StandardLogin:

This is the standard procedure for S50 Enabling an application

The logon identifier, password and some additional parameters specific
to the user are sent to the associated fields

Cancel Help
Figure 46: Naming the New Technical Definition Window

9. Open the application that will use Evidian SSO to enter the credentials. Ensure that both
the SSO Builder and MES application windows are visible on your desktop.

The following figure provides an example of the SSO Builder and an MES application window.

10. . . . ) o .
On the Det ect i on tab, click and drag the target icon € onto the application window.

The following figure provides an example of the Det ect i on window.
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General Options Detection  Actions

You have to select the window to be detected. To do so, drag and f\
drop the target icon onto its title bar or inside a web page. \.J

Web page

URL ‘flle;fﬂ: ‘\Users\administrator\Desktop \sampleLogin html

Detect browser title Corfiguration...

Vanable URL

Sometimes, URLs differ between sessions. Use variable URL
detection to handle this

[l enable variable URL detection Configure

Parameter of the web page

[] Look for text
In Field

f . ) If window detection is not sufficient, you can
use Advanced detection to add constraints on | Advanced...
process.

0K Cancel Help
Figure 47: New Technical Definition Detection window
The URL for the webpage appears in the URL field.
11.Inthe Acti ons Tab, perform the following actions:

a) Click and drag the target icon beside the | dent i fi er field onto the User nane entry
field of the application.

b) Click and drag the target icon beside the Passwor d field onto the Passwor d entry field
of the application.

The following figure provides an example of the Act i ons tab.
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Window properties X

General Options Detection Actions

Window fields description

This window type sends the user authentication data to the fields
defined below

No field is mandatorv

Identifier : @ "Enter Usemame” 2.1.1.2.3.1.1.1» ((_é)
Password : & "Enter Password” 4.1.1.2.3.1.1.1.» @o&)

] Do not prompt for user account
Additional fields customization

Click on the Customize button to specify additional -

After the SSO has been done..
@' Do nothing ':::' Press the <Enter> key

(O Press the button :

OK Cancel Help

Figure 48: New Technical Definition Actions tab

Note: If the target icon does not detect the field, double-click the Target icon (instead of clicking and
dragging) to open a Cont r ol Det ect i on window, and then select the desired target control, for
example, an editable text option.
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B Control Detection X

Please select the desired control or drag and drop
the target icon onto it

"*E editable text: "Enter Username” (0x85601590) A
% white space:™ (0x85601d 10)
8
% white space: ™ (0x85601f30)
10Kl push button: "SUBMIT FORM" (0x85600 190)

E E grouping: ™ (0x856002d0)

"-Q text: "Username : Nymi Password : Password™ (C

(=] white space:™ (0x85602850)

“Infobar Container” (0x85602c10) v

Activate Accessibility usage
[[Juse HTML name attribute

[C] Check if the control has the focus
Text conversion:

No modificaton v

Clear Cancel

Figure 49: Detection window

12Inthe After the SSO has been done section, select an option to perform after the
SSO action has completed, for example, select Press t he butt on, and then drag and
drop the Tar get icon onto the button in the application that completes the login action such
as a Submi t button.

13.Click OK to save the configuration.

14.Optional, for MES applications that require 2 different users to perform an e-signature to
complete a task, perform the following actions:

a) Right-click on the form that requires the sign-offs and then select Pr operti es, as
shown in the following figure.

| Signed By form]

B Verifis fibe Rename

p— p—
i Verifit 52 Delete
ser Access

= Cut
23 Copy

am Data

= i Update Directory
8 % Export...

Figure 50: Properties
b) On the W ndow pr operti es window, from the Act i ons tab, click Scri pt Editor,
as shown in the following figure.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 79



6 - Using the Nymi Band as an RFID-only Device

Window properties X

General Options Detection Actions

Seript
Action Cond. Parameters
#hGetsso Login
*{ ) GotoLabel @ False Canceled
fisg SendS50 Password to Control “password” 1.2.3...
@ Retum S50 Done.
{)Label Canceled
& Retum oK
< >

Script Editor...

Figure 51: Script Editor option
¢) Onthe Cust om Scri pt Edit or window, select Get SSO, and then select the option
Perform SSO as a difference user, as shown in the following figure.

¥ Custom Script Editor hd
HIXT 4| BEE
‘ Action Cond. Parameters
Logn
*{)GotoLabel @ False  Canceled
@Sendsso Password to Control: "password”™ 1.2.3.1.2...
@ Returmn S50 Done.
(JLabel Canceled
@ Return OK.
Get SSO Parameter
(®) Identifier Custom Parameter
(O Password No configured parameter
(O New Password
(O Confirm Password
[[] Do not prompt for user account
I‘ [\]Perform SSO as a different user I
e
Figure 52: Custom Script Editor window
d) Click OK.

e) On the W ndow properti es window, click OK.

15 Right-click the newly created technical definition and click Updat e Di r ect ory, as shown
in the following figure.
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File Edit View Help

Y LR
=)l Enterprise Studio Configuration
53 EAM
= f"_'/ Evidian Enterprise Access Management
= t/ Application access
-5 Application security objects
+ t] Applications
=-{_) Technical definitions
5.3 SampleApplication
L3 ndow
(£ User Access s Rename
+-{_) Program Data 7% Delete

<% Cut
23 Copy

4 @ Update Directory

oy bxport..

g'{ Import...

!2: Properties
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Figure 53: Update Directory with New Technical Definition
16.Close SSO Bui | der.

6.5.2 - Configuring the SSO application in the
Evidian EAM Management Console

After creating the technical definition for an MES application in SSO Builder, configure
the Evidian EAM Controller to propagate the technical definition to user terminals in the
environment.

About this task

Procedure

1.
2.

3.

Launch the Evidian EAM Management Console, and log in as an EAM administrator.

Click on the Account and Access Ri ghts Managenent @ icon.
Navigate to EAM > Evi di an Enterpri se Access Managenent > Application

Access

in the following figure.

. Right-click Techni cal definitions and then select New > Appl i cati on, as shown
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@ Evidian Enterprise Access Management Console

File Directory View Help

o BEEQmwaPatlo]n

-

Organization: Technical definitions

]

-J9 Search st -
Directory . é; [Aa; reque (& infomation ) Everts
(=-{1] Evidian Enterprise Access Management Organization
=-{i0 Application access Name: | Technical definitions

5 (] Application security objects
(0] Applications

O

Server host name: | TW-Srv1.TW-Lab.local: 55000

Smart Card

a > Applicatis
[ User Access e e
(-2 Program Data P B2 Template-based Application >
% Inbound access Reresh B Application Profile
Qutbound acces =
(odate
RFID L. © TW-Lab Update

Delete Password Control Policy

Force Paksivond 7 Password Generation Policy

Send 550 Data by mai User Security Profile

o

Access Point Security Profile

Biometrics Check User Challenge
Set/Unset OU as root Representative
@ Send message. Cluster of access points
Import Cloud Customer
Mo%:ile Export I
Devices

1
Figure 54: New Application menu option

5. Provide an application name, and then click Appl y.
The following figure provides an example of a new application.

Application: SampleApp

é; Search request Information ¥ Corfiguration 4 User Access 2 Administrators Ga] Account Generation 1§ Access P
=8 EAM
=-{_J) Evidian Enterprise Access Management Application

=[] Application access Name: | SampleApp |

4.0 Application security objects
+{_ Applications
{0 Technical definitions
-{[E] SampleApp
i @ User Access
@-{) Program Data
[ Inbound access
.. [B& Outbound access
1) TW-Lab Technical Support information

Publisher:

Version:

| |
| |
Support information: ‘ |
Last product update: ‘ |

Setlogo... Delete Logo Apply Cancel

Figure 55: New Application Name
6. If the MES use the credentials of the logged in AD user, perform the following steps:
a) In the Evidian EAM Management Console, navigate to the technical definition and in the
Confi gurati on tab, select the Account Base tab.
b) Select the The application uses the primary account option.
c) Inthe Logi n fornat list, select the login format of the AD credentials.
d) Click Appl y.
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The following figure provides an example of the Account Base window.

General Account Base  Accourt Propeties SSO  Extemal Names  Provisioning connector

r The application uses the primary accumtl [ The application uses the PIN
[ The applcation uses the Windows genenc account
r'—ﬂg'” fomat Short name: jdoe ~ l
Other applications using the same accounts

F& Applications can share accounts. When accounts are shared between two or more
‘0\ applications, the same login/password pairs can be used with all of them.

Application

with Another Application

rts with Selected Application

s

Figure 56: Account Base window

7. Inthe Confi gur ati on tab, select the SSOtab, and then on from the Met hods tab, from
the Def aul t SSO propagati on net hod list, select SSO, as shown in the following
figure.

o Evidian Enterprise Access Management Console
File Directory View Help

c->|BEQ AP a0/ 0

N
Application: SampleApp
Directory i é; Search request Information |§ Configuration |,"}g User Access 22 Administrators s Account Generation  1f) Access Poin
=] EAM
-] Evidian Enterprise Access Management
. {20 Application access General Account Base Account Properties Extemal Names Provisioning connector
! 47-{.0 Application security objects
Smart Card {2 Applications Access Strategies OLE/XenApp
mart ar ={2] Technical definitions
] SampleApp 550 propagation
47-[L0 User Access Default S50 propagation method
i-{2] Program Data
= -y Inbound access
i % Outbound access jows authentication
&) O TW-Lab OLE/Automation
Biometrics

Figure 57: Selecting Default SSO Propagation Method

8. Beside the Techni cal defi niti on field, click Sel ect, as shown in the following figure.
Figure 58: Select button
Methods  Access Strategies OLE/XenApp

SS0 propagation
Default S5O propagation method
550 P v

Technical definition:

Select...
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9. Inthe Sel ect Techni cal Defi nition window, expand EAM > Evi di an
Enterpri se Access Managenent > Application Access > Techni cal
defini ti ons, and then select the new technical definition that was created with
SSOBuilder, as shown in the following figure.

Application: SampleApp

- J2 Search request Select Technical Definition X ks B Administratq
5.@) EAM
5-{7 Evidian Enterpr| Browse | Search
--(.J Application SSO  Bdemal Na
+-{] Applical
+-(.] Applical =-&) EAM

-I-{_.] Evidian Enterprise Access Management

= GECEZ: - fj Application access
+-{. Application securtty objects
-0 User Access + (] Applications
= {:I Program Data -1{&) Technical definitions
£ Inbound access ] Sample Application|
l% Outbound acce +- {0 User Access
= o TW-Lab +-{_J Program Data Select...

Cancel

[
Figure 59: Selecting the Technical Definition

10.Click OK.
11.0n the SSOtab, click Appl y to save the configuration.

12 Navigate to EAM > Evi di an Enterpri se Access Managenment > Application
Access > Application security objects > Default application profile.
Select User nust re-authenticate to perform SSO, as shown in the following
figure, and then click Appl vy.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 84



6 - Using the Nymi Band as an RFID-only Device

Application profile: Default application profile

; s Search request ¥ Corfiguration 3 Appliesto ) Events
=] EAM
(=-{Z0) Evidian Enterprise Access Management Application Profile
=-{2] Application access Name: | Default application profile
=-{_ Application security objects
& Default Pcp
- Default Password policy Configuration
] Default application profile General Account Authentication method Delegation IP Address Constraints
{3 Applications
=1{0 Technical definitions Use password format control policy specified here fignore application defauit)
- SampleApp [Defaut Prcp | =] =
=[] User Access
= {3 AccessPoint Profiles Password generation policy:
HJ) Default access point profile |Defau|t Password policy J ve | | =>
w-{] Timeslices — - =
£-{ User Profiles [;Usermusl re-authenticate to perform SSOz]
A, Default user profile ] Launch application at start-up of Enterprise S50
W (3 Program Data [A Show application on user’s Enterprise S50 desktop
LB Inbound access
H E Outbound access ] When application is used, set user’s unlocking level'to: 0 =
+ O TW-Lab ] Allow the user to test the application with Enterprise 550
L oo |[cond ]

Figure 60: User must re-authenticate to perform SSO
13.Close the Evidian EAM Management Console.

6.6 - Installing and Configuring Software
on the User Terminals and for remote

MES application integration over RDP or
Citrix
An Operator uses a user terminal to perform an authentication event, such as an e-signature

in an MES application that was developed with the Nymi SDK, and the Evidian EAM Client
software.

The Nymi with Evidian solution supports the use of the Nymi Band to perform authentication
events on an MES application that is local to the user terminal or on a Citrix server/RDP
session host that a user terminal connects to.

Note: Starting with CWP 1.19.0, you can silently install and configure the Nymi and Evidian
client software. The application is in a folder named Clientinstaller. This feature requires
advanced Connected Worker Platform knowledge. Contact your Nymi Solution Consultant to
use the silent installer.
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6.6.1 - Installing the Evidian EAM Client

The machines on which you install the Evidian EAM Client depends on how the user accesses
the MES application and how the user uses the Nymi Band.

* When the user accesses an MES application that you installed on the user terminal, install
the Evidian EAM Client on the user terminal.

* When the user accesses an MES application on an RDP sessions host or Citrix server,
install the Evidian EAM Client on the RDP sessions host or Citrix server.

* When a user uses the Nymi Band to unlock the user terminal, install the Evidian EAM Client
on the user terminal.

Before installing the Evidian EAM Client software:

* Complete the steps to configure the Evidian EAM Controller.
» Ensure that the machine is on the same domain as the Evidian EAM Controller.
» Obtain the Evidian license file from the Nymi Solution Consultant.

» For RDP session hosts and Citrix servers, ensure that the host is configured with the
FQDN.

1. Log in to the user terminal with an account that has Local Administrator access.

2. Download and extract the Evidian software package, EAM-v10.0x.XXXxxxXx.zip to a directory
on the host, for example, the Downloads directory.

3. Double-click the C:\Downloads\EAM-v10.0xxxxxxxx\EAMx64\Tools\WGConfig
\WGConfig.exe file.

4, Onthe User Access Control window, click Yes.
5. Onthe Wl cone to the Configuration Assistant window, click Next .

6. If the required Microsoft Visual C++ Redistributable software is not installed on the server,
the Pr er equi si t es window appears. Click Next to install the software.
The Windows Installer window appears.

7. On the Li cense keys window, click | nport, as shown in the following figure.
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Enterprise Access Management Controller

X

License keys
Provide EAM license keys to enable software features.

This software is subject to license. You may not use it f you do not have a license for this
software. You must agree with the terms and conditions of the license agreement to

proceed.
You may enter each license key manually or Import them from a file

Feature / License key

Select license: Enter your license key and press Add:

Authertication Manager base  ~

ezt Cancel

8. In the Open window, select the license file in the Downloads directory, and the click Open.

If you do not see the file, select Al | Fi |l es *.* from the file type list.

9. Onthelnstallation nbde window, leave the default optionwi t h a control |l er
selected, and then click Next .

The following figure provides an example of the I nst al | ati on node window.

Configuration Assistant

X

Installation mode
Allows you to choose whether a Controller is needed by the workstation

Please choose the Security Services operating mode:

(O without a Controller

Security Services run on the user workstation only

(®) with a Controller

Security Services use a Controller for advanced features

= ==

Figure 61: Installation mode window

100nthe User s direct ory window, leave the default option M crosoft Acti ve
Di r ect ory selected, and then click Next .

The following figure provides an example of the User s di r ect or y window.
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Configuration Assistant x

Users directory
Choose the directory where users are defined.

Please, select the user authentication directory :

Microsoft Active Directory

Microsoft AD LDS (users stored within)
Oracle DSEE or RedHat DS or 389 DS
OpenLDAP

Novel eDirectory

IBM Tivoli Directory Server

NEC EDS

Atos DirX Directory

< Back Next > Cancel

Figure 62: Users directory window

110nthe Security repository window, select the option I ntegrated with AD LDS:
the security data is stored in an AD LDS server, and then click Next .

The following figure provides an example of the Security repository window.

Configuration Assistant x
Security repository
Choice of security data storage.

one; the directory is uset

Star

-:‘..;-l-_'—d  flat files and in Windows

( Integrated with Active Directory: the security data is stored in the domain directory
This requires customization of the A.D. schema.

(®) Integrated with AD LDS: the security data is stored in an AD LDS server.

< Back Next > Cancel

Figure 63: Security repository window
12.0n the LDAP Conf i gur at i on window, perform the following action:

a) In the Name/ addr ess field, type the FQDN of the Evidian EAM Controller, and in the
Port field, type 55000.

b) Click Add.

c) Leave the default option Use a dedi cat ed nanmi ng context for the Evidian
Enterpri se Access Managenent dat a selected, and then in the Evi di an
Enterpri se Access Managenent data context field, type O=EAM.

The following figure provides an example of the LDAP Conf i gur at i on window.
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LDAP Configuration
Configuration of parameters for access to the LDAP server.

Name or address of the LDAP server and any replicas :

Name/Address : tw-srv 1 twab local
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@

Port : |55000

Remov

Use a dedicated naming context for Evidian Enterprise Access Management data

Evidian Enterprise Access
Management naming context :
< Back Nex

Figure 64: LDAP Configuration
d) Click Next .

Cancel

13.0nthe Access- poi nt nmanagemnment window, select Manage access points, as
shown in the following figure, and then click Next .

Configuration Assistant

Access-point management
Choose whether to enable different security policies for different workstations.

Access-point management

i you select this option you will be able to define security policies for individual
workstations and groups of workstations.

| [“] Manage accesspoaints

Note: EAM Controllers and workstations must be configured to use the
. same value for this parameter.

< Back

*

@

Cancel

Figure 65: Access-point management window

14.0n the Rest art Conput er window, leave the default selection Do not

restart the

conput er, as shown in the following figure, and the click Fi ni sh.
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Configuration Assistant x

Enterprise Restart Computer
Access
Management Restat Computer

. Do you want restart your computer?
Resiart computer
® : I (®) Do not restart computer I

O Evidian

Figure 66: Restart Computer window

6.6.2 - Installing the Evidian SSO Agent

Perform the following steps on the user terminal to install the Evidian Single Sign On (SSO)
Agent.

About this task

Procedure

1.

Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxXxxXXXX\EAMX64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

. Double-click the C:\DownloadsS\EAM-v10.0xxxxxxxx\EAMx64\INSTALL\ESSOAgent.msi file.
. Onthe Enterpri se Access Managenent Cient Installation, click Next.
. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and

then click Next .
The following figure shows the Li cense Agr eenment window.
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ﬁg Enterprise Access Management Client Setup - x

License Agreement

You must agree with the license agreement below to proceed

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

PRUNE JEPUEY ST ST S PR af Alen O PO R S | R T

| @1 acceptthe license agreement |

('l do notacceptthe license agreement

< Back Cancel

Figure 67: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.

ﬁ@ Enterprise Access Management Client Setup — X

Destination Folder

Select a folder where the application will be installed.
1 —— ||

The Installation Wizard will install the files for Enterprise Access Management Clientin
the following folder.

To install into a different folder, click the Browse button, and select another folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
to exit the Installation Wizard

Destination Folder

CAPrograrm Files\Evidian\Enterprise Access Management, Browse

< Back Cancel

Figure 68: Destination Folder window
6. Onthe Sel ect Installation Type window, select Cust om and then click Next .
The following figure shows the Sel ect I nstal |l ati on Type window.
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ﬁ Enterprise Access Management Client Setup - X
Select Installation Type
Selectthe desired installation type @
L |
O Typical

B~ Themostcomman application features will be installed. This option

gg is recommended for most users.
=

O Complete
B~ Allapplication features will be installed. This optionis
@g recommended for the best performance.
=
® Custom

g~  Usethis option to choose which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

< Back Cancel

Figure 69: Select Installation Type window

7. Onthe Sel ect feat ures window, for Aut henti cati on Manager perform one of the
following actions based on your Nymi Band use case:

Note: Unless otherwise noted, leave the default option for a feature.

Do not use the Nymi Band to log into Select Aut hent i cati on Manager, and
terminal. thenselectEntire feature will be
unavai | abl e.
18 Enterprise Access Management Client Setup — P4
Select Features @
Please selectwhich features you would like to install

Enatura Naccrintion:
& Will be installed on local hard drive. orkstation.
|| E98 Entire feature will be installed on local hard drive.

@ Feature will be installed when required.

| % Entire feature will be unavailable. |

This festure requires KB an your hard drive, It
has 8 of 8 subfeaiures selected. The
subfeatures require 42MB on your hard drive

Feset Bk cance

Use the Nymi Band to log into terminal Expand Aut hent i cati on Manager.
For each of the following features:

¢ Smart card authentication
« Biometrics authentication
¢ Cluster and transparency
¢ Mobile authentication

¢ SSPR authentication

* InWebo authentication
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Select the feature, and then select Enti r e
feature will be unavail abl e, as
shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features
Please selectwhich features you would like to install
|

- =3=] Authentication Manager
S| Password and OTP authentic:
X _-| Srart card authentication

Feature Description:
Allow Self Service Passward Fequest (S5PR)
authentication. Users who fargot their password
9-| RFID authentication must answer security questions to open a
- % -| Biometrics authentication SEeetm
X _-| Cluster and transparent lockin
- % - | Mobile authentication

SSPR authentication

b X | InWWeho authentication

&9-] Biometics enraliment ool This feature requires OKB on your hard drive.

[ =+ | Enterprise 30
L-2% +| EAM Console
[+ =3 | Supported languages

< >

et cBack Conce

The only features to install are Passwor d
and OTP aut henti cati on and RFI D
aut henti cati on.

8. Click Bionetric enroll ment tool,andthenselectEntire feature wll be
unavai | abl e, as shown in the following figure.

The following figure shows the Sel ect Feat ur es window.
i

Select Features

Flease select which features you would like to install

[Elvl Authentication banager Feature Description:

= »| Password and DTE athE Enable users ta enroll their biometrics
Smart card authenticatio authentication data.

RFID authertication

Biornetrics authentication
Cluster and tranzparent Io
Mobile authentication

S5PR authentication
Inwebo authentication This feature requires OKB an your hard drive.

Biormetrics enroliment tool
Enterprize 550
EaM Congole

Feset < Back Cancel

Figure 70: Select Features - Authentication Manager options and without Biometric
enrollment tool

9. If you removed the Aut henti cati on Manager feature, and want the SSO Login window
to open with the username of the user that logged into Windows, select I ntegrate with
W ndows, and then select Entire feature will be installed on |ocal hard
dri ve, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup o X

Select Features

Flease selectwhich features vouwould like to install.

Feature Description:

Automatically opens Enterprise S50 with
user's Windows credentials. Available if

[ X -| Awthentication Manager
i ¥ _-| Biometics enrollment toal
=) d=| Enterprise S50

i el Authenticatinn Mananer is nnt installed
"= Wil be installed on local hard drive.
|r9§ Entire feature will be installed on local hard drive. I

.| B8 Will be installed to run from network.

@18 Fntire feature will be installed to run from network. ur hard drive.

X -| & Feature will be installed when required.

=

X Entire feature will be unavailable.

< >

Feset < Back Cancel

Figure 71: Integrate with Windows

10.For Ent er pri se SSO perform one of the following actions based on your Nymi Band use
case:

Note: Unless otherwise noted, leave the default option for a feature.

Use the Nymi Band for SSO Click Ent er pri se SSO St udi o, and
thenselectEntire feature will be
installed on | ocal hard drive,as
shown in the following figure.

ﬁl Enterprise Access Management Client Setup £ X

Select Features
Please selectwhich features you would like to install,
-

=-| Authentication Manager
----- X _-| Biometrics enralimenttool
- =] Enterprise 8501
X | Integration with Windows Auth
X -] OId1E plugin
+| Jevaplugin
S3-| Personal 550 Studio
PR Ent=rpr dio|

Feature Description:
550 configuration management taol,

= Wil be installed on local hard drive. yiour hard drive
‘rgi Entire feature will be installed on local hard drive. I

[ ——
=-| & Feature will be installed when required.

X Entire feature will be unavailable.
8 ]

Reset <Back Cancel

Use the Nymi Band for Windows login only Leave the default Ent er pri se SSO
configuration, as shown in the following figure.
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X

Select Features
Please selectwhich features you would like to install
[ ]

=9 | Authentication Manager
\---_% -] Biometics enralimentiool
=9+| Enterprise 530
| L% -] Integration with Windows Auth

ﬁ Enterprise Access Management Client Setup

Feature Description:
S50 configuration management tool

P
% - | Public Access FUS This festure requires Z0ME on your hard drive
X -] FUS extension DLL
X ~| EAM Console
S+ Supported languages

< >

Foset cBack Conce

All use cases Click Per sonal SSO St udi o, and then
selectEntire feature will be
unavai | abl e, as shown in the following
figure.

ﬂ Enterprise Access Management Client Setup

X

Select Features
Please selectwhich features you would like to install
[ |

=+ Authentication Manager
X | Biometrics enallment tosl
B+ Enterprise 330

Feature Description:
Allows end-users to S50 enable their

licat
% -| Integration with Windows Authg T
% ~| 0Id |E plugin
=N
i
S Wil be installed on local hard drive.
598 Entire feature will be installed on local hard drive. wour hard drive

..y .|| & Feature will be installed when required.

IX Entire feature will be unavallahla‘l

< > ‘

Foset cBack Conce

11.Select EAM Consol e, and then selectEntire feature will be installed on
| ocal hard drive, as shown in the following figure.

ﬂ Enterprise Access Management Client Setup = X

Select Features
Flease selectwhich features you would like to install
-

23+ Authentication Manager
{-- % ~| Biometrics enrallment taol
23+| Enterprise 550
X% _~| Integration with Windows Auth
X% ~| OI1dIE plugin
=3~| Java plugin
X -| Personal S50 Studio
_=3~| Enterprise 550 Studio
X% ~| Multi User Deskiop
7 =] Public Access FUS This feature requires OKE on your hard drive:
US extension DLL

Feature Description:

Enterprise Access Management Administration
Console

= Wil be installed on local hard drive.
|8 Entire feature will be installed on local hard drive. |

@2 Feature will be installed when required.

X Entire feature will be unavailable. Cancel

Figure 72: Install EAM Console Feature
12 Click Next .

130nthe Ready to install the application window, click Next, as shown in the
following figure.

Copyright ©2024 Nymi Connected Worker Platform RFID-Only Installation and Configuration Guide v12.0 95



6 - Using the Nymi Band as an RFID-only Device

ﬁ Enterprise Access Management Client Setup — X

Ready to Install the Application
Click Nextta begin installation.
||

Click the Back buttan to reenter the installation information or click Cancel to exit
the wizard

< Back Cancel

Figure 73: Ready to install the application
140nthe User account control pop-up, click Yes, as shown in the following figure.

User Account Control X

Do you want to allow this app to make
changes to your device?

‘B 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 74: User account control

150n the Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup - X

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish bution to exit this installation.

O Evidian

< Back Cancel

Figure 75: Evidian Client Installation Success window

161 the Windows System Tray, click on the Enterprise SSO (eSSO) El icon.
17.Click the Horre @licon, and then click Ref r esh, as shown in the following figure.

The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
7| Enterprise S50 : Single Sign-On Engine — O X

@ P activate | ] suspend (:) Refresh Q) Stop

Connected User : uatadmin

Currentrole:  No selected role

Figure 76: eSSO application Home Window

6.6.3 - Defining Evidian EAM Client Registry Keys

The Nymi with Evidian solution requires several registry keys on the Evidian EAM Clients to
configure features and optimize performance.

Required Registry Key Settings for the Nymi with Evidian solution
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Prevent the appearance of
the Ent er pri se SSO
Login window for user who
are not in the inclusion

group.

6 - Using the Nymi Band as an RFID-only Device

Affected Components

All Evidian EAM Clients,
including the Citrix/RDP
servers.

Note: Do not set this
registry key with the
Evidian EAM 10.03b8573
Hotfix 9 and later.

Registry Setting

If the Integrate with Windows Authentication
module is enabled and a generic account is

not used for Windows login, set the following
registry keys:

Key #1:

* Location: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:
StopSSOENgineONnOTPFailed

* Value: 1

Key #2:

* Location:: HKLM\Software\Enatel
\WiseGuard\AdvancedLogin

« Type: DWORD 32-bit

* Name: StartSSOEnNngine

 Value: 1

If the Integrate with Windows Authentication

and Authentication Manager modules are not
enabled, set the following registry key:

* Location:: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:

DisplayErrorMessageAtStartup
* Value: 0

Configure the user
terminal to prevent the
SSO login screen from
populating the username
field with the user that
logged into the user
terminal.

All Evidian EAM Clients
where users log into

the user terminal with a
generic account and when
the work flows require
sign offs by more than one
user.

Create the following registry key

* Location:: HKLM\SOFTWARE
\Enate\WiseGuard\SSOWatch
\CommonConfig

« Type: DWORD 32-bit

* Name: Allow4EyesAndSameUser

* Value: 1

Edit DWORD (32-bit) Value X

Value name
|AllowaEyesandsameUser

Value data: B

ase
@ Hexadecimal |
O Decimal

Cancel
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Affected Components

Registry Setting

Configure the Evidian
EAM Client to use and
cache the Evidian roaming
session.

all Evidian EAM Clients,
including Citrix/RDP
servers.

Create the following registry keys:
Key #1

Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

Type: DWORD 32-bit

Name:
RoamingSessionAllowedForSSO
Value: 1

Key #2

Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

Type: DWORD 32-bit

Name: RoamingSessionCached
Value: 1

Prevent user self-
enroliment of a Nymi Band
and other NFC devices

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Create the following registry key:

Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

Type: DWORD 32-bit

Name: RFIDSelfEnrollAllowed
Value: 0

Configure the Evidian
EAM Client to avoid the
use of the LsalL.ogonUser
function and improve Nymi
Band tap response times.

All Evidian EAM Clients,
including Citrix/RDP
servers and the enrollment
terminal.

Create the following registry key:

Location: HKLM\SOFTWARE\Enatel
\WiseGuard\Framework\Directory
Type: DWORD 32-bit

Name:
CallLsaLogonUserAfterLogon

Value: O

Prevent the EAM client
from retrieving Cloud-
related configuration data.

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Create the following registry key:

Location:: HKLM\SOFTWARE\Enatel
\WiseGuard\FrameWork\Directory
Type: DWORD (32-hit)

Name:
GetCloudConfigDataOnlyInCloudMo|
Value: 1

Registry Key Settings specific to Citrix/RDP environments
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Purpose Affected Components Registry Setting
Configure the Evidian All Citrix/RDP servers Create the following registry key:
EAM Client to

* Location: HKLM\SOFTWARE
\Enatel\WiseGuard\FrameWork
\Authentication\CommonConfig

» Type: String

* Name: NymiAgentUrl

* Value: ws://agent _f dqgn:9120/
socket/websocket

communicate with the
Nymi Agent server.

Where agent _f dgn is the Fully
Qualified Domain Name of the centralized
Nymi Agent server.

Configure Citrix roaming All Citrix servers Create/Update the following registry keys:
sessions, to ensure that
when a published MES
application closes, the Edit the following registry key and append
Citrix session is logged off. the following files to the ValueData field.

* Location: HKLM\SYSTEM
\CurrentControlSet\Control\Citrix
\wfshel\TWI

» Type: String

* Name: LogoffCheckSysModules

* Value: ssoengine.exe,
ESSOCredentialManager.exe

Registry Key #1

Registry Key #2

* Location: HKLM\SOFTWARE\Policies
\Enate\SSOWatch\CommonConfig
or HKLM\SOFTWARE\Enatel
\SSOWatch\CommonConfig

« Type: DWORD 32-bit

* Name: DoNotManageProcList

* Value: 1

Use Case Specific Registry Key Settings
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Support multiple domains, | All Evidian EAM Clients Edit the HKLM\Software\Enatel
where users enroll their including Citrix/RDP \WiseGuard\FrameWork\Directory
Nymi Bands in a domain | servers and the enrollment | \PossibleDomainList.

that is different from the terminal. i

NETBIOS name for each domain that
contains users, that will log in to the user
terminal.

Note: Separate each domain with a space,
as shown in the following example.

Edit String X

Value name:
[PossibleDomains List |

Value data
[Tw-LaB TW2-Lag| ]

For use with DeltaV All Evidian EAM Clients, Create the following registry keys in
including the enroliment HKLM\Software\EnateNSSOWatch
terminal Citrix/RDP \CommonConfig:
servers.

Key #1

* Type: DWORD 32-bit
* Name: NoCacheFields
* Value: 1

Key #2

* Type: DWORD 32-bit
* Name:
CheckUIAutomationFieldPresence

* Value: 2
Key #3

e Type: DWORD 32-hit

* Name:
DoNotStopCustomScriptOnCancel

* Value: 1

Key #4

« Type: DWORD 32-bit
* Name: SupportMultipleDesktops
* Value: 1
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Set when the Integrate All Evidian EAM Clients, e Location‘HKEY LOCAL MACHINE

with Windows including the enroliment \SOFTWARE\Enate\SSOWatch
Authentication and terminal. \CommonConfig

Authentication Manager ) bi

modules are not enabled * Type: DWORD 32-bit

on the client * Name:
DisplayErrorMessageAtStartup

* Value: 0

6.6.4 - Enabling LDAPS Support

Perform the following steps on each terminal in the environment when you configure the
Evidian EAM Controller to use LDAPS.

About this task
Consider using Group Policy Objects (GPO) to make this change.

Procedure

1. Run regedit.exe.

2. Navigate to HKEY_LOCAL_ MACHINE\SOFTWARE\Enate\WiseGuard\FrameWork.

3. Right-click WGDirectory, and then select New > DWORD (32-bit) val ue

4. In the Val ue file, type SSL.

5. Double-click the SSL key, and in the Val ue dat a field, type 1.

6. In the ServerList key, confirm that the path to the AD LDS instance with the secure port

appears. For example, srv-ssl.ssl.lan:636..
7. Close Regi stry Editor.

6.6.5 - Logging into the terminal

If you installed the Evidian SSOAgent with the Authentication Manager authentication mode,
when the terminal locks, the Windows login screen appears with new options.

About this task

Perform the following steps to log in.

Note: On the first login, you cannot log in with an NFC tap.

Procedure

1. Press Ctrl-Alt-Delete.

The W ndows Logi n screen appears with additional options. The following figure provides an
example of the login screen.
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NYMNAdministrator

2. Log in to the computer with your username and password.
The desktop appears.

6.6.6 - Validating the EAM Client Installation

After you log into the computer, validate that the Evidian EAM Client can connect to the
Evidian EAM Controller and that the EAM client can retrieve certificates from NES.

» After logging into the Aut hent i cati on Manager window, a system message appears
that states that the roaming session never expires, as shown in the following figure.

Open the system tray and confirm hover over the ESSO Cr edenti al Manager E icon.
Confirm that the status that appears is Connected Mode, as shown in the following figure.

Figure 77: ESSO Credential Manager connected mode

If the status that appears is Disconnected Mode, the Evidian EAM Client cannot establish
a connection with the Evidian EAM Controller, refer to the Nymi Connected Worker Platform
with Evidian Troubleshooting Guide for more information.

« Navigate to C:\Windows\System32\config\systemprofile\AppData\Roaming\Nymi\NSL
\random_string\ksp, and confirm that you see at least 20 files, as shown in the following
figure. If you see 9 files only, refer to the Nymi Connected Worker Platform with Evidian
Troubleshooting Guide for more information.
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.

Name

AAAB

AAAC

AAAF

AAAG

AAAH

AAAI
f3HdCDshM9mGTPvL
f3HACDshM9mGTPvL-ext
g/79C1qzPGjzdmEIR
g79C1qzPGjzdmE9R-ext
hZi-s1zzMi35h6Yi
hZi-s1zzMi35h6Yi-ext
hzIUAUPcMUjnBSPu
hzlUAUPCMUjnBSPu-ext
QsreoP9t7qycffDk
QsreoP9t7qycffDk-ext
T60b91aL3RgMIrS0
T60b91aL3RgMIr90-ext
wMEzycZsMSPIfpWz
wMEzycZsMSPIfpWz-ext

e

Date modified

2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM
2023-03-08 4:54 PM

Type

rie

« Local Disk (C) » Windows » System32 » config » systemprofile » AppData * Roaming » MNymi > NSL * Yr2hs4(

KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB

Figure 78: Certificates Folder

6.6.7 - Installing the MES Application

Install and configure the MES application according to the MES documentation.

If the MES application instructs you to copy the nymi_api.dll file to a directory location, ensure
that you copy the version from the Nymi SDK distribution package.

6.6.8 - Updating User Terminal with new SSO

Configuration

To enable the user terminal to use SSO and the Nymi Band with the MES application, refresh
the Enterprise SSO application.
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Install the MES application. If the MES application instructs you to copy the nymi_api.dll file to
a directory location, ensure that you copy the version from the Nymi SDK distribution package.

Perform the following steps on each user terminal that accesses the MES application.

L. In the Windows System Tray, click on the Enterprise SSO (eSSO) K icon.
2. Click the Home @iicon, and then click Ref r esh, as shown in the following figure.

The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
7| Enterprise S5O : Single Sign-On Engine = O b

O ’ Activate II Suspend (:) Refresh Ll) Stop

Comnected User:  uatadmin

Currentrole:  No selected role

Figure 79: eSSO application Home Window

3. On the Account tab @, a new entry appears. If not, right-click the table and clear the
Hi de application w thout credential option.
The following figure shows the Account tab.
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Properties

Change Password

New account

Delete

Show password
Delegate
Add to favorites

Remove from favorites

Hide applications without credential

Open 5505tudio...

Test application...

1 Enterprise SS Start application T O 4

Create shortcut
@ ¢

Disable the application

ication Account
et Enable the application

Enable all applications

Figure 80: Enterprise SSO Account tab
4. Navigate to your login page of the application.

5. If your application uses credentials that are separate from the LDAP credentials or
Windows login, the Ent er pri se SSO — Security Data Col | ect window appears.
In the User nane and Passwor d fields, type the credentials that are required by the
application, and the click OK.

The following figure provides an example of the login screen

Evidian Enterprise S50 Session - Re-authentication

Enterprise
Single Sign-On

Login: v

Password: | 1

Logon to: NYMI

o ] oo
Figure 81: SSO Login screen

6. Close the SSO application.
If a Nymi Band is authenticated, you can now use your Nymi Band to perform authentication events
in the SSO application.
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Note: Sometimes it may take several attempts to get the behaviour of the detect to work
as desired. To update the configuration, on the User Terminal you can modify the Detection
tab to be more generic using wildcards, or more specific using regex detection. Detection is
application-specific. Depending upon your application, you may need to modify settings that
are not specified in this document.

If you change the technical definition at a later time, it is necessary to right-click the technical
definition and select Updat e Di r ect or y and delete the Evidian cache.

Review this information for information about a multi-domain environment where there is a full
trust from the client (computer) domain to the server (primary) domain, and a selective trust
from the server (primary) domain to the client (computer) domain.

In a selective two-way trust:

e Primary domain trusts the Evidian EAM Client computers in the computer domain.
e Computer domain trusts the users and the Evidian EAM Controller/Nymi Enterprise
Server(NES) in the primary domain.

To support SSO operations on the Evidian EAM Client computer, perform the following
actions:

1. On the user terminals, ensure that a service account on the primary domain runs the EAM
security service.

2. On the user terminals, ensure that the service account has write permissions on the HKLM
\Software\Enatel registry key.

3. In AD LDS, ensure that the service account has access privileges.
4. Ensure that the user logs into the user terminal with their account in the primary domain.
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For environments with a large number of user terminals, you can use enterprise tools to deploy
the software and registry key settings from a central location.

When designing your strategy, export the following registry keys:

 HKEY_LOCAL_MACHINE\Software\Nymi\NES, which defines the NES_URL.

« HKEY_LOCAL_MACHINE\Software\Enatel, which defines the Evidian EAM Client
configuration.

« HKEY_LOCAL_MACHINE\Software\Evidian, which contains Evidian license information.

Before a new user or an existing user (enrolled in NES prior to an Evidian intergation) can
use a Nymi Band to perform authentication events with Evidian and Evidian-integrated MES
applications, the user must enroll a Nymi Band by using the Nymi Band Application.

Before the user enrolls, ensure that an EAM administrator logs into the Evidian EAM
Management Console and adds the user account to the appropriate user profile.

During the enroliment process for a new user, the process updates the NES and Evidian
databases with enrollment information.

For a user account with a Nymi Band already enrolled on the NES server prior to an Evidian
integration, the NES enrollment information is preserved and the process updates the Evidian
database with enrollment information.

The user that will enroll the Nymi Band performs the following steps on the enroliment
terminal.

1. On the Windows Login screen, log in to the computer.

2. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

3. Follow the prompts in the Nymi Band Application to enroll the Nymi Band.
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Before the user can successfully use the Nymi Band, the user might need to login to the
terminal with their username and password to retrieve information from the Evidian EAM
Controller. The user can perform subsequent logins by using the Nymi Band.

Note: After enroliment, Nymi recommends that each user authenticate to the Nymi Band

10 times with success. If the number of authentication attempts that are required to get 10
successful authentications exceeds 15, review the information in the Nymi Connected Worker
Platform—Troubleshooting Guide for more information about how to troubleshoot Nymi Band
authentication issues.
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[/ - Post Deployment
Considerations

Review this section for information about tasks that you perform after you deploy the with
Evidian solution, such as backup and recoveries and the steps you must perform when you
add new users, user terminals, and enrollment terminals to the solution.

7.1 - Adding New Users and Computers
to the Solution

After you deploy the Nymi with Evidian solution, you must perform the following tasks when
you add new computers or users to the solution.

* When you add new users to the solution, ensure that you:

» Add their Active Directory user account to the Active Directory inclusion group.
« Assign the appropriate user profile to their user account in the Evidian EAM
Management Console.

* When you add new computers to the solution, ensure that you assign the appropriate
access point profile to the computer in the Evidian EAM Management Console.

7.2 - NES Backup and Recovery

Review this section for information about how to perform backups and recoveries of the NES
host and NES database.

This section assumes that you:

« Deployed NES on a virtual machine

* The SQL instance resides on a server that differs from the NES server.

» Maintain the same FQDN and IP address for the NES virtual machine at the time of backup
and the time of restore.

» Maintain the same FQDN and IP address for the SQL server virtual machine at the time of
backup and the time of restore.
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7.2.1 - NES Backups

To protect the Connected Worker Platform and certificate data on the NES machine, perform a
backup of the NES virtual machine after you complete the initial installation and each time you
change the NES or IS configuration.

Use VMware vMotion or perform snapshots to backup the virtual machine.

7.2.2 - NES Database Backups

NES stores Nymi Band information, Nymi Band user information, and audit events securely in
a SQL database named Nymi.NES ser vi ce_namne, where NES_ser vi ce_nane is the NES
service mapping name that you configured in the NES Set up wizard. For example, Nymi.nes

Use your corporate backup and recovery software to back up the SQL database. The recovery
point objective (RPO) determines the frequency of the NES database backup.

See Microsoft for more information about how to protect the SQL server.

7.2.3 - NES Server and Database Recoveries

Use your corporate backup and recovery software to restore the NES database on the SQL
server and use VMware vMotion or snapshots to restore the virtual machine.

Note: You cannot recover the following data from a database restore:

* Any NES database changes, such as Nymi Band enrollments, Nymi Band re-enrollments,
Nymi Band disassociations, and application policy changes that you perform after the last
backup and prior to the failure.

» NES audit events that were recorded after the last backup and prior to the failure.

Review this section for information about how to perform backups and recoveries of the
Evidian EAM Controller host and audit database.

This section assumes that you:

» Deployed the Evidian EAM Controller on a virtual machine

» Created the audit database a server that differs from the Evidian EAM Controller server.

* Installed ADLDS on the same virtual machine as the Evidian EAM Controller.

« Maintain the same FQDN and IP address for the Evidian EAM Controller server virtual
machine at the time of backup and the time of restore.

* Maintain the same FQDN and IP address for the SQL server virtual machine at the time of
backup and the time of restore.
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7.3.1 - Evidian EAM Controller Backups

Use Virtual Machine(VM) snapshots to backup the Evidian EAM Controller virtual machine.
Perform a VM snapshot of the Evidian EAM Controller virtual machine:

» After you complete the initial installation.

« On aregular basis, as defined by your backup policy and your recovery point
objective(RPO).

7.3.2 - Audit Database Backups

Evidian EAM Controller stores audit information in a SQL database named eamaudit.

Use your corporate backup software to back up the SQL database. The recovery point
objective (RPO) determines the frequency of the audit database backup.

See Microsoft for more information about how to protect the SQL server.

7.3.3 - Evidian EAM Controller Server and Audit
Database Recoveries

Use your corporate backup and recovery software to restore the audit database on the SQL
server and use shapshot recovery to restore the virtual machine.

Note: You cannot recover the following data:

» Any ADLDS changes, such as Nymi Band enrollments, Nymi Band re-enroliments and
Nymi Band disassociations that you perform after the last backup of the Evidian EAM
Controller virutal machine and prior to the failure.

« Evidian EAM Controller audit events that were recorded after the last database backup and
prior to the failure.
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8 - Manage the Nymi Band

This section provides information about administrative tasks related to the Nymi Band, that an
EAM administrator can perform, including what to do when a user no longer needs the Nymi
Band, what to do when a user loses their Nymi Band, how to assign a temporary Nymi Band to
a user, and what do to when a user finds their lost Nymi Band.

8.1 - Migrating Existing Nymi Bands to
Evidian

If you introduce Evidian into an existing Nymi direct integration environment, such as
POMSnet, existing Nymi Band users must log in to the Nymi Band Application on the
enrollment terminal to complete the enrollment on the Evidian EAM Controller.

Before you begin
Ensure that the user is wearing their authenticated Nymi Band.

About this task

Procedure

1. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

2. Close the Nymi Band Application when the enrollment completes

Results

The Nymi Band Application detects that the user enrollment exists in the NES database and
automatically updates the Evidian database with enrollment information.

8.1.1 - (Updates from NEE 3.3.1 and earlier only)
Modifying EAM Settings to Support Coexistence
with other Solutions

By default, when an Evidian-integrated MES application is not waiting for an SSO operation
and a user performs a tap, the desktop locks.
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If user terminals need to simultaneously support Evidian-integrated MES applications

and Nymi-integrated MES applications, perform the following steps in the Evidian EAM
Management Console to modify the settings in the access point profile, to prevent unexpected
desktop locks when performing a Nymi Band tap in the Nymi-integrated MES application.

1. Inthe Di rect ory view, expand EAM > Evi di an Enterprise Access Managenent
> User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cati on Manager tab, from the Def aul t acti on when t oken
renoved list, select Do not hi ng.

3. Click Appl y.
4. Right-click Def aul t Access Poi nt Profil e and select Updat e.

A user cannot perform an tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.

Perform the following steps to view information about the Nymi Band that is enrolled to a user.

1. In the Evidian EAM Management Console, select the Di r ect ory panel.

2. Select the search request by changing the object type to user, and theninthe Fi | t er
field, type the username.
The following figure shows the Sear ch r equest window.
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o Evidian Enterprise Access Management Console

File Directory View Help
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Figure 82: Search request window

3. Click Sear ch.

4. Select the user, and then select the RFI Dtab.
Figure 83: RFID tab for a user

) remsion | 8 Comecin | @ SousyPoties | 15 Admarcn | L& fpion Ao \  fecars
Odogaion | @ MdeOovces | © SratCot | @ R0 | @ Bomecs | ) Eves

Two entries display, one for the user as an RFID entry and the other is a wearable entry.

8.3 - Replacing, Re-Enrolling or Re-
Registering the Nymi Band for a User

After a user enrolls to a Nymi Band, there are several reasons that a user might need to repeat
enrollment:

» User might need to temporarily enroll to another Nymi Band when they have forgotten their
Nymi Band at home.

» User might need to permanently enroll to another Nymi Band when they have lost their
Nymi Band or the Nymi Band does not function correctly.

* User might need to re-enroll their Nymi Band when the characteristics of their fingerprint
change, for example, when their finger has a cut.

Nymi provides you with configuration options that allow users to perform self-service re-
enrollment without the assistance of an CWP Administrator. Alternatively, you can ensure that
users only complete re-enroliment with the assistance of a CWP Administrator.

The steps to replace or re-enroll a Nymi Band differ depending on your configuration.
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8.3.1 - Managing Nymi Band Re-Enrollments and
Re-registrations with Self-Service

When you enable the self-service enroliment and self-service registration feature in the active
Nymi Enterprise Server(NES) administration policy, users can re-enroll and re-register their own
Nymi Band or optionally a Nymi Band that is currently assigned to another user without the
assistance of an CWP Administrator.

Customizing Self-Service Re-Enrollment and Self_service Re-Registration provides detailed
information about how to configure the NES active policy to allow a user to self-enroll and self-
register their own Nymi Band or to the Nymi Band of another user.

Note: User with SEOS-enabled Nymi Bands cannot use self-service re-enroliment to re-enroll
a Nymi Band that was previously assigned to a another user.

Instruct the user to perform the following steps.

1. Perform the delete user data operation on the Nymi Band identified for re-enroliment.
2. Log into the Nymi Band Application and complete the steps for enroliment.

The steps to complete a re-enrollment and re-registration are identical to the steps that the user
follows to complete a new enroliment and registration.

3. For FIDO2 only, when a user enrolls to another Nymi Band, the user must re-create the
FIDO2 security key on the newly enrolled Nymi Band.

If the user re-enrolls/re-registers their own Nymi Band, the same Nymi Band appears in the
User Properties window in the NES Administrator Console.

If a user re-enrolls/re-registers a Nymi Band that was assigned to another user, the following
changes appear in the User Properti es window in the NES Administrator Console of the
Enrollment NES and Registration NES:

» The original Nymi Band appears for the user is not active but remains as the primary Nymi

Band.
« The newly enrolled Nymi Band appears for the user and is set to active.

The following figure provides an example where a user named tw-user2 enrolled to a Nymi
Band with serial number AAAH-00125, and then performed a self-service enrollment to second
Nymi Band with serial number ACAK-00056.
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User Login ID TW-Lab.local\tw-user2 Individual User Policy

Created 2024-01-31 None A
Modified Notes Global policy will be applicable
Notes Liveness Detection

Corporate Credentials Authentication
Haptic Feedback on Nymi Bands

P Allow a user to re-enroll their Nymi
Band

Allow a user to re-enroll to any active

Nymi Band
Nymi Bands
Serial Number Is Active Is Primary Notes Created
AAAH-00125 Primary 2024-02-08 Disconnect
ACAK-00056 Active 2024-02-08 Disconnect

Figure 84: User with multiple Nymi Bands after self-service re-enrollment.

8.3.1.1 - Evidian Behaviour with Self-Enrollments
The following section describes what you see in the Evidian EAM Management Console after
a user completes a self enroliment.

If a user re-enrolls to a Nymi Band that was assigned to another user or an unassigned Nymi
Band, the RFID tab for the user displays the entries for NFC UID and MAC address for the
newly enrolled Nymi Band as well as the NFC UID and MAC address entry for the previously
enrolled Nymi Band.

Note: The user can use both Nymi Bands to complete authentication tasks in Evidian
windows.

The following figure provides an example.

User: Srikanth Annam

Figure 85: RFID tab for User with multiple Nymi Bands after self-service re-enroliment.

Nymi recommends that you do not manually manage Nymi Band entries for a user after self-
enrollment.

If the user re-enrolled to a new Nymi Band because their original Nymi Band was not available,
for example the Nymi Band was lost or forgotten at home, perform the following steps:

1. Instruct the user to continue to use their newly enrolled Nymi Band.
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2. Instruct the user to perform a delete user data operation on the originally enrolled Nymi
Band.

3. Use the originally enrolled Nymi Band as a spare or provide it to a another user for
enrollment.

8.3.2 - Re-enrolling/Re-registering a User to the
Same Nymi Band without Self-Service

User might require re-enrollment and re-registration of their current Nymi Band in the event
of multiple fingerprint authentication failures or when must use a different fingerprint for
authentication, for example, due to a cut.

Perform a delete user data process of the Nymi Band. See section Deleting User Data for
more information.

To re-enroll and re-register a user to their Nymi Band, the NES Administrator must delete the
Nymi Band to user association in NES and the user or administrator must delete the user data
on the Nymi Band.

Perform the following steps in the NES Administrator Console to assign a Nymi Band to a
different user. In an IT/OT configuration perform these steps on the Enrollment NES and
Registration NES.

1. Inthe Sear ch page, select the User s Option.
2. In the Sear ch field, type the full or partial username, first name, or last name of the user.

3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.

4. Select the Domain\username link of the user to open the User Det ai | s page.

5. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

Contact the user to enroll the Nymi Band with the Enrollment Terminal. In IT/OT configurations,
instruct the user to register with the Registration Terminal.

When the enrollment and if required, registration succeeds, in the NES Administrator Console of
the Enrollment NES and Registration NES, search for the user in the NES Administrator Console,
open the User Det ai | s page and confirm that in the Nym  Band table, the Nymi Band is
Active.
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8.3.2.1 - Evidian Behaviour with Self-Enrollments (Same Nymi
Band)

The following section describes what you see in the Evidian EAM Management Console after
a user completes a self enroliment.

If the user re-enrolls their own Nymi Band, the RFID tab for the user displays the entries
for NFC UID and MAC address for the new instance of the Nymi Band as well as the MAC
address entry for the old Nymi Band.

The following figure provides an example.

| Directory
A

Qi @rercm opivy

Figure 86: RFID tab for User re-enrolls their Nymi Bands with self-service re-enrollment.

Nymi recommends that you do not manually manage Nymi Band entries for a user after self-

enrollment.
8.3.3 - Returning a Nymi Band Without Self-
Enrollment

When a user no longer requires their Nymi Band, you must delete the Nymi Band association
in NES and Evidian, and then perform a delete user data operation on the Nymi Band.

After you complete these steps, you can assign another user to the Nymi Band.

8.3.3.1 - Removing the User Association to the Nymi Band in

Evidian Enterprise Access Management
This procedure removes the association between the user and the Nymi Band in Enterprise
Access Management (EAM) and deletes the biometric data from the Nymi Band.

Log into the Evidian EAM Management Console with an account that is an EAM Administrator.

1. Put the Nymi Band on a charger and then hold the bottom button down until the User

Dat a Del et ed icon appears.
The biometric data of the user is removed from the Nymi Band.

2. In the Evidian EAM Management Console, select the Di r ect or y panel.

3. Select the search request by changing the object type to user, and theninthe Fi |l t er
field, type the username.

The following figure shows the Sear ch request window.
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° Evidian Enterprise Access Management Console

File Directory View Help
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Search request

‘ Directory

9.

|2 _Search request 59 Confiquration
- EAM
| - Evidian Enterprise Access Management e e O Bl e 0 O G G D e e
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s ser Access -if you want to find a user called ‘john doe’, type ‘john doe'
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Biometrics

Figure 87: Search request window
Click Sear ch.

. Select the user, and then select the RFI D tab.

Figure 88: RFID tab for a user

\dmin

Two entries display, one for the user as an RFID entry and the other is a wearable entry.
Select the Wearable entry, and then click Bl ackl i st.

. On the Confir mati on window, click Yes.
. On the Confi r mati on window, click Yes.

The RFID and Wearable entries are blacklisted.
Select the wearable entry, and then click Del et e.

10.0n the Conf i r mat i on window, click Yes.

11.Select the RFID entry, and then click Del et e.

12.In the left navigation pane, select RFI D.

13.From the RFI D st at e list, select Bl ackl i st ed, and then click Appl y.

Two blacklisted entries appear for the user, one for the RFID and one for the Wearable, as shown in
the following figure

Filter of RFID search
RFID state Blacklisted v
Battery status All v
[ show RFID tokens expiring within S| days.
Owner RFID Identifier State Battery status Expiration Date
MEV2UatL 2F:2D:8D:08:7... Blackisted Unkown
(9§ Ev2-Uat1 SFDB2C433FBD6E  Blacklisted Unkown

Figure 89: Blacklisted Nymi Band

14 Select the RFID entry, and then click Del et e.

15.Select the Wearable entry, and then click Del et e.
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8.3.3.2 - Removing the user association to the Nymi Band in NES
Perform the following steps to remove the Nymi Band association to the user in NES.

6.

. In the Sear ch page, select the User s Option.

In the Sear ch field, type the full or partial username, first name, or last name of the user.

. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.
Select the Domain\username link of the user to open the User Det ai | s page.

In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

On the Di sconnect screen, scroll to the bottom and select Di sconnect .

8.3.3.3 - Deleting User Data on Nymi Band 3.0

The Delete User Data process clears personal information, such as the fingerprint template
and credentials, from the Nymi Band that is currently enrolled to a user. This process also
clears the lockout during a failed authentication lockout.

Before you can re-enroll a Nymi Band, you must perform the delete user data operation.

1.

2.

Remove the Nymi Band from the wrist of the user, and then attach the Nymi Band to a
charger.

On the Nymi Band, hold the bottom button. The Delete User Data message displays on the
screen, as shown in the following figure.

Note: The Nymi Band does not vibrate if the Hapt i ¢ Feedback on Nymi Bands is not
enabled for the user or active group policy.

DELETE
UZER

DATA

Figure 90: Delete User Data

Continue to hold the bottom button until the Nymi Band quickly vibrates twice and the USER
DATA DELETED message displays on the screen (after about 10 seconds), as show in the
following figure.
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USER
DATA
DOELETED

Figure 91: User Data Deleted

Biometric authentication does not work for the user after you perform a delete user data
operation. To use the Nymi Band again, the user must enroll the Nymi Band by using the Nymi

Band Application.

Note: If you delete the user data on a Nymi Band and attempt to re-enroll it, you will see the
following message,

A Nymi Band has been assigned to (user name), however it cannot be found.

To proceed, you need to delete the Nymi Band association with the user in the NES
Administrator Console.

8.3.4 - Handling a Lost Nymi Band Without Self
Enrollment

When a user loses their Nymi Band, perform the following steps to disable the Nymi Band in
EAM and prevent another user from using the Nymi Band.

After completing these steps, enroll and assign a new Nymi Band to the user.

1. In the Evidian EAM Management Console, select the Di r ect ory panel.

2. Select the search request by changing the object type to user, and theninthe Fi |l t er
field, type the username.
The following figure shows the Sear ch r equest window.
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° Evidian Enterprise Access Management Console

File Directory View Help
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Figure 92: Search request window

3. Click Sear ch.

4. Select the user, and then select the RFI Dtab.
Figure 93: RFID tab for a user

) vommon | B Comacton | Secuty Poties | 15 Admrarmon | fopbcaton ccems | &7 Aocourts
[ @ wtitencs [ © OFD | © Bomen O b

Two entries display, one for the user as an RFID entry and the other is a wearable entry.
Select the Wearable entry, and then click Bl ackl i st.

On the Confi r mat i on window, click Yes.

Select the wearable entry, and then click Del et e.

On the Confi r mat i on window, click Yes.

© N o o

Results
The Nymi Band is blacklisted in EAM. If the another user attempts to use the Nymi Band for
authentication tasks result in an error stating that the certificate on the Nymi Band has been
revoked.

Note: After blacklisting the Nymi Band, do not delete Nymi Band from the user. If you delete
the Nymi Band, another user can enroll the Nymi Band.

8.3.4.1 - Removing the user association to the Nymi Band in NES
Perform the following steps to remove the Nymi Band association to the user in NES.

Procedure

1. In the Sear ch page, select the User s Option.
2. In the Sear ch field, type the full or partial username, first name, or last name of the user.

3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.
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4. Select the Domain\username link of the user to open the User Det ai | s page.

5. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

6. On the D sconnect screen, scroll to the bottom and select Di sconnect .

8.3.5 - Handling a found Nymi Band Without Self-

Enrollment

When you find a lost Nymi Band, perform the following steps to allow another user to use the

Nymi Band.

About this task

Log into the Evidian EAM Management Console with an account that is an EAM Administrator.

Procedure

1. In the Evidian EAM Management Console, select the Di r ect ory panel.
2. Select the search request by changing the object type to user, and theninthe Fi | t er

field, type the username.
The following figure shows the Sear ch r equest window.

o Evidian Enterprise Access Management Console

File Directory View Help

c > EEQ s adatlo]n
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5 RFID-only

1 Filter: | twadmin Search
& Inbound access

Use this tool to search for objects in the directory. Objects that are found can easily be accessed

PP
-if you type an '@ character, the fiiter also applies to the email address (when available)

@ P - B3 Wearable Search root: Select...
P (L] Timeslices
. 31 {3 User Profiles Object type: | User Pv
e @[ Program Data

| -l Outbound access Maximum number of results: 50
@) TW-Lab

Biometrics

Figure 94: Search request window
. Click Sear ch.
. Select the user, and then select the RFI D tab.
. Select the RFID device, and then click Del et e.
. Select the wearable device, and then click Del et e.

(o262 B~ )

Results

The Nymi Band is available for enroliment and assignment to a new user.
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8.3.5.1 - Removing the user association to the Nymi Band in NES
Perform the following steps to remove the Nymi Band association to the user in NES.

1. Inthe Sear ch page, select the User s Option.
2. In the Sear ch field, type the full or partial username, first name, or last name of the user.

3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.

4. Select the Domain\username link of the user to open the User Det ai | s page.

5. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

6. On the Di sconnect screen, scroll to the bottom and select Di sconnect .
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9 - Updating Nymi and Evidian
Components

The Connected Worker Platform provides enhancements that support coexistence of Evidian-
integrated MES applications and Nymi-enabled Applications.

The section describes how to update the components in a Connected Worker Platform with
Evidian solution.

9.1 - Updating the NES Software

Update the NES according to the instructions in the Nymi Connected Worker Platform—
Deployment Guide.

If you update from NES 3.3.1 or earlier, perform the following steps to update the active policy
to support Evidian enrollments.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.
2. Click Pol i ci es.

3. Edit the active policy.

4

. Fromthe Enrol I ment / Regi stration Destinati on list, select the option NES and
Evi di an, as shown in the following figure, and then click Save.

Enrollment / Registration Settings

Enrollment / Registration Enroliment Only o

Permission

Enrollment / Registration NES and Evidian o
Destination

Display Band Label on a
Nymi Bands

Allow a user to re-enroll / O
re-register their Nymi
Band

Figure 95: NES and Evidian enrollment option

Note: In CWP 1.17.0 and earlier the list name is Enr ol | nent Desti nati on.
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9.1.1 - (Updates from NEE 3.3.1 and earlier only)
Modifying EAM Settings to Support Coexistence
with other Solutions

By default, when an Evidian-integrated MES application is not waiting for an SSO operation
and a user performs a tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated MES applications

and Nymi-integrated MES applications, perform the following steps in the Evidian EAM
Management Console to modify the settings in the access point profile, to prevent unexpected
desktop locks when performing a Nymi Band tap in the Nymi-integrated MES application.

1. Inthe Di rect ory view, expand EAM > Evi di an Enterprise Access Managenent
> User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cati on Manager tab, from the Def aul t acti on when t oken
renoved list, select Do not hi ng.

3. Click Appl y.

4. Right-click Def aul t Access Poi nt Profil e and select Updat e.

A user cannot perform an tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.

Perform the following steps to update the Evidian EAM Controller software.

If you use LDAPS, before you perform the following steps you must first to revert the
configuration to LDAP.

1. Open Registry Editor and navigate to HKLM\SOFTWARE\Enatel\WiseGuard\FrameWork
\WGDirectory .

2. Edit Server Li st , and in the Val ueDat a field, change the port number from 50001 to
55000.

3. Edit SSL, and in the Val ueDat a field, change the value from 1 to 0.
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© 0 N O

The following figure provides an example of changes in the WGDirectory.

E Registry Editor - a
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Enatel\WiseGuard\FrameWork\WGDirectory

Authentication || Name Type Data

Cache 5] (Defaulty REG_SZ (value not set)

Config 24 DirectoryType REG_DWORD 0x00000007 (7)

v B Directory ab|RootldapDN REG_SZ. 0=EAM
;S’SFLADBED'[ATED STOF | e eervertist REG_SZ TW-Srv2.TW-Lab.local:55000

EmkServer 248551 REG_DWORD 0x00000000 (0)

NetWork

WGDirectory

Evidian

Figure 96: WGDirectory changes
Restart the Enterprise Access Management Security Services service.

. Log in to the server as a local administrator.
. Download and extract the Evidian software package, EAM-v10.0x.xxxxxxx.zip to a directory

on the server, (for example, the Downloads directory).

. Double-click the C:\Downloads\EAM-v10.0xxxxxx.xX\EAM.x64\INSTALL

\ESSOcontroller.msi file.

. On the W ndows protected your PC, window, click Mor e i nf o, and then click Run

anyway.

. Onthe Wel cone to the EAM Controller installation assistant window, click

Next .

. Onthe Li cense keys window, click Next .
. On the Dedi cat ed di rect ory window, click Next .
. Onthe Audit dat abase server window, click Next .

. Onthe Onthe Secrets Initialization window, click Next .

10.0n the Aut henti cati on net hods window, click Next .
11.0n the Sof t war e i nst al | ati on window, click Next .

The Windows Installer window appears, and the installation process begins.

12.0n the window that displays The EAM Controller is now install ed, select St art

EAM Consol e, as shown in the following figure, and then click Fi ni sh.
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Enterprise Access Management Contreller »
Enterprise

ACCESS The EAM Contraller is now installed.
Management

00O

O Evidian

Start EAM Console

: Back Cancel

13.For LDAPS deployments only, perform the following steps:

a. Open Registry Editor and navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork
\WGDirectory .

b. Edit Ser ver Li st , and in the Val ueDat a field, change the port number from 55000 to
55001.

c. Edit SSL, and in the Dat a Val ue field, change the value from O to 1.

d. Restart the Enterprise Access Management Security Service service.

14 Replace the nymi_api.dll file:

a. Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.
b. In Windows explorer, navigate to Nymi SDK installation package.
c. Copy the ..\nymi-sdk\windows\x86_64\nymi_api.dll file to C:\Program Files\Common Files
\Evidian\WGSS.

d. Restart the Enterprise Access Management Security Services service.

15.0n the Evi di an Enterpri se Access Managenent — Open Sessi on window, type
your login and password and then select the domain to which you want to log on, as shown
in the following figure. Click OK.
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Evidian Enterprise Access Management - Open Sessicn

@ Enterprise Access Management

Login: | =+ uatadmin

PEISSWDFI:I: | ............|

Log on to: TW-LAB

The Evidian EAM Management Console appears.

9.2.1 - (Updates from CWP 1.15.X and earlier only)
Updating the TokenManagerStructure

The Connected Worker Platformsoftware package includes new
TokenManagerStructure(TMS) files that support wearable and RFID authentication methods.
When you update Connected Worker Platform components from Nymi Enterprise Edition,
Nymi recommends that you replace any TokenManagerStructure file that you placed on a
terminal to override the Evidian EAM Controller configuration, and the configuration on the

Evidian EAM Controller.

The Evidian Supplementary Files directory in the Connected Worker Platform software

package includes the following TMS files:

* TokenManagerStructure-WEARABLE.xml-To configure Nymi Bands to use wearable

authentication.

» TokenManagerStructure-RFID.xml-To configure Nymi Bands to use RFID authentication.

Perform the following steps to replace the TMS configuration in your environment.

1. Log in to the Evidian EAM Management Console as an EAM Administrator.

2. From the Fi | e menu, select Conf i gurati on.

3. Onthe Aut henti cati on tab, click Sel ect , and then select the appropriate TMS file for

your configuration.
4. Click Appl y.
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Click OK.

Launch Ser vi ces.

Stop the Enterprise Access Management Security Services service.

Delete all files under C:\Program Files\Common Files\Evidian\WGSS\CacheDir.

© N o O

Note: If you get a message that you cannot delete the files, hold the Shi f t key down when you
press Del et e.

9. Start Enterprise Access Management Security Services service.

10.For each terminal in the environment that overrides the Evidian EAM Controller
authentication configuration, perform the following steps:
a) Log in to the terminal.

b) Rename the TokenManagerStructure.xml file in the C:\Program Files\Common\Evidian
\WGSS directory.

¢) Copy the new TMS file from the Connected Worker Platform package into the C:
\Program Files\Common\Evidian\WGSS directory.

d) Rename the TMS file to TokenManagerStructure.xml.
11.Log in to the Evidian EAM Management Console.

12. @
Click Account and access ri ghts managenent .

13.In the left navigation pane, expand Dormai n > Conput er s, and then select the terminal,
as shown in the following figure.

Access point: 135-EVUAT1-LW7

- J Search request

Directory Ba EAM
-{_7] Evidian Enterprise Access Management
-{_1] Program Data
E Inbound access
E Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

o

1-WINT-DOME
135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

() L 1 L D B B

14.0n the Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.
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On the Enrollment Terminal, update the Nymi Band Application, the Evidian EAM Client and
replace the nymi_api.dll file.

9.3.1 - Updating the Nymi Band Application

An update of the Nymi Band Application does not require you to remove the previous version of
the software.

Perform the following steps on the enrollment terminal.

1. Download the Nymi Band Application software to a directory on the network terminal. For
example, C:\Downloads

2. Double-click the installation file Nymi-Band-App-installer-v_ver si on, and then follow the
prompts to update the software.

9.3.2 - Updating Registry Key Settings

Review the registry key settings on the enrollment terminal and update as required.

1. Run Registry Editor.

2. Navigate to HKLM\SOFTWARE\Enatel\WiseGuard\FrameWork\Authentication and then
delete the WearableNeedsRFID registry key.

3. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlyInCloudMode.

4. Edit the GetCloudConfigDataOnlylInCloudMode key, and in the Val ue dat a field type 1.
Click OK.

5. Close Registry Editor.

9.3.3 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.
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1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxXxxXxXX\EAMX64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.
2. Double-click the C:\Downloads\EAM-v10.0xxxXxXxxX\EAMX6A\INSTALL\ESSOAgent.msi file.
3. Onthe Enterprise Access Managenent Client |nstallation,click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .
The following figure shows the Li cense Agr eenment window.

ﬁ Enterprise Access Management Client Setup — X

License Agreement
“You must agree with the license agreement below to proceed.
L

~

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

merimde  dlemn dlem smmmesfmiema af dlen Bmmmn WY NP T | R Py

| @ lacceptthe license agreement |
(Ol do not accept the license agreement

< Back Cancel

Figure 97: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.

Copyright ©2024 Nymi Connected Worker Platform
RFID-Only Installation and Configuration Guide v12.0 133



9 - Updating Nymi and Evidian Components

ﬁ Enterprise Access Management Client Setup — X

Destination Folder
Select a folder where the application will be installed.
-

The Installation Wizard will install the files for Enterprise Access Management Client in
the fallowing folder.

Toinstall into a different folder, click the Browse button, and select anather folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
10 exit the Installation ‘Wizard

Destination Folder
CAProgram Files\Evidian\Enterprise Access Managementy Browse

< Back Cancel

Figure 98: Destination Folder window

. Onthe Sel ect Installation Type window, select Cust om and then click Next .
The following figure shows the Sel ect | nstal |l ati on Type window.

ﬂ Enterprise Access Management Client Setup - X
Select Installation Type
Selectthe desired installation type @
L |
O Typical

The most comrmaon application features will be installed. This option

e
@E' is recommended for most users
0O
=g~

) Complete
~  Allapplication features will be installed. This optionis

=)
%g: recommended for the best performance.
=g~

® Custom

B~ Usethis option to choase which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

< Back Cancel

Figure 99: Select Installation Type window
. Onthe Sel ect Feat ur es window, click Next .

The Sel ect Feat ur es window contains the existing configuration options.
. Onthe Ready to install the application window, click Next, as shown in the

following figure.
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ﬁ Enterprise Access Management Client Setup — X

Ready to Install the Application
Click Nextta begin installation.
||

Click the Back buttan to reenter the installation information or click Cancel to exit
the wizard

< Back Cancel

Figure 100: Ready to install the application
9. Onthe User account control pop-up, click Yes, as shown in the following figure.

User Account Control X

Do you want to allow this app to make
changes to your device?

‘B 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 101: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup - X

Enterprise Enterprise Access Management
Access Client has been successfully
Management installed.

Click the Finish bution to exit this installation.

O

O Evidian

< Back I Cancel

Figure 102: Evidian Client Installation Success window

9.3.4 - Confirming the Runtime dll versions

Review the Connected Worker Platform and Evidian EAM Client versions of the Nymi Runtime
file to ensure that they are the same.

Perform the following steps on the client machine.

1. From the W ndows Apps and Feat ure applet, search for the Nymi Runtime application
and make note of the version.

2. From Windows explorer, navigate to C:\Program Files\Common Files\Evidian\WGSS.

3. Right-click nymi_api.dll and select Pr operti es. On the Det ai | s tab, confirm that the
value in the product version matches the Nymi Runtime installation.

4. If the versions do not match, perform the following steps:

a) Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.
b) Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll to C:\Program Files
\Common Files\Evidian\WGSS.

5. Log in to the Evidian EAM Management Console.

Click Account and access ri ghts nmanagenent @

7. In the left navigation pane, expand Domai n > Conput er s, and then select the terminal,
as shown in the following figure.
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Access point: 135-EVUAT1-LW7

-4 Search request

Directory BQ EAM
-{_1] Evidian Enterprise Access Management
-{_1] Program Data
L"q‘ﬁ Inbound access
L"q‘ﬁ Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

o

135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

() L 1 L D B B

Binrmatricc

8. On the Act i ons tab, select Del et e cache fil es, and then click Appl vy.
The cache files are deleted on the terminal and the terminal desktop locks.

9.3.5 - (Optional) Configuring the Communication
Protocol

If you use the enrollment terminal to also access NEAs, perform the following steps to disable
the legacy protocol.

About this task

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware

Procedure

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he
System Envi ronnent Vari abl es.

2. Click Envi ronment Vari abl es.

3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:

a) Inthe Vari abl e Nane field, type NYMI_NEA SUPPORT_LEGACY_MODE
b) Inthe Vari abl e Val ue field, type O.

The following figure provides an example of the new variable.
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New System Variable X
Variable name: ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ 0 |
Browse Directory... Browse File... Cancel
Figure 103: New System Variable window
c) Click OK.

Update the Evidian EAM Client on each user terminal that is in an RFID-only configuration.

9.4.1 - Updating Registry Key Settings

Review the registry key settings on the user terminal and update as required.

1. Run Registry Editor.

2. Navigate to HKLM\Software\Enate\SSOWatch\CommonConfig, and then delete the
StopSSOENgineOnOTPFailed registry key.

3. Navigate to HKLM\Software\Enate\WiseGuard\AdvancedLogin, and then delete the
StartSSOENgine registry key.

4. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlylnCloudMode.

5. Edit the GetCloudConfigDataOnlylnCloudMode key, and in the Val ue dat a field type 1.
Click OK.

6. Close Registry Editor.

9.4.2 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxxXXXXX\EAMX64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.
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2. Double-click the C:\Downloads\EAM-v10.0xxxXxXxxX\EAMX6A\INSTALL\ESSOAgent.msi file.

3. Onthe Enterprise Access Managenent di ent

| nstal | ati on, click Next .

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and

then click Next .

The following figure shows the Li cense Agr eenment window.

ﬁ Enterprise Access Management Client Setup — X

License Agreement
“You must agree with the license agreement below to proceed.
L

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you

merimde  dlemn dlem smmmesfmiema af dlen Bmmmn WY NP T | R Py

| @ lacceptthe license agreement |
(Ol do not accept the license agreement

< Back Cancel

wish to install. In the event that a currently valid Separate Agreement ,

Figure 104: License Agreement window

5. Onthe Desti nati on Fol der window, accept the default, and then click Next .

The following figure shows the Dest i nati on Fol der window.

ﬁgl Enterprise Access Management Client Setup -

The Installation Wizard will install the files for Enterprise Access Management Client in
the following folder.

Taoinstall into a different folder. click the Browse button, and select anather folder
“Y'ou can choose notto install Enterprise Access Management Client by clicking Cancel
10 exit the Installation ‘Wizard

Destination Folder

CA\Program Files\Evidian\Enterprise Access Managementy Browse

< Back Cancel

X

Destination Folder
Select a folder where the application will be installed
|

Figure 105: Destination Folder window

6. Onthe Sel ect Installation Type window, select Cust om and then click Next .
The following figure shows the Sel ect I nstall ati on Type window.
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ﬂ Enterprise Access Management Client Setup -

Select Installation Type
Selectthe desired installation type

O Typical

2
gg is recommended for most users.
=

O Complete
© Allapplication features will be installed. This option is

=
@g: recommended for the best performance.
=

® Custom
g~  Usethis option to choose which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

The mostcommon application features will be installed. This option

]

Cancel

Figure 106: Select Installation Type window

7. Onthe Sel ect Feat ur es window, click Next .
The Sel ect Feat ur es window contains the existing configuration options.
8. Onthe Ready to install the application window, click Next, as shown in the

following figure.

ﬁ Enterprise Access Management Client Setup -

Ready to Install the Application
Click Next to begin installation.

Click the Back hutton to reenter the installation information or click Cancel to exit
the wizard

X

O

Cancel

Figure 107: Ready to install the application

9. Onthe User account control pop-up, click Yes, as shown in the following figure.
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User Account Control

Do you want to allow this app to make
changes to your device?

"W 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details
-

Yes No

Figure 108: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup -

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

O Evidian

X

< Back Cancel

Figure 109: Evidian Client Installation Success window

9.5 - Updating from Nymi Enterprise
Edition 3.2.1 and Earlier

This steps in this section only apply to updates from NES 3.2.1 and earlier.

After you update all the components in the Connected Worker Platform with Evidian solution,
perform the following actions:
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» Replace the token structure configuration on the Evidian EAM Controller and any EAM
client that has a TMS file.

» Re-enroll all existing users to ensure that the Nymi Band to user association appears in the
NES and EAM databases.

9.5.1 - (Updates from CWP 1.15.X and earlier only)
Updating the TokenManagerStructure

The Connected Worker Platformsoftware package includes new
TokenManagerStructure(TMS) files that support wearable and RFID authentication methods.
When you update Connected Worker Platform components from Nymi Enterprise Edition,
Nymi recommends that you replace any TokenManagerStructure file that you placed on a
terminal to override the Evidian EAM Controller configuration, and the configuration on the
Evidian EAM Controller.

The Evidian Supplementary Files directory in the Connected Worker Platform software
package includes the following TMS files:

* TokenManagerStructure-WEARABLE.xml-To configure Nymi Bands to use wearable

authentication.
» TokenManagerStructure-RFID.xml-To configure Nymi Bands to use RFID authentication.

Perform the following steps to replace the TMS configuration in your environment.

1. Log in to the Evidian EAM Management Console as an EAM Administrator.
From the Fi | e menu, select Confi gur ati on.

On the Aut hent i cat i on tab, click Sel ect , and then select the appropriate TMS file for
your configuration.

Click Appl y.

Click OK.

Launch Ser vi ces.

Stop the Enterprise Access Management Security Services service.

Delete all files under C:\Program Files\Common Files\Evidian\WGSS\CacheDir.

w N

© N o ok

Note: If you get a message that you cannot delete the files, hold the Shi f t key down when you
press Del et e.

9. Start Enterprise Access Management Security Services service.

10.For each terminal in the environment that overrides the Evidian EAM Controller
authentication configuration, perform the following steps:

a) Log in to the terminal.
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b) Rename the TokenManagerStructure.xml file in the C:\Program Files\Common\Evidian
\WGSS directory.

¢) Copy the new TMS file from the Connected Worker Platform package into the C:
\Program Files\Common\Evidian\WGSS directory.

d) Rename the TMS file to TokenManagerStructure.xml.
11.Log in to the Evidian EAM Management Console.
12. @
Click Account and access rights nanagenent .

13.n the left navigation pane, expand Domai n > Conput er s, and then select the terminal,
as shown in the following figure.

Access point: 135-EVUAT1-LW7

;42 Search request
=) EAM
{_:l Evidian Enterprise Access Management

{_:l Proegram Data
JE& Inbound access

Directory

Smart Card € Evidian-UAT-Lab
E-{ Computers
-2 1-WIN10-DOMA-EV
-2 1-WINT-DOMB
-2 135-EVUATI-LWI10
RED =Y 35 cvuaTi L7
-2 2-WIN10-DOME
; -2 2-WINT-DOMC
g -2 55-EVUAT2-LW10
o w5 55-EVUAT2-LWT

14.0n the Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

9.5.2 - Re-enrolling existing Nymi Band Users

After you update all the components in the Connected Worker Platform with Evidian solution
from Nymi Enterprise Edition 3.3.1 or earlier, perform the following steps for all users that have
a Nymi Band that was enrolled in Evidian prior to the update.

» Delete the Nymi Band association for the user on the Evidian EAM Controller
» Delete the user data from the Nymi Band
« Re-enroll the Nymi Band

9.5.2.1 - Deleting an RFID or Wearable Nymi Band

Perform the following steps to delete the association between and user and the Nymi Band.

Procedure

1. Put the Nymi Band on a charger and then hold the bottom button down until the User
Dat a Del et ed icon appears.
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9.

The biometric data of the user is removed from the Nymi Band.

. In the Evidian EAM Management Console, select the Di r ect ory panel.
. Select the search request by changing the object type to user, and theninthe Fi | t er

field, type the username.
The following figure shows the Sear ch r equest window.

o Evidian Enterprise Access Management Console

File Directory View Help

« > |BEQ w2 aGlo] N

e ‘Search request
ey | | g ] 5 Corturaion

Use this tool to search for objects in the directory. Objects that are found can easily be accessed

—-{Z]) Evidian Enterprise Access Management

i from the tree view. Filter applies to object name.
PloE {20 Application access s 4 = )
xamples:
i1 &3 User Access ~if you want to find a user called ‘john doe, type ‘john doe’
=1-{.J AccessPoint Profiles -if you want to find an application whose name starts with 'app’, type 'app™
Smart Card 530 Default access point profile -if you type an '@ character, the fiter also apples to the emal address (when available)
P 53 RFID-only
P A9 Wearable Search root: Select... Remove
P (] Timeslices
P {1 User Profiles Object type: |} User Tv
= {2 Program Data r 1
¥ d Fiter: [ twadmin Search

4 Inbound access

& Outbound access Maximum number of resuits: 50
€ TW-Lab

Biometrics

Figure 110: Search request window
Click Sear ch.

. Select the user, and then select the RFI D tab.

Figure 111: RFID tab for a user

User: UATAdmin
B Sewchreqoen

Two entries display, one for the user as an RFID entry and the other is a wearable entry.
Select the Wearable entry, and then click Bl ackl i st .

. On the Confi r mati on window, click Yes.
. On the Confir mati on window, click Yes.

The RFID and Wearable entries are blacklisted.
Select the wearable entry, and then click Del et e.

10.0n the Conf i r mat i on window, click Yes.
11.Select the RFID entry, and then click Del et e.
12.In the left navigation pane, select RFI D.

13.From the RFI D st at e list, select Bl ackl i st ed, and then click Appl v.
Two blacklisted entries appear for the user, one for the RFID and one for the Wearable, as shown in

the following figure
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RFID

Filter of RFID search
RFID state Blacklisted e

Battery status All v

[J show RFID tokens expiring within 10 > days.
Owner RFID Identifier State Battery status Expiration Date

MAEv2-Uatt 2F:20:8D:08:7... Blackisted Unkown
(p9Ev2-Uatl SFDB2C433FBD6E  Blackisted Unkown

Figure 112: Blacklisted Nymi Band

14 Select the RFID entry, and then click Del et e.
15.Select the Wearable entry, and then click Del et e.

9.5.2.2 - Deleting User Data on Nymi Band 3.0

The Delete User Data process clears personal information, such as the fingerprint template
and credentials, from the Nymi Band that is currently enrolled to a user. This process also
clears the lockout during a failed authentication lockout.

Before you can re-enroll a Nymi Band, you must perform the delete user data operation.

1.

2.

Remove the Nymi Band from the wrist of the user, and then attach the Nymi Band to a
charger.

On the Nymi Band, hold the bottom button. The Delete User Data message displays on the
screen, as shown in the following figure.

Note: The Nymi Band does not vibrate if the Hapt i ¢ Feedback on Nym Bands is not
enabled for the user or active group policy.

DELETE

LSER
OATA

Figure 113: Delete User Data

Continue to hold the bottom button until the Nymi Band quickly vibrates twice and the USER
DATA DELETED message displays on the screen (after about 10 seconds), as show in the
following figure.

USER
DATA
[OELETED

Figure 114: User Data Deleted

Biometric authentication does not work for the user after you perform a delete user data
operation. To use the Nymi Band again, the user must enroll the Nymi Band by using the Nymi
Band Application.
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Note: If you delete the user data on a Nymi Band and attempt to re-enroll it, you will see the
following message,

A Nymi Band has been assigned to (user name), however it cannot be found.

To proceed, you need to delete the Nymi Band association with the user in the NES
Administrator Console.

9.5.2.3 - Enrolling a Nymi Band

Before a new user or an existing user (enrolled in NES prior to an Evidian intergation) can
use a Nymi Band to perform authentication events with Evidian and Evidian-integrated MES
applications, the user must enroll a Nymi Band by using the Nymi Band Application.

Before the user enrolls, ensure that an EAM administrator logs into the Evidian EAM
Management Console and adds the user account to the appropriate user profile.

During the enrollment process for a new user, the process updates the NES and Evidian
databases with enrollment information.

For a user account with a Nymi Band already enrolled on the NES server prior to an Evidian
integration, the NES enrollment information is preserved and the process updates the Evidian
database with enrollment information.

The user that will enroll the Nymi Band performs the following steps on the enrollment
terminal.

1. On the Windows Login screen, log in to the computer.

2. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

3. Follow the prompts in the Nymi Band Application to enroll the Nymi Band.

Before the user can successfully use the Nymi Band, the user might need to login to the
terminal with their username and password to retrieve information from the Evidian EAM
Controller. The user can perform subsequent logins by using the Nymi Band.

Note: After enrollment, Nymi recommends that each user authenticate to the Nymi Band

10 times with success. If the number of authentication attempts that are required to get 10
successful authentications exceeds 15, review the information in the Nymi Connected Worker
Platform—Troubleshooting Guide for more information about how to troubleshoot Nymi Band
authentication issues.
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9.6 - Updating Technical Definitions

After you make changes to a technical definition, perform the following steps to propagate the
change to the Evidian EAM Client.

Procedure

1. In SSO Bui | der, from the Fi | e menu, select Manage updat es.

2. Select Post an updat e.
3. Close SSO Bui | der .
4. In the Windows System Tray, click on the Enterprise SSO (eSSO) El icon.
S. Click the Horme @licon, and then click Ref r esh, as shown in the following figure.

The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.

7| Enterprise S50 : Single Sign-On Engine — O X

@ P activate | || suspend (:) Refresh Q) Stop

Connected User : uatadmin
Currentrole:  No selected role
Figure 115: eSSO application Home Window
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