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3 - Preface

3 - Preface

NymiT'VI provides the Connected Worker Platform(CWP) solution, which connects people with
technology through safe, simple, and secure solutions. CWP supports numerous use cases
and digital systems, and combines point solutions into a single offering. CWP simplifies the
connection of workers to the digital space that is found in modern organizations.

CWP contains the following elements:

Device Hardware—Refers to the Nymi Band™ and firmware.
« Infrastructure—Consists of software, such as the Nymi SDK, Nymi Runtime, Nymi Enterprise
Server, and the Nymi Band Application.

Purpose

This guide provides detailed information about the steps that an IT administrator performs
to deploy or update the components of the CWP solution in an environment that consists of
Windows or Linux machines.

Audience

Revision history

The following table outlines the revision history for this document.

Table 1: Revision history

1.0 November 08, 2024 First release of this document for
the CWP 1.19.0 release.

2.0 July 26, 2024 Second release of this
document. Updates include:

« Information about the new
option in the CWP 1.18.1 and
later NES Installation Wizard
to configure a Max Password
Age value.

» Considerations for Citrix/RDP
clients, related to multiple
network adapters.

» New error messages that can
appear during enroliment.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 5



3 - Preface

Version Revision history

3.0 October 2, 2024 Update supported Windows OS
versions for the enrollment and
user terminal.

* Nymi Connected Worker Platform—Overview Guide

This document provides overview information about the Connected Worker Platform (CWP)
solution, such as component overview, deployment options, and supporting documentation
information.

* Nymi Connected Worker Platftorm—Administration Guide

This document provides information about how to use the NES Administrator Console to
manage the Connected Worker Platform (CWP) system. This document describes how to
set up, use and manage the Nymi Band™, and how to use the Nymi Band Application. This
document also provides instructions on deploying the Nymi Band Application and Nymi
Runtime components.

* Nymi SDK Developer Guide—NymiAPI(Windows)

This document provides information about how to develop Nymi-enabled Applications by
using the Nymi API(NAPI).
* Nymi SDK Developer Guide—Webapi(Windows)

This document provides information about how to understand and develop Nymi-enabled
Applications (NEA) on Windows by utilizing the functionality of the Nymi SDK, over a
WebSocket connection that is managed by a web-based or other application.

e Connected Worker Platform with Evidian Installation and Configuration Guide

The Nymi Connected Worker Platform with Evidian Guides provides information about
installing the Evidian components and configuration options based on your deployment.
Separate guides are provided for Wearable, RFID-only, and mixed Wearable and RFID-
only deployments.

 Nymi Connected Worker Platform—Troubleshooting Guide

This document provides information about how to troubleshoot issues and the error
messages that you might experience with the NES Administrator Console, the Nymi
Enterprise Server deployment, the Nymi Band, and the Nymi Band Application.

* Nymi Connected Worker Platform with Evidian Troubleshooting Guide

This document provides overview information about how to troubleshoot issues that you
might experience when using the Nymi solution with Evidian.

* Nymi Connected Worker Platform—FIDO2 Deployment Guide

The Nymi Connected Worker Platform—FIDO2 Deployment Guide provides information
about how to configure Connected Worker Platform and FIDO2 components to allow
authenticated users to use the Nymi Band to perform authentication operations.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 6



3 - Preface

» Connected Worker Platform with POMSnet Installation and Configuration Guide

The Nymi Connected Worker Platform—POMSnet Installation and Configuration Guides
provides information about how to configure the Connected Worker Platform and POMSnet
components to allow authenticated users to use the Nymi Band to perform authentication
operations in POMSnet.

 Nymi Band Regulatory Guide

This guide provides regulatory information for the Generation 3 (GEN3) Nymi Band.
* Third-party Licenses

The Nymi Connected Worker Platform—Third Party Licenses Document contains
information about open source applications that are used in Nymi product offerings.

If the Nymi software or hardware does not function as described in this document, you can
submit a support ticket to Nymi, or email support@nymi.com

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the
documentation suite. You can submit feedback by using support@nymi.com

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 7
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4 - Deployment Overview

You can deploy the Nymi solution in two different configurations, where you install the Nymi
Agent software on each user terminal or you deploy a single instance of the Nymi Agent in a
centralized location and configure endpoints to use the centralized Nymi Agent.

Review the following information to decide which configuration to deploy.

Decentralized Nymi Agent If your environment meets all of the following
configuration scenarios, you can deploy a
decentralized Nymi Agent solution.

» User terminals are thick Windows clients only.

e User Terminals perform Nymi Band taps in
native MES application.

Centralized Nymi Agent If your environment meets any of the following
configuration scenarios, you must deploy a
centralized Nymi Agent solution.

» User Terminals are iOS clients.

e User Terminals include thin clients, such as HP
ThinPro, RDP, and Citrix.

* User Terminals perform Nymi Band taps
in web-based MES applications, such as
POMSnet.

Note: You can deploy a configuration that uses a mixture of user terminals with centralized
or decentralized Nymi Agent but for simplicity Nymi recommends that it you choose one and
configure your all your user terminals to use a centralized or decentralized Nymi Agent.

You can deploy the Nymi WebAPI in a centralized or decentralized Nymi Agent configuration.

In a decentralized Nymi Agent configuration, you deploy Nymi Agent and Nymi Bluetooth
Endpoint components on each workstation to access a locally installed Nymi-enabled
Application(NEA).

In a centralized Nymi Agent configuration, for example, when you use the Nymi Band with
Citrix and RDP published applications or desktops, you install:

« Nymi Agent component on a server that multiple workstations can access, such as the Nymi
Enterprise Server(NES) server.
» Nymi Bluetooth Endpoint component on each workstation.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 8



4 - Deployment Overview

Note: For more information about how to deploy a centralized Nymi Agent see the Nymi
Connected Worker Platform—Deployment Guide.

The Nymi Bluetooth Endpoint and NEA must know the identity of the workstation to which the
application wants to connect. By default, this identity is the IP address of the workstation.
When you deploy Nymi Agent locally on the client workstation, both components use the
loopback address, so they will connect automatically. When you deploy a centralized Nymi
Agent, the Nymi Agent subscribes the Bluetooth Endpoint, the Nymi DLL, and WebSocket
connections to the Nymi WebAPI by using the source IP of the connection. Therefore, if the
Bluetooth Endpoint and application that is using the Nymi WebAPI are on the same host the
application will work on connection.

For deployments in an RDP/Citrix environment or when the MES application (NEA) resides on
a different host (such as a web or application server), the IP address of the client that runs the
NEA is different from the IP address of the workstation. Therefore, ensure that the NEA can
determine the IP address of the client workstation that runs the Nymi Bluetooth Endpoint.

* In remote desktop sessions, the IP address is usually available through Windows Terminal
Services APls.

« If you are not using RDP or Citrix, the IP address is usually available through vendor-
specific environments or APIs.

« For remote applications, such as web-based application, you can determine the IP address
by using the source IP address of the client requests.

When the application determines the IP address of the client workstation, the application must
use the subscribe operation to connect to the correct Nymi Bluetooth Endpoint. Keep in mind
that multiple IP addresses on the user workstation or NAT between components can interfere
with determining client IP addresses and should be taken into consideration during deployment
of an application.

If users might move between two or more client workstations, they must terminate their
session before switching to another workstation, or the application must take this into account
and start a new subscribe operation after reconnection.

Review the following requirements for the Nymi WebAPI and Nymi Agent components:

» Provide access to a distinct port for each component, port numbers are described in this
document.

« Configure transport layer security: on the server or by offloading.

* Ensure that both components have connectivity to NES.

» Ensure that there is no Network Address Translation (NAT) between the Nymi WebAPI of
the Nymi Agent and the user terminals.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 9
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» When you use a centralized Nymi Agent on the same server as NES, ensure that each
component can co-locate with the NES (ensure that you use distinct TCP ports).

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0
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5 - Prepare for Connected Worker Platform Deployment

5 - Prepare for Connected Worker
Platform Deployment

Review this section for information about the requirements and steps that you mus preform to
prepare for the Connected Worker Platform(CWP) components .

5.1 - Hardware and Software
Requirements

The following sections provide more information about the hardware and software
requirements for Connected Worker Platform components.

5.1.1 - NES Requirements

The following sections define the hardware and software requirements to consider before you
deploy NES.

Hardware Requirements

The NES hardware requirements differ based on the nature of user operations, load and other
software that is deployed on the same server. The following section lists the recommendations
for minimum hardware requirements.

e 1-5000 users:

* 4 Core CPU

+ 8GB RAM

» 20GB free disk space
» 5000-10000 users:

4 Core CPU
+ 16GB RAM
* 40GB free disk space

Software Requirements
NES has the following software requirements.
* Microsoft Windows Server 2016, 2019, or 2022
Note: Ensure that the NES host is not a Domain Controller (DC).

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 11



5 - Prepare for Connected Worker Platform Deployment

e Microsoft IIS
e Microsoft .NET Framework 4.8

Note: The NES installation package includes Microsoft .NET Framework 4.8, and installs
the software if required.

5.1.2 - Time Synchronization Requirements

Nymi Band enrollments require time synchronization between the Enrollment Terminal and
NES.

When the Enrollment Terminal is on a domain, the time source for both the Enrollment
Terminal and NES is Active Directory Domain Services (AD DS). If your Enroliment Terminal
is not joined to a domain, ensure that you find an alternate method to synchronize both the
Enrollment Terminal and NES with a reliable time source.

5.1.3 - User Terminal Requirements

User terminals are endpoints that can perform different functions in the environment, including
enrolliment, MES authentication tasks, desktop locking and unlocking with Nymi Lock Control.
User terminals include thick clients and thin clients.

Hardware and Software Requirements

All thick client user terminals require connectivity to the server on which you install Nymi
Enterprise Server(NES). The following table summarizes the supported operating systems and
the hardware device requirements for each user terminal use case.

Note: You can configure and use a user terminal for multiple use cases.

Enroliment + Windows 10, 64-bit, minimum |+ 4GB RAM
build version 1607 « 5GB free disk space
+ Windows 11, 64-bit « 2 core CPU (recommended)

Note: Nymirecommends that |* 1 USB 2.0 port

you use 125% scaling and 1920 |+ Nymi-supplied bluetooth
x 1080 screen resolution for the adapter

terminal hosting the Nymi Band
Application

Windows N Edition Requirements

Windows N Edition does not include media features by default. The Nymi Band Application
includes embedded video that cannot display without the media feature pack.

To obtain the media feature pack, perform one of the following actions:

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 12
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» For Windows 10, version 1909 and later, navigate to Start > Settings > Apps &
features > Optional features.Click Add a feat ure. From the list of available
optional features, select Medi a Feat ure Pack.

* For Windows 10 versions that are earlier than 1909, download and install the media feature
pack from Microsoft.

e For Windows 11, navigateto Start > Settings > Apps > Optional features.
Nextto Add an optional feature, selectVi ew feat ures, and then form the list of
optional features, select the Media Feature Pack.

5.2 - Networking Requirements

TheNymi solution requires Domain Name Service (DNS) and firewall port changes to support
inter-component communications.

5.2.1 - Domain Name Service Requirements for

Non-Clustered Deployment

The Connected Worker Platform(CWP) solution uses fully-qualified domain names (FQDNSs) that
point to CWP infrastructure services that are accessed by CWP applications, such as Nymi
Band Application or by administrators through a browser (Nymi Band Management Console).

Non-Clustered CWP Deployment
In a non-clustered CWP deployment, you must assign FQDNSs to the following components.

Note: This guide uses company.com as an example domain name and cwp.company.com as
an example subdomain name.

Record each FQDN value in Appendix—Recording the CWP Component FQDNSs.

Table 2: FQDN Requirements

Nymi Enterprise Server(NES) nes.cwp.company.com

Centralized Nymi Agent nymiagent.cwp.company.com

5.2.2 - Firewall Port Requirements

The Nymi Solution uses connection ports to facilitate bidirectional communications between
components.

Connection Port Requirements
The following table provides a summary of the connection port requirements for the Nymi
Solution and FQDNs. Ensure that you replace the sample FQDNs with the actual FQDNs
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for your virtual servers. For each row that contains load balancer port information, you must
configure virtual server on a load balancer to distribute traffic to the destinations. The load
balancer must accept incoming traffic on the load balancer port.

Note: Your firewall and load balancer might require configuration changes to allow the
specific protocol that is specified in the Protocol column of the table. Refer to your firewall or
load balancer documentation for more information.

Record the virtual server FQDN and port for each component in Appendix—Record the CWP
Variables.

Table 3: Connection Port Requirements

SQL Access MS SQL NES n/a SQL Server:
Proprietary 1433/TCP
LDAP Access- LDAP/LDAPS NES n/a AD Server:
Active
) 389/TCP
Directory(AD) (For LDAP
configurations)
636/TCP
(For LDAPS
configurations)
NES HTTPS Machine that nes.cwp. NES:
Communications accesses NES company.com: 443/TCP
Administrator 443/TCP
Console
All User Terminals
(thick).
RDP/Citrix
server that run
NEAsCentralized
Nymi Agent

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 14
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Supports Websocket All User Terminals | nymiagent.cwp. | nymiagent-0.cwp.
ﬁe”tf’aolize? (thick and thin) company.com company.com
Cg;,"r'nu?]?é‘aﬁons_ RDP/Citrix Servers | 9120/TCP nymiagent-1.cwp.
Nymi Agent that run NEAs company.com:
receives incoming 9120/TCP
WebSocket

connections on
TCP port 9120,
which is used for
communication
with Nymi

Bluetooth Endpoint
and native
Nymi-enabled
Applications(NEAS)

5.2.3 - Citrix/RDP Client Considerations

In a Citrix / RDP environment with a Centralized Nymi Agent configuration, ensure that user
terminals with multiple network interfaces do not switch networks.

For example, network switching can when you configure:

» Atablet or laptop to connect to multiple WIFI networks (ie an internal and guest network)
and the user terminal encounters an intermittent issue with one network, the user terminal
connection might switch to the other network.

» A desktop computer with WIFI and Ethernet connections and a user plugs/unplugs the
Ethernet cable, the user terminal switches to the available connection.

When a network switch occurs, the user terminal usually acquires a new IP address. The
Citrix/RDP session and the websocket connection to the Nymi Agent can recover and
reconnect, but client applications such as Evidian, and the Nymi API DLL continue to run and
subscribe to the previous IP address. As a result, the Nymi APl cannot communicate with the
Nymi Bluetooth Endpoint and the application does not detect aNymi Band tap.

5.3 - Connected Worker Platform
Certificate Requirements

The Connected Worker Platform relies on TLS certificates and Nymi-specific Certificates to
ensure secure communications.
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The following figure provides a high-level overview of the certificates used by the Connected
Worker Platform solution.

Figure 1: Certificates required in a Connected Worker Platform environment

Connected Worker Platform(CWP) uses TLS certificates to secure client communications
with Nymi Enterprise Server(NES) and a centralized Nymi Agent. These certificates serve
the same purpose as typical TLS certificate that support secure communications within your
enterprise network, for example, for web and email traffic. Nymi recommends that you use a
trusted Certificate Authority(CA) to issue the TLS certificate. The TLS certificate must contain
the appropriate fully qualified domain name(FQDN) for the Subject Alternative Name(SAN).

Note: If you use a self-signed TLS certificate or a certificate that was issued by an untrusted
private root CA, you require a Root CA Certificate. You must import the Root CA Certificate on
each user terminal, the enroliment terminal, Citrix/RDP clients, centralized Nymi Agent, and the
NES server. This guide describes how to import the Root CA Certificate.

Nymi Enterprise Server Certificate Format

NES uses the Windows certificate store for TLS certificates. The Windows certificate store
supports several certificate formats, such as PKCS#12, which includes the TLS certificate
chain and the password-protected private key all in one file. Copy the certificate file to the
server that you designate for NES and record the password of the TLS certificate in a secure
manner. The NES deployment process prompts you for the password.

Note: The procedures detailed in this guide assume that you have the NES certificate and
private key in PKCS#12 format.

Record the expiration date of the TLS certificate in Appendix—Certificate Expiration Dates.
Centralized Nymi Agent Certificate Format

Nymi Agent relies on web sockets for communications with native and web-based Nymi-
enabled Applications(NEAs) and Nymi Bluetooth Endpoint. Nymi recommends that you secure
WebSocket communications between the Nymi components.

Obtain the following certificate and private key files in base64 PEM format from your security
team, and copy the files to the server that you designate as the Nymi Agent server:

« Certificate file, which contains the TLS Server Certificate only.

Note: You cannot use a wildcard certificate.
» Private key file that has the unencrypted private key for the TLS server certificate.

» Certificate Authority (CA) certificate file bundle, which contains the CA certificate chain that
starts from the root CA and ends in the subordinate CA that issues the server certificate.

Note: You can use the same TLS certificate for NES and Nymi Agent if the SAN includes

all the FQDNs and the TLS certificate matches the requirements outlined for the centralized
Nymi Agent. Ensure that the format of the TLS certificate matches the previously stated format
requirements.
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Nymi recommends that you issue the NES and centralized Nymi Agent TLS server certificate
from a Root CA that is trusted by the client machines. If the Root CA is not trusted by the client
machines, install the root CA certificate in the Trusted Root Certification Authorities container
for the client machine. See Microsoft documentation for information about installing Trust Root
Certificates: https://docs.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-
certificate.html

Required to support secure communications between the Nymi Bands and the CWP services.
Nymi provides two certificate files:

» Fullchain PFX file, which you obtain from your Nymi Solution Consultant. This certificate is
unique for each organization and includes the following content:

« Nymi Infrastructure Root CA certificate
* NES L1 certificate
* NES L2 certificate and associated private key

This guide describes how to implement the full chain certificate when you deploy NES.
* Nymi Band PKI certificate files:

* Nymi Band Root CA Gold
« Nymi Band Subordinate CA Gold

The NES installation package includes the Nymi Band PKI certificate files and the NES
installation automatically installs the certificate.

For more information about the Nymi-specific certificates, refer to the Connected Worker
Platform Security Whitepaper.

5.3.1 - Using TLS Certificates Issued by Untrusted
Certificate Authorities

In some situations, it is not possible to use a trusted Certificate Authority(CA) to issue the
required TLS certificates.

To use an untrusted CA, ensure that you:

* Use a single untrusted root CA to issue all TLS certificates.

» Import the untrusted root CA certificate into each machine that communicates with the
Connected Worker Platform services. The methods that you use to import the untrusted
root CA certificate into each component is described later in this guide.
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The Connected Worker Platform(CWP) relies Windows Active Directory(AD) for user identity
and authentication. Review the following sections for information about AD domain, AD
groups, and service account requirements.

5.4.1 - Domain and Trust Requirements

Connected Worker Platform(CWP) supports environments that have users and administrators in
a domain that differs from the domain in which the NES server resides, within the same forests
or different forests.

Record the following configuration information about the Active Directory in Appendix—Record
the CWP Variables. You require this information during the NES deployment process.

» Communication protocol that NES uses to connect to the Active Directory. For example,
LDAP or LDAPs.

* Port number on which to contact the Active Directory. The default port number for LDAP is
389. The default port number for LDAPS is 636.

» The NetBIOS domain name, which you can see in the properties of an AD user account.

The domain in which NES resides must trust the user domain.

Note: For Nymi with Evidian deployments, you require a selective two-way trust. The Nymi
Connected Worker Platform with Evidian Guides provide more information.

5.4.2 - Creating the Active Directory Group for NES

Perform the following actions to prepare the Domain Controller for the NES deployment.

Create an Active Directory group for users that act as an. NES Administrator. An NES
Administrator is the person in the enterprise that manages the Connected Worker Platform for
their workplace.

1. Log into the Active Directory server with a domain administrator account.

2. Create a group to contain the users who will act as NES Administrator. For example, a
group named NES_admins.

a) In the Group Scope section, select one of the following options:
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e In a single domain environment, choose a group scope according to your IT policy.
e In a multi-domain environment:

»  When you select Uni ver sal , you can add users and groups from any domain to the
NES admins group.

»  When you select G obal , you can only add users and groups that are local to the domain.
If users in multiple domains require admin access to NES, you must create a global group
in each domain with NES Administrator users, and add the NES Administrator users to this

group.
Note: The Nymi solution does not support the Donai n | ocal group scope.
3. inthe G- oup Type section, select Security.
4. Click OK.
5. Add each user account that requires NES Administrator access to the group.

Note: Do not include AD groups in the group.

6. Record the administrator group name and a list of user accounts that you added this group,
in Appendix—Record the CWP Variables.

5.4.3 - (Optional) Creating an Organizational Unit
for User Terminals

Create an Organizational Unit(OU) in Active Directory(AD) to limit the user terminals in your
environment on which users can use the Nymi Lock Control software.

The NES installation wizard prompts you for this OU.

5.4.4 - Creating the Nymi Infrastructure Service
Account

Connected Worker Platform(CWP) 1.12.x and later solution uses a service account to support
interprocess and SQL server communications.

Create a service account in Active Directory, that meets the following requirements:

» User account is a domain user.
» Password never expires.
« "Logon as a service" privileges.

Record the account name and domain in Appendix—Record the CWP Variables, which specify
the credentials during the NES deployment.

The Connected Worker Platform(CWP) solution can use a new or existing SQL server instance,
which you can reside on the NES server or on another server in the environment.
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CWP solution supports the following Microsoft SQL versions:

e SQL Server/SQL Server Express 2016
* SQL Server/SQL Server Express 2017
» SQL Server/SQL Server Express 2019

Note: Starting with CWP 1.18.0, the Nymi IT/OT Solution supports SQL Server Express.

The NES installation package includes Microsoft SQL Server Express 2017; however, Nymi
recommends that you use SQL Server in production environments.

Note: The CWP solutions uses TLS 1.2. If you use SQL Server / SQL Express 2016 or SQL
Server / SQL Express 2017 you must apply a patch to provide TLS 1.2 support. Microsoft
provides more information.

Nymi recommends that you configure the SQL database to use Windows authentication mode
and:

» Ensure that the account that starts the SQL Server has permissions to register an SPN in
Active Directory Domain Services. Microsoft provides more information.

» Assign dbowner rights to the NES service account. Creating the Service Account for SQL
Server Access provides more information about creating the service account.

5.5.1 - Creating the NES database

If you use an SQL server that is not on the same machine as NES, install the SQL Server
software if required, and then create the NES database.

Perform the following steps on a machine that has SSMS installed and has access to the SQL
Server.

Open SQL Server Managenent Studi o (SSMS), and then login to the SQL Server.
Right-click the SQL instance, and the select Properti es.

In the OGbj ect Expl orer, select Security.

Select SQL Server and W ndows Aut hentication Mde, and then click OK.

In the Obj ect Expl or er right-click Databases, and the select New Database.

In the New Dat abase window, perform the following actions:

a) In the Nane field, type nes.
b) Click the elipses (...) beside Oaner, and then in the Ent er t he obj ect nanes to
sel ect field, type the name of the service account.

o gk wNPR
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c¢) Click Check names.

d) Inthe Mul ti pl e Obj ects Found field, select the service account name, and then
click OK.

e) Onthe Sel ect Dat abase Owner window, click OK.

f) Onthe New Dat abase window, click OK.

5.5.2 - Configuring SQL Database for Remote
Access

Enable TCP/IP on the SQL instance to allow access to the database.

Perform the following actions in the SQL Server Confi gurati on Manager application.

a s DN

In the left navigation pane, expand SQL Server Network Confi gurati on, andthen
select the appropriate Protocols for the SQL Server option.

In the right pane, select TCP/IP, and then right-click and select Enabl ed.
Double-click TCP/ | P.

Inthe TCP/ | P Properties window, selectthe | P addr esses tab.
Navigate to the | PALL section, and then for the TCP port value, type 1433.
The following figure provides an example of the port setting.
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o
File Action View Help
- = H

E SQL Server Configuration Manager (Local)

B SQL Server Services

_i SQL Server Network Cenfiguration (32bit
v % SQL Native Client 11.0 Configuration (32b

& Client Protocols
2 Aliases

& Protocols for MSSQLSERVER
[~ Protocols for SQLEXPRESS

%—. Client Protocols
% Aliases

v _i SQL Server Network Configuration

~ 5 SQOL Native Client 11.0 Configuration

Protocol Name Status

¥~ Shared Memory Enabled
¥ Named Pipes Disabled
¥ TICP/IP Enabled

TCP/IP Properties ? X
Protocol [P Addresses
TCP Dynamic Ports (1] ~
TCP Port
B ip3
Active Yes
Enabled No
IP Address =1
TCP Dynamic Ports 0
TCP Port
B 1ps
Active Yes
Enabled No
IP Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port
B 1panl
TCP Dynamic Ports
cppor :
Active
Indicates whether the selected IP Address is active.
Cancel Appl Help

Figure 2: Configuring SQL Port
6. Click OK, and then click Appl vy.
7. On the prompt to restart the SQL services, click OK.
8. Restart SQL Server services.

9. For SQL Express only, perform the following steps in SQL Confi gurati on Manager.

a) In the left navigation pane, select SQL Ser vi ces.
b) Right-click SQL Ser ver

following figure

Br owser, and then select Pr operti es, as shown in the

'%:q\ Server Configuration Manager

Action  View  Help

e | xE= H]

48 QL Server Configuration Manager (Local)
[l QL Server Services o
4. 50L Server Network Configuration (32bit]
2 501 Native Client 11.0 Configuration (321
4. 50L Server Network Configuration
2 5QL Native Client 11.0 Configuration

SQL Server (MSSQLSER..

HR150L Server Agent (MSS..

utomnatic
lanual

Figure 3: SQL Browser Properties option
¢) Onthe Servi ce tab, from the St art

following figure.

Mode list, select Aut onat i c, as shown in the
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| SQL Server Browser Properties

LogOn Service Advanced

Exit Code [
Host Name TW-SRV2

Process ID
SOL Service Type

Manual

Start Mode
The start mode of this service.

Cancel Apply Help
Figure 4: Start Mode

d) Right-click SQL Server Browser andselect Start.

The SQL Server Browser service state changes to St ar t , as shown in the following figure.

; Sql Server Configuration Manager
File Action View Help

C X IEAREY
48 SQL Server Configuration Manager (Local) || Name State Start Mode Log On As Process ID
) ‘ || EbSQL Server (SQLE... Running Automatic NT Service\MSSQL... 3844
3 zgt ;":" 'éf"“:':':%"c“f'gr‘"“"’t'_‘ (32';’; B9 SQL Server (MSS... Running Aulenalic NT Service\MSSQL... 3880
v 3. 5QL Native Client 11.0 Configuration G20 e o) cerver Agent... Stopped Manual NT AUTHORTVANE... 0
&, Client Protocols ﬁ i
2 Alisses #3501 Server Browser[Running] Automatic NTAUT_HORITY‘.LO... 3080
«~ 8 SQL Server Network Configuration =) SQL Server Agent... Stopped Manual NT Service\SQLSER... 0
E‘_ Protocols for MSSQLSERVER
& Protocols for SQLEXPRESS
w '_-:'é SQL Native Client 11.0 Configuration
&, Client Protocols
% Aliases
Figure 5: SQL Server Browser service
Your Nymi Solution Consultant provides you with a package that installs NES.
Extract the contents of the NES software package into the C:\nestemp\ folder of the
designated NES server. The package extracts the following files into the folders:
* AccessControl
* AuthenticationService
* NEnroliment
* nhes
Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 23
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* NesCmdInstall
* Neslinstaller

* NesSysteminfo
* PreRequisites
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6 - Deploy NES in a Standalone
Configuration

The following sections provide information about how to deploy a standalone NES.

6.1 - Install and Configure IIS

NES supports HTTP and HTTPS for communication between NES services. It is
recommended to use HTTPS. To complete prerequisite activities for NES deployment, install
Microsoft Internet Information Server (l1S) and Microsoft ASP.NET on the NES host, and then
import the TLS server certificate into 1S for secure deployments (HTTPS).

6.1.1 - Installing IS and ASP.NET

This section describes how to install IS and ASP.NET on the NES host.

Procedure

1.
2.
3.

7.
8.
9.

Open the Server Manager application, and then click Add rol es and feat ures.
On the Bef ore You Begi n page, click Next .

Onthe Sel ect installation type page, leave the default value Rol e- based or
f eat ure-based i nstall ati on, and then click Next .

. Onthe Sel ect desti nati on server page, leave the default selection Sel ect a

server fromthe server pool, selectthe hostinthe Server Pool list box, and
then click Next .

. Onthe Sel ect server rol es page, click Wb Server (I1S).

The Add features that are required for Wb Server (11S) dialog box appears
and provides a summary of tools that are required to install 1IS.

. Onthe Add features that are required for Wb Server (11S) dialog box,

click Add Feat ures.

On the Sel ect server rol es page, click Next .
Onthe Sel ect f eat ures page, click Next .

Onthe Vb Server Role (I1S) page, click Next .

10.0n the Sel ect rol e servi ces page, expand Appl i cati on Devel opnent, and then

perform the following actions:
a) Select Application Initialization.
b) Select the latest available version of ASP.NET 4.x.

Note: NES supports ASP.NET 4.4 and later.
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c) Onthe Add features that are required for ASP. NET dialog box, click Add
Feat ur es, as shown in the following figure, and then click Next .

=, Add Roles and Features Wizard - X

Add features that are required for ASP.NET 4.77

You cannot install ASP.NET 4.7 unless the following role services or
features are also installed.

4 Web Server (lIS)
4 Web Server
4 Application Development
ISAPI Filters
ISAPI| Extensions
NET Extensibility 4.7

[W] Include management tools (if applicable)

‘ Add Features ‘ Cancel ‘

Figure 6: Add features that are required for ASP.NET

d) Onthe Sel ect rol e servi ces page, leave the other default options selected, and
then click Next .
The following figure shows the Sel ect server rol es page.

fis Add Roles and Features Wizard

Select one or mere roles to install on the selected server,

Bef gin
e Roles Description
Server Selectiol = S : Application Development provides
[®] Health and Diagnostics (1 of 6 installed) i S
Server Roles W] Performance (1 of 2 installed) e P9
= : hosting Web applications. Use these
Features (] of 9 installed) N
eatures = = SRS features to create Web content or
4= Deopuaonklnzs extend the functionality of IIS. These
sibility 3

technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which IIS then sends to fulfill
client requests.

V| ISAP| Extensions (Installed)
| ISAPI Filters (Installed)
[[] Server Side Includes
[[] WebSocket Protacol
[] FTP Server
[®W] Management Tools (1 of 7 installed)
[[] Windows Deployment Services
M we

Camsar lndsts Canirar

Figure 7: Select server roles page
11.0n the Sel ect Feat ur es page, click Next .

120nthe Confirminstall ati on sel ecti ons page, clickl nstall.

Thel nstal | ati on Progress page appears and provides the status of the IIS installation,
which takes several minutes. When the installation completes, click CI ose. Restart the host, if

prompted.
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6.1.2 - Importing the TLS server certificate

For HTTPS deployments, import the TLS server certificate obtained for the NES host. If the
TLS server certificate is not signed by a Trusted Root CA, then you also need to import the

Root CA certificate.

Note: The following procedure assumes that the TLS server certificate and the associated
private key are packaged in the same file. Depending on how the private key for your
certificate is generated, your procedure might differ. If you have already imported the
certificate or you do not require step-by-step instruction, proceed to Adding HTTPS site

bindings.

Perform the following steps in the I | S Manager to import the TLS server certificate and the

associated private key.

1. In the Connect i ons navigation pane, click Conput er _Nane, and then in the | | S section,
double-click Server Certificates.

Note: If you cannot find Ser ver Certi fi cat es, click the Feat ur es Vi ewtab, which
appears at the bottom of the window.

€5 Internet Information Services (IIS) Manager

<« €3 » TW-SRV2 »

File View Help
Connections
<. - )

&5 Start Page

vi.ﬁi TW-SRV2 (TW-LAB\uatadmin) |
= Apphcation Pools

@/ Sites

UJ' TW-SRV2 Home

Figure 8: Server Certificates option
2. In the Act i ons navigation pane, on the right side of the window, click | nport .
3. Inthe I nport Certifi cat e window perform the following actions:
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a) IntheCertificate file (.pfx) field, click the ellipsis (...) button, change the
extension list to *.*, browse to the location of the TLS certificate, select the certificate file,
and then click Open.

b) In the Passwor d field, type the password that was used to encrypt the private key, and
then click OK.

c) Inthe Sel ect Certificate Store list, select Wb Hosti ng.

The following figure provides an example of the | mport Certi fi cat es window.

Import Certificate ? X

Certificate file (.pfq):

C:\Users\uatadmin\Downloads\star.tw-lab.local-not-

Password:

Select Certificate Store:

Web Hosting ~

Allow this certificate to be exported

Figure 9: Server Certificates option
d) Click OK.
4. Minimize IIS.
5. Perform the following steps using the Certi fi cat e MMCto import the Root CA certificate
(if needed).
a) From the Window toolbar, in the Sear ch field, type Manage Computer, and then select
Manage conputer certificates.
b) Onthe User Account Contr ol dialog, click Yes.
c) Expand Certificates - Local Conputer > Trusted Root Certificate
Aut hority.
d) Right-click Certi fi cat es, and then select All Tasks > | nport, as shown in the
following figure.
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E certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — ] X

File Action View Help

&= [ 8 6= HE

_.JJ Certificates - Local Computer “ || Object Type
| Personal | Certificates
v r'j Trusted Root Certification Authori*iMI
" Certificates Find Certificates...
| Enterprise Trust ) )
| Intermediate Certification Authc [ MLl )] Find Certficates.

| Trusted Publishers View >

_| Untrusted Certificates

| Third-Party Root Certification A Refresh

| Trusted People Export List...

| Client Authentication Issuers

Help

i}

Figure 10: Import Certificate option

e) OntheWel cone to the Certificate Inport W zard screen, click Next .
The following figure shows the W&l come to the Certificate Inport Wzard
screen.

| Preview Build Roots

~# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Figure 11: Welcome to the Certificate Import Wizard screen

f) OntheFile to I nport screen, click Br owse, navigate to the folder that contains the
root certificate file, select the file, and then click Open.
The following figure shows the Fi | e t o | nmport screen.
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€ £¢ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\ddunn'Downloads\Local Lab Root CA.cer Browse. ..

Mote: Mare than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialised Certificate Store (.55T)

Mext Cancel

Figure 12: File to Import screen

g) OntheFile to I nport screen, click Next .

h) Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store with the value Tr ust ed Root
Certification Authorities, andthen click Next .

i) Onthe Conpleting the Certificate Inport W zard screen, click Fi ni sh.

i) OntheCertificate Inmport W zard dialog, click CK.

k) Close the cert | mwindow.

6.1.3 - Adding HTTPS site bindings

HTTPS provides TLS-encrypted communication between the NES host and the host that an
administrator uses to connect to the NES Administrator Console web application.

Perform the following steps in | nt ernet | nformati on Servi ce Manager (IS Manager)
to add HTTPS bindings to the NES website.

If you have already created the bindings or you will use HTTP only, proceed to Importing a
Fullchain Certificate.

1. In the Connect i ons navigation pane, click Conput er _Name > Sit es, as shown in the
following figure.
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%'3 Internet Information Services (IIS) Manager

€« & » TW-SRV2 » Sites » Default Web Site »

File View Help

Connections .
g Default Web Site Hg
<, - gl
-
5 Start Page i Filter -~ % 6o
w 83 TW-5RV2 (TW-LAB\uatadmin
L} Application Pools ASP.NET
v -[@| Sites 3= @ 1
€ Defoute it Cisn Ta 04
il Explore NET NET Erro
Edit Permissions... Compilation Pages

< Add Application...
Add Virtual Directory...

#
Edit Bindings...

Manage Website »

P
i3 Refresh S:i‘ (/]
X Remove Compression Default
Documen

Rename

Switch to Content View

Configurat...
Editor

Figure 13: Edit Bindings Option

2. Right-click Def aul t Web Sit e, and then select Edi t Bi ndi ngs.

3. Click Add.
The Add Sit e Bi ndi ng dialog box opens.

4. Inthe Add Site Bi ndi ng dialog perform the following actions:

a) From the Type list, select ht t ps.

b) Inthe | P Addr ess field, leave the default setting Al | Unassi gned.

c) Inthe Port field, leave the default setting 443.

d) Leave the Host nane field blank.

e) Fromthe SSL certi fi cat e list, select the TLS certificate that you imported.
The following figure provides an example of the Add Si t e Bi ndi ng dialog.
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Add Site Binding ? X

Type: P address: Port:
https « | |All Unassigned ‘ ‘443 ‘

Host name:

(] Require Server Name Indication

[] Disable HTTP/2
[ Disable OCSP Stapling

SSL certificate:

tw-lab.local & Select... View...

Figure 14: Add Site Binding Dialog
f) Click the Vi ewbutton, and identify the expiration date of the TLS certificate (see the line
Valid from (start date to expiration date).

g) Record the expiration date in the Certificate Expiration Date table.
h) Click OK.

5. Onthe Site Bi ndi ngs dialog, click O ose.

6.1.4 - Creating an Application Pool for
Authentication Service

To support Windows authentication to a remote SQL Server, the NES Enroliment Service and
Directory service must run under the NES service account. If the NES Authentication service
runs under a specific user account, the configuration requires HTTP Service Principal Names
(SPNs). To avoid the need to configure HTTP SPNs, create a separate Application Pool for the
Authentication service that uses the NetworkService account as the application pool identity.

Note: This procedure only applies to a configuration that uses a single NES instance on a
remote SQL server (not local to the NES server).

Perform the following stepsin| | S Manager :

1. Expand ser ver _nane, right-click Appl i cati on Pool s, and then select Add
Appl i cation Pool, as shown in the following figure.
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3 Intemet Information Services (1IS) Manager
« &) v TW-SRV2 » Application Pools
File View Help
Connections ¢ X
Q- L2 & UJ‘ Application Pools
W Start Page
83 TW-SRV2 (TW-LAB\ustadmin

_} Application " - G - 3
R I T Go & Show All | Group by: No Grouping

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contail

Status  NETCLRV.. Managed Pipel.. Identity Applications
@ Refresh
Storted w0 Integrated ApplicationPoolldentity 0
Started w40 Classic ApplicationPoolldentity 0
Started w0 Integrated NetworkService 1
ZNes App Pool Started  ud) Integrated tw-lab\uatadmin 0

Figure 15: Create New Application Pool
2. In the Nanre field, type NES_AS App Pool, and then click K.
The following figure provides an example of the Add Appl i cati on Pool window.

Add Application Pool ? x

Name:
NES_AS App Pool|

NET CLR version:
NET CLR Version v4.0.30319 v

Managed pipeline mode:

Integrated v

Start application pool immediately

Figure 16: Add New Application Pool

3. Right-click NES_AS App Pool , and then select Advanced Setti ngs, as shown in the
following figure.

T Start Page
-85 TW-SRV2 (TW-LAB\uatzdmin

This page lets you view and manage the list of application pools on the server.

L Application Pools Filter - % Go - G Show All | Group by: No Groupi
& Sites
Ststus  NETCLRV.. Manage
Started  v4.0 Integrat]
Started  vd) Classic
Started w4 Integrat]
Started 40 Integrat]

Integrat|

& Add Application Pool...
Set Application Pool Defautts...
Start
@ Stop
© Recycle..
[E]  Basic Settings...
Recycling...

Rvanced Setings

Rename
X Remove

View Applications

@ Hep

Figure 17: Advanced Settings for Application Pool
4. Click the El | i pses forthe | dent i t y parameter, as shown in the following figure.
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Advanced Settings ? X
~ (General) ~
NET CLR Version Va0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Name NES_AS App Pool
Queve Length 1000
Start Mode QnDemand
e ]
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Pracessor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4284967295
v Process Model
Generate Process Model Event L

topicationtottenty [T
Idle Tims nutes) 20

Idle Tirm on Terminate
Load User Profile False
Maximum Worker Processes 1 v

Identity
[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Networ...

oK Cancel

Figure 18: Edit Identity

5. Fromthe Bui I t-i n account list, select net wor k servi ce, as shown in the following
figure, and then click CK.

v (General) ~
NET CLR Version va.0
Enable 32-Bit Applications  False
Mznaged Pipeline Mode Integrated
Name NES_AS App Pool
Queue Lenath 1000
Application Pool Identity 7 X

@ Built-in account:

[ApplicationPoclldentity v]

Load User Profile False
Maximum Worker Processes 1 v
Identity

lidentityType, username, password] Configures the application pol to run
as built-in account, ie. Application Pool Identity (recommended), Networ...

0K Cancel

Figure 19: Built-in account list
6. Onthe Advanced Setti ngs window, click OK.

6.1.5 - Verifying the Authentication Configuration

Perform the following steps inthe I nternet I nfornmation Services (11S) Manager
application to verify that the authentication configuration is correct.

1. Openl | S Manager.

2. Onthe Connect i ons navigation pane, expand Conput er _Nanme > Si t es, select
Def ault Web Sit e, and then double-click Aut henti cati on.
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1:] Internet Information Services (IIS) Manager
e
« @ » TW-SRVZ » Sites » Default Web Site »

File View Help

0 Default Web Site Home
e-HAIe
63 Start Page ~ - e
v 85 TW-SRVZ (TW-LAB\uatadmin Filter: - Go ~ \z7Show All | Group by: Area - 28~
(2} Application Pools ASP.NET
o & [F =R ) & &= > =
- i=n - A B = Y E
& Default Web Site 3 z i ¢ il 2 “J (& ?) = ab) ;‘L( = %?,n
NET NET NET Error NET .NET Profile .NETRoles .NET Trust NET Users Application Connection Machine Key Pagesand  Providers
Authorizat... Compilati Pages izstion Levels Settings Strings Controls
oL
=l
Session State SMTP E-mail
IS
] 2 3 = = I _ =
A — R sy P L = | 9 a=
s | g o B & & &€ ¢ i 7 Al e =
icati ;[Compressi Default Directory  Error Pages Handler HTTP ISAPIFilters  Logging  MIME Types  Modules Output Request
on Document  Browsing Mappings Respon... Caching Filtering
SSL Settings
Management
Configurat...
Editor

Figure 20: Authentication Option

3. Inthe Aut hent i cat i on pane, ensure that Anonynous Aut henti cati on is the only
enabled option.

The following figure provides an example of the Aut hent i cat i on pane with only the
Anonynous Aut henti cati on option enabled.

Gﬁ Internet Information Services (IIS) Manager

« €& » TW-SRVZ » Sites » Default Web Site »

File View Help
Q-2 18 @ Authentication

- Start Page
v 53 TW-5RV2Z (TW-LAB\uatadmin

Group by: No Grouping v

..} Application Pools Name Status Response Type
v .[@| Sites Anonymous Authentication Enabled
. €D Default Web Site ASP.NET Impersonation Disabled
Forms Authentication Disabled HTTP 302 Login/Redirect

Figure 21: Authentication pane with Anonymous Authentication enabled

6.1.6 - Securing IIS

Secure IS by disabling the default page and creating an response header.

About this task

Perform the following steps inthe I nternet I nfornmation Services (11S) Manager
application.
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1. On the Connect i ons navigation pane, expand Conput er _Nane > Si t es, select
Def ault Web Sit e, and then double-click Def aul t Docunent .

§ Internet Information Services (1IS) Manager

« & » TW-SRV1 » Sites » Default Web Site »
File View Help

Connections

FESTEY @ Default Web Site Home

W5 Start Page

Filter: + ¥ Go + G Show All | Group by: Area &=
~ 95 TW-SRVT (TW-LAB\uatadmin) =
(2 Application Pools ASP.NET . N
v & Sites =Y 3 (% P % 2 ﬁ\@
sl v 3 = E g@ 5
€ Default Web Site B Z 4] | 2% é}f i =]
NET NET  NETError MET  NETProfile .NETRoles .NETTrust NET Users ession State SMTP E-mail
Authorizatio| Compilstion  Pages  Globalization Levels
nRules |
s
A N o 5 =i a? [ s =
2 o | B8 @& 2 0P 5 B = & = & §
] g o | = & & & (V] 8 7 & F = &
Authentic... Compression| Default | Directory  ErorPages  Handler HTTP  ISAPIFiters Logging MIMETypes Modules  Output  Request  SSLSettings
Document | Browsing Mappings  Respon... Caching  Filtering
Management
Configurat...
Editor

Figure 22: Default Document Option

2. Onthe Def aul t Docunent page, select Def aul t . ht m and then click Di sabl e from the
right menu, as shown in the following figure.

§ Internet Information Services (1IS) Manager

= X
« & » TW-SRV1 » Sites » Default Web Site » 7} @
File View Help
Connections F Alerts
@ Default Document =
<€, - L]y (@) The file fisstarthtm’ exists in
T3 start Page the current directory. Itis
- Use this feature to specify the default file(s) to return when a client does not request a specific file, Set default documents in order of priority. recommended that you
4 ¥
5@ TW-SRV1 (TW-LAB\uatadmi) move this file to the top of
2 Application Pools Name Entry Type the list to improve
sl Sites {Defauit.ntm inherited performance,
€ Default Web Site
Default.asp Inherited e
indexhtm Inherited
indexhtml Inherited
iisstart.atm Inherited

default.aspx Inherited

Figure 23: Disable Default.htm

After you click Di sabl e, the Al ert s section states that the page is disabled, as shown in the
following figure

Alerts

(i) The default document
festure has been disabled.

3. From the Connect i ons navigation pane, select Def aul t Wbsi t e, and then double-
click HTTP Response Headers
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€ Intemet Information Senvices (1) Manager
« @ » TW-SRV1 » Sites » Defoult Web Site »
File View Help

Connections.

- 7@ q Default Web Site Home
W Start Page =
&5 TW-SRY! (TW-LABsatacmin) Filter: Go -G Show All | Group by: Area =3
L} Application Pools ASP.NET
(@] Sites = ¥ FT ; L3 gﬁ: =) fal
=n 7 . = 2
) Default Web Site 3 ~ @ | D _g: (5 37, ab o ﬂ? ,i?J F@ L =)
NET NET NET Error NET NET Profile .NET Roles NET Trust NET Users  Application Connection Machine Key Pages and Providers  Session State SMTP E-mail
Authorizat.. Cempilation  Pages  Globalization Levels Settings Strings Controls

s

& = Wy \ b = e oo} e = ﬂg
& 9 o = & ¢ B = M = € &
Authentic., Compression Default  Directory  ErrorPages  Handler HTTP  [SaPiFiters  Logging MIMETypes Modules  Output  Request  SSLSettings

Document  Browsing Mappings || Response Caching  Filtering
| Headers

Management
Configurat...
Editor

Figure 24: HTTP Response Headers Option
4. From the Act i ons section, click Add, as shown in the following figure.

€ Internet Information Services (1IS) Manager -

X
« @ » TW-SRVI » Sites » Default Web Site » WG @-

File View Help

Connections

e q HTTP Response Headers
- ] 8
55 Start Page Use this festure to configure HTTP headers that are added to responses from the Web server.
v 83 TW-SRV1 (TW-LAB\uztadmin)
(22 Application Pools Group by: No Grouping
v -[8] Sites
| Name Value Entry Type
&) Default Web Site P
X-Powered-By ASPINET Inherited

Figure 25: Add HTTP Response Headers Option

5. Inthe Add Cust om HTTP Response Header s dialog box, perform the following actions:
a) In the Nane field, type Strict-Transport-Security.
b) In the Val ue field, type max-age=31536000.

The following figure provides an example of the Add Cust om HTTP Response Headers
dialog box.

Add Custom HTTP Response Header ? X

Name:

[strict-Transport-Security |

Value:

[max-age=31536000 |

Figure 26: Add Custom HTTP Response Headers dialog box
c¢) Click &K

The Strict-Transport-Security header appears in the HTTP Headers table, as shown in the following
figure.

95 Intemnet Information Services (1IS) Manager

« €@ » TW-SRVZ » Sites » DefaultWeb Site »

File View Help

Connections

I 9 HTTP Response Headers

5 start Page Use this feature to configure HTTP headers that are added to responses from the Web server,
v “.j TW-SRV2 (TW-LAB\uatadmin

i3 Application Pools Group by: No Grouping ~ ~
s Sites
2| Name Value Entry Type
@ DefaultWeb Site
Strict Transport-Security maxage- 31536000 Local
X-Powered-By ASP.NET Inherited

Figure 27:
6. Close I | S Manager
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To support certificate management in Connected Worker Platform, you must install and configure
the certificates. Nymi provides you with a zipped certificate file package that contains a
PKCS12 file. The password for the PKCS12 file is provided to you separately.

The PKCS12 file (fullchain.p12) excludes the password, but contains the following certificates:

* Root certificate
e L1 certificate

e L2 certificate

e L2 private key

Perform the following steps to import the certificates on the NES host.

6.2.1 - Importing Certificates

Perform the following steps to import the certificates on the NES host.

1. Extract the certificate zip file to a directory.

2. Right-click the fullchain.p12 certificate file, and then select I nst al | PFX, as shown in the
following figure.

2 fullchain.p1?
(] NESL1CA.crl
| NymilnfraRe Open
& Share
Open with...
Give access to >
Restore previous versions

Figure 28: Install PFX Option
3. Inthe Open File - Security Warni ng dialog, click Open.
The Certificate Import Wizard dialog box opens.

4. Onthe Wl cone to the Certificate Inport W zard page,inthe Store
Locat i on page, select Local Machi ne, as shown in the following figure.
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* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O Current User

(®) Local Machine

To continue, dick Next.

| ®Next | | Cancel

Figure 29: Local Machine Store Location
5. Click Next .
6. Onthe User Account Control window, click Yes.

7. Onthe Fil es to inport page, ensure that the fullchain.pl12 file appears in the File
name field, and then click Next .

8. Onthe Private Key Protection page, inthe Passwor d field, type the Nymi-provided

private key password, and then click Next .
The following figure provides an example of the Pri vat e Key Protecti on page.
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& L& Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

‘ ...........I...I
[ Display Password

Import options:

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Figure 30: Private Key Protection Page
9. OntheFiles to inport page, ensure that the fullchain.p12 file appearsinthe Fi | e
nane field, and then click Next .

100nthe Certificate Store page, leave the default option Automatically select the
certificate store based on the type of certificate, and then click Next .

This options ensures all the certificates in the certification path (Root, Intermediate) are placed in the

correct store. The following figure provides an example of the Certificate Store page.
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X
& L¥ Certificate Import Wizard
Certificate Store

Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®Automatically select the certificate store based on the type of certificate!

(O Place all certificates in the following store

[IMark this key as exportable. This will allow you to back up or transport your

keys at a later time.
Indude all extended properties.
Cancel

Figure 31: Certificate Store Page

110nthe Conpleting the Certificate Inport W zard page, click Fi ni sh.
120nthe Certificate Inport W zard dialog, click OK.

6.2.2 - Moving the L2 certificate

Perform the follow steps to move the L2 certificate from the Personal Certificates folder to the
Intermediate Certification folder.

w

From the W ndows Start Menu, type Manage Computer, and then select Manage
Computer Certificates.

The cer t | mwindow appears.
On the User Account Control dialog, click Yes.
Navigate to Per sonal > Certi fi cat es folder.

Expand I nternedi ate Certification > Certificates, andthen move the
NES L2 CA certificate from Per sonal > Certifi cates tothel nternedi ate
Certification > Certificates folder.

You can move the file by dragging and dropping it from one folder to the other folder. The following
figure provides an example of the certificates window.
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E certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

&= mF B|cE= HE
) Certificates - Local Computer " || lssued To lssued By Expiration Date  Intended Purposq
v oopeeena 3 73] Nymi Eval NES L2 CA Nymi Eval NES L1 CA 1/1/2023 <All>
| Trusted Root Certification Authorities
Enterprise Trust
v || Intermediate Certification Authopi
| Certificate Revocatigpef
| Trusted Publishers
| Untrusted Certificates
_ Third-Party Root Certification Authorities
| Trusted People
Client Authentication lssuers
| Preview Build Roots
Test Roots
| Certificate Enrollment Requests
Smart Card Trusted Roots
Trietad Navirar v
< > < >
Personal store contains 1 certificate.
Figure 32: Certificates window
5.Inlnternmediate Certification > Certificates verify that NES L2 CA certificate
has a key.
When the L2 certificate has a key, a key symbol displays in the upper-left corner of the L2 certificate
icon as shown in the following figure.
G Certificates - Local Computer || |ssued To - Issued By Expiration Date  Intended Purposes  Friendly Name
v [ Personal E:IMicrosoft Windows Hardware ... Microsoft Root Authority 2002-12-31 Code Signing, Win...  <None>
[ Certificates Alymi Eval NES L1 CA Myri Infrastructure Root CA Gold  2020-04-06 <All> <Mone>
| Trusted Root Certification Au jyrmi Eval NES L2 CA Ny Eval NES LT CA 2020-01-01 <Al Ny Eval MES L2 CA
= F;:f";:;:étemmhu"Au m=loot Agency Root Agency 2038-12-31 <All> <None>
B | Certificate Revocation Lis Eglwww.verisign.com/CPS Incorp.... Class 3 Public Primary Certificatio... 2016-10-24 Server Authenticati..  <None=
: Certificates
Figure 33: L2 Certificate with key
6. Record the expiration date of the NES L2 CA certificate (shown in the Expiration Date
column) in the Certificate Expiration Dates table.
7. Close the cert | mwindow.
After you install and configure IS, install and configure NES. You can configure NES in one of
the following ways:
* Using the NES Service Suite Wizard and specifying each configuration option.
» Using the NES Service Suite Wizard and loading configuration options from a .ninst file.
» Using the NESCmdInstall.exe file to load configuration options from a .ninst file, from a
command prompt.
Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 42



6 - Deploy NES in a Standalone Configuration

6.3.1 - Installing the NES Services Suite using the
wizard

Perform the following steps to install required third party software and the NES Services Suite.

For the best user experience with the NES installation wizard, use display settings that include
a resolution of 1920 x 1080 and 100% scaling.

Note: The installation process prompts you to install Microsoft .NET Framework 4.8 and

SQL Server Express, if the applications are not previously installed on the NES host. If your
environment already has a SQL Server that is not locally installed on the NES server and you
will create the database on that SQL server, you can skip the SQL Server Express installation.

a s wDh e

9.

Log in to the host with a domain user account that has local administrator rights.
In the C:\nestemp\NesInstaller folder, run install.exe.

If you see the User Account Control dialog, click Yes.

If you see the Open File — Security Warni ng page, click Run.

Onthe NESg2. | nstaller Setup page, review the Microsoft .NET EULA, and then click
Accept .

If you see the Open File - Security Warni ng dialog, click Run.
The installer installs .NET.

. Restart the host when the installation process prompts you.

If the installation process does not continue after the restart, rerun C:\nestemp\NeslInstaller
\install.exe.

If you see the Open File - Security Warni ng dialog, click Run.

100n the Application Install Security Warni ng pop-up, click I nstall.
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Application Install - Security Warning X

Do you want to install this application? ™

Name:
NES Installer

From (Hover over the string below to see the full domain):
C:\Users\uatadmin, TW-LAB\D load: Rel 4.2.1.7_rc\N

Publisher:
Nymi Inc

Install Don't Install

I While applications from the Intemet can be useful, they can potentially harm your computer. If
you do not trust the source, do not install this software. More Information.

Figure 34: Security Warning
An NESg2. Installer Setup page appears, and a status bar displays the progress of the
installation.

11If you seethe Open File — Security Warni ng page, click Run.

12If you see the User Account Control dialog, page, click Yes.

13.If the installer does not detect a version of SQL Express on the host, the | nst al |
Pr er equi si t es dialog appears. Perform of the following actions:
a) Toinstall SQL Express on the NES server, click Yes.
b) To use an existing instance of SQL server on this machine or on another machine,
click No. When you configure NES in the following section, you provide connection
information for the remote SQL Server.

After the third party software installation completes, the installation process performs a
prerequisite check and the Pr er equi si t e Check dialog appears.

» If the prerequisites check fails, the installer provides you with more information. Review the
information, and then click Exi t . Correct any prerequisite requirements before running the
installation again.

 If the prerequisite check is successful, the Pr er equi si t e check dialog briefly appears,
then closes and the NES Set up wizard opens. See the Configuring NES Services section
for information on the installation wizard.

The following figure shows the Pr er equi si t es Check dialog.
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& nymi’ che

Testing 115 Installation

115 Installstion QK

Testing 115 Management

115 Mansgemen it N

Testing Domain

Domain OK

Testing Mandatory Dependencies ...
Mandatory Dependencies ... 0K

Prerequisites satisfied.

Prerequisites satisfied.

Figure 35: Prerequisites Check Dialog

Note: If you see an error message indicating that the installer was not run with a domain user,
you did not run the installer under a domain user account. To resolve this, you must go to Add
or Renove Prograns and uninstall M crosoft SQL Server.When prompted to select
the features to remove, select all features. When the uninstall completes, log in to the NES
host as a domain user and then run setup.exe again.

Additional Information

» During NES installation, the process of creating the NES database on the NES server,
provides users with administrative privileges to the database. It is recommended that you
create a second database user with view access to the audit tables after NES deployment.

» During installation, the installer may disappear and then resume. This is normal behavior as
processes are working in the background.

6.3.2 - Configuring NES Services Manually

After the NES Set up wizard completes the installation of .NET and SQL server, the wizard
configures and installs the NES Service Suite.

NES configuration requires several configuration settings values that you recorded in Appendix
—Record the CWP Variables. If the Nymi Band users complete authentication tasks in a web-
based Nymi-enabled Application(NEA) on a Windows user terminal by tapping their Nymi

Band on a Bluetooth adapter, you must also provide the path to the Nymi-supplied Full Chain
PFX file and the password.

The following figure provides an example of the NES Set up wizard.
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start Welcome to the Nymi Enterprise Server Setup Helper.

Location
s

Enterprise

This tool is designed to assist you in setting the correct
configuration values for the server and services.

Certificates

Database

Review Settings ‘ ‘

Install

Figure 36: NES Setup Help wizard
Perform the following actions to configure the NES Services Suite.

Note: The l nport Setti ngs button allows you to load a configuration file to install NES.
Creating the configuration file to deploy a subsequent NES is explained later in this document.

Procedure

1. In the left navigation pane, select Locat i on, and then perform the following actions:

a) Inthel nstal |l Root field, leave the default location C:\inetpub\wwwroot or, to select
an alternate installation path for the NES services, click the ellipses and navigate to the
folder.

b) Inthe | nst ance Nane field, type a descriptive name for the NES web application
instance name, for example NES.

This step optional, but recommended. The name cannot contain spaces. Record the | nst ance
Nane in Appendix—Record the CWP Variables.

c) Click the Test button to determine the status of the installation. The test result
specifies the type of installation, and the paths for the Authentication Service, NES,
and Enrollment Service. The service locations are based on the value specified in the
I nst ance Nane field.

The following figure provides an example of the Locat i on page.
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Enterprise

Certificates
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Review Settings

Install
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Location

Install Root: C:linetpub\wwwroot\

Instance Name (optional) |nes

Test Results:
Success

New Installation
Services path:
Authentication: C:\inetpub\wwwroot\nes\Authentication Service

Enroliment: C:linetpub\wwwrootines\NEnroliment
NES: C:linetpublwwwrootines\NES

Figure 37: Location page in the NES Setup wizard
2. In the left navigation pane, click | I S, and then perform the following actions:
a) Fromthel I S web sit e drop-down list, leave the default selection Def aul t Wb

Site.

Alternatively, to install the services on a different existing IS website, select another website from

the list.

b) In the Communi cati on Pr ot ocol section, available IIS site bindings appear. Select a
communication protocol for the deployment.
Nymi recommends that you select HTTPS to ensure secure communication and HTTPS is

required for CWP with Evidian deployments. If an HTTPS address is not available, review Adding
HTTPS site bindings to add a HTTPS site binding.

Note: HTTP is not encrypted. Sensitive information is sent in plain text.

¢) Inthe NES Adnmi n and Enrol | ment Application Service and
Aut henti cati on Servi ce sections, perform the following actions, based on your
configuration scenario:

Scenario

NES Admin and Enrollment
Application Service
Configuration

Authentication Service
Configuration

SQL server

Single NES instance, remote [1. In Appl i cati on

Pool , leave the default
application pool.

2. Fromthe Appl i cati on
Pool Identity list:

1. Fromthe Appl i cation

Pool list, select NES_AS

App Pool .

2. Fromthe Appl i cati on
Pool ldentity
list, select Net wor k
Servi ce.
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a. Select
Speci fi cUser from
the drop-down list.

b. Inthe User Nane
field, type the username
of the Nymi Infrastructure
Service Account in
the format domain
\username.

c. Inthe Passwor d field,
type the password for
the Nymi Infrastructure
Service Account.

3. Click the Test button

to validate the user
credentials.

Multiple NES instances in a
high-availability configuration,
remote SQL Server

. InApplication

Pool , leave the default
application pool.

. From the Appl i cati on

Pool ldentity list:

a. Select
Speci fi cUser from
the drop-down list.

b. Inthe User Nane
field, type the username
of the Nymi Infrastructure
Service Account in
the format domain
\username.

c. Inthe Passwor d field,
type the password for
the Nymi Infrastructure
Service Account.

d. Click the Test button
to validate the user
credentials.

. From the Appl i cati on

. From the Appl i cati on

Pool list, leave the default
application pool.

Pool Identity list:

a. Select
Speci fi cUser from
the drop-down list.

b. Inthe User Nane
field, type the username
of the Nymi Infrastructure
Service Account in
the format domain
\username.

Note: Ensure that
you specify the same
user account that

you provided for

the NES Adni n

and Enrol | nent
service
configuration. If you
specify a different user,
both application pools
use the username that
you specify for the
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Authentication service
configuration.

c. Inthe Passwor d field,
type the password for
the Nymi Infrastructure
Service Account.

d. Click the Test button
to validate the user
credentials.

Note: A message
appears warning you
that the implementation
requires Service
Principle Names
(SPNs).

Local SQL configuration (SQL
Express) (POC/PQOV)

In the Appl i cati on Pool
and Appl i cati on Pool

| denti ty, leave the default
selections.

In the Appl i cati on Pool
and Appl i cati on Pool

| denti ty, leave the default
selections.

d) In the Servi ce Mappi ng area, review the recommended mapping names for each
service. If required, edit the mapping and specify a name that does not contain spaces.

Note: Service mapping defines the relative address of each of the web services (web apps) that

run on the server.

The following figure provides an example of the | | S Set up page for a single NES instance
deployment that uses a remote SQL database.
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Back IS
Start IS web site:
Default Web Site
Location
Service Mappings
3 Authentication:
NES AS
Entetpi=g Nes Admin:
Certificates NES
Enroliment:
Database NES ES
Review Settings Communication Protocol

® 2 HTTPS O g HTTP

Install

NES Admin and Enroliment Service
Application Pool:
Nes App Pool
Application Pool Identity:
SpecificUser
NES uses this account to connect to the SQL server.
User Name: tw-lab.local\uatadmin

Proord. | |seeeeseneses o [

User Credentials Validated

Authentication Service
Application Pool:
NES_AS App Pool
Application Pool Identity:

NetworkService

Load Balancer URL Mappings
Authentication Service External URL:
https:/loadbalancer.url
Nes Admin External UR
https:/loadbalancer.url
Enroliment Service External URL:

https:/oadbalancer.url

Figure 38: IIS Setup page in the NES Setup wizard
e) For a highly-available NES configuration only, in the Load Bal ancer URL Mappi ngs
section, perform the following actions:

1. Inthe Aut henti cati on Service External URL field, specify the load balancer
URL for the Authentication Service, for example https://loadbalancer.org_name.com/
NES_AS.

2. Inthe NES Adni n Ext er nal URL field, specify the load balancer URL for the NES
Administrator Service, for example https://loadbalancer.org_name.com/NES.

3. Inthe Enrol | nent Servi ce External URL field, specify the specify
the load balancer URL for the NES Enroliment Service, for example https://
loadbalancer.org_name.com/NES_ES.

3. In the left navigation pane, click Ent er pri se, and perform the following actions:
a) In the LDAP pr ot ocol section, select LDAP or LDAPS.
Refer to Appendix—Record the CWP Variables for your site-specific configuration information.
b) In the Domai ns table, the domain in which the NES host resides appears. If Nymi Band

users, NES Administrators, or the NES service account reside in other domains, perform
the following steps to add the additional domains:
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1. Inthe Dommai n table, on an empty line, type the NetBIOS (Pre-Windows 2000) name of the
domain that contains the user accounts. Refer to Appendix—Record the CWP Variables for
your NetBIOS domain name.

2. Type a domain username and password for the domain if the one of following conditions are
met:

e The domain is not in the same forest as the NES domain.
« A two-way trust does not exist between the domain and the domain in which NES resides.

e The domain is not in the same forest as the NES domain and does not have a two-way
trust with the domain in which the NES service account resides.

Note: Select a domain user whose password never expires.
3. PressEnter.
4. Press Test to confirm that all domains are reachable.
c) Optionally, in the Max Passwor d Age field, specify the password expiration interval in
days that your password policy enforces for your user accounts.

Note: Consider defining a Max Passwor d Age value if you will configure the NES policy to
require the NEA to check the status of the user account when a user performs a Nymi Band tap.
In the event that NES contacts AD to confirm that the validity of the account, and AD returns an
Invalid Max Password Age message, NES uses the Max Passwor d Age value to determine
when the password expires. If the password expiration period has not been reached or exceed,
NES allows the Nymi Band tap operation to complete.

d) Inthe Nes Adni n G oups table, specify the NES Administrator group name by right
clicking in the field, selecting Add, and then typing the name of the group.
In a multi-domain configuration where you have configured multiple global NES Administrator
groups in different domains, add each group. Refer to Appendix—Record the CWP Variables for
the name of the NES Administrator group(s).

e) Press Test to confirm that NES can find each defined group.

f) If the solution in includes user terminals with Nymi Lock Controal, in the NES API
Aut hori zati on Based on Organi zational Unit(Optional) table, perform
one of the following actions:

» To restrict the user terminals on which users can use Nymi Lock Control, specify the OU name.
If your organization has multiple OUs of the same name, specify the entire DN of the OU.
e To allow users to use Nymi Lock Control on any user terminal, leave the table empty.
g) Press Test to confirm that NES can find each defined OU.

h) Inthe Nymi I nfrastructure Servi ce Account section, in the User Narme field,
enter the Nymi Infrastructure Service Account in the format domain\name.

The following figure provides an example of the Ent er pri se page.
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Enterprise

LDAP Protocol
@ LDAP
() Secure LDAP (LDAPS)

Domains: Domain Account Password |:|

TW-Lab.lacal

Test Domains Result
Success - all domains are found.

x Password Age 30
NES Admin Groups: | Group Name I:l
nesadmins

Please enter NES Admin Group Name

&7

Test NES Admin Groups Result
Success - all groups are found.

NES API Authorization based on Organizational Unit (Optional):

Organizational Unit Name |:|

office

Please enter Organizational Unit

Test OU Result
Success - all OUs are found.

Nymi Infrastructure Service Account:

User Name: | tw-lab\nymi_infra_service l:l

The Service Account has been successfully validated.

Figure 39: Enterprise page in the NES Setup wizard
. In the left navigation pane, click Certi fi cat es, and then perform the following actions:
a) Fromthe Level One Certi fi cat e list, select the L1 certificate from the list.
The L1 certificate name is in the form ent er pri se_nanme NES L1 CA.
b) From the Level Two Certi fi cat e list, select the L2 certificate.

c) Fromthe Ful | Chai n list, click the ellipses (...) and navigate to the folder that contains
Full Chain PFX certificate file, and then select the file.

d) In the Passwor d Requi r ed pop-up, type the Full Chain certificate password, and then
click OK.

The following figure provides an example of the Certi f i cat es page.
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o Certificates
Certificate Issuing Method: Nymi Token Service (NTS)
Certificate Expiry (In Days): 90@
Level One Certificate: dev-ADDT-CA - 3
Level Two Certificate: dev-ADO1-CA v l:l
Full Chain Certificate: fullchain.p12 =

Certificates

Database

Review Settings

Install

Figure 40: Certificates page in the NES Setup wizard

. In the left navigation pane, click Dat abase. The Database page provides database
configuration settings that enable NES to create a database. Perform the following actions
to ensure that NES can create the database. The steps required differ depending on
whether the SQL server uses SQL authentication or Windows authentication.

* Windows Authentication

a.

Leave the | nt egr at ed Secur i ty option selected. This sets the security property in the
Connection StringtoTrue.

The default connection string for SQL Express is Data Source=\SQLEXPRESS;Initial
Catalog=Nymi.{0};Integrated Security=True;MultipleActiveResultSets=True

. If required, update the connection string with the database instance that you want to use,

instead of the default SQL Express 2012. Refer to https://docs.microsoft.com/en-us/dotnet/
framework/data/adonet/connection-string-syntax for more information about defining the
connection string.

Click Test to verify that the database connection string is valid and NES can connect to the
database server.

Note: If you do not use an existing database, the test returns a message that the database
does not exist. NES creates the database during the installation process.

In Manage Dat abase Logi ns section, click the Veri fy User s button to ensure that
NES can create users with access to the SQL database.

The table displays the default account settings for the Appl i cati on Pool and

Appl i cation Poli cy identity settings that were defined on the | | S page appear. By
default, the Ser vi ce t ype login is an account that provides NES with access to the SQL
database (Nymi Infrastructure Service Account).

e SQL Authentication

a. Clearthe I nt egrat ed Securi ty option. This sets the security property in the

b.

Connection StringtoFal se.

If required, update the connection string with the database instance that you want to use
instead of the default SQL Express string. Refer to https://docs.microsoft.com/en-us/dotnet/
framework/data/adonet/connection-string-syntax for more information about defining the
connection string.
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c. Inthe SQL Logi n section, enter the username and password, and then click Veri fy to
ensure that the provided credentials are valid.

d. Click Test to verify that the database connection string is valid and NES can connect to the
database server.

Note: If you do not use an existing database, the test reports that the database does not
exist. NES creates the database during the installation process.

The following figure provides an example of the Dat abase Set up page for Windows
Authentication.

Back Database
onnection String:
Integrated Security

Location Data Source=.\SQLEXPRESS;Initial Catalog=Nymi.{0};Integrated
Security=True;MultipleActiveResultSets=True

[ Test

Test Connection String Result:
Server Connected, Database does NOT Exist

Start

s
Enterprise
Certificates
Database Manage Database Logins:

The service account is used by NES to access the database. The auditor account can be used to retrieve

Review Settings information from the NES database. When editing or adding logins, the domain account can be a user accoun
or group account. Additionally. individual user accounts can be created to provide full access to the database.

Install

Type Login User Status
Service NT AUTHORITYWSERVICE Service_ DbUser  Exists in DB

Verify Users Result

No Errors Found.

Figure 41: Database Setup page in NES Setup wizard for Windows Authentication

6. In the left navigation pane, click Revi ew Set ti ngs. The parameters for the NES
installation are displayed for final review.

a) Click Test to verify the configuration. Review the test results and address any errors if
applicable.
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Nes Admin:

Description Value
Application Pool Nes App Pool
Application Pool Identity MNetworkService

Application Pool Identity User Nam:
Authentication Service Web Page  httpsi//tw-srv1 tw-lab Jocal/nes_AS

Computer OU Names office

Enable HTTP False

Enable Secure LDAP (LDAPS) False

Enrollment Service Web Page https:/ftw-srv1.tw-lab.local/nes_ES

Full Chain Certificate Path ~/APP_DATA/Keystore/fullchainp12

Nymi Infrastructure Service Account  tw-lab\nymi_infra_service

Service Binding https:/ftw-srv1.tw-lab.local/nes

Sql Connection String Data Source=\SQLEXPRESSInitial Catslog=Nymi.nes:Integrated Security=True;MultipleActiveResultSets=True
Authentication:

Description Value

Application Pool Nes App Pool

Application Pool Identity MNetworkService

Application Pool Identity User Nam

Authentication Provider AuthenticationProviders.dlljADAuthenticationProvider, TW-Lab.local
Enable HTTP False

Enable Secure LDAP (LDAPS) False

Firmware Console Admin Group
Firmware Console User Greup

Nes Admin Group. nesadmins

Service Binding https:/ftw-srv1.tw-lab.local/nes_AS

Token Life Span 00:30:00

Enroliment:

Description Value

Certificate Expiry 90,00:00:00

Enable HTTP False

Enable Secure LDAP (LDAPS) False

Issue Certificates using NTS True

L1 Certificate CN Nymi Eval NES L1 CA

L2 Certificate CN Nymi Eval NES L2 CA

NES Service Web Page https:/ftw-srv1.tw-lab.local/nes
Service Binding https:/ftw-srv1.tw-lab.local/nes_ES
Success

Figure 42: Review Settings window

Consider the following information for some common warnings that might appear and how to resolve

the issue.
SelectedSiteBindings: The underlying Import the TLS certificate as described in the
connection was closed: Could not establish Importing the TLS server certificates section,
a trust relationship for the SSL/TLS secure and the retry.
channel.
Error in 'Fullchain Certificate Path': PKCS12 The password for the Fullchain certificate is
Keystore MAC invalid - wrong password or incorrect, or the wrong file was selected. From
corrupted file. the Ful I Chai n list, click the ellipses (...) and
navigate to the folder that contains Full Chain
PFX certificate file, and then select the file. In the
Passwor d Requi r ed pop-up, type the Full
Chain certificate password, and then click OK.
>

7. In the left navigation pane, click | nst al | . The Install page provides different options
depending on the status of the installation.
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Table 4: Install page Options

Install Installs a fresh installation of NES.

Upgrade Upgrades an existing installation of NES.
Apply Settings Apply settings to an existing NES installation.
Export Settings Export the configuration file for NES settings.
Exit Exit installation wizard without installing NES.

8. For a new installation, click the | nst al | button.

The following figure provides an example where the installation succeeds with a warning that the L2
certificate expires within 90 days.

Location

s EXECUTING FOST INSTANATIoN 1ests
Running Nes System Tests ...

Enterprise Some tests have Warnings:

Certificates

Post Installation Tests Completed

Databa
. =€ Installation Completed successfully

Review Settings

- nticat 2.tw-lab.local/nes AS
Install <

-lab.local/nes ES

Please see installation log file at C:\ProgramData\Nymi\NESg2.Installer\log\NESg2.Installer-20221020 18.log

Nymi Support: http://support.nymi.com

Figure 43: Install NES page in NES Set up wizard

Note: If the NES installation fails with the error message "Cannot Allow Access to certificate: 'Nymi
Eval NES L2 CA' for account: 'NT AUTHORITY\SERVICE'.", additional troubleshooting actions

are required for the fullchain certificate. Save the NES configuration using Export Setti ngs
and close the NES installer. Delete the L1 and L2 certificates from the intermediate certificate
authority, and re-import the fullchain certificate following Importing a Fullchain Certificate. Move the
L2 certificate from the personal certificate store to the intermediate certificate store and re-run the
NES installer using the saved NES configuration file. On the Start page, the Import Settings button
allows you to load a configuration file to install NES.

9. When the installation completes, perform one of the following actions:
a) Close the NES Set up wizard.
b) Click Export Setti ngs to save the NES configuration settings for future deployments.
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The section Saving the NES configuration for silent installations provides more information.

6.3.2.1 - Saving the NES Configuration File for Silent

Installations

The NES Setup wizard provides you with the ability to save the NES configuration to a file.
The NES configuration file allows you to perform a silent installation of the NES host, with the
configuration settings that you have defined during a previous NES deployment.

The NES configuration can be saved and used for a future NES deployment.

1. In the C:\nestemp\Neslnstaller folder, run install.exe.

2. Onthe Locat i on tab, inthe | nst ance Nane field, type the instance name that was
specified during the deployment.

3. On the Dat abase tab, click Test and Veri fy User s to load the database information.
4. Onthe I nstall tab, click Export Setti ngs.
5. Onthe Export Setti ngs dialog, perform the following actions:

a) Inthe Fi | e Name section, click the ellipses, and then navigate to the location where you
want to save the configuration file.

The default location is the Documents folder for the logged in user.

1. In the Nane field, type the file name. The default file name is the Instance Name of the NES
configuration.
2. Click Save. The configuration file is saved as a file with a .ninst extension.
b) In the Encr ypt i on section, select one of the following options:

« None, to save the configuration file without encrypting sensitive information.
« Machi ne, to save the configuration with machine encryption.

Note: This saves the file with machine-specific encryption; therefore, you can only load the
configuration file on the same machine on which you save the configuration.

« Private key, tosave the configuration and encrypt the configuration file with a private key.

Note: This option allows you to load the configuration file with the generated private key file,
on a different machine.

NES Setup can create a new private key for you or you can use an existing private key.

« To use an existing private key, click the Ellipsis, and then navigate to the location of the file.
Select the file, and then click Open.
» To create a new private key file, click New. Navigate to the location where you want to save
the file. In the Nane field, type the file name. The default file name is the Instance Name
for the configuration. Click Save. Click OK. The configuration file is saved as a file with a
.key extension.
e Click K.

c¢) Click &K
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6.3.2.2 - Deploying the NES URL to User Terminals by using
group policies

Use Windows group policies to modify the registry on each network terminal to specify the

address of the NES web application.

The user that creates the group policy requires domain administrator rights. Create a group

that contains all the user terminals that require this change.

Perform the following actions to create a group policy object to change the registry.

.

8.
9.

No gk w

On a Domain Controller, open the G- oup Pol i cy Managenent panel.

Expand For est > Donmai ns, right-click the domain that contains the hosts, and then
selectCreate a GPO in this domain, and Link it here.

In the Nane field, type Nymi.

In the Sour ce Starter GPOfield, leave the default value (none).

Click OK.

Expand the domain and select Nymi . Click OK.

On the Scope tab, under Security Filtering, perform the following actions:

a) Select Aut henti cat ed Users.

b) Click Renove.

c) Onthe Group Policy Managenent confirmation window, click OK.
d) On the warning window, click OK.

e) Click Add.

f) Onthe Sel ect Users, G oups and Conput er s window, type the name of the

group that contains the user terminals, click Check Namnes, and then click OK.
The group appears in the Security Filter section.

On the Set t i ng tab, right-click Conput er Confi gur ati on, and then select Edi t .
Expand Conmput er Configuration > Preferences > Wndows Settings.

10.Right-click Regi st ry, and then select New > Regi stry ltem

The New Regi stry Properti es window appears.

11.From the Act i on list, select Cr eat e.

12 From the Hi ve list, leave the default value HKEY_LOCAL_MACHI NE.
13.In the Key Pat h field, type SOFTWARE\NymMI\NES.

14.In the Val ue nane field, type URL.

15In the Val ue t ype list, leave the default selection REG_SZ.

16.In the Val ue Dat a field, type https://nes_server/NES_service_name/
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where:

* nes_server is the FQDN of the NES host. The FQDN consists of the
<hostname>.<domain>. You can also find the FQDN by going to the terminal where NES was
deployed and viewing the properties of the system. The nes_ser ver isthe Ful | conput er
nanme.

« NES servi ce_nane is the name of the service mapping for NES in IS, which maps a virtual
directory to a physical directory.

The website that you specified in the Val ue Dat a field is the address of the NES Administrator
Console website that NES Administrators access to manage NES. Record the value in the
Configuration Attribute Values table.

New Registry Properties -

General :Cornmon | .

Vo
g} Action: |Create v|
Hive: | HKEY_LOCAL_MACHINE v |
Key Path: | SOFTWARENymi\NES ]

Value name

[oefaut  [URL |
value type: |Rec_sz vl
Value data: | https://server-2.nymi.lab/nes |

| OK ‘ | Cancel | | Apply | | Help

Figure 44: URL properties page
17 Click OK.

6.3.2.3 - Deploying the Nymi Agent URL to User Terminals by

using group policies

Perform the following steps when you use a centralized Nymi Agent. Use Windows group
policies to modify the registry on user terminals to enable Nymi Bluetooth Endpoint to
communicate with the remote Nymi Agent.

Before you begin
The user that creates the group policy requires domain administrator rights. Create a group
that contains all the user terminals that require this change.
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Create a group policy object to update the registry.

.

8.
9.

No gk w

On a Domain Controller, open the G- oup Pol i cy Managenent panel.

Expand For est > Donmai ns, right-click the domain that contains the hosts, and then
selectCreate a GPO in this domain, and Link it here.

In the Nane field, type Nymi Agent.

In the Sour ce Starter GPOfield, leave the default value (none).

Click OK.

Expand the domain and select Nyni  Agent . Click OK.

On the Scope tab, under Security Filtering, perform the following actions:
a) Select Aut henti cat ed Users.

b) Click Renove.

c) Onthe Group Policy Managenent confirmation window, click OK.

d) On the warning window, click OK.

e) Click Add.

f) Onthe Sel ect Users, G oups and Conput er s window, type the name of the

group that contains the user terminals, click Check Namnes, and then click OK.
The group appears in the Security Filter section.

On the Set t i ng tab, right-click Conput er Confi gur ati on, and then select Edi t .
Expand Conmput er Configuration > Preferences > Wndows Settings.

10.Right-click Regi st ry, and then select New > Regi stry ltem

The New Regi stry Properti es window appears.

11.From the Act i on list, select Cr eat e.

12 From the Hi ve list, leave the default value HKEY_LOCAL_MACHI NE.
13.In the Key Pat h field, type SOFTWARE\NymMIi\NES.

14.In the Val ue nane field, type AgentUrl.

15In the Val ue t ype list, leave the default selection REG_SZ.

16.In the Val ue Dat a field, type ws://NymiAgent:port/socket/websocket

where:

« Nyni Agent is the FQDN of the Nymi Agent host.
* portis the port number
» socket is the name of the socket

« websocket is the communication protocol that connects the Nymi Band Application to the Nymi
Agent. You can choose any name for this mapping, but it is recommended that you specify a
name that is descriptive.

The IP address that you specified in the Val ue Dat a field is the address of the Nymi Agent that
the Nymi Band Application connects to. Record the value in the Configuration Attribute Values table.

17 Click OK.
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6.3.3 - Configuring NES from a Configuration File

You can configure NES based on values that are defined in a configuration file. The option

to create a configuration file (.ninst file) is available to you when you perform an NES
configuration by using the NES Setup wizard. You can configure NES from the command line
or with the NES Setup wizard.

Before installing NES using the Silent Installer, perform the following:

* Log into your machine with a domain user account that has local administrative privileges
» Copy and extract the installation files to the machine

The installation package contains the .NET 4.8 software and Microsoft SQL Server Express
2017 in the following directories:

« .NET 4.8 software: ..\NeslInstaller\DotNetFX48\

Note: The .NET software may require you to restart your computer.
» Microsoft SQL Server Express 2017: ..\PreRequisites\SqlExpress

Note: During the installation, accept all defaults. The Silent Installer creates all Microsoft
SQL Server users automatically. On the Dat abase Engi ne Confi gur ati on screen,
add additional users that require access to the audit reports in the SQL database.

6.3.3.1 - Configuring NES Silently from the Command Line

Perform the following steps to install Nymi Enterprise Server (NES) from command line, by
using the configuration values defined in an ninst file.

Before perform a silent installation NES by using a configuration file, perform the following
actions:

» Log into your machine with a domain user account that has local administrative privileges

* Copy and extract the installation package to the machine

* Install .NET. The installation package contains the .NET 4.8 software and Microsoft SQL
Server Express in the following directories: .NET 4.8 software: ..\NeslInstaller\DotNetFX48\ .
The .NET installation may require you to restart your computer.

» Install SQL Express if you do not have an existing MS SQL Server to store the NES
database. The installation package contains Microsoft SQL Server Express 2019 in the
following location: ..\PreRequisites\SqlExpress During the SQL installation, accept all
defaults. The installation process creates all Microsoft SQL Server users automatically. On
the Database Engine Configuration screen, add additional users that require access to the
audit reports in the SQL database.
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If you are using a .ninst file from a pre-CWP1.6 NES installation, edit the file and add the
following entries before the last } that appears in the file:

"JwtSecretKey":

"C44E0537D518B9540B15131D0708A 4825E995EFO8BESD 10A CAB028CBEGS5C4FSF",

"NesBinding": "https://nes_server/NES_service_name}"

where:

nes_server is the Fully Qualified Domain Name (FQDN) of the NES host.

NES servi ce_nane is the service mapping name for the NES web application. The
default service mapping name is nes.

For example, https://nes.cwp.company.com/nes.

Note: The service mapping name for NES is defined during deployment. Contact the

person who performed the deployment to obtain the NES service mapping nhame value.

Record the URL of ph conkeyref="prod_names/nes"/> in Appendix—Record the CWP
Variables. You will use this URL to connect to the NES Administrator Console .

To use an ninst file that you created before CWP 1.12.2, you need to perform several
modifications to the file:

Create a new entry for the Nymi Infrastructure Service Account
Create a new entry for the Fullchain certificate password
Add the following entry that appears in the sample .ninst:

"PFXFullChainPath": "~/APP_DATA/Keystore/fullchain.p12"

Note: Do not modify the path value for this entry, but if required, change the fullchain
filename to match the name of the certificate file that Nymi provided you.

The sample .ninst file located in the NES installation package in the NesCmdinstall folder
provide you with information about the new entries.

To install NES using the silent installer:

. Copy the .ninst files and if created, the private key file to the C:\nestemp\nes-Release-

x.x.X.X\NesCmdInstall directory.

. Open a command prompt as an Administrator and change the path to C:\nestemp\nes-

Release-x.x.x.xX\NesCmdInstall directory.

Type NesCmdiInstall.exe --fullchain pat h_to_ful | chai n_cert
\cert_fil enane --config pat h_to_config_fil e\ninst_fil enane [--key
path_to_private_key_fil e\key_fil enane] --allowwarnings

where:
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« path_to fullchain_cert isthe absolute or relative path to the Nymi-provided fullchain
PFX certificate file.

« cert _fil e isthe name of the Nymi-provided fullchain PFX certificate file.

e ninst_fil enane is the name of the NES configuration file.

- path_to_config_fil e isthe absolute or relative path to the configuration file.
- path_to private_key fil e isthe absolute or relative path to the key file.

« key_fil enane is the name of the private key file.

Note: Use the --key parameter with the pat h_t o_pri vat e_key_fi | e to install the private
keys manually.

For example, to configure NES when the configuration file and private key file are in the C:\nestemp
\nes-Release-x.x.x.X\NesCmdInstall directory, type NesCndl nst al | . exe --confi g
NTS. ni nst --key nes. key --al |l owar ni ngs

4. Onthe User Account Control dialog, click Yes.

Installation log files are located in C:\Program Data\Nymi\NesCmdinstall\log directory. The
installation process provides output to the screen as well as installation log files.

6.3.3.2 - Configuring NES With a Configure File in the NES Setup

Wizard

Perform the following steps to install Nymi Enterprise Server (NES) with the NES Setup
Wizard, by using the configuration values defined in an ninst file.

1. Inthe NES Setup Wizard, on the St art screen, click | nport Setti ngs.

2. In the Open window, navigate to the directory that contains the ninst configuration file, and
then double-click the .ninst file.
A Loaded Successf ul | y message appears on the screen.
3. If you used a ninst file that was created prior to CWP 1.12.x, perform the following actions:
a) In the left navigation pane, click Ent er pri se, scroll down to the Nymi
I nfrastructure Service Account section. Inthe User Narne field, enter the
Nymi Infrastructure Service Account in the format domain\name.
b) In the left navigation pane, click Certi f i cat es, and perform the following actions.
c) Fromthe Ful | Chai n list, click the ellipses (...) and navigate to the folder that contains
Full Chain PFX certificate file, and then select the file.
d) In the Passwor d Requi r ed pop-up, type the Full Chain certificate password, and then
click OK.
4. Onthe Revi ew Setti ngs tab, click Test
The window displays a Success message when the configuration file values are valid or displays
error messages when the configuration file requires correction.

5. If the Revi ew Setti ngs test did not report errors, on the | nst al | tab, click I nstal | .
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6. When the installation completes, close the NES Setup wizard.

Configure 1IS to ensure that NES applications are always available to service the requests,
and not off-loaded.

Perform the following stepsin | nt er net | nfornmati on Servi ce Manager (IS Manager).

1. Inthe Connect i ons navigation pane, expand Conput er _Narme > Sites > Defaul t
Wb Sit e, and then perform the following steps to determine the application pool name for
each NES application.

a) Select the nes application, and then in the Act i ons menu on the right side of the
window, select Basi ¢ Setti ngs.

b) Inthe Edi t Appl i cati on window, make note of the value that appears in the
Application Pool field, and then click OK.

c) Select the nes_AS application, and then in the Act i ons menu on the right side of the
window, select Basi ¢ Setti ngs.

d) Inthe Edi t Appl i cati on window, make note of the value that appears in the
Appl i cation Pool field, and then click OK.

e) Select the nes_ES application, and then in the Act i ons menu on the right side of the
window, select Basi ¢ Setti ngs.

f) Inthe Edi t Appl i cati on window, make note of the value that appears in the
Application Pool field, and then click OK.

The following figure provides an example of the Basi ¢ Set t i ngs menu option and the Edi t
Appl i cati on window.
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|

<« @ » TW-SRVZ » Sites » Default WebSite » nes »
File View Help

Connections

P nes '
e- ) /nes Home B .
63 Start Page Edit P
] g Jy— Ed
v 85 TW-SRV2 (TW-LAB\uatadmin| | _" " 50 " ¥15N9 it applcation X E
(2} Application Pools ASP.NET i -~
=y 2 £ @ A ® = @
v &P Default Web Site y | L& Site name:  Default Web Site | B N Manage A
aspnet_client JNET NET NET Error N Path: / hine Key Pages and Providers
P cwpl_4rcd Authorizat.. Compilation  Pages  Globa Controls Brow:
P cwpl_drc0AS 2, &l Application pool: -
3 ) B | %l B
: wpl4rc0 ES 4 | = |[N=s App Pool | Select...
¥ nes Session State SMTP E-mail A
P nes_AS Example: sales P
P nes £5 s | Physical path: " it
2 r's = |Glinetpub\wwwroot\nes\NES ‘ " - nE
ey SJ 9 |—1| fd = 5 ¢
Authentic... Compression  Default Dirg Al L ST utput Request  SSL Settings
Document  Broy Connect as.. Test Settings... ching Filtering
Management ~
I Enable Preload

Configurat... Cancel
Editor

Figure 45: Edit Application window

2. Inthe Connect i ons navigation pane, expand Conput er _Narme > Application

Pool s, right-click the application pool for the NES applications, and then select Advanced
Set ti ngs, as shown in the following figure.

— o) i
=TI 3 Application Pools

G5 start Page This page lets you view and manage the list of application pools on the
83 TW-SRV2 (TW-LAB\uatadmin

. Application Pools Filter: Ge - gShow All | Groupby: No
Site
oot Name Status NETCLRY.
) NETv45 Started  w4.0 [
L3 NET w45 Classic Stated  v40
3 DefaultAppPool Started w40 [

T ed VAD i

B2 3 Add Application Pool...

1] pplication Pool Ty i
Set Application Pool Defaults...

Start
@ Stop

£ Recycle..
[E]  Basic Settings..

Figure 46: Advanced Settings menu option
3. Inthe Advanced Setti ngs window, perform the following actions.

a) In the Gener al section, confirm that the . NET CLR Ver si on value is v4.0.

b) In the Gener al section, from the St art Mbde list, select Al ways Runni ng.

¢) Inthe Process Moddel section, forthe I dl e Ti meout (m nutes) value, type O.
d) Click OK.

The following figure provides an example of the Advanced Settings w ndow.
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Advanced Settings ? X
v (General) ~
NET CLR Version
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Name Nes App Poo
Queue Length 1000
Start Mode
v CPU
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
Generate Process Model Event L

Identity NetworkService
Idle Time-out (minutes) E
Idle Time-out Action Terminate v

Idle Time-out (minutes)

[idleTimeout] Amount of time (in minutes) a worker process will remain
idle before it shuts down. A worker process is idle if it is not processing
requests and no new requests are received.

oK Cancel

Figure 47: Advanced Settings window

Note: If the NES applications use different application pools, configure the Advanced Setti ngs

option for each application pool.
4. In the Connect i ons navigation pane, expand Conput er _Name > Sites > Defaul t
Wb Sit e, and then perform the following steps.

a) Right-click nes and then select Manage Application > Advanced Settings, as
shown in the following figure.
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i P » TW-SRVZ » Sites » Default WebSite » nes »

File View Help

Connections z
Q- 7 | @ ‘i /nes Home
¥ Start Page ~
© €3 TW-SRV2 (TW-LAB\uatadmir| | _ " ~ ¥ Go - \ggShowAll [Gn
-} Application Pools ASP.NET
v @ Sites . & R
- =0 £ 1
v & Default Web Site B ” L& .
aspnet_client NET NET .NET Error JMNET p
| cwpl_4_rc0 Authorizat.. Compilation Pages Globalization
¥ ne - - -
3 ol 2 Explore _ﬂ L
|
¥ nd Edit Permissions... TP E-mail

Add Application...
¥ Add Virtual Directory...

= S—

I Manage Application

» I @] Browse |

Refresh

Remove

XE

Switch to Content View

Advanced Settings... oy E

rowaing

Figure 48: Advanced Settings option
b) On the Advanced Setti ngs window, from the Pr el oad Enabl ed list, select Tr ue.

c¢) Click OK.

d) Right-click nes_AS and then select Manage Appli cati on > Advanced Setti ngs.
e) On the Advanced Setti ngs window, from the Pr el oad Enabl ed list, select Tr ue.

f) Click OK.

g) Right-click nes_ES and then select Manage Application > Advanced Setti ngs.
h) On the Advanced Setti ngs window, from the Pr el oad Enabl ed list, select Tr ue.
The following figure provides an example of the Advanced Setti ngs window.
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Advanced Settings ? X
v (General)
Application Pool Nes App Pool
Physical Path Chinetpub\wwwroot\nes\NES
Physical Path Credentials
Physical Path Credentials Logon ClearText
Preload Enabled v
Virtual Path fnes
v Behavior
Enabled Protecols http
Preload Enabled

[preloadEnabled] If true, preload feature is enabled for the application

oK Cancel

Figure 49: Advanced Settings window

i) Click OK.

5. In the Connect i on pane, select the server name, and then in the Acti ons menu on the
right side of the window, click Rest ar t , as shown in the following figure.

@ Internet Information Services (1IS) Manager
& €3 ) TW-SRVI »

File View Help

@ TW-SRV1H
- ome
Q- idl2 I8 fp
5 Start P p— p—
2t sds Filter: - % Go - G ShowAll | Group by: Area =
-
"7 Application Pools ASP.NET
@ Sites = 4 =
=0 N2 & ¢ ?’ Y pry
NET NET  NETEmor  NET  .NETTrust Application Connection
Authorizat... Compil Pages i Levels  Settings  Strings
& 5 & > :

Figure 50: Restart IIS
6. Close | | S Manager.

6.5 - Validating the NES Deployment

NES provides users with a web-based interface called the NES Administrator Console to
manage NES and monitor the status of the components of the system.

Use the NES Administrator Console to validate the NES deployment.

6.5.1 - Access the NES Administrator Console

Perform the following steps to connect to the NES Administrator Console and confirm the

status of the system.
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1. Connect to the NES Administrator Console in a browser by typing
https://lnes_server /NES_servi ce_nane or http://nes_server /NES_servi ce_nane

depending on the NES configuration, where:

* nes_server is the Fully Qualified Domain Name (FQDN) of the NES host.
« NES_servi ce_nane is the service mapping name for the NES web application. The default
service mapping name is nes.

For example, https://nes.cwp.company.com/nes.

Note: The service mapping name for NES is defined during deployment. Contact the person who
performed the deployment to obtain the NES service mapping name value. Record the URL of ph
conkeyref="prod_names/nes"/> in Appendix—Record the CWP Variables. You will use this URL
to connect to the NES Administrator Console .

2. On the Si gn i n window, type the credentials of a user that is a member of the NES
Administrators group, and then click Si gn | n.

3. On the main menu, click About .
The Syst em Di agnost i cs page appears.

4. Click Vi ew Full System Di agnosti cs.
The NES server analyzes the status of dependencies and displays the results on the page. The

following figure shows the various tests that are performed and the status. In this example, all tests
passed and there was one warning the that L2 certificate will expire soon.
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System Diagnostics

Figure 51: System Diagnostic Tests

5. Verify the username has administrative access by observing Pol i ci es, and Sear ch in the
main menu.

The Nymi Connected Worker Platform—Troubleshooting Guide provides information about
how to resolve issues that you might encounter when you run system diagnostics and attempt
to access the NES Administrator Console.
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Edit the active policy in NES to enable the use of Nymi Lock Control.

Users can use an authenticated Nymi Band to unlock user terminals, when Nymi Lock Control
is installed on the user terminal.

Note: If you enabled Nymi Lock Control in NES after users already enrolled their Nymi Bands,
the Nymi Band user must log into the Nymi Band Application to receive the update in the group
policy. The Nymi Band Application will prompt the user to create an internal security key, which
allow the Nymi Band to operate with Nymi Lock Contral.

Hardening is the process of reducing vulnerabilities by eliminating attack vectors and
condensing the system's attack surface. Hardening NES can be based on enterprise IT policy
or any industry standard hardening guideline.

Nymi has taken steps to harden 1S according to the CIS Microsoft IIS 10 Benchmarks from the
Centre for Internet Security (CIS).

To harden the SQL server based on an industry standard hardening guideline, for example,
CIS Microsoft SQL Server Benchmarks, you must secure the external authenticator private
keys by encrypting columns.

Perform the following steps on the NES host to enable column encryption and encrypt
sensitive information.

1. Edit the C:\inetpub\wwwroot\NES\NEnrollment\web.config file, and perform the following
steps:
a) Search for the string Sql Connecti onStri ng.
b) Add Column Encryption Setting=Enabled within the value attribute tags, as shown in the
following example:

<add key="SqglConnectionString"
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o 0k w

value="Data Source=.\SQLEXPRESS;Initial Catalog=Nymi.{ 0} ;|ntegrated Security=True;
MultipleA ctiveResultsSets=True;
Column Encryption Setting=Enabled"/>

c) Save the file.

. Edit the C:\inetpub\wwwroot\NES\NES\web.config file, and perform the following steps:

a) Search for the string Sql Connecti onStri ng.

b) Add Column Encryption Setting=Enabled; within the <value> </value> attribute tags, as
shown in the following example:

<setting name="Sgl ConnectionString" serializeAs="String">
<value>"Data Source=\SQLEXPRESS;initial catalog=Nymi.{ 0} ;Integrated Security=True;
MultipleA ctiveResultsSets=True;
Column Encryption Setting=Enabled;"</value> </setting>

c) Save the file.

Download and install the SQL Server Management Studio (SSMS) software.
Open SSMS by using the Run as Admi ni st rat or option.

Click Connect > Dat abase Engi ne.

Onthe Connect to Server page, if you are using SQL authentication, type the server
name and your credentials, and then click Connect , otherwise, click Connect .

Expand Dat abases > Nymi . NES > Security > Al ways Encrypted Keys. Right
click Col um Mast er Key, and then select New Col unm Mast er Key, as shown in the
following figure.

Object Explorer - 1x

. On the New Col umm Mast er Key window, perform the following actions:

a) In the Nane field, type a name for the key.
For example, CMK_LocalMachine.

b) In the Key st or e field, select W ndows Certificate Store — Local Machi ne.
The following figure shows the New Col unm Mast er Key page.
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Select a page

Connection

Server:

Connection:
TW-LAB watadmin

=8 Mew Colurnn Master Key

TW-SRV2\SQLEXPRESS

Progress
Ready

ﬁ Wiew connection properties

IT Script + ) Help

Name: |CMK_LDcaIMachine
Key store: Windows Certificate Store - Local Machine e Refresh
Expirati )
lzsued To lssued By Dal’?g on Thumbprint

NES Password Enc... | NES Password Enc... | 9/15/2041 CH5EACIBEBSFFAZ7222816D...

Generate Certfficate

Cancel

Figure 53: New Column Master Key page

c) Click Generate Certificate.
The table refreshes with the Always Encrypted Certificate, as shown in the following figure.

o New Column Master Key

Selecta page

Connection

Server.
TW-5RV2\SQLEXPRESS

Connection
TW-LAB watadmin

¥ View connection properties

Ready

T Seipt v @ Hebp

[cMK_LocalMachine

Name:

Key store:

Windows Certficate Store - Local Machine

Issued To

| Aways Encrypted Cetticats
NES Password Encryptor

ssued By E‘;if‘“” Thumbprint

- Aways Encypted Cer... | 7/27/2024
NES Password Encry. . | 3/15/2041

| 343201223B5D3DEACI06TF5715.
CS3EACSBEBSFFA27222816D96.

Generate Certficate

Figure 54: Always Encrypted Certificate

d) Click OK.
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9. Whilein Nym . NES > Security > Always Encrypted Keys, right-click Col umm
Encrypti on Keys, and then select New Col uitm Encrypti on Key, as shown in the
following figure.

Object Explorer -1
Connect~ ¥ ¥ (VIS

Symmetric Keys
Always Encrypted Keys
s

New Column Encryption Key...

Start PowerShell

Reports »

Refresh

Figure 55: New Column Encryption Key option
10.0n the New Col unm Encrypti on Key page, perform the following actions:
a) In the Nane field, type a name for the key.

For example, CEK_LocalMachine.
b) In the Col utm mast er key field, select the name of the column master key that you
created.

For example, CMK_LocalMachine.
The following figure shows the New Col unm Encrypti on Key page.

a2 New Column Encryption Key - O X
Eieciap: T St ~ @) Help
Name: CEK_LocalMachine
Column master key: CMK_LocalMachine w Refresh

Column encryption keys protect your data. and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "New Column Master Key" page.

Figure 56: New Column Encryption Key page
c¢) Click OK.
11.n the left navigation pane, expand Dat abase > Nym . NES > Tabl es.

12.Under tables, right-click nub. Pri vat eKeySt or e, and then select Encrypt Col umms, as

shown in the following figure.
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Object Explorer > 1
Connect~ ¥ ¥ ¢

% B nubImportBandLog
% EH nubNymiBand

v B I e
se

Design

5 B Views Select Top 1000 Rows
External Res Edit Top 200 Rows
Synenyms Seript Table as. »

9
Service Brok| View Dependencies

Storage Memory Optimization Advisor

Encrypt Columns...

® Roles Full-Text index

Figure 57: Encrypt Columns option
The Al ways encr ypt ed wizard opens.
13.0n the | ntroduct i on page, click Next .
14.0n the Col unm Sel ect i on page, perform the following actions:

a) Enable Apply one key to all checked col ums and ensure that

CEK_Local Machi ne appears in the list to the right.
b) In the table, select PEM and then from the Encrypti on Type list, select Randoni zed.
¢) In the table, select DER, and then from the Encr ypti on Type list, select Randonmi zed.

The following figure shows the Col utm Sel ect i on page.
= Always Encrypted (=1 .

_ | Column Selection

Introduction W Help

Colsmn Selection

Master Key Configuration
Run Settings v Apply one key to all checked columns: CEK_LocalMachine v

Encryption Type ' Encryption Key '

Mame State Encryption Type Encryption Key
nub. Privat..
D

0

PEM 1 Randomized = CEK_LocalMa.

v DER . w| CEK LocalMa... =

Show affected columng only

Figure 58: Column Selection page
d) Click Next .

15.0n the Mast er Key Confi gurati on page, click Next .

16.0nthe Run setti ngs page, leave the default value Proceed to fini sh now, and
then click Next .

17.0n the Summar y page, review the results, and then click Fi ni sh. Click C ose.
18.Under tables, right-click nub. Nym Band, and then select Encr ypt Col urms.
19.0n the I nt r oduct i on page, click Next .

20.0n the Col um Sel ect i on page, perform the following actions:
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a) Select Apply one key to all checked col ums and ensure that
CEK _Local Machi ne appears in the list to the right.

b) In the table, expand nub. Nym Band, scroll down and select Adv_key 1 and then from

the Encrypti on Type list, select Randomi zed.
The following figure provides an example of the Encr ypt ed Col urms window.

& Atways Encrypted - o X
s Encryp!

_ | Column Selection
ntro

@ Help

Run Settings Apply one key to all checked columns: CEK_LocalMachine v

Summary Encryption Type (¢ Encryption Key (i

Results Name State Encryption Type Encryption Key

BandSubordinateCaCert
BandCert

UserCert

BandLabel

Firmware! Version

CreatedAt

ModifiedAt

ModifiedBy

IsSynced
IndividualUserPolicyld

SeoslD

StaticMacAddress
EvidianEnrollmentCompleted
“Adv_Key_1

Toethime

MOoocO0oo0o0ooooooooon

[~ AN

[ Show affected columns only

Figure 59: Encrypted Columns window
c) Click Next .

21.0nthe Mast er Key Confi gurati on page, click Next .

22.0n the Run setti ngs page, leave the default value Proceed to fini sh now, and
then click Next .

23.0n the Summar y page, review the results, and then click Fi ni sh. Click Cl ose.

24 Close SSVS.

Ensure that NES Application Pool Identity has access to the encryption key:

1. Open Manage Conputer Certificates.
2. Expand Per sonal and then select Certi fi cat es folder.

3. In the right pane, right-click Al ways Encrypted Certifi cate and then select Al |
Tasks > Manage Private Keys, as shown in the following figure.
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& certim - [Certificates - Local Computer\Personah Certificates]
File Action View Help

e nm &R XER HE

G Certificates - Local Computer || Issued To Issued By Expiration Date  Intended Purpose:
v [ Personal % — " dluvays Encrypted Certificate T/27/2024  IP secur
| Certificates INES Pass Open IES Passwerd Encryptor 9/15/2041 <Al

| Trusted Root Certification Au

| Enterprise Trust Al Tasks > Open

1 :“E””::a: C:"‘f'““”” Au cut Request Certificate with New Key...
rusted Publishers

i Untrusted Certificates Copy Renew Certificate with New Key...

| Third-Party Root Certificatior| Delete
| Trusted People
7| Client Authentication Issuers
| Preview Build Roots Help Export..
7| Test Reots

| Centificate Enroliment Reque
| Smart Card Trusted Reots

| Trusted Devices

| Web Hosting

| Windows Live ID Token lssuel

Manage Private Keys.

Properties Advanced Operations >

Figure 60: Manage Private Keys option

The Perm ssions for Always Encrypted Certificate window appears.
Click Add, as shown in the following figure.

Permissions for Always Encrypted Certificate private keys X

Securty
Group or user names;

SYSTEM
82 Administrators (TW-SRV2\Administrators)

| Add |[ Remove
Hon  Deny

Pemissions for SYSTEM
Full control ]
Read O
Special pemissions

For special pemissions or advanced setings, | agyanced

cick Advanced

Cance

Figure 61: Add Permissions window

Inthe Sel ect Users, Conputers, Service Accounts, or G oups window, type
the Application Pool Identity, and the select Check Nanes. The following figure provides
an example of the Sel ect Users, Conputers, Service Accounts, or G oups
window when the application identity is the network service account.

Select Users or Groups X

Select this object type:
|Uiers Groups. or Buitin securty principals ‘ Object Types...

From this location:

[Twsrv2 | | Locations

Enterthe obiect names o select {examples):

NETVWORK SERVICE] Check Names
Advanced Cancel

Click OK.
Click OK.
Close Manage Conmputer Certificates.

6.7.1 - (Optional)Encrypting usernames in the NES
Database

Perform the following steps to encrypt the usernames in the audit.UserCore table.
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1. Open SSMS by using the Run as Adni ni strat or option.
2. Encrypt the audit.UserCore table by performing the following steps:

a) In Tabl es, right-click audi t . User Cor e, and then select Encr ypt Col umms, as
shown in the following.

<

System Tl
FileTables
Extemnal T
Graph Tab
BB adm.Appli
E adm.Audi
B adm.Audi
E adm.Cwp
B adm.Indivi
B9 adm.Tuni
B audit.Appl
FR audit.Certi
EE auditEnrol
F audit Exter
B auditindi
E audit Nym
e oud User
F dbo._Mig
B lu Audits
B Iku Autol.
1 P Il Frrall

Select Top 1000 Rows
Edit Top 200 Rows
Seript Table as

View Dependencies

Memory Optimization Advisor

Full-Text index

Storage

Policies
Facets

Start PowerShell

Refresh

Object Explorer Ml
Connect~ § ¥ C
= @ MymiNES 2
Database Diag]  Tabien
2 Tables
Design

Encrypt Columns...

Figure 62: Encrypt Columns option
b) Onthe | ntroducti on page, click Next .

c) On the Col umm Sel ecti on window, enable Apply one key to all

checked

col ums and ensure that CEK_Local Machi ne appears in the list to the right.

d) In the Tabl e, select user nane, and then from the Encr ypti on Type list, select
Det ermini stic.

The following figure provides an example of the Col urm Sel ect i on window.

| Column Selection

Introduction

Measter Key Configuration
Run Settings
Summary

Results

@ Help
ey to il checked columns: CEK LocalMachine v
Enciyption Type Encryption Key 1)
Name Stat Encryption Type Encryption Key
B suditUserCore
m} dentity
[m] ventTim
O EventType
O SystemUser
|| [}
(] Domain
Usernam: Determinis istic. ~ CEK LocalMachine  ~
MiscNote
[} Inclidua,
|| CreatedAt
[ ModifiedAt
O ModifiedBy
[ Show affected columns only
e Gt

e) Click

f) Onthe Mast er

Next .

Key Confi gurati on page, click Next .

g) Onthe Run setti ngs page, leave the default setting Proceed to fini sh now, and
then click Next .

h) On the Summar y page, review the results, and then click Fi ni sh. Click C ose.
The following figure provides an example of the Sunmmar y page.
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Verify the choices made in this wizard.

3. Encrypt the usernames in the nub.UserCore table by performing the following steps:

a) In Tabl es, right-click nub. User Cor e, and then select Encr ypt Col umms.

b) Onthe | ntr oducti on page, click Next .

c) Enable Apply one key to all checked col unms and ensure that
CEK Local Machi ne appears in the list to the right.

d) In the Tabl es, select user nane, and then from the Encr ypti on Type list, select
Det ermini stic.

e) Click Next .

f) Onthe Master Key Confi gurati on page, click Next .

g) Onthe Run setti ngs page, leave the default setting Proceed to fini sh now, and
then click Next .

h) On the Sumrmar y page, review the results, and then click Fi ni sh. Click C ose.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 79



7 - Set Up a Centralized Nymi Agent

7/ - Set Up a Centralized Nymi|
Agent

When your environment uses iOS devices, thin clients, and web-based Nymi-enabled
Applications, you must deploy a centralized Nymi Agent on a Windows server in the
environment, for example, the NES server.

The Nymi Agent has two server interfaces, the standard Nymi Agent interface and the Nymi
WebAPI interface. By default, standard Nymi Agent interface connect over plain text websocket
and the Nymi WebAPI interface is disabled. Nymi recommends that you configure the Nymi
Agent to use secure websocket connections for both standard Nymi Agent interface, and if
enabled, the Nymi WebAPI interface. This chapter provides more information.

7.1 - Importing the Root CA certificate

Perform the following steps only if the Root CA issuing the TLS server certificate is not a
Trusted Root CA, for example, when you use a self-signed TLS server certificate).

Before you begin
Install the Root CA on the following machines:

« All user terminals, including user terminals that run Nymi-Enabled Applications

* Enrollment terminal
e Centralized Nymi Agent

About this task

While logged into the user terminal as a local administrator, use the cer t | mapplication to
import the root CA certificate into the Trusted Root Certification Authorities store. For example,
on Windows 10, perform the following steps:

Procedure

1. InControl Panel, select Manage Conputer Certificates.

2. Inthe cer t | mwindow, right-click Trust ed Root Certification Authorities,and
then select Al I Tasks > I nport.

The following figure shows the cer t | mwindow.
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ﬁ certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — O X

File Action View Help

o) mFE B = BHE

(¥ Certificates - Local Computer ~ || Object Type
d Personal | Certificates
v __ Trusted Root Certification Authoritiec
| Certificates Find Certificates..
. Enterprise Trust . -
| Intermediate Certification Authc G S : A i
| Trusted Publishers View > Import...
| Untrusted Certificates T
| Third-Party Root Certification A Refresh
| Trusted People Export List..
Client Authentication Issuers

Help

Preview Build Roots

Figure 63: certlm application on Windows 10
3. Onthe Wl cone to the Certificate Inport W zard screen, click Next .

The following figure shows the W&l cone to the Certificate Inport W zard screen.

=» Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept,

Store Location
Current User

Local Machine

To continue, lick Next.

Figure 64: Welcome to the Certificate Import Wizard screen

4. Onthe File to | nport screen, click Br owse, navigate to the folder that contains the
root certificate file, select the file, and then click Open.

5. OntheFile to | nport screen, click Next .
The following figure showsthe Fi | e t o | nport screen.
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€ L# Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Ueers\ddunn'Downloads\Local Lab Root CA.cer Browse. ..

Mote: Mare than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFY,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialised Certificate Store (.55T)

Mext Cancel

Figure 65: File to Import screen

6. Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store withthe value Tr ust ed Root
Certification Authorities,andthen click Next .

7. Onthe Conpleting the Certificate Inport W zard screen, click Fi ni sh.

7.2 - Install Nymi Agent on a Centralized
Server

You can install the Nymi Agent software with the installation wizard or silently from a command
prompt.

7.2.1 - Performing a Nymi Agent Installation or
Update By Using the Installation Wizard

Install the Nymi Agent application, which is included in the Nymi Runtime installation package,
on a server in the environment.

About this task
When you install the Nymi Runtime software, you can choose to install the Nymi Agent

application only.
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Procedure

=

. Log in to the terminal, with an account that has administrator privileges.
2. Extract the Nymi SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as admi ni strator.

4. On the Wl cone page, click I nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl cone to the Nymi Runtinme Setup W zard page, click Next .

7. Onthe Nymi Runti me Set up page, expand Nymi Runti nme.

8. Select Nym Bl uet oot h Endpoi nt, and then selectEntire feature will be

unavai | abl e.

The following figure provides an example of the Nymi  Runt i me Set up window with option to
make Nym Bl uet oot h Endpoi nt unavailable.

# Nymi Runtime 5.0.5.46 Setup ® —

Nymi Runtime Setup

X
]
Select the way you want features to be installed. @

Click the icons in the tree below to change the way features will be installed.

= — | v| Nymi Runtime
&= ~ | Nymi Agent
Nymi Bluetooth Endpoint
=2 Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

= Feature will be installed when required

4 Entire feature will be unavailable

Reset Disk Usage Back Cancel

Figure 66: Nymi Bluetooth Endpoint feature will be unavailable

9. Observe that Nyni Bl uet oot h Endpoi nt is not available, as shown in the following
figure, and then click Next .
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| o~

Nymi Runtime Setup / \
| " |
Select the way you want features to be installed. \ \ J

Click the icons in the tree below to change the way features will be installed.

- -Dvl MNymi Runtime
=3 ~ | Nymi Agent
Nymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

(w1 ]
o

Reset Disk Usage Back Cancel

Figure 67: Nymi Bluetooth Endpoint feature is not available

10.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

» Accept the default service account NTAuthority\LocalService, click Next .

» For non-English Windows Operating Systems and for Nymi WebAPI configurations where you
install the centralized Nymi Agent on the NES server, choose the LocalSystem account from the
drop list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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ﬁ Nymi Runtime 5.13.0.3

Service Account

D\
\&/ x

Account to run system services as

-

Service Account:

[ 2uthority ocal Servce ]

The service account must be allowed to "Logon as
Service™ or an error will occur,

Back Next Cancel

Figure 68: Nymi Runtime Service Account window

110nthe (Optional) Nym Infrastructure Service Account window, specify the
username and password of the Nymi Infrastructure Service Account. When you specify the
username, include the domain name, for example tw-lab\nymi_infra_service_acct. Refer to
Appendix—Record the CWP Variables for the service account name.
The following figure shows the Nymi | nfrastructure Servi ce Account window.

15 Nymi Runtime 5.20.1.5 Setup X

(Optional) Nymi infrastructure service account

If you are installing a Nymi Agent on 3 dient machine, leave the service account
username and password blank.

1F you are installing a centralized Nymi Agent on a server, type the username
and password for the service account that communicates with NES.

Service account username

[tw-ablnymi_infra_service
Service account passw ord

s

Back Cancel

Figure 69: Nymi Infrastructure Service Account window
The installer creates the following files in the C:\Nymi\NymiAgent\certs folder:
« credentials-contains the encrypted credentials for the Nymi Infrastructure Service Account

» Private key
e Public key

120n the Ready to install page,clickl nstall.
13.Click Fi ni sh.
140nthel nstall ati on Conpl et ed Successfully page, click Cl ose.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 85



7 - Set Up a Centralized Nymi Agent

7.2.2 - Performing a Silent Nymi Agent Installation
or Update

Install the Nymi Agent application, which is included in the Nymi Runtime installation package,
on a machine in the environment.

When you install the Nymi Runtime software, you can choose to install the Nymi Agent
application only.

1. You can install the Nymi Agent silently by typing one of the following commands:

"Nymi Runtime Installer version.exe" /exenoui InstallEndpoint=0 /q /log NymiRuntimel nstallation.log

* For installations on non-English operating systems,

"Nymi Runtime Installer version.exe" ServiceAccount="Local System" /exenoui InstallEndpoint=0/q/log
NymiRuntimel nstallation.log

Where you replace version with the version of the Nymi installation file.
Note: Ensure that you enclose the filename in double quotes.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, Nymi Runtime appears in the Pr ogr am and Feat ur es
applet and NymiRuntimelnstallation.log file contains information about the installation.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

2. Perform the following steps to ensure that the Nymi Agent uses the Nymi Infrastructure
Service Account to communicate with Nymi Enterprise Server(NES).

a) Create a text file named creds.txt that contains two lines:

» Username of the Nymi Infrastructure Service Account
» Password of the Nymi Infrastructure Service Account

b) Open a Command prompt with the Run as Adni ni strat or option.

¢) From the command prompt change to the C:\Nymi\NymiAgent\Tools directory, and type
the following command:
cryptoutil.exe encrypt-service-account -i C:\Nymi\NymiAgent\creds.text -o C:\Nymi
\NymiAgent\
The Cryptoutil tool creates the following files in the C:\Nymi\NymiAgent\certs folder:

» credentials-contains the encrypted credentials for the Nymi Infrastructure Service Account
* Private key
e Public key

d) Permanently delete the C:\Nymi\NymiAgent\creds.txt file.
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7.3 - Configuring the Nymi Agent

A centralized Nymi Agent uses a TOML formatted configuration file to set configuration
parameters, such as defining the log level, enabling Nymi WebAPI, and enabling the use
of secure websocket communications between the centralized Nymi Agent and other Nymi
components.

About this task
Nymi provides a sample TOML file that you can rename and edit to define the configuration for
your environment and use case. Perform the following steps on the Nymi Agent machine.

Procedure

1. Change to the C:\Nymi\NymiAgent directory.

2. Rename the C:\Nymi\NymiAgent\nymi_agent_default.toml file to C:\Nymi\NymiAgent
\nymi_agent.toml|

3. Edit the C:\Nymi\NymiAgent\nymi_agent.toml. The following table summarizes the available
parameter setting and when to use each setting.

Note: The TOML file has several sections and some sections contain parameter names that are the
same. Ensure that you are in the correct section before you make updates.

log_level = "warn" [agent] Required. Defines the debug
logging level. Change the
value when instructed by Nymi.
Support values include:

e error—to log only errors

» warn—to log both errors and
warnings

» info—to log errors,
warnings, and activity

» debug—to log everything
including debugging
information

The default value is warn.
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protocol = "ws" [agent] Optional. To enable the
standard Nymi Agent to

use secure websocket
communications, uncomment
protocol and change the value
to wss.

Note: Requires the
configuration of the cacertfile,
cacert, and keyfile parameters
in the [agent] section.

For example, protocol = "wss"

port ="9120" [agent] Optional. Defines an alternate
server port on which Nymi
Agent communicates with the
Nymi Bluetooth Endpoint and
NEAs. The default port number
is 9120. Nymi recommends
that you use the default port

number.
cacertfile = "/path/to/ [agent] Required when you want to
cacertfile.pem" use the wss protocol to secure

communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the PEM-formatted
CA certificate bundle. The CA
certificate bundle must start
from the root CA and end in
the subordinate CA issuing the
server certificate.

Note: Requires the
configuration of protocol=
"wss", certfile and keyfile
parameters in the [agent]
section.

For example: cacertfile = "certs/
LocalLabRootCA3.pem"
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Parameter and Sample Value | Section Name Description

certfile = "path/certfile.pem" [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the TLS certificate file
containing the Nymi Agent
server certificate in PEM
format.

Note: Requires the
configuration of protocol=
"wss", cacertfile, and keyfile
parameters in the [agent]
section.

For example: "certfile = "certs/
tw-srv1.tw-lab.local-cert.pem"

keyfile = "path/keyfile.pem" [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAs.
Uncomment and specify the
path to the TLS certificate
private key file, unencrypted
and PEM formatted.

Note: Requires the
configuration of protocol=
"wss", cacertfile, and certfile
parameters in the [agent]
section.

For example: "keyfile = "certs/
tw-srvl.tw-lab.local-key.pem"

nea_name = "NymiWebAP|" [nes] Required for Nymi WebAPI.
Uncomment this parameter
to set the NEA name for the
embedded NEA application.

nes_url = "https:// [nes] Required for Nymi WebAPI.
server.name.local.com" Uncomment and specify the
host URL for the NES server.
Include only the protocol and
hostname portion of the URI.

For example, https://
myserver.name.local.com
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directory_service_id = [nes] Required for Nymi WebAPI.
"NES_DPS" Uncomment and specify the
instance name for NES. For
example, if your NES URL is
https://server.name.local.com/
NES, the directory/instance
name is NES.

For example,
directory_service_id = "NES"

credentials_location = certs/ [nes] Required when you specified

a Nymi Infrastructure Service
Account during the Nymi Agent
installation. Uncomment this
line and leave the default value.

The credentials_location
parameter enables the use

of the Nymi Infrastructure
Service Account to complete
authentication tasks with
underlying functionality that
improves the performance of
Nymi Band taps in web-based
NEAs and with BLE Taps.

Note: The certs folder
contains a file with the
encrypted username and
password for the Nymi
Infrastructure Service Account.
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protocol = "wss" or protocol =
"ws

[webapi]

Required for Nymi WebAPI.
Defines the connection
protocol. If your deployment
does not use Nymi WebAPI,
leave both lines commented
out. If your deployment uses
Nymi WebAPI, uncomment one
of the following lines:

e protocol = "wss" To
enable secure websocket
connections.

» protocol = "ws" To use plain
text websocket connections.

Note: Requires the
configuration of the cacertfile,
certfile, and keyfile parameters
in the [webapi] section.

port = 4443 or port = 8080

[webapi]

Optional for Nymi WebAPI.
Defines an alternate server port
on which Nymi Agent listens for
Nymi WebAPI client WebSocket
connections. By default the ws
protocol listens on 80 and the
wss protocol listens on 443.

To change the default port
uncomment one of the following
lines:

» For the ws protocol,
uncomment port = 8080.

* For the wss protocol,
uncomment port = 4443,
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Parameter and Sample Value | Section Name Description

cacertfile = "path/certfile.pem" | [webapi] Required when the Nymi Agent
uses the Nymi WebAPI with
wss. Uncomment and specify
the path to the PEM-formatted
CA certificate bundle. The CA
certificate bundle must start
from the root CA and end in
the subordinate CA issuing the
server certificate

Note: Requires the
configuration of the protocol
="wss", certfile, and keyfile
parameters in the [webapi]
section.

For example: "certs/
LocalLabRootCA3.pem"

certfile = "path/certfile.pem" [webapi] Required when the Nymi Agent
uses the Nymi WebAPI with
wss. Uncomment and specify
the path to the TLS certificate in
PEM format.

Note: Requires the
configuration of the protocol
="wss", cacertfile, and keyfile
parameters in the [webapi]
section.

For example: "certs/tw-srv1.tw-
lab.local-cert.pem"

keyfile = "path/keyfile.pem" [webapi] Required when the Nymi Agent
uses the Nymi WebAPI with
wss. Uncomment and specify
the path to the TLS certificate
private key in unencrypted PEM
format.

Note: Requires the
configuration of the protocol =
"wss", cacertfile, and certfile
parameters in the [webapi]
section.

For example: "certs/tw-srv1.tw-
lab.local-key.pem"

4. For secure Nymi Agent and secure WebSocket, copy the following files to the C:\Nymi
\NymiAgent\certs directory:
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e CA oot certificate bundle in PEM format (when you use a Trusted Root CA only)
» Server certificate in PEM format

» Server certificate private key in PEM format
Note: Secure Nymi Agent and secure WebSocket can share the CA root certificate bundle file, the

server certificate file, and the server certificate private key file. Therefore, create only one copy of
each file for both secure Nymi Agent and secure WebSocket.

5. Restart the Nym Agent service.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 93



8 - Updating Connected Worker Platform

First, review the Connected Worker Platform Release Notes for information regarding the
order of component updates as well as backwards compatibility information, and then
review following information to plan your update. Infrastructure refers to NES, the Nymi Band
Application and the Nymi Runtime software.

Note: You cannot update Nymi Band 2.0 with Connected Worker Platform(CWP) firmware or
use Nymi Band 2.0 with CWP infrastructure.

CWP 1.12.x and later provides NEA developers with enhancements that optimize Bluetooth
tap performance for web-based NEAs. After you update the NEA to a version that uses the
new functionality available starting with the CWP 1.12.x Nymi SDK (Authenticated Tap),
ensure that each user with a Nymi Band that was enrolled prior to the update logs in to the
Nymi Band Application while wearing their authenticated Nymi Band. The Nymi Band Application
applies changes to the Nymi Band that support the optimization.

Consider the following information:

* You must update the Nymi Band Application on the enroliment terminal before you attempt
any new enrollments with a CWP 1.19.0 NES.

* You can update NES, Nymi Band Application, and Nymi Runtime directly from NEE 3.3.x or
CWP 1.3.x and later.

* You can use a Nymi Band 3.0 that runs the pre-CWP 1.19.0 firmware with CWP 1.19.0
infrastructure; however, new functionality is not available.

e You cannot use a Nymi Band 3.0 that runs CWP 1.12.x and later firmware with pre-
CWP1.12.x infrastructure.

« The CWP 1.19.0 Nymi Band Application can only enroll and externally authenticate Nymi
Bands with the CWP 1.6 and later firmware.

* When you update the firmware from NEE 3.3.0 and earlier, you must re-enroll the Nymi
Band.

Connected Worker Platform(CWP) 1.12.x and later solution uses a service account to support
interprocess and SQL server communications. When you update from 1.9.x and earlier, you
can use an existing service account, for example the one that you created for connectivity to to
a remote SQL server or create a new account.
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If you create a new account in Active Directory, ensure that the account meets the following
requirements:

» User account is a domain user.
» Password never expires.

Nymi recommends that you name the service account nymi_infra_service, to align with
product documentation.

Record the account name and domain in Appendix—Record the CWP Variables, which specify
the credentials during the NES deployment.

When you update earlier versions of Nymi Enterprise Server(NES) to the current version of
NES, there are new configuration parameters that you must provide.

Note: Starting with Connected Worker Platform 1.15.0, the size of the SymmetricKeyld
column length has been increased from 36 to 512 characters. If you use another database
instance as a backup for the NES SQL database, ensure that you update the size of the
SymmetricKeyld column length in the nub.NymiBand and audit.NymiBand tables.

To update a previous version of NES, perform the following steps:

1. Extract the NES installation package to a local directory on the NES host.

2. From the directory that contains the extracted NES installation package, run ..\Nesinstaller
\install.exe.

3. Onthe User Access Contr ol window, click Yes.
4, Onthe Open File - Security warni ng window, click Run.

5. If applicable, on the User Access Contr ol page, review the Microsoft .NET EULA, and
then click Accept . Complete the .NET installation and continue with the NES installation.

6. Onthe Application Install Security Warni ng window, click I nstall.
7. Onthe Open File - Security warni ng window, click Run.
8. On the left navigation pane, click Locat i on, and then perform the following steps.

a) Inthel nstal |l Root field, confirm that the path to the NES services is correct, as it
was specified during the initial deployment.
The default location is C:\inetpub\wwwroot.

b) In the | nst ance Nane field, type the descriptive hame that was specified during the
initial deployment for the NES web application instance name. For example, NES. See
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Configuration Attribute Values in the Nymi Connected Worker Platform—Deployment
Guide.

Note: Ensure that the values that you specify inthe | nst al | Root and | nst ance Nane
match the values that you specified when you deployed the previous version of NES. When
the values that you specified inthe | nst al | Root and | nst ance Nane are correct, the
Locat i on test results will show Install Type: Update/ Re-Install. If there is no match for the
values entered, the Locat i on test results will show New Installation for the Install Type. The
following figure provides an example of the Locat i on window for an NES upgrade.

& nymi™ nymi setup 3201 .

Back Next File Location

Start Chineipublwwwroaf,

MNEZ

s

Success
Enterprise Update [ Re-lnstall

Certificates Services path:

Authentication: ClinstpubiwwwrootNESWAuthenticationService
Database Enraliment: ChineipublwwwrootiNES\NEnrallment
NES: ClinstpubiwwarootiNESINES

Review Settings

Install

Figure 70: Update / Reinstall installation type
9. In the left navigation pane, click Ent er pri se, scroll down to the Nymi I nfrastructure
Servi ce Account section. In the User Nane field, enter the Nymi Infrastructure Service
Account in the format domain\name.
10.n the left navigation pane, click Certi fi cat es, and perform the following actions.
a) From the Ful | Chai n list, click the ellipses (...) and navigate to the folder that contains
Full Chain PFX certificate file, and then select the file.
b) In the Passwor d Requi r ed pop-up, type the Full Chain certificate password, and then
click OK.
11.In the left navigation pane, click I nst al | .
12 Click Updat e.
Note: If the update option is not available, the I nst al | Root or| nst ance Nane fields on the

Locat i on tab are not the same values that were specified when you deployed the previous NES
version.
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13.0n the Updat e NES window, click Yes to reapply the configuration.
The | nst al | window display the status of the update process.

14 When the Install window displays the Installation Complete message, close the Nymi
Set up window.

8.2.1 - Defining the NES for Policy Management

After you update Nymi Enterprise Server(NES) from a pre-Connected Worker Platform(CWP)
1.18.0 version, perform the following steps to define which NES manages the policy settings on
existing Nymi Bands.

While this step applies to updates of an IT/OT environment, you must also perform these steps
for non-IT/OT configurations.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.
2. From the navigation bar, select Pol i ci es.

The Pol i ci es page appears with a table that displays a list of existing group and individual
policies.

3. Inthe Pol i ci es window, select the active policy.

4. From the Sel ect whet her NES rmanages policies on these previously
assi gned Nym Bands option, select one of the following values:

- Enabl e policy managenent —Choose this option when users are in an non-IT/OT
configuration, or in an IT/OT configuration where existing users enrolled their Nymi Bands to this
NES.

« Disabl e policy management —Choose this option in an IT/OT configuration, when
existing users registered their Nymi Bands to this NES.

The following figure shows the Sel ect whet her NES nmanages polici es on these
previ ously assigned Nym Bands option.
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NES Administrator Console Policies Search About Support Regulatory Statements Logout

Policy Name * Default settings set

Is Active Yes (to deactivate, activate another policy)

Auto Logout Timeout

5 minutes v
Enrollment / Registration Settings Active Directory
Enrollment / Registration Enrollment Only - Check User Status O
Permission
There are Nymi Bands that are previously assigned to users before the Lock Control
NES update.
Select whether NES Enable policy management v

manages policies on these Enable Nymi Lock Control O

previously assigned Nymi
Bands.

Health and Safety

Enrollment / Registration NES o
Destination
Smart Distancing and O
Display Band Label on (@] Contact Tracing
Nymi Bands

Attestation on Nymi Band O
Figure 71: Select whether NES manages policies on these previously assigned Nymi Bands
option

5. Click Save.
NES updates the SQL database entries for existing users and when you set Enabl e policy
managemnment , existing enrolled Nymi Bands receive their policy configuration of this NES.

Note: After you assign a value to the option, the option disappears from the active policy. If you
want to change the NES from which an existing Nymi Band receives policy updates, the user must re-
enroll the Nymi Band on the other NES.

8.3 - Updating the Enrollment Terminal

Update the Nymi Runtime and Nymi Band Application on each enroliment terminal in the
environment.

8.3.1 - Deploy a Centralized Enrollment Terminal

Perform the following steps to install the Nymi Band Application on a Citrx/RDP server that
multiple thin clients can access.

8.3.1.1 - Install a Centralized Nymi Band Application
You can install the Nymi Band Application on a Citrix RDP server using the installation wizard
or silently.
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Install the Nymi Band Application Silently
Before you perform a silent installation of the Nymi Band Application you must install the Nymi
Runtime software.

Installing Nymi Bluetooth Endpoint Silently

Uninstall the previous version of Nymi Runtime.

1. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
2. Run a Command Prompt as administrator.

You can install the Nymi Bluetooth Endpoint silently by typing one of the following commands:

"Nymi Runtime Installer version.exe" /exenoui InstallAgent=0 /g /log NymiRuntimelnstallation.log

» For installations on non-English operating systems,

"Nymi Runtime Installer version.exe" ServiceAccount="Local System" /exenoui InstallAgent=0/q/log
NymiRuntimel nstallation.log

Where you replace version with the version of the Nymi installation file.
Note: Ensure that you enclose the filename in double quotes.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, Nymi Runtime appears in the Pr ogr am and Feat ur es
applet and NymiRuntimelnstallation.log file contains information about the installation.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

3. Stopthe Nynmi Bl uet oot h Endpoi nt service.
4. C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
5. Startthe Nyni Bl uet oot h Endpoi nt service.

Installing the Nymi Band Application Silently
Perform the following steps to install or update the Nymi Band Application silently, for example,
when you want to install the software remotely by using a software distribution application.

1. Save the Nymi Band Application package, provided to you by your Nymi Solution
Consultant.

2. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
Launch the command prompt as administrator.

4. From the folder that contains the Nymi Band Application, type Nymi-Band-App-installer-
V_Vver si on.exe /exenoui /q

w
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Where you replace Ver si on with the version of the Nymi installation file.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, the Nymi Band Application and Nymi Runtime applications
appear in the Pr ogr am and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

5. Stop the Nynmi Bl uet oot h Endpoi nt service.
6. C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
7. Startthe Nyni Bl uet oot h Endpoi nt service.

Installing the Nymi Band Application with the Installation Wizard
Perform the following steps to install the Nymi Band Application.

Uninstall the previous version of Nymi Runtime.

Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
Download the Nymi Band Application package.

Double-click the Nymi-Band-App-installer-v_ver si on.exe file.

On the User Account Contr ol window, click Yes.

On the Pr er equi si t es window, click Next .

On the Wl cone page, click | nstal | .

Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

8. OntheWel cone to the Nymi Runtinme Setup W zard page, click Next .
9. Onthe Nymi Runti me Set up window, expand Nynmi Runti ne.

10Select N\ym  Agent, and then selectEntire feature will be unavail abl e, as
shown in the following figure, and then click Next .

No o wDdhPE
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#2 Nymi Runtime 5.1.1.439 Setup — ®

Nymi Runtime Setup
Select the way you want features to be installed,

Click the icons in the tree below to change the way features will be installed.

[ gvl Mymi Runtime
_— Mymi Agent

""""" = Wil be installed on local hard drive

=18 Entire feature will be installed on local hard drive

Lr

=0 Feature will be installed when required

Entire feature will be unavailable
< T

Browse. ..

Reset Disk Usage Back Cancel

Figure 72: Nymi Agent feature will be unavailable

11.0bserve that Nymi  Agent is not available, as shown in the following figure, and then click
Next .
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#7 Nymi Runtime 5.0.5.46 Setup —

Nymi Runtime Setup

X |
!
Select the way you want features to be installed. @

Click the icons in the tree below to change the way features will be installed.

=] Q-l MNymi Runtime
| b4 | Nymi Agent
=3 ~ | Nymi Bluetooth Endpoint
This feature reguires OKB on your
hard drive.
< >

Reset Disk Usage Back Cancel

Figure 73: Nymi Agent feature is not available
12.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

» Accept the default service account NTAuthority\LocalService, click Next .
» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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48 Nymi Runtime 5.13.0.3 b4
—
Service Account { » \.
Account to run system services as -\_' \.‘_’l.,-'
Service Account:
T Authority Local Service []

The service account must be allowed to "Logon as
Service™ or an error will occur.

Back Next Cancel

Figure 74: Nymi Runtime Service Account window
130nthe Ready to install page,clicklnstall.
14 Click Fi ni sh.
150nthe I nstall ati on Conpl et ed Successfully page, click C ose.
16.0n the &l comre to Nymi Band Application Setup W zard window, click Next .

170n the Sel ect Installation Fol der window, click Next to accept the default
installation location.

18Inthe Ready to Install window, click I nstal | .

19.0n the Conpl eting the Nym Band Application Setup W zard window, click
Fi ni sh.

20.Stop the Ny Bl uet oot h Endpoi nt service.

21.C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.

22 Start the Nyni Bl uet oot h Endpoi nt service.

Update Nymi Bluetooth Endpoint TOML File
This section applies only if you updated the centralized Nymi Agent and changed the protocol
from ws to wss or changed the default connection port.

On each user terminal, edit the nbe.toml file and change the protocol in the agent_url
parameter from ws to wss, and the restart the Nymi Bluetooth Endpoint service.

For example:

agent_url = "wss://agent.nymi.com:port/socket/websocket"

where:

e agent.nymi.com is the FQDN of the centralized Nymi Agent machine.
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» portis the port number on which to communicate with the centralized Nymi Agent
machine. The port number must match the port number defined in the C:\Nymi\NymiAgent
\nymi_agent.toml on the centralized Nymi Agent machine.

8.3.2 - Deploy a Decentralized Enrollment Terminal

Install the Nymi Band Application, which also installs the Nymi Runtime software on a thick
client.

8.3.2.1 - Install the Nymi Band Application

Perform the following steps to install the Nymi Band Application on each enrollment terminal
that you will use to enroll and authenticate users to their Nymi Bands.

You can perform a customizable installation or a silent installation.

Install the Nymi Band Application Silently
Before you perform a silent installation of the Nymi Band Application you must install the Nymi
Runtime software.

Installing the Nymi Runtime Silently

Perform the following steps to install or update the Nymi Runtime and the BLE adapter drivers
silently, without user intervention.

Log in to the network terminal with an account that has administrator privileges.
Download and extract the Nymi SDK package.
Launch the command prompt as administrator.

Change to the ..\nymi-sdk\windows\runtime folder, and then type one of the following
commands:

P owbdh PR

"Nymi Runtime Installer version.exe" /exenoui /q /log NymiRuntimel nstallation.log

» For installations on non-English operating systems,

"Nymi Runtime Installer version.exe" ServiceAccount="Local System" /exenoui /q /log
NymiRuntimel nstallation.log

Where you replace version with the version of the Nymi installation file.
Note: Ensure that you enclose the filename in double quotes.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, Nymi Runtime appears in the Pr ogr am and Feat ur es
applet and NymiRuntimelnstallation.log file contains information about the installation.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.
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Confirm that the Nymi Agent and Nymi Bluetooth Endpoint services are running.

» Starting with CWP 1.19.0, the Nymi Bluetooth Endpoint application installs a Nymi Bluetooth

Endpoint Status Indicator in the Syst em t r ay. This application allows you to quickly
determine the status of the Nymi Bluetooth Endpoint service. Hover over the Nymi Bluetooth
Endpoint Status Indicator, and confirm that you see the message Nymi Bluetooth Endpoint

is Running, or if the Nymi-supplied Bluetooth adapter is not plugged into the user terminal,
the message Bluetooth adapter is missing. Alternately, you can check the Window services
applet to confirm that the state of the Nymi Bluetooth Endpoint service is Running.

* Use the Services applet, confirm that the status of the Nymi Agent service is running.

Installing the Nymi Band Application Silently
Perform the following steps to install or update the Nymi Band Application silently, for example,
when you want to install the software remotely by using a software distribution application.

1. Save the Nymi Band Application package, provided to you by your Nymi Solution
Consultant.

2. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
3. Launch the command prompt as administrator.

4. From the folder that contains the Nymi Band Application, type Nymi-Band-App-installer-
V_Ver si on.exe /exenoui /q

Where you replace ver Si on with the version of the Nymi installation file.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, the Nymi Band Application and Nymi Runtime applications
appear in the Pr ogr am and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

5. Stop the Nynmi Bl uet oot h Endpoi nt service.
6. C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
7. Startthe Nyni Bl uet oot h Endpoi nt service.

Installing the Nymi Band Application with the Installation Wizard

Perform the following steps to install the Nymi Band Application.

Uninstall the previous version of Nymi Runtime.

1. Download the Nymi Band Application package.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 105



8 - Updating Connected Worker Platform

L
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Double-click the Nymi-Band-App-installer-v_ver si on.exe file.
On the User Account Contr ol window, click Yes.

On the Pr er equi si t es window, click Next .

On the Wl cone page, click | nstal | .

On the User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

Onthe Wl cone to the Nym Runtinme Setup W zard page, click Next .
Onthe Nymi Runtime Set up window, click Next .

. On the Servi ce Account window, perform one of the following actions to choose the

account that starts the service:

« Accept the default service account NTAuthority\LocalService, click Next .

» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.

fg Nymi Runtime 5.13.0.3 b
Service Account .;" . \‘.
Account to run system services as '\‘_' \. “,"
Service Account:
AuthorityLocal Service) [v]

The service account must be allowed to "Logon as
Service™ or an error will occur,

Back Next Cancel

Figure 75: Nymi Runtime Service Account window

100nthe (Optional) Nym |Infrastructure Service Account, click Next.

Only deployments that use web-based Nymi-enabled Applications(NEAS) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

110nthe Ready to install page,clickl nstall.

12 Click Fi ni sh.

130nthelnstall ati on Conpl eted Successfully page, click Cl ose.

14.0n the &l come to Nymi Band Application Setup W zard window, click Next .
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15.0n the Sel ect Installation Fol der window, click Next to accept the default
installation location.

16.Inthe Ready to Install window, click I nstal | .

17.0n the Conpl eting the Nymi Band Application Setup W zard window, click
Fi ni sh.

Confirm that the Nymi Agent and Nymi Bluetooth Endpoint services are running.

» Starting with CWP 1.19.0, the Nymi Bluetooth Endpoint application installs a Nymi Bluetooth

Endpoint Status Indicator in the Syst em t r ay. This application allows you to quickly
determine the status of the Nymi Bluetooth Endpoint service. Hover over the Nymi Bluetooth
Endpoint Status Indicator, and confirm that you see the message Nymi Bluetooth Endpoint

is Running, or if the Nymi-supplied Bluetooth adapter is not plugged into the user terminal,
the message Bluetooth adapter is missing. Alternately, you can check the Window services
applet to confirm that the state of the Nymi Bluetooth Endpoint service is Running.

» Use the Services applet, confirm that the status of the Nymi Agent service is running.

To update the CentralizedNymi Agent server and thin clients, you must remove the Nymi
Runtime software, and then install the new version of the Nymi Runtime software with the
appropriate Nymi Runtime components.

8.4.1 - Update Centralized Nymi Agent

Update the Centralized Nymi Agent, silently or by using the installation wizard.

8.4.1.1 - Performing a Nymi Agent Installation or Update By

Using the Installation Wizard
Install the Nymi Agent application, which is included in the Nymi Runtime installation package,
on a server in the environment.

When you install the Nymi Runtime software, you can choose to install the Nymi Agent
application only.

1. Log in to the terminal, with an account that has administrator privileges.
2. Extract the Nymi SDK distribution package.
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3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as admi ni strator.

4. On the Wl cone page, click I nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl cone to the Nymi Runtinme Setup W zard page, click Next .
7. Onthe Nymi Runti me Set up page, expand Nymi Runti ne.

8. Select Nymi Bl uet oot h Endpoi nt, and then selectEntire feature will be
unavai |l abl e.

The following figure provides an example of the Nymi  Runt i me Set up window with option to
make Nym Bl uet oot h Endpoi nt unavailable.

# Nymi Runtime 5.0.5.46 Setup ® — X

Nymi Runtime Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

= — | v| Nymi Runtime
&= ~ | Nymi Agent
Nymi Bluetooth Endpoint
=2 Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

= Feature will be installed when required

4 Entire feature will be unavailable

m
o

Reset Disk Usage Back Cancel

Figure 76: Nymi Bluetooth Endpoint feature will be unavailable

9. Observe that Nyni Bl uet oot h Endpoi nt is not available, as shown in the following
figure, and then click Next .
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| o~

Nymi Runtime Setup / \
| " |
Select the way you want features to be installed. \ \ J

Click the icons in the tree below to change the way features will be installed.

- -Dvl MNymi Runtime
=3 ~ | Nymi Agent
Nymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

(w1 ]
o

Reset Disk Usage Back Cancel

Figure 77: Nymi Bluetooth Endpoint feature is not available

10.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

» Accept the default service account NTAuthority\LocalService, click Next .

» For non-English Windows Operating Systems and for Nymi WebAPI configurations where you
install the centralized Nymi Agent on the NES server, choose the LocalSystem account from the
drop list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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48 Nymi Runtime 5.13.0.3 X
Service Account l/ \\
- )
Account to run system services as I\\D
Service Account:
| Authority Local Service| Iv |
The service account must be allowed to "Logon as
Service” or an error will occur.
Back Next Cancel

Figure 78: Nymi Runtime Service Account window

110nthe (Optional) Nym Infrastructure Service Account window, specify the
username and password of the Nymi Infrastructure Service Account. When you specify the
username, include the domain name, for example tw-lab\nymi_infra_service_acct. Refer to
Appendix—Record the CWP Variables for the service account name.
The following figure shows the Nymi | nfrastructure Servi ce Account window.

15 Nymi Runtime 5.20.1.5 Setup X

(Optional) Nymi infrastructure service account

If you are installing a Nymi Agent on 3 dient machine, leave the service account
username and password blank.

1F you are installing a centralized Nymi Agent on a server, type the username
and password for the service account that communicates with NES.

Service account username

[tw-ablnymi_infra_service
Service account passw ord

s

Back Cancel

Figure 79: Nymi Infrastructure Service Account window
The installer creates the following files in the C:\Nymi\NymiAgent\certs folder:

« credentials-contains the encrypted credentials for the Nymi Infrastructure Service Account
* Private key
e Public key

120n the Ready to install page,clickl nstall.
13.Click Fi ni sh.
140nthelnstall ati on Conpl eted Successfully page, click Cl ose.
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8.4.1.2 - Performing a Silent Nymi Agent Installation or Update
Install the Nymi Agent application, which is included in the Nymi Runtime installation package,
on a machine in the environment.

When you install the Nymi Runtime software, you can choose to install the Nymi Agent
application only.

1. You can install the Nymi Agent silently by typing one of the following commands:

"Nymi Runtime Installer version.exe" /exenoui InstallEndpoint=0 /g /log NymiRuntimelnstallation.log

» For installations on non-English operating systems,

"Nymi Runtime Installer version.exe" ServiceAccount="Local System" /exenoui InstallEndpoint=0/q/log
NymiRuntimel nstallation.log

Where you replace version with the version of the Nymi installation file.
Note: Ensure that you enclose the filename in double quotes.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, Nymi Runtime appears in the Pr ogr am and Feat ur es
applet and NymiRuntimelnstallation.log file contains information about the installation.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

2. Perform the following steps to ensure that the Nymi Agent uses the Nymi Infrastructure
Service Account to communicate with Nymi Enterprise Server(NES).

a) Create a text file named creds.txt that contains two lines:

« Username of the Nymi Infrastructure Service Account
» Password of the Nymi Infrastructure Service Account

b) Open a Command prompt with the Run as Adni ni strat or option.

¢) From the command prompt change to the C:\Nymi\NymiAgent\Tools directory, and type
the following command:
cryptoutil.exe encrypt-service-account -i C:\Nymi\NymiAgent\creds.text -o C:\Nymi
\NymiAgent\
The Cryptoutil tool creates the following files in the C:\Nymi\NymiAgent\certs folder:

« credentials-contains the encrypted credentials for the Nymi Infrastructure Service Account
e Private key
* Public key

d) Permanently delete the C:\Nymi\NymiAgent\creds.txt file.
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8.4.1.3 - Configuring Nymi Agent

Perform the following actions on the centralized Nymi Agent server to take advantage
improvements that support secure communications between the centralized Nymi Agent and
other Nymi components

1. Change to the C:\Nymi\NymiAgent directory.

2. For updates from Connected Worker Platform(CWP) versions prior to CWP 1.16.0, edit
the C:\Nymi\NymiAgent\nymi_agent.toml file, after the parameter directory_service_id
parameter, add the following line:

credentials_location = "certs/"
The credentials_location parameter enables the use of the Nymi Infrastructure Service Account to

complete authentication tasks with underlying functionality that improves the performance of Nymi
Band taps in web-based NEAs and with BLE Taps.

3. To use secure websocket communications between the centralized Nymi Agent and Nymi
Bluetooth Endpoint and centralized Nymi Agent with NEAs, edit the C:\Nymi\NymiAgent
\nymi_agent_default.toml file and copy the new content in the [agent] section.

The new content starts with the following line:

# Getting wss connection in agent can be done by enabling below flags and ends with the following
line: #keyfile = "/path/to/keyfile.pem"

Note: Refer to the section Certificates for Secure Websocket Connections for more information
about the TLS requirements.

4. Paste the new content into the C:\Nymi\NymiAgent\nymi_agent.toml file, in the [agent]
section.

5. Edit the values for the new parameters.
The following table provides information about each new parameter.

Parameter and Default Values | Section Name Description

protocol = "ws" [agent] Optional. To enable the
standard Nymi Agent to

use secure websocket
communications, uncomment
protocol and change the value
to wss.

Note: Requires the
configuration of the cacertfile,
cacert, and keyfile parameters
in the [agent] section.

For example, protocol = "wss"
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port = "9120" [agent] Optional. Defines an alternate
server port on which Nymi
Agent communicates with the
Nymi Bluetooth Endpoint and
NEAs. The default port number
is 9120. Nymi recommends
that you use the default port

number.
cacertfile = "/path/to/ [agent] Required when you want to
cacertfile.pem" use the wss protocol to secure

communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the PEM-formatted
CA certificate bundle. The CA
certificate bundle must start
from the root CA and end in
the subordinate CA issuing the
server certificate.

Note: Requires the
configuration of protocol=
"wss", certfile and keyfile
parameters in the [agent]
section.

For example: cacertfile = "certs/
LocalLabRootCA3.pem"
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Parameter and Default Values | Section Name Description

certfile = "path/certfile.pem" [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the TLS certificate file
containing the Nymi Agent
server certificate in PEM
format.

Note: Requires the
configuration of protocol=
"wss", cacertfile, and keyfile
parameters in the [agent]
section.

For example: "certfile = "certs/
tw-srv1.tw-lab.local-cert.pem"

keyfile = "path/keyfile.pem" [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAs.
Uncomment and specify the
path to the TLS certificate
private key file, unencrypted
and PEM formatted.

Note: Requires the
configuration of protocol=
"wss", cacertfile, and certfile
parameters in the [agent]
section.

For example: "keyfile = "certs/
tw-srvl.tw-lab.local-key.pem"

6. Save the file.
7. Restart the Nyni  Agent service.

Ensure that you edit the nbe.toml file on each user terminal and change the protocol that
is used to connect to the Nymi Agent from ws to wss. For example, agent_url = "wss://tw-
srv2.tw-lab.local:9120/socket/websocket"
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8.4.2 - Update Thin Clients

For thin clients, install the newer version of Nymi Runtime, which update the Nymi Runtime.

8.4.2.1 - Installing the Nymi Bluetooth Endpoint By Using the

Installation Wizard

Install the Nymi Bluetooth Endpoint, which is included in the Nymi Runtime installation package,
on each Citrix or RDP client in the environment. When you install the Nymi Runtime software,
you can choose to install the Nymi Bluetooth Endpoint only.

Uninstall the previous version of Nymi Runtime.

Perform the following steps to install Nymi Bluetooth Endpoint manually.

Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
Log in to the terminal, with an account that has administrator privileges.
Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
Extract the Nymi SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as adm ni strator.

On the V&l cone page, click I nstal | .

. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

8. Onthe Wl cone to the Nymi Runtine Setup W zard page, click Next .
9. Onthe Nymi Runti ne Set up window, expand Nym Runti ne.

10Select Nynmi  Agent, and then selectEntire feature will be unavail abl e, as
shown in the following figure, and then click Next .

a s wnh e

~N o
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#2 Nymi Runtime 5.1.1.439 Setup —

Nymi Runtime Setup
Select the way you want features to be installed,

Click the icons in the tree below to change the way features will be installed.

[ gvl Mymi Runtime
_— Mymi Agent

""""" =  Will be installed on local hard drive

=18 Entire feature will be installed on local hard drive

Lr

=0 Feature will be installed when required

Entire feature will be unavailable
< T

Browse. ..

Reset Disk Usage Back

Cancel

Figure 80: Nymi Agent feature will be unavailable

11.0bserve that Nym  Agent is not available, as shown in the following figure, and then click

Next .
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#7 Nymi Runtime 5.0.5.46 Setup —

X |
Nymi Runtime Setup /\

| <\ )
Select the way you want features to be installed. Q/

Click the icons in the tree below to change the way features will be installed.

= Q'I Nymi Runtime
(% -]

=hd

4

Nymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

Reset Disk Usage Back Cancel

Figure 81: Nymi Agent feature is not available

12.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

» Accept the default service account NTAuthority\LocalService, click Next .

» For non-English Windows Operating Systems and for Nymi WebAPI configurations where you
install the centralized Nymi Agent on the NES server, choose the LocalSystem account from the
drop list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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fl Nymi Runtime 5.13.0.3 X
Service Account .//_-\.
Account to run system services as I'( :/'I
Service Account:
[ uthority Local Servic] ]

The service account must be allowed to "Logon as
Service™ or an error will occur.

Back Next Cancel

Figure 82: Nymi Runtime Service Account window
130nthe Ready to install page,clicklnstall.
14 Click Fi ni sh.
150nthe I nstall ati on Conpl et ed Successfully page, click C ose.
16.Stop the Nynmi Bl uet oot h Endpoi nt service.
17.C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
18.Startthe Nymi Bl uet oot h Endpoi nt service.

8.4.2.2 - Installing Nymi Bluetooth Endpoint Silently

Uninstall the previous version of Nymi Runtime.

1. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
2. Run a Command Prompt as administrator.

You can install the Nymi Bluetooth Endpoint silently by typing one of the following commands:

"Nymi Runtime Installer version.exe" /exenoui Install Agent=0 /g /log NymiRuntimel nstallation.log

e For installations on non-English operating systems,

"Nymi Runtime Installer version.exe" ServiceAccount="Local System" /exenoui InstallAgent=0/q/log
NymiRuntimel nstallation.log

Where you replace version with the version of the Nymi installation file.

Note: Ensure that you enclose the filename in double quotes.
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The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, Nymi Runtime appears in the Pr ogr am and Feat ur es
applet and NymiRuntimelnstallation.log file contains information about the installation.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

3. Stop the Nymi Bl uet oot h Endpoi nt service.
4. C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
5. Startthe Nynmi Bl uet oot h Endpoi nt service.

8.4.2.3 - Update Nymi Bluetooth Endpoint TOML File

This section applies only if you updated the centralized Nymi Agent and changed the protocol
from ws to wss or changed the default connection port.

On each user terminal, edit the nbe.toml file and change the protocol in the agent_url
parameter from ws to wss, and the restart the Nymi Bluetooth Endpoint service.

For example:
agent_url = "wss://agent.nymi.com:port/socket/websocket"

where:

e agent.nymi.com is the FQDN of the centralized Nymi Agent machine.

e portis the port number on which to communicate with the centralized Nymi Agent
machine. The port number must match the port number defined in the C:\Nymi\NymiAgent
\nymi_agent.toml on the centralized Nymi Agent machine.

8.4.3 - Update User Terminals for Lock and Unlock

If you use Nymi Lock Control on the user terminal, you can update Nymi Lock Control silently or
by using the installation wizard. The Nymi Lock Control update installs Nymi Runtime.

8.4.3.1 - Updating Nymi Lock Control with the Installation Wizard

Perform the following steps on each user terminal in the environment.

Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.

Right-click NymiLockControl-installer-vw.x.y.z and select Run as adm ni strat or.
Onthe User Account Control window, click Yes.

Onthe Wl come to the Prerequisites Setup W zard window, click Next .
On the Pr er equi si t es window, click Next .

On the Vel cone page, click I nstal | .

Onthe Wl conme to the Nymi Runtinme Setup W zard page, click Next .

No gk wbdRE
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8. Onthe Nymi Runti ne Set up window, expand Nym Runti ne.

9. Select N\ymi  Agent, and then selectEntire feature will be unavail abl e, as
shown in the following figure, and then click Next .

#2 Nymi Runtime 5.1.1.439 Setup — *

Nymi Runtime Setup
Select the way you want features to be installed,

Click the icons in the tree below to change the way features will be installed.

[ Qvl Mymi Runtime
-
= Will be installed on local hard drive

=18 Entire feature will be installed on local hard drive

LIr
=0 Feature will be installed when required

Entire feature will be unavailable

£ F |

Browse. ..

Reset Disk Usage Back Cancel

Figure 83: Nymi Agent feature will be unavailable

10.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

« Accept the default service account NTAuthority\LocalService, click Next .

« For non-English Windows Operating Systems and for Nymi WebAPI configurations where you
install the centralized Nymi Agent on the NES server, choose the LocalSystem account from the
drop list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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48 Nymi Runtime 5.13.0.3 b4
—
Service Account { » \.
Account to run system services as -\_' \.‘_’l.,-'
Service Account:
T Authority Local Service []

The service account must be allowed to "Logon as
Service™ or an error will occur.

Back Next Cancel

Figure 84: Nymi Runtime Service Account window
110Onthe (Optional) Nym |Infrastructure Service Account, click Next .

Only deployments that use web-based Nymi-enabled Applications(NEAs) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

120n the Ready to install page,clickl nstall.

13.Click Fi ni sh.

140nthelnstall ati on Compl et ed Successfully page, click C ose.

15.0n the Wl comre to Nymi Lock Control Setup W zard window, click Next .
16.0n the Sel ect I nstall ation Fol der window, perform the following actions:

a) To change the installation location, click Br ows e, navigate to a nhew installation folder,
and then click Sel ect Fol der
b) To keep the default installation location, click Next .

17.0n the Ready to I nstall window, click| nstall.

18.0n the Conpl eting the Nym Lock Control Setup W zard window, click Fi ni sh.
19.Stop the Nymi Bl uet oot h Endpoi nt service.

20.C:\Nymi\Bluetooth _Endpoint\nbe.toml file with your backup copy.

21 Startthe Nym Bl uet oot h Endpoi nt service.

8.4.3.2 - Installing or Updating Nymi Lock Control Silently
Perform the following steps to install or update the Nymi Lock Contral silently, for example,
when you want to install the software remotely by using a software distribution application.

1. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
2. Save the Nymi Lock Control package, provided to you by your Nymi Solution Consultant.
3. Launch the command prompt as administrator.
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4. From the folder that contains the Nymi Lock Control, type NymiLockControl-installer-
VVer si on.exe /exenoui /q

Where you replace ver si on with the version of the Nymi installation file.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, the Nymi Lock Control application appears in the Pr ogr am
and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

5. Stop the Nynmi Bl uet oot h Endpoi nt service.

6. C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
7. Startthe Nyni Bl uet oot h Endpoi nt service.

8. Log out and log back into the user terminal.

8.4.3.3 - Update Nymi Bluetooth Endpoint TOML File

This section applies only if you updated the centralized Nymi Agent and changed the protocol
from ws to wss or changed the default connection port.

On each user terminal, edit the nbe.toml file and change the protocol in the agent_url
parameter from ws to wss, and the restart the Nymi Bluetooth Endpoint service.

For example:
agent_url = "wss://agent.nymi.com:port/socket/websocket"

where:

e agent.nymi.com is the FQDN of the centralized Nymi Agent machine.

e portis the port number on which to communicate with the centralized Nymi Agent
machine. The port number must match the port number defined in the C:\Nymi\NymiAgent
\nymi_agent.toml on the centralized Nymi Agent machine.

Update the Nymi Bluetooth Endpoint software on the IGEL clients.

8.5.1 - Uploading Nymi Packages to Universal
Management Suite

Follow the instructions below to upload the Nymi Bluetooth Endpoint package to the Universal
Management Suite (UMS) server.
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About this task

Obtain the installation package from Nymi.

Procedure

1. Extract the installation package to a machine that has access to the UMS Console.

2. Connect to the UMS Console.

3. In UMS Console, right-click the Fi | es folder in the left navigation pane, and then select
New Fi | e.
The New fi | e window appears.

4. Inthe Fi | e Sour ce section, select the appropriate source option, for example, Upl oad
Local File to UMS Server, and then navigate to the folder location that contains the
nymi.tar.bz2 file, select the file, and then click Qpen.

5. Click OK.
6. Right-click the Fi | es folder in the left navigation pane, and then select New Fi | e.
The New fi | e window appears.

7. Inthe Fi | e Sour ce section, select the appropriate source option, for example, Upl oad
Local File to UMS Server ,andthen navigate to the folder location that contains the
nymi.inf file, select the file, and then click Gpen.

8. Click OK.

Results

The following figure provides a example of the Files folder with the files. Make note of the
value in Downl oad URL field for each file, as you will require is information in the Customizing
the Custom Partition section.

Z- IGEL Universal Management Suite 6

ESEC Devices Misc Help
o 5 0 T
gj E RE 2 Cas 5 Regex Whole Text

Server - 10.0.1.61

agement Suite 6 Jor 2 Client path

B nymitarbz?

Figure 85: Files window

8.5.2 - Updating Nymi Bluetooth Endpoint on IGEL

Perform the following steps to update the Nymi software on an IGEL user terminal.
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About this task

The procedure requires you to reboot the client.

Procedure

1. Perform the following steps to take the partition offline.

a) From the UMS console, in the Pr of i | es section, right-click the profile that contains the
Nymi custom partition, and then select Edi t Confi gurati on.

b) Navigate to System > Fi rmware Customni zation > Custom Partition >
Partition.

c) Clear the Enabl e Parti ti on option, as shown in the following figure.

Z: IGEL Universal Management Suite 6

I *» System P Firmware Customization *™ Custom Parition » Partition

This feature requires an active Enterprise Management Pack subscription.
Server - 10.0.1.
£ Enable Partition
¥ /- IGEL Universal Manage

v Profiles (3)
Debug-Basew/RO|
Default
Nymi
Master Profiles (0)
X Template Keysand¢ -7 Name
AGENT_URL 10.1.1:9120/socket'websocket

Partitions Parameters

. Time and Date
> I Update
» [ Remote management
» Il Remote Access
B Logging
(' » W Power Options

¥ views (0)
Jobs (0)
» B Files(4) & Design
» W Universal Firmware || » [ Environment Variables
@ Search History (0)
7 Recycle Bin (159)

Search

UMS Administraf| Apply and send to device Save Cancel

Figure 86: Disable the Partition option

d) Click Apply and send to devi ce.

e) On the Updat e ti ne dialog box, select Now, and then click Ck.
The following figure shows the Updat e ti e dialog.
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This feature requires an active Enterprise Management Pack subscription.
& Enable Partition

Partitions P3|
Update time

Name Value
" T
AGENT_URL| When should these changes take effect? ws:/192.10.1.1:9120/socketwebsocket
Next Reboot
*) Now

Apply and send to device

Figure 87: Update time window
2. Click Save.

3. From the left navigation pane in the UMS console, right-click the device that contains the
profile for the Nymi custom partition, and then select Reboot .

Figure 88: Reboot option

4. Perform the following steps after the device reboot completes to confirm that the custom
partition does not appeatr:

a) In the left navigation pane of the UMS Console, right-click on the device, and then select
Shadow, as shown in the following figure.
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server - 10.0.1.96 IDevicesATCOOEOCS1C3903

¥ /- IGEL Universal Management Suite 6
v % Frofies 3) |;] ITCOOEOC51C3903
Debug-Basew/RDP trace

Default

Nymi

Master Profiles (0)
» X Template Keys and Groups (0)

v Firmwa
Nymi

v B Devices
Ll mco

L] irco

£ reo
Clmee
Mobile [
Shared

¥ views ((
Jobs (0

» W Files (4
> W Univers
® Search

7 Recycle

¥ System Information

Aftribute

Name
1 act ID

R Edit Configuration

& Rename

TI Delete

@ Clear "Configuration Change Status® flag
E§ Access control

X cut
& Copy
[ Paste

S erminal
Suspend
Shutdown

Wake up
Reboot

Update & snapshot commands
Other commands

Specific Device Command

Shadow

Take over settings from ...

Figure 89: Shadow option

b) When prompted, type the login credentials.

¢) On the Desktop, open a terminal window.

d) Type the following command to change to the root directory: cd /.

e) Type Is -l and confirm that the /custom partition does not appear in the output.

Note: If the partition appears, repeat the steps to disable the partition on all devices that contain
the Nymi custom partition

5. In the left navigation pane of the UMS Console, in the Fi | es section, right-click nymi.inf,
and then select Del et e, as shown in the following figure.
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12 Select the Enabl e Partiti on option.
13.Click Appl y and send to device.

Z- IGEL Universal Management Suite 6

< OHE®

Server - 10. 6
¥ /- IGEL Universal Management Suite 6
v Profiles (3)
Nymi
Debug-Basew/RDP trace
Default
/1 Master Profiles (0)
» X Template Keys and Groups (0)
> Firmware Customizations (1)
v & Devices (4)
L1 ITC0015C581CACF
C] mcooE0C51C3783
L] ITCO0EOC51C3903
L] mceasB76c91832
Mobile Devices (0)
Shared Workplace Users
¥ Views (0)
Jobs (0)
v B Files (4)
|
B nymi)
B nymit
B gadal
> W Universz
@ Seareny 8 Access control

W Editfile
T Delete
Update file version

7 Recydle 3% Cut
0 Paste

Logging: Messages

UMS Administration i )

Connected to 10.0.1.96 as Administrator

U B8 %

[Files/nymi.tar.bz2
Source URL

Classification

Access rights

User

> Assigned Firmware Customizations

Figure 90: Delete menu option
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. In the left navigation pane of the UMS Console, in the Fi | es section, right-click
nymi.tar.bz2, and then select Del et e.

. In the left navigation pane of the UMS Console, right-click Fi | es, and then select New

Fi | e. Navigate to the folder that contains the new nymi.inf, and then select the file.

. In the left navigation pane of the UMS Console, right-click Fi | es, and then select New

Fi | e. Navigate to the folder that contains the new nymi.tar.bz2, and then select the file.

From the left navigation pane in the UMS console, right-click the device that contains the
profile for the Nymi custom partition, and then select Reboot .

10.From the UMS console, in the Pr of i | es section, right-click the profile that contains the
Nymi custom partition, and then select Edi t Confi gurati on.

11.Navigate to System > Firmnvare Customni zation > Custom Partition >

Partition.

14.0n the Updat e ti ne dialog box, select Now, and then click Ck.

15.From the left navigation pane in the UMS console, right-click the device that contains the
profile for the Nymi custom partition, and then select Reboot .
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Update the Nymi Runtime software on Windows user terminals that use the Nymi Band to
perform authentication tasks. In Citrix/RDP environments, update the Nymi Runtime software
on server that acts as the centralized Nymi Agent.

8.6.1 - (Windows) Install Nymi Runtime
Nymi Runtime facilitates communication between NES and the Nymi Bands.

Install the Nymi Runtime on each user terminal on which you will also install a Nymi-enabled
Application. You can perform a customizable installation or a silent installation.

Note: The Bluetooth (BLE) driver is installed with the installation of Nymi Runtime. The BLE
driver may also be installed separately by going to the Nymi SDK package and installing the
BleDriver .msi file.

8.6.1.1 - Installing Nymi Runtime with the Installation Wizard
Perform the following steps to install or update Nymi Runtime on a network device, on which
you want to install a Nymi-enabled Application.

Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
Log in to the terminal, with an account that has administrator privileges.
Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.
Extract the Nymi SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as adm ni strat or.

On the Wl cone page, click | nstal | .

. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

8. Onthe Wl come to the Nym Runtinme Setup W zard page, click Next .
9. Onthe Nymi Runti nme Set up page, click Next .

10.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

a s bRk

N o

» Accept the default service account NTAuthority\LocalService, click Next .
» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .
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Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.

fl Nymi Runtime 5.13.0.3 X
Service Account .// -\.
| < \'— |
Account to run system services as '\ -//'
Service Account:
T Authority Local Service [v]

The service account must be allowed to "Logon as
Service™ or an error will occur.

Back Next Cancel

Figure 91: Nymi Runtime Service Account window
110Onthe (Optional) Nym Infrastructure Service Account, click Next .

Only deployments that use web-based Nymi-enabled Applications(NEAs) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

120n the Ready to install page,clickl nstall.

13.Click Fi ni sh.

140nthel nstall ati on Compl et ed Successfully page, click C ose.
15.Stop the Nynmi Bl uet oot h Endpoi nt service.
16.C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.

17 Startthe Nymi Bl uet oot h Endpoi nt service.

8.6.1.2 - Installing Nymi Runtime Silently

Perform the following steps to update the Nymi Runtime without user intervention.

Uninstall the previous version of Nymi Runtime.

1. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.

2. Log in to the user terminal with an account that has administrator privileges.
3. Extract the Nymi SDK distribution package.

4. Launch the command prompt as administrator.
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5. Change to the ..\nymi-sdk\windows\runtime folder, and then type one of the following
commands:

"Nymi Runtime Installer version.exe" /exenoui /g /log NymiRuntimel nstallation.log

« For installations on non-English operating systems,

"Nymi Runtime Installer version.exe" ServiceAccount="L ocal System" /exenoui /q /log
NymiRuntimel nstall ation.log

Where you replace version with the version of the Nymi installation file.
Note: Ensure that you enclose the filename in double quotes.

The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, Nymi Runtime appears in the Pr ogr am and Feat ur es
applet and NymiRuntimelnstallation.log file contains information about the installation.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

6. Stop the Nymi Bl uet oot h Endpoi nt service.
. C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
8. Startthe Nymi Bl uet oot h Endpoi nt service.

\I

If required, you can review the installation log file in the %temp% directory named Nymi
Runtime_ver si on_ti me.log

8.6.2 - (HP Thin Pro) Installing Nymi Bluetooth
Endpoint

Follow the instructions below to manually install Nymi Bluetooth Endpoint manually. Retrieve the
installation file nbed-cron_x.y.z_amd64.deb from Nymi.

Retrieve the installation file nbed-cron_x.y.z_amd64.deb from Nymi.

1. Switch your user mode to Adrmi ni strat or from the system menu, or log in by entering an
the credentials of a person in the domain admin group.
a) Right-click the desktop or click St art .

b) Click Swi tch to Admi ni strator from the menu. You will be prompted to enter the
administrator password.

The screen is surrounded by a red border when in administrator mode.

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 130



8 - Updating Connected Worker Platform

2. Extract the file, nbed-cron_x.x.z_amd64.deb, from the Nymi distribution package and save
it to the machine. Where x.y.z is the version of the file. Note the file path.

3. Unlock read/write access with X Ter m nal .

a) Click St art and go to Tool s.
b) Click X Ter m nal .
c) Type fsunlock

4. In X Ter m nal change the directory to the file location of nbed-cron_x. y. z_amd64.deb
and install the extracted file.

dpkg -i nbed-cron_x.y.z_amd64.deb

Where you replace X. Y. zZ with the actual version number of the file.
5. Reboot the client.

If you use Nymi Lock Control on the user terminal, you can update Nymi Lock Control silently or
by using the installation wizard. The Nymi Lock Control update installs Nymi Runtime.

8.7.1 - Installing or Updating Nymi Lock Control
with the Installation Wizard

Perform the following steps on each user terminal in the environment.

Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.

Right-click NymiLockControl-installer-vw.x.y.z and select Run as admi ni strator.
On the User Account Contr ol window, click Yes.

Onthe Wl cone to the Prerequisites Setup W zard, click Next .

On the Pr er equi si t es window, leave the default selections, and then click Next .
On the Wl cone window, click I nstal | .

Onthe Wl cone to the Nym Runtinme Setup W zard page, click Next .
Onthe Nymi Runtinme Set up window, leave the default options, and then click Next

On the Servi ce Account window, perform one of the following actions to choose the
account that starts the service:

© 0N gD R

« Accept the default service account NTAuthority\LocalService, click Next .
» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .
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Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.

fl Nymi Runtime 5.13.0.3 X
Service Account .//_-\.
Account to run system services as I'( :/'I
Service Account:
[ uthority Local Servic] ]

The service account must be allowed to "Logon as
Service™ or an error will occur.

Back Next Cancel

Figure 92: Nymi Runtime Service Account window
10.0nthe Ready to install page,clicklnstall.
11 Click Fi ni sh.
120nthelnstall ati on Conpl eted Successfully page, click C ose.
13.0n the Wl come to Nymi Lock Control Setup W zard window, click Next .
140n the Sel ect I nstall ati on Fol der window, perform the following actions:

a) To change the installation location, click Br ows e, navigate to a new installation folder,

and then click Sel ect Fol der
b) To keep the default installation location, click Next .

15.0n the Ready to I nstall window, click | nstall.

16.0nthe Conpl eting the Nym Lock Control Setup W zard window, click Fi ni sh.

17.Stop the Nymi Bl uet oot h Endpoi nt service.
18.C:\Nymi\Bluetooth_Endpoint\nbe.toml file with your backup copy.
19.Start the Nymi Bl uet oot h Endpoi nt service.

20.Log out and log back into the user terminal.

8.7.2 - Installing or Updating Nymi Lock Control
Silently

Perform the following steps to install or update the Nymi Lock Control silently, for example,
when you want to install the software remotely by using a software distribution application.
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1. Create a backup copy of the C:\Nymi\Bluetooth_Endpoint\nbe.toml file.

2. Save the Nymi Lock Control package, provided to you by your Nymi Solution Consultant.

3. Launch the command prompt as administrator.

4. From the folder that contains the Nymi Lock Control, type NymiLockControl-installer-
vVer si on.exe /exenoui /q
Where you replace Ver si on with the version of the Nymi installation file.
The installation command returns to a command prompt immediately, and the installation completes
silently. When the installation completes, the Nymi Lock Control application appears in the Pr ogr am
and Feat ur es applet.
Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /q option with
the /passive option in the installation command.

5. Stop the Nymi Bl uet oot h Endpoi nt service.

6. C:\Nymi\Bluetooth Endpoint\nbe.toml file with your backup copy.

7. Startthe Nym Bl uet oot h Endpoi nt service.

8. Log out and log back into the user terminal.

Nymi provides a firmware updater utility to update Nymi Bands.

You can update one Nymi Band at a time or up to 5 consecutive Nymi Bands that are on
charge and within bluetooth range of the computer that runs the utility.

During the update process, the utility provides the operator with high-level status information
about the process. The upgrade process generates a log file that details the Nymi Bands that
were updated, including serial numbers and firmware versions.

When the utility completes a Nymi Band update, the utility scans for other Nymi Bands in the
vicinity (within Bluetooth range) that require an update. If a Nymi Band is found, the update is
started on another Nymi Band. The utility keeps running until terminated by the user.

8.8.1 - Updating the Firmware on Multiple Nymi
Bands

You can update the firmware on a maximum of five Nymi Bands at one time. Attempting to
update more than five concurrently may require the user to stop and manually restart the
firmware update utility.

Updating the firmware on multiple Nymi Bands concurrently requires the following:
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*  Windows 10 computer.

* USB hub.

» Up to 5 Bluetooth adapters.

» Enough charging cradles to fill the ports in the USB hub (less the ports for the Bluetooth
Adpaters).

1. Download and extract the firmware package into a directory of your choice on a Windows
computer. For example, C:\Nymi_firmware.

2. If the Windows machine has the Nymi Band Application or Nymi Runtime installed on it, stop
the Nymi Bluetooth Endpoint service.

3. Disable or extend sleep mode on computer to prevent the utility from terminating when the
computer goes to sleep.

4. Plug the USB hub into an electrical outlet, and then into a USB port on the Windows
machine.

5. Plug up to 5 Bluetooth Adapters into the USB hub.

6. Plug Nymi Band charging cradles into the remaining ports on the USB hub, and put a Nymi
Band on each cradle.

Note: If you put a drained Nymi Band on charge, the charging icon appears, and the update process
starts when there is a sufficient battery charge on the Nymi Band.

7. From a command prompt on the Windows computer, change to the directory that contains
the fw_updater GOLD_<version>.exe file.

The firmware update utility interface appears and provides the following information:

« Firmware version—The version of firmware version that the utility applies to eligible Nymi Bands.
* Number of available BLE adapters—Number of Bluetooth Adapters that the utility detects in
bluetooth range.

* Number of in progress updates—Number of Nymi Band that are in STAND BY or DOWNLOAD
state

« Total number of Nymi Bands that are updated during the session. The following figure provides
an example of the interface.

Figure 93: Firmware update utility interface

The utility scans the Bluetooth adapters on the USB hub for a Nymi Band that has a firmware version
that is older than the version in the firmware package, or a Nymi Band with recovery firmware. When
the utility detects a Nymi Band that requires the update, the Nymi Band screen displays STAND

BY, and when the utility starts the transfer of the firmware to the Nymi Band, the Nymi Band screen
displays DOWNLOAD.

Note: The utility requires the Nymi Bands to be in close proximity of the Bluetooth adapter(s) before
the firmware update transfers to the Nymi Band. The range varies with the environment, and the
default range is approximately 6-18 inches. The default range is limited to avoid unintended updates
of Nymi Bands. If an increased range is desired, run the utility with the --rssi val ue argument,
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where val ue is in the range of -50 to -99. A lower RSSI value (closer to -99) provides longer range,
while a larger value (eg. -50) will decrease it. By default a value of -60 is used.

8. When the Nymi Band firmware download completes, the Nymi Band automatically restarts
and applies the update. A brief SUCCESS message appears when the update completes.
Take the completed Nymi Band off charge and plug in another Nymi Band that requires
updating.

The firmware update process takes about 5 minutes.

9. To stop the application, press Ctrl+C.

When the utility terminates, Nymi Bands that were in the process of downloading software will revert
back to the previous firmware version.

10.If required, restart the Nymi Bluetooth Endpoint service.

Some firmware updates, require you to re-enroll the Nymi Band, review Updating Nymi
Connected Worker Platform for more information.

8.8.2 - Updating the Firmware on a Nymi Band

You can update the firmware on a Nymi Band that you plug into a machine that has access to
the firmware update utility.

Updating the firmware on a Nymi Band requires the following:

* Windows 10 computer with 2 USB ports.
* One Bluetooth adapter.
* One charging cradle.

1. Download and extract the firmware package into a directory of your choice on a Windows
computer. For example, C:\Nymi_firmware.

2. Disable or extend sleep mode on computer to prevent the utility from terminating when the
computer goes to sleep.

3. If the Windows machine has the Nymi Band Application or Nymi Runtime installed on it, stop
the Nymi Bluetooth Endpoint service.

4. Plug the Bluetooth Adapter into a USB port on the Windows machine.
5. Plug Nymi Band charging cradles into other USB port, and put the Nymi Band on the
cradle.

Note: If you put a drained Nymi Band on charge, the charging icon appears, and the update process
starts when there is a sufficient battery charge on the Nymi Band.

6. Change to the directory that contains the fw_updater_GOLD_ver si on.exe file, right-click
on the file, and then select Run as adni ni strator.

The firmware update utility interface appears and provides the following information:
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« Firmware version—The version of firmware version that the utility applies to eligible Nymi Bands.

* Number of available BLE adapters—Number of Bluetooth Adapters that the utility detects in
bluetooth range.

* Number of in progress updates—Number of Nymi Band that are in STAND BY or DOWNLOAD
state

« Total number of Nymi Bands that are updated during the session. The following figure provides

an example of the interface.

I

Figure 94: Firmware update utility interface

The utility scans the Bluetooth adapter for a Nymi Band that has a firmware version that is older
than the version in the firmware package, or a Nymi Band with recovery firmware. When the utility
detects a Nymi Band that requires the update, the Nymi Band screen displays STAND BY, and
when the utility starts the transfer of the firmware to the Nymi Band, the Nymi Band screen displays
DOWNLOAD.

7. When the Nymi Band firmware download completes, the Nymi Band automatically restarts
and applies the update. A brief SUCCESS message appears when the update completes.
Take the completed Nymi Band off charge and plug in another Nymi Band that requires
updating.

The firmware update process takes about 5 minutes.

8. The firmware update utility continues to scan the Bluetooth Adapter for a Nymi Band that
requires an update. To stop the utility, press Ctrl+C.

If you stop the utility while a firmware update was in progress of downloading the software, the Nymi
Band reverts back to the previous firmware version.

9. If required, restart the Nymi Bluetooth Endpoint service.

Some firmware updates, require you to re-enroll the Nymi Band, review Updating Nymi
Connected Worker Platform for more information.

8.8.3 - Firmware updater log files

By default, the firmware update utility creates two files in the same location as that contains
the fw_updater_gold_v<version>.exe file, which you can view at any time during the firmware
update process.

Note: You can use the --log argument to define an alternate location for the files.

* result_log.csv—Contains summary information about the Nymi Bands that the firmware
update utility updates.

» fw_updater.log—Contains system diagnostic information about actions that utility runs
during Nymi Band firmware updates. The utility creates a maximum of 5 rotating log files.
Each of these log files cannot exceed 10MB.
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Starting with Connected Worker Platform(CWP) 1.15, the Nymi solution supports a new, high
performance protocol over Bluetooth between the Nymi Runtime and Nymi Bands.

After you update all CWP components, including Nymi Band firmware on all Nymi Bands

to CWP 1.15.x and later, perform the following steps on all Windows user terminals (for
Evidian environments on Wearable user terminals only) where users access Nymi-enabled
Applications(NEAS) to disable the legacy protocol. The enrollment terminal only requires the
environment variable if users access NEAs on the enroliment terminal.

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he
System Envi ronnent Vari abl es.

2. Click Envi ronnent Vari abl es.
3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:

a) In the Vari abl e Nane field, type NYMI_NEA_SUPPORT_LEGACY_MODE
b) Inthe Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.

New System Variable X
Variable name: ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ 0 |
Browse Directory. Browse File... Cancel
Figure 95: New System Variable window
c) Click K.
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9 - Appendix—Recording the
CWP Variables

Throughout the deployment process, you will perform configuration tasks that you will be

required to remember later on.

Use the following table to keep track of values for variables that you define when you deploy

the CWP solution.

Table 5: CWP Values

Nymi Enterprise
Server(NES) FDOQN

NES deployment

NES URL

NES_URL

Connect to the NES
Administrator Console

NES Communication
port number (LDAP/
LDAPS)

CORP_LDAP_PORT

CWP Backend
deployment (cca script)

NES Administrators
group name and user
accounts

NES deployment

CWP Backend
deployment (cca script)

NES Administrator
accounts

Access to NES
Administrator Console

Nymi Infrastructure
service account

Nymi Agent
communications

with NES and NES
communications with the
SQL server.
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10 - Appendix—Recording the
CWP Component FODNS

Throughout the deployment process, you will perform configuration tasks that you will be
required to remember later on.

Use the following table to keep track of FQDNs for various components in the CWP solution.
Table 6: CWP Values

Nymi Enterprise Server(NES) FDQN

Centralized Nymi Agent & virtual server port #
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11 - Appendix—TLS Certificates
Expiration Dates

The Connected Worker Platform(CWP) makes use of a server TLS certificates. Each
certificate has an expiration date. Record the expiration date of each certificate as you go
through the deployment procedure and keep this sheet for your records. Renew certificates
before the expiration date to avoid disruption of CWP services. For more details on certificate
management, see the Nymi Connected Worker Platform—Administration Guide.

Table 7: Certificate Expiration Dates

Nymi Enterprise Server(NES) TLS Server
Certificate

Nymi Agent(WebAPI)

Copyright ©2024 Nymi Connected Worker Platform 1.19.0 Deployment Guide v1.0 140



Copyright ©2024
Nymi Inc. All rights reserved.

Nymi Inc. (Nymi) believes the information in this document is accurate as of its
publication date. The information is subject to change without notice.

The information in this document is provided as-is and Nymi makes no representations or
warranties of any kind. This document does not provide you with any legal rights to any
intellectual property in any Nymi product. You may copy and use this document for your
referential purposes.

This software or hardware is developed for general use in a variety of industries and
Nymi assumes no liability as a result of their use or application. Nymi, Nymi Band, and
other trademarks are the property of Nymi Inc. Other trademarks may be the property of
their respective owners.

Published in Canada.
Nymi Inc.

Toronto, Ontario
www.nymi.com



http://www.nymi.com

	Contents
	3 - Preface
	4 - Deployment Overview
	4.1 - Deployment of the Nymi WebAPI
	4.2 - Nymi WebAPI Configuration Requirements

	5 - Prepare for Connected Worker Platform Deployment
	5.1 - Hardware and Software Requirements
	5.1.1 - NES Requirements
	5.1.2 - Time Synchronization Requirements
	5.1.3 - User Terminal Requirements

	5.2 - Networking Requirements
	5.2.1 - Domain Name Service Requirements for Non-Clustered Deployment
	5.2.2 - Firewall Port Requirements
	5.2.3 - Citrix/RDP Client Considerations

	5.3 - Connected Worker Platform Certificate Requirements
	5.3.1 - Using TLS Certificates Issued by Untrusted Certificate Authorities

	5.4 - Active Directory Requirements
	5.4.1 - Domain and Trust Requirements
	5.4.2 - Creating the Active Directory Group for NES
	5.4.3 - (Optional) Creating an Organizational Unit for User Terminals
	5.4.4 - Creating the Nymi Infrastructure Service Account

	5.5 - Database Requirements
	5.5.1 - Creating the NES database
	5.5.2 - Configuring SQL Database for Remote Access

	5.6 - CWP Package Requirements
	5.6.1 - Obtaining the NES Software Package


	6 - Deploy NES in a Standalone Configuration
	6.1 - Install and Configure IIS
	6.1.1 - Installing IIS and ASP.NET
	6.1.2 - Importing the TLS server certificate
	6.1.3 - Adding HTTPS site bindings
	6.1.4 - Creating an Application Pool for Authentication Service
	6.1.5 - Verifying the Authentication Configuration
	6.1.6 - Securing IIS

	6.2 - Importing a Fullchain Certificate
	6.2.1 - Importing Certificates
	6.2.2 - Moving the L2 certificate

	6.3 - Installing NES
	6.3.1 - Installing the NES Services Suite using the wizard
	6.3.2 - Configuring NES Services Manually
	6.3.2.1 - Saving the NES Configuration File for Silent Installations
	6.3.2.2 - Deploying the NES URL to User Terminals by using group policies
	6.3.2.3 - Deploying the Nymi Agent URL to User Terminals by using group policies

	6.3.3 - Configuring NES from a Configuration File
	6.3.3.1 - Configuring NES Silently from the Command Line
	6.3.3.2 - Configuring NES With a Configure File in the NES Setup Wizard


	6.4 - Configuring IIS to Prevent NES Offloading
	6.5 - Validating the NES Deployment
	6.5.1 - Access the NES Administrator Console

	6.6 - Configuring NES to support Nymi Lock Control
	6.7 - Hardening the NES Keystore
	6.7.1 - (Optional)Encrypting usernames in the NES Database


	7 - Set Up a Centralized Nymi Agent
	7.1 - Importing the Root CA certificate
	7.2 - Install Nymi Agent on a Centralized Server
	7.2.1 - Performing a Nymi Agent Installation or Update By Using the Installation Wizard
	7.2.2 - Performing a Silent Nymi Agent Installation or Update

	7.3 - Configuring the Nymi Agent

	8 - Updating Connected Worker Platform
	8.1 - Creating the Nymi Infrastructure Service Account
	8.2 - Updating NES
	8.2.1 - Defining the NES for Policy Management

	8.3 - Updating the Enrollment Terminal
	8.3.1 - Deploy a Centralized Enrollment Terminal
	8.3.1.1 - Install a Centralized Nymi Band Application
	Install the Nymi Band Application Silently
	Installing Nymi Bluetooth Endpoint Silently
	Installing the Nymi Band Application Silently

	Installing the Nymi Band Application with the Installation Wizard
	Update Nymi Bluetooth Endpoint TOML File


	8.3.2 - Deploy a Decentralized Enrollment Terminal
	8.3.2.1 - Install the Nymi Band Application
	Install the Nymi Band Application Silently
	Installing the Nymi Runtime Silently
	Installing the Nymi Band Application Silently

	Installing the Nymi Band Application with the Installation Wizard



	8.4 - Updating the Centralized Nymi Agent and Windows Thin Clients
	8.4.1 - Update Centralized Nymi Agent
	8.4.1.1 - Performing a Nymi Agent Installation or Update By Using the Installation Wizard
	8.4.1.2 - Performing a Silent Nymi Agent Installation or Update
	8.4.1.3 - Configuring Nymi Agent

	8.4.2 - Update Thin Clients
	8.4.2.1 - Installing the Nymi Bluetooth Endpoint By Using the Installation Wizard
	8.4.2.2 - Installing Nymi Bluetooth Endpoint Silently
	8.4.2.3 - Update Nymi Bluetooth Endpoint TOML File

	8.4.3 - Update User Terminals for Lock and Unlock
	8.4.3.1 - Updating Nymi Lock Control with the Installation Wizard
	8.4.3.2 - Installing or Updating Nymi Lock Control Silently
	8.4.3.3 - Update Nymi Bluetooth Endpoint TOML File


	8.5 - Update IGEL Clients
	8.5.1 - Uploading Nymi Packages to Universal Management Suite
	8.5.2 - Updating Nymi Bluetooth Endpoint on IGEL

	8.6 - Updating User Terminals for Authentication Tasks
	8.6.1 - (Windows) Install Nymi Runtime
	8.6.1.1 - Installing Nymi Runtime with the Installation Wizard
	8.6.1.2 - Installing Nymi Runtime Silently

	8.6.2 - (HP Thin Pro) Installing Nymi Bluetooth Endpoint

	8.7 - Update User Terminals for Lock and Unlock
	8.7.1 - Installing or Updating Nymi Lock Control with the Installation Wizard
	8.7.2 - Installing or Updating Nymi Lock Control Silently

	8.8 - Updating the Nymi Band Firmware
	8.8.1 - Updating the Firmware on Multiple Nymi Bands
	8.8.2 - Updating the Firmware on a Nymi Band
	8.8.3 - Firmware updater log files

	8.9 - Changing the Connected Worker Platform Communication Protocol

	9 - Appendix—Recording the CWP Variables
	10 - Appendix—Recording the CWP Component FQDNs
	11 - Appendix—TLS Certificates Expiration Dates

