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3 - Preface

3 - Preface

Nymi™ provides periodic revisions to products like the Nymi Band and Nymi Connected
Worker Platform. Therefore, some functionality that is described in this document might not
apply to all currently supported Nymi products. The Connected Worker Platform Release
Notes provide the most up to date information.

Purpose
This document is part of the Connected Worker Platform (CWP) documentation suite.

The Nymi with Evidian Solution—Deployment Guide provides information about how to deploy
the Nymi with Evidian solution components.

Audience

This guide provides information to Evidian Access Management Administrators about how to
manage and administer the Nymi with Evidian solution. An NES Administrator and Evidian
Access Management Administrator are people in the enterprise that manages the Nymi with
Evidian Solution in their workplace.

Revision history

The following table outlines the revision history for this document.

Table 1: Revision history

1.0 August 7, 2025 First release of this document
to separate Nymi with Evidian
Solution administration content
from deployment content.

Related documentation
« Nymi Connected Worker Platform—Overview Guide

This document provides overview information about the Connected Worker Platform (CWP)
solution, such as component overview, deployment options, and supporting documentation
information.

* Connected Worker Platform with Evidian Installation and Configuration Guide

The Nymi with Evidian Solution—Deployment Guide provides information about how to
deploy the Nymi with Evidian solution components.
* Nymi Connected Worker Platform with Evidian Troubleshooting Guide

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0 4



3 - Preface

This document provides overview information about how to troubleshoot issues that you
might experience when using the Nymi solution with Evidian.

If the Nymi software or hardware does not function as described in this document, you can
submit a support ticket to Nymi, or email support@nymi.com

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the
documentation suite. You can submit feedback by using support@nymi.com

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0 5
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4 - Using the Solution

4 - Using the Solution

This section provides information about administrative tasks that are related to the Nymi Band
and the tasks that you perform after you deploy the Nymi with Evidian Solution, including
backups and recoveries and the steps you must perform when you add new users, user
terminals, and enrollment terminals to the solution.

4.1 - Train Evidian Enterprise SSO for
the Application

To complete authentication tasks in an application with a NB tap, you must train Evidian
Enterprise SSO to correctly detect and interpret the Ul controls within the application.

This section provides information about how to configure Evidian single sign-on support for
authentication applications.

Note: Before you perform the steps in this section, install the application on the enrollment
terminal according to the instructions provided by the Application Vendor. After you complete
the SSO configuration steps, you can uninstall the authentication application.

Important: Follow each step in the order in which they appear.

4.1.1 - Adding an SSO definition for a new target
application

To use the Nymi Band with Evidian to perform authentication tasks, use Ent er pri se SSO
St udi o to create SSO technical definition and training Evidian SSO to operate with the MES
application. The SSO definition captures the login screen and credentials for the application.
About this task

Perform the following steps from the enrollment terminal.

Note: For a web application, SSO detects the application based on the windows process
that runs the application. If you run the application with more than one browser, create a new
technical definition for each supported browser that will start the application, for example,
Chrome, Microsoft Internet Explorer, Firefox, Opera etc.

Procedure

1. Log in as a user that is a EAM administrator.

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0 6



4 - Using the Solution

2. Navigate to C:\Program Files\Evidian\Enterprise Access Management and double-click
SSOBuilder.exe

3. Onthe Enterprise SSO St udi o login window, type the login credentials of an EAM
Administrator.

4. Inthe SSO Config - Enterprise SSO Studi o, navigate to EAM > Evi di an
Enterpri se Access Managenent > Application Access > Techni cal
def i ni ti ons, as shown in the following figure.

-_"j 550Config - Enterprise SSO Studio
File Edit View Help

# 9 B (2% r YD
=4 Enterprise Studio Configuration
£ EAM
= C/ Evidian Enterprise Access Management
- C/ Application access
w5 Application security objects
@-{5] Applications
Y21 Technical definitions
a1-{5) User Access
+1-{C]) Program Data

Figure 1: Technical Definition object

5. Right-click Techni cal Defi ni ti ons, and then select New Techni cal Defi niti on,
as shown in the following figure.

j‘j SSOConfig - Enterprise SSO Studio
File Edit View Help

# 3B 2 rYE
=@ Enterprise Studio Configuration
- £ EAM
—+{=]) Evidian Enterprise Access Management
LB [i| Application access
+-{__] Application security objects
+ t] Applications
"5‘ | T3 New Technical Definition...
4 [i| User Access
{27 Program Data

&5 Refresh

% Import...

[Enterprise SSO

Figure 2: Creating a New Technical Definition

6. Inthe Properti es tab, provide a name in the Techni cal Definition nane field, and
then click OK.
The following figure shows the Pr operti es tab.
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4 - Using the Solution

Application properties X
QRentry keyboard Apple keychain Autofill
Properties Launcher Parameters

Identification

Technical Definition name:

I Sample Application|

Session management (advanced)

|:| The application can only have one session at a time

[ Try previous password when bad password’ window detected

Cancel Help

7. Right-click on the newly created technical definition, and then select New W ndow, as
shown in the following figure.
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'j‘;', SSOConfig - Enterprise SSO Studio
File Edit View Help

= EEl Abcd e
£ B2 YD
= H Enterprise Studio Configuration

=] EAM

B--D Evidian Enterprise Access Management
:-G Application access
+)-[C Application security objects
I'G Applications
E-m Technical definitions

W] SampleApplication

a-(C7) User Access | B New Window... I
@-{2]) Program Data %4 Rename
7% Delete
<% Cut
2 Copy
i Update Directory
% Export...
% Import...
ol Test
@
@[] Add to Test List

2: Edit XML Configuration...

2: Properties

Figure 3: Creating a New Window for the Technical Definition

4 - Using the Solution

8. Inthe W ndow pr oper ti es window, enter a name for the window, for example, Login
Window, and from the W ndow Type list, select the appropriate windows type.

Copyright ©2025
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4 - Using the Solution

Window properties X

General Options Detection Actions

General Window description
Choose a name and type for this window. SS0 behavior depends on
the window type you select.

Window name: .Logm Window

Windowtype: | g StandardLogin v

Window Type Description

StandardLogin:

This is the standard procedure for S50 Enabling an application

The logon identifier, password and some additional parameters specific
to the user are sent to the associated fields

Cancel Help
Figure 4: Naming the New Technical Definition Window

9. Open the application that will use Evidian SSO to enter the credentials. Ensure that both
the SSOBuilder and application windows are visible on your desktop.

10. , . . L .
On the Det ect i on tab, click and drag the target icon & onto the application window.

The following figure provides an example of the Det ect i on window.

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0
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4 - Using the Solution

General Options Detection  Actions

You have to select the window to be detected. To do so, drag and f\
drop the target icon onto its title bar or inside a web page. \.J

Web page

URL ‘flle;fﬂ: ‘\Users\administrator\Desktop \sampleLogin html

Detect browser title Corfiguration...

Vanable URL

Sometimes, URLs differ between sessions. Use variable URL
detection to handle this

[l enable variable URL detection Configure

Parameter of the web page

[] Look for text
In Field

f . ) If window detection is not sufficient, you can
use Advanced detection to add constraints on | Advanced...
process.

0K Cancel Help
Figure 5: New Technical Definition Detection window
The URL for the webpage appears in the URL field.
11.Inthe Acti ons Tab, perform the following actions:

a) Click and drag the target icon beside the | dent i fi er field onto the User nane entry
field of the application.

b) Click and drag the target icon beside the Passwor d field onto the Passwor d entry field
of the application.

The following figure provides an example of the Act i ons tab.
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Window properties X

General Options Detection Actions

Window fields description

This window type sends the user authentication data to the fields
defined below

No field is mandatorv

Identifier - &g "Enter Usemame” 2.1.1.23.1.1.1» &3
Password - & "Enter Password” 4.1.1.2.3.1.1.1.» @o&)

] Do not prompt for user account
Additional fields customization

Click on the Customize button to specify additional -

After the SSO has been done..
(®) Do nothing (O Press the <Enter> key

(O Press the button :

OK Cancel Help

Figure 6: New Technical Definition Actions tab

Note: If the target icon does not detect the field, double-click the Target icon (instead of clicking and
dragging) to open a Cont r ol Det ect i on window, and then select the desired target control, for
example, an editable text option.
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4 - Using the Solution

B Control Detection X

Please select the desired control or drag and drop
the target icon onto it

"*E editable text: "Enter Username” (0x85601590) A
white space:™ (0x85601d 10)
8
white space: ™ (0x85601f30)
10Kl push button: "SUBMIT FORM" (0x85600 190)

E grouping: ™ (0x856002d0)

"-Q text: "Username : Nymi Password : Password™ (C

white space:™ (0x85602850)

“Infobar Container” (0x85602c10) v

Identify the co by its position in the control hierarchy.
Activate Accessibility usage
[[Juse HTML name attribute
[C] Check if the control has the focus
Text conversion:

No modificaton v

Clear Cancel

Figure 7: Detection window

12Inthe After the SSO has been done section, select an option to perform after the
SSO action has completed, for example, select Press t he butt on, and then drag and
drop the Tar get icon onto the button in the application that completes the login action such
as a Submi t button.

13.Click OK to save the configuration.

14.Optional, for MES applications that require 2 different users to perform an e-signature to
complete a task, perform the following actions:

a) Right-click on the form that requires the sign-offs and then select Pr operti es, as
shown in the following figure.

| Signed By form]

B Verifit %! Rename

E Verifit 7% Delete
ser Access

= Cut
23 Copy

am Data

= i Update Directory
8 % Export...

Figure 8: Properties

b) On the W ndow pr operti es window, from the Act i ons tab, click Scri pt Editor,
as shown in the following figure.
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4 - Using the Solution

Window properties X

General Options Detection Actions

Seript
Action Cond. Parameters
#hGetsso Login
*{ ) GotoLabel @ False Canceled
fisg SendS50 Password to Control “password” 1.2.3...
@ Retum S50 Done.
{)Label Canceled
& Retum oK
< >

Script Editor...

Figure 9: Script Editor option
¢) Onthe Cust om Scri pt Edit or window, select Get SSO, and then select the option
Perform SSO as a difference user, as shown in the following figure.

¥ Custom Script Editor hd
HIXT 4| BEE
‘ Action Cond. Parameters
Logn
*{)GotoLabel @ False  Canceled
@Sendsso Password to Control: "password”™ 1.2.3.1.2...
@ Returmn S50 Done.
(JLabel Canceled
@ Return OK.
Get SSO Parameter
(®) Identifier Custom Parameter
OPassword No configured parameter
(O New Password
() Confirm Password
[[] Do not prompt for user account
I' [\]Perform SSO as a different user I
Cance
Figure 10: Custom Script Editor window
d) Click OK.

e) On the W ndow properti es window, click OK.

15 Right-click the newly created technical definition and click Updat e Di r ect ory, as shown

in the following figure.

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0
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-'fj SSOConfig - Enterprise SSO Studio
File Edit View Help

Y A

=)l Enterprise Studio Configuration
53 EAM
= f"_'/ Evidian Enterprise Access Management
= f“__j Application access
-5 Application security objects
+ t] Applications
=27 Technical definitions
5.3 SampleApplication
L3 ndow
(£ User Access s Rename
+ C/ Program Data 7% Delete

# Cut
23 Copy

4 @ Update Directory

oy bxport..

g'{ Import...

!2: Properties

Figure 11: Update Directory with New Technical Definition

16.Close SSO Bui | der.

4 - Using the Solution

4.1.2 - Configuring the SSO application in the

Evidian EAM Management Console

After creating the technical definition for an MES application in SSO Builder, configure
the Evidian EAM Controller to propagate the technical definition to user terminals in the
environment.

About this task

Procedure

1.
2.

3.

Launch the Evidian EAM Management Console, and log in as an EAM administrator.

Click on the Account and Access Ri ghts Managenent @ icon.

Navigate to EAM > Evi di an Enterpri se Access Managenent > Application

Access

in the following figure.

. Right-click Techni cal defi nitions, and then select New > Appl i cati on, as shown

Copyright ©2025
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4 - Using the Solution

@ Evidian Enterprise Access Management Console

File Directory View Help

c-2|EE0msaHaGl o/

~

Organization: Technical definitions

]

Directory B ) é; ;a;h request & irfomation ) Events
{3 Evidian Enterprise Access Management |~ Organizaton
=-{i0 Application access Name: | Technical definitions

{2 Application security objects
(0] Applications

O

Server host name: | TW-SrvL.TW-Lab.local:55000

Smart Card

m 5 Tontcan
[ User Access flew pplication
(-2 Program Data P B2 Template-based Application >
% Inbound access Reresh B Application Profile
Qutbound acces =
(odate
RFID .© TW-Lab Update

Delete Password Control Policy

Force Paksivond 7 Password Generation Policy

Send 550 Data by mai User Security Profile

o

Access Point Security Profile

Biometrics Check User Challenge..
Set/Unset OU as root T
Send message. Cluster of access points
@ Import Cloud Customer
Mobile Export I
Devices

1
Figure 12: New Application menu option

5. Provide an application name, and then click Appl y.
The following figure provides an example of a new application.

Application: SampleApp

S Search request Information ¥ Corfiguration 4 User Access 2 Administrators Ga] Account Generation 1§ Access P
=&Y EAM
52 Evidian Enterprise Access Management Apphication
--{_] Application access Mame: ‘ SampleApp |
#{C] Application security objects
+{_ Applications
{0 Technical definitions
-{[E] SampleApp
+1-{) User Access
#-{_] Program Data
- Inbound access
& Outbound access
1) TW-Lab Technical Support information

Publisher:

Version:

| |
| |
Support information: ‘ |
Last product update: ‘ |

Setlogo... Delete Logo Apply Cancel

Figure 13: New Application Name
6. If the application uses the credentials of the logged in AD user, perform the following steps:

a) In the Evidian EAM Management Console, navigate to the technical definition and in the
Confi gurati on tab, select the Account Base tab.

b) Select the The application uses the primary account option.

c) Inthe Logi n fornat list, select the login format of the AD credentials.

d) Click Appl y.

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0 16
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The following figure provides an example of the Account Base window.

General Account Base  Account Properties SSO  Extemal Names  Provisioning connector

r The application uses the primary accumtl [ The application uses the PIN
[ The applcation uses the Windows genenc account
angln fomat Short name: jdoe ~ l
Other applications using the same accounts

F& Applications can share accounts. When accounts are shared between two or more
wﬂ_\ applications, the same login/password pairs can be used with all of them.

Application

Share Accounts with Another Application

Stop Sharing Accounts with Selected Application

e

Figure 14: Account Base window

7. In the Confi gur at i on tab, select the SSOtab, and then on from the Met hods tab, from
the Def aul t SSO propagati on net hod list, select SSO, as shown in the following

figure.

o Evidian Enterprise Access Management Console
File Directory View Help

cOBEO s aAHaGl 0N

N
Application: SampleApp
Directory i é; Search request Information |§ Configuration l,"}g User Access 72 Administrators Ga] Account Generation 1§ Access Poin
) EAM
-] Evidian Enterprise Access Management
© =2 Application access General Account Base Account Properties Extemal Names  Provisioning connector
! 47-{.0 Application security objects
Smart Card {2 Applications Access Strategies OLE/XenApp
mart ar ={2] Technical definitions
] SampleApp 550 propagation
47-[L0 User Access Default S50 propagation method
i-{2] Program Data
= -y Inbound access
i E Outbound access jows authentication
@) TW-Lab OLE/Automation
Biometrics

Figure 15: Selecting Default SSO Propagation Method

8. Beside the Techni cal defi niti on field, click Sel ect, as shown in the following figure.
Figure 16: Select button
Methods  Access Strategies OLE/XenApp

SS0 propagation
Default S5O propagation method
550 P v

Technical definition:

Select...

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0 17
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9. In the Sel ect

Techni cal Definition window, expand EAM > Evi di an
Enterpri se Access Managenent > Application Access > Techni cal
defini ti ons, and then select the new technical definition that was created with

SSOBuilder, as shown in the following figure.

Application: SampleApp

--J2 Search request
5.@) EAM

=-{_] Evidian Enterpr|

=-{.J Application

+-{] Applical

+-(.] Applical

=-{.0 Technic

L Sam

4-(L] User Access

+-{] Program Data

E Inbound access

ﬁs Outbound acce

1) TW-Lab

Select Technical Definition

Browse Search

=-&) EAM

-I-{_.] Evidian Enterprise Access Management

-I-{_] Application access

% {&3 Application security objects

++{J Applications
-I-{& Technical definttions

] Sample Application

+- {0 User Access

+-{_J Program Data

Cancel

s 7 Administrats

5SSO Extemal Na

Select...

Figure 17: Selecting the Technical Definition

10.Click OK.
11.0n the SSOtab, click Appl y to save the configuration.
12 Navigate to EAM > Evi di an Enterpri se Access Managenment > Application

Access > Application security objects > Default application profile.

Select User nust

figure, and then click Appl vy.

re-authenticate to perform SSQ, as shown in the following

Copyright ©2025
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Application profile: Default application profile

42 Search request

Q) EAM

=-{.0 Application access
=-{_ Application security objects
& Default Pcp
& Default Password policy
gz Default application profile
{3 Applications
{7 Technical definitions
- SampleApp
=-{1] User Access
={.J AccessPoint Profiles
E Default access point profile

4] Timeslices
=-{Z0] User Profiles

i-{2] Program Data

i Inbound access

: 2 Outbound access
@) Tw-Lab

A, Default user profile

& Configuration Applies to 0 Events

(=-{Z0) Evidian Enterprise Access Management Application Profile

Name: | Default application profile

Configuration

General Account Authentication method Delegation IP Address Constraints

Use password format control policy specified here (ignore application default)

Password generation policy:

r?User must re-authenticate to perform SSOEI

] Launch application at start-up of Enterprise S50

Show application on user's Enterprise SSO deskiop

[[] When application is used. set user’s unlocking level'to
] Allow the user to test the application with Enterprise 550

|Defaun Pfcp \

|Defau|t Password policy J wes

| Apply l Cancel I

Figure 18: User must re-authenticate to perform SSO
13.Close the Evidian EAM Management Console.

4.1.3 - Removing the Application

After you configure SSO for the authentication application on the enrollment terminal,

optionally, remove the application according to the vendor instructions.

4.2 - (Wearable and RFID Only Mode)
Enrolling a Nymi Band

Before a new user or an existing user (enrolled in NES prior to an Evidian integration) can use
a Nymi Band to perform authentication events with Evidian and Evidian-integrated applications,
the user must enroll a Nymi Band by using the Nymi Band Application.

Before you begin

Before the user enrolls, ensure that an EAM administrator logs into the Evidian EAM
Management Console and adds the user account to the appropriate user profile.

About this task

During the enrollment process for a new user, the process updates the Nymi Enterprise
Server(NES) and Evidian databases with enroliment information.

Copyright ©2025
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4 - Using the Solution

For a user account with a Nymi Band already enrolled on the NES server prior to an Evidian
integration, the NES enrollment information is preserved and the process updates the Evidian
database with enrollment information.

The user that will enroll the Nymi Band performs the following steps on the enrollment terminal.

1. On the Windows Login screen, log in to the computer.

2. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

3. Follow the prompts in the Nymi Band Application to enroll the Nymi Band.

Before the user can successfully use the Nymi Band, the user might need to login to the
terminal with their username and password to retrieve information from the Evidian EAM
Controller. The user can perform subsequent logins by using the Nymi Band.

Note: After enroliment, Nymi recommends that each user authenticate to the Nymi Band

10 times with success. If the number of authentication attempts that are required to get 10
successful authentications exceeds 15, review the information in the Nymi Connected Worker
Platform—Troubleshooting Guide for more information about how to troubleshoot Nymi Band
authentication issues.

Each time you place a order for SEOS-enabled Nymi Bands, Nymi provides you a CSV that
contains important information about the Nymi Bands.

Note: Ensure that you upload the information about the SEOS-enabled Nymi Bands before a
user enrolls to the Nymi Band.

Nymi attaches the CSV file to the purchase order email.

1. Copy the CSV file to a folder on the Nymi Enterprise Server(NES) server.

Note: Do not modify the CSV file. Changes to the CSV can prevent successful enroliment.

2. Log into the NES Administrator Console on the NES server with an NES Administrator
account.

3. On the menu bar, click Sear ch.

Copyright ©2025 Nymi with Evidian Solution Administration Guide v1.0 20
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4. In the Sear ch window, click Nymi  Bands, and then click | npor t
The following figure shows the Sear ch window.

NES Administrator Console Policies Search About Support Regulatory Statements Logout

Search

OUsers @ NymiBands O Individual User Policy

Figure 19: Import option in Search window
5. Onthel nport Nym Bands window, click Br owse as shown in the following figure

Search by nymi band serial number

NES Administrator Console Policies Search About Support Regulatory Statements Logout

Import Nymi Bands
Upload Nymi Band list creates a record of each Nymi Band in NES.
Select Nymi Band list to import

click on Browse to select file ‘l
Upload

Figure 20: Browse in Import Nymi Bands window
6. In the Open window, navigate to the folder that contains the CSV file, select the CSV file,

and then click Open.
The path and filename appear in the | nport Nym Bands window, as shown in the following

figure.

Import Nymi Bands

Upload Nymi Band list creates a record of each Nymi Band in NES.

Browse

Select Nymi Band list to import.

‘C:\fakepath\Nym\'_Band_lnfo_SeosExan

Upload

Figure 21: Import file window with filename

Note: Some browsers display the path of the file as C:\fakepath. It is not necessary to correct the
path.

7. Click Upl oad.
The import operation completes. The import feature updates the NES database with information for
new Nymi Bands. If the import detects existing Nymi Bands, the operation retains existing information
and updates the database with new information only.

If the import operation encounters a problem, the | nport Nyni Bands window indicates an
error. To review error messages, click Downl oad recor ds, as shown in the following figure.
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Import Nymi Bands
0 Nymi Bands have been successfully imported.

1 Error Reported

Back to Search Download records

Figure 22: Nymi Band Import error

The NES Administrator Console creates a CSV file named InvalidUploadsData in the Downloads
folder. Open the file and review the error message that appears in the last column for each Nymi
Band that encountered an issue.

Before a new user or an existing user (enrolled in NES prior to an Evidian integration) can use
a Nymi Band to perform authentication events with Evidian and Evidian-integrated applications,
the user must enroll a Nymi Band by using the Nymi Band Application.

Plug the Bluetooth Adapter and SEO-capable reader into the Nymi Band Application
Terminal.

Ensure that in the active NES policy, the Enrollment /Registration Destination value is set
to NES. This prevents the enrollment process from adding unnecessary NFC ID entries for
the Nymi Band in the Evidian EAM Controller. The Nymi with Evidian Solution—Deployment
Guide provides more information.

Ensure that the Nymi Band Application Terminal allows Evidian self-enrollment. The Nymi
with Evidian Solution—Deployment Guide provides more information.

Enroliment is a two step process:

1.

User logs in to the Nymi Band Application to complete the fingerprint registration and update
the Nymi Enterprise Server(NES) database with information about the user and Nymi Band
association.

User must then perform a Nymi Band tap on the Evidian Enterprise SSO login window,
which presents the user with a second screen that prompts the user to supply their domain
credentials. When the user supplies their credentials, Evidian associates the RFID serial
number of the Nymi Band to the profile of the user in the Evidian EAM Controller.

To enroll the Nymi Band, perform the following actions:
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1. On the Windows Login screen, log in to the computer.

2. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

3. Follow the prompts in the Nymi Band Application to enroll the Nymi Band.

4. Launch the Evi di an Enterprise SSOapplication. If the Evi di an Enterprise SSO
application is running, right-click Ent er pri se SSO, select St op, and then start Evi di an
Ent er pri se SSOagain.

5. Onthe Evi dan Ent erpri se SSOscreen, perform a Nymi Band tap.

The Evi dan Enterprise SSO Enroll RFID badge popup appears.
6. Onthe Evi dan Enterprise SSO Enroll RFID badge, type the username and

password of the user, and then click OK.
The login completes as does the enrollment of the Nymi Band within Evidian.

Before the user can successfully complete authentication tasks with a Nymi Band tap, the user
might need to login to the Evidian Enterprise SSO window with their username and password
to retrieve information from the Evidian EAM Controller. The user can perform subsequent
logins by performing a Nymi Band tap.

If you introduce Evidian into an existing Connected Worker Platform(CWP) deployment and
your users have enrolled their Nymi Bands, Nymi Band users must log in to the Nymi Band
Application on the enrollment terminal to complete the enroliment on the Evidian EAM
Controller. It is not necessary for the users to delete user data on the Nymi Band and repeat
the enrollment process.

The Enrol | nent / Regi stration Desti nati on attribute in the Active NES policy is set
to NES and Evi di an.

1. Ensure that the user is wearing their authenticated Nymi Band.

2. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

3. Close the Nymi Band Application when the enrollment completes.
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To confirm that the Nymi Band details appears for the user in the Evidian, perform the following
actions:

1.

2.
3.

Log into the Evidian EAM Management Console and an EAM Administrator, select the
Directory panel.

Select the search request up at the top of the navigation tree.

Change the object type to user and then in the Fi | t er field, type your username.
Select your user, and then select the RFI D tab. Confirm that you can see entries for your
Nymi Band, the following figure provides an example of what you would see:

Figure 23: RFID tab for Nymi Band user

4.5.1 - (Updates from NEE 3.3.1 and earlier only)
Modifying EAM Settings to Support Coexistence
with other Solutions

By default, when an Evidian-integrated application is not waiting for an SSO operation and a
user performs a tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated applications and Nymi-
integrated MES applications, perform the following steps in the Evidian EAM Management
Console to modify the settings in the access point profile, to prevent unexpected desktop locks
when performing a Nymi Band tap in the Nymi-integrated MES application.

Inthe Di r ect ory view, expand EAM > Evi di an Enterprise Access Managenent
> User Access > AccessPoint Profiles > Default Access Point Profile.

Onthe Aut henti cati on Manager tab, from the Def aul t acti on when t oken
r enoved list, select Do not hi ng.

Click Appl y.

Right-click Def aul t Access Poi nt Profil e and select Updat e.

A user cannot perform an tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.
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4.6 - Viewing the Nymi Band Associated
with a User

Perform the following steps to view information about the Nymi Band that is enrolled to a user.

Procedure

1. In the Evidian EAM Management Console, select the Di r ect ory panel.

2. Select the search request by changing the object type to user, and theninthe Fi |l t er
field, type the username.
The following figure shows the Sear ch r equest window.

o Evidian Enterprise Access Management Console
File Directory View Help

= ses s L] o I
o0 BEQ 2L aGl 0w
Search request
- Search request i
T ‘ ‘i:p o q I & Configuration
™ i Use this tool to search for objects in the directory. Objects that are found can easily be accessed
(2 Evidian Enterprise Access Management { from the tree view. Filter applies to object name.
i\ @-{ Application access
H A Examples:
| (] User Access ~if you want to find 2 user called ‘john doe’, type john doe’
=] {j AccessPoint Profiles -if you want to find an application whose name starts with 'app', type ‘app™
Smart Card § Default access point profile -if you type an '@ character, the filter also applies to the email address (when available)
5 RFID-only
-5 Wearable Search root: Select... Remove
(] Timeslices
=t | @ {0 User Profiles Object type: | User 2
{3 Program Data Filter: | twadmin Search | | Cleardl
i [2h Inbound access
- Outbound access Maximum number of results: 50
- ) TW-Lab
Biometrics

Figure 24: Search request window

3. Click Sear ch.
4. Select the user, and then select

the RFI Dtab. What appears on the RFI Dtab and the

actions that you perform, depend on the deployment.

Wearable / Two entries display, one for the user as an RFID entry and the other is a Wearable
RFID-only entry.
Mode User: tw admin
=L Search request {3 Information 3, Connection & Securty Profies # Administration 18 Access Points
—_—— © Smart Card RFD
=] ER RFID Identifier State Battery status Refresh
Sgpmmmmeen | emme, o omm e
-2 User Access Lock
=] AccessPoint Profiles
B3 Default access point profile 25z
g RFID-only
53 Wearable
- Timeslices
@-{2 User Profiles
{2 Program Data
IR Inbound access T
|2 Outbound access
a. Select the Wearable entry, and then click Bl ackl i st .
b. Onthe Conf i r mati on window, click Yes.
c. Onthe Confi r mati on window, click Yes.
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d. Once blacklisted, the Del et e button appears. Click Del et e.

Secure NFC
Mode

One entry appears.

User: tw admin

& information 3, Connection & Securty Profiles 2 Administration 38 Access Points
© Smart Card [ © R0 ]

RFID Identifier State Battery status Refresh
@swo0021 Actve Not avaiable

Information

a. Select the Serial Number entry, and then click Bl ackl i st .
b. Onthe Conf i rmati on window, click Yes.
c. Once blacklisted, the Del et e button appears. Click Del et e.

4.7 - Replacing, Re-Enrolling or Re-
Registering the Nymi Band for a User

After a user enrolls to a Nymi Band, there are several reasons that a user might need to repeat

enrollment:

« User might need to temporarily enroll to another Nymi Band when they have forgotten their
Nymi Band at home.

« User might need to permanently enroll to another Nymi Band when they have lost their Nymi
Band or the Nymi Band does not function correctly.

» User might need to re-enroll their Nymi Band when the characteristics of their fingerprint
change, for example, when their finger has a cut.

Nymi provides you with configuration options that allow users to perform self-service re-
enrollment without the assistance of an CWP Administrator. Alternatively, you can ensure that
users only complete re-enrollment with the assistance of a CWP Administrator.

The steps to replace or re-enroll a Nymi Band differ depending on your configuration.

4.7.1 - Managing Nymi Band Re-Enrollments and
Re-registrations with Self-Service

When you enable the self-service enrollment and self-service registration feature in the active
Nymi Enterprise Server(NES) administration policy, users can re-enroll and re-register their own
Nymi Band or optionally a Nymi Band that is currently assigned to another user without the
assistance of an CWP Administrator.
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Customizing Self-Service Re-Enroliment and Self_service Re-Registration in the Nymi
Connected Worker Platform—Administration Guide provides detailed information about how
to configure the NES active policy to allow a user to self-enroll and self-register their own Nymi
Band or to the Nymi Band of another user.

Note: User with SEOS-enabled Nymi Bands cannot use self-service re-enroliment to re-enroll
a Nymi Band that was previously assigned to a another user.

Instruct the user to perform the following steps.

1. Perform the delete user data operation on the Nymi Band identified for re-enrollment.

2. For Secure NFC only, you must blacklist and delete the RFID entry for the Nymi Band in the
Evidian EAM Management Console.

3. Log into the Nymi Band Application and complete the steps for enroliment.

The steps to complete a re-enrollment and re-registration are identical to the steps that the user
follows to complete a new enrollment and registration.

4. For FIDO2 only, when a user enrolls to another Nymi Band, the user must re-create the
FIDO2 security key on the newly enrolled Nymi Band.

If the user re-enrolls/re-registers their own Nymi Band, the same Nymi Band appears in the
User Properti es window in the NES Administrator Console.

If a user re-enrolls/re-registers a Nymi Band that was assigned to another user, the following
changes appear in the User Properti es window in the NES Administrator Console of the
Enrollment NES and Registration NES:

» The original Nymi Band appears for the user is not active but remains as the primary Nymi
Band.

« The newly enrolled Nymi Band appears for the user and is set to active.

The following figure provides an example where a user named tw-user2 enrolled to a Nymi
Band with serial number AAAH-00125, and then performed a self-service enrollment to second
Nymi Band with serial number ACAK-00056.
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User Login ID TW-Lab.local\tw-user2 Individual User Policy

Created 2024-01-31 None A
Modified Notes Global policy will be applicable
Notes Liveness Detection

Corporate Credentials Authentication
Haptic Feedback on Nymi Bands

P Allow a user to re-enroll their Nymi
Band

Allow a user to re-enroll to any active

Nymi Band
Nymi Bands
Serial Number Is Active Is Primary Notes Created
AAAH-00125 Primary 2024-02-08 Disconnect
ACAK-00056 Active 2024-02-08 Disconnect

Figure 25: User with multiple Nymi Bands after self-service re-enrollment.

4.7.1.1 - Evidian Behaviour with Self-Enrollments (Same Nymi
Band)

The following section describes what you see in the Evidian EAM Management Console after
a user completes a self enroliment with a Nymi Band that was already enrolled to them. The
result differs depending on the Nymi Band mode.
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Wearable / [ The RFID tab for the user displays the entries for NFC UID and MAC address for the
RFID only [ new instance of the Nymi Band as well as the MAC address entry for the old Nymi Band.

mode User: tw admin
=1 Search request {5 information 2, Connection & Security Profiles # Administration 38 Access Points
5D taadoin © Smart Card [ @D
5 Q'erm RFID Identifier State Battery status Refresh
—-{3) Evidian Enterprise Access Management @ strrcstiozdss Active Not available psson
-3 Application access {-}-ab00062e0003800 Active Not avallable :

=20 User Access -

=-{&] AccessPoint Profiles
E5 Default access point profile
5 RFID-only
53 Wearable

@] Timeslices

#-{2 User Profiles

+-{L) Program Data

& Inbound access Information
B Outbound access

Secure NFC | The RFID tab for the user displays the entry for the RFID serial number of the Nymi

mode Band.
User: tw admin
=4 Search request & information 2 Connection & Securty Profiles B Administration 18 Access Points
| E —_— © Smart Card { © RrD
I 3 & tw admin
> O ERN RFID Identifier State Battery status Refresh
| {1 Evidian Enterprise Access Management @ swo01021 Active Not avaiable

PloE {2 Application access
i =-{] User Access Lock
{1 AccessPoint Profiles
- B Default access point profile
53 RFID-only
A9 Wearable
{0 Timeslices
41 {3 User Profiles
| @{2] Program Data
.- Inbound access A
. [ Outbound access

Nymi recommends that you do not manually manage Nymi Band entries for a user after self-
enrollment.

4.7.2 - Re-enrolling/Re-registering a User to the
Same Nymi Band without Self-Service

User might require re-enrollment and re-registration of their current Nymi Band in the event
of multiple fingerprint authentication failures or when must use a different fingerprint for
authentication, for example, due to a cut.

Before you begin
Perform a delete user data process of the Nymi Band. See section Deleting User Data for
more information.
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To re-enroll and re-register a user to their Nymi Band, the NES Administrator must delete the
Nymi Band to user association in Nymi Enterprise Server(NES) and the user or administrator
must delete the user data on the Nymi Band.

Perform the following steps in the NES Administrator Console to assign a Nymi Band to a
different user. In an IT/OT configuration perform these steps on the Enrollment NES and
Registration NES.

1. Inthe Sear ch page, select the User s Option.
2. In the Sear ch field, type the full or partial username, first name, or last name of the user.

3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.

4. Select the Domain\username link of the user to open the User Det ai | s page.

5. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

Contact the user to enroll the Nymi Band with the Enrollment Terminal. In IT/OT configurations,
instruct the user to register with the Registration Terminal.

When the enroliment and if required, registration succeeds, in the NES Administrator Console of
the Enrollment NES and Registration NES, search for the user in the NES Administrator Console,
open the User Det ai | s page and confirm that in the Nymi  Band table, the Nymi Band is
Active.

4.7.3 - Returning a Nymi Band Without Self-
Enrollment

When a user no longer requires their Nymi Band, you must delete the Nymi Band association in
Nymi Enterprise Server(NES) and Evidian, and then perform a delete user data operation on the
Nymi Band.

After you complete these steps, you can assign another user to the Nymi Band.

Want to see this a video instead? Go to YouTube

4.7.3.1 - Removing the User Association to the Nymi Band in

Evidian Enterprise Access Management

This procedure removes the association between the user and the Nymi Band in Enterprise
Access Management (EAM) and deletes the biometric data from the Nymi Band.
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About this task
Log into the Evidian EAM Management Console with an account that is an EAM Administrator.

Procedure

4 - Using the Solution

1. Put the Nymi Band on a charger and then hold the bottom button down until the User

Dat a Del et ed icon appears.

The biometric data of the user is removed from the Nymi Band.

2. In the Evidian EAM Management Console, select the Di r ect or y panel.

3. Select the search request by changing the object type to user, and theninthe Fi |l t er
field, type the username.
The following figure shows the Sear ch r equest window.

o Evidian Enterprise Access Management Console

File Directory View Help

> E80 552D a5]

’ Directory

Search request

-2 Search request
= EAM

—-{Z]) Evidian Enterprise Access Management
i@ {20 Application access
=-{0 User Access
{1 AccessPoint Profiles

ST A Default access point profile
53 RFID-only
53 Wearable
(] Timeslices
# User Profiles
= [T Prn(g?am Data
& Inbound access
& Outbound access
€ TW-Lab
Biometrics

;51 Configuration

Use this tool to search for objects in the directory. Objects that are found can easily be accessed
from the tree view. Filter applies to object name.

_ X
Examples:
-if you want to find a user called ‘john doe’, type ‘john doe
-if you want to find an application whose name starts with ‘app’, type 'a
-if you type an '@ character, the filter also applies to the email address (when available)

Search root: Select... Remove
Object type: | i) User v
Filter: | twadmin Search
Maximum number of results: 50

Figure 26: Search request window
4. Click Sear ch.

5. Select the user, and then select the RFI Dtab. What appears on the RFI Dtab and the
actions that you perform, depend on the deployment.

Two entries display, one for the user as an RFID entry and the other is a Wearable

Wearable /
RFID-only entry.
Mode User: tw admin

5P Search request

@-{2] Application access
=2 User Access
= AccessPoint Profiles

g RFID-only
53 Wearable
- Timeslices
0-(J User Profiles
«-(] Program Data
{2 Inbound access
|2 Outbound access

—
=-{L] Evidian Enterprise Access Management

3 Default access point profile

& information 3, Connection & Securty Profiles 2 Administration 38 Access Points
© Smart Card [ © R0
RFID Identifier State Battery status Refresh
@ sfrrocsfiozdsb Active Not avaiable Assign...
-ab000622000¢3800 Active Not available
ock
Information

Select the Wearable entry, and then click Bl ackl i st .
On the Confi r mat i on window, click Yes.
On the Confi r mat i on window, click Yes.

Qoo

Once blacklisted, the Del et e button appears. Click Del et e.
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Secure NFC
Mode

One entry appears.

User: tw admin

{3 Information

3, Connection & Securty Profiles & Administration

38 Access Points
]

© Smart Card I © R0

RFID Identifier State Battery status
@ 510001021 Active Not avaiable

Refresh

Assign...

6.
7.

8.

Information

a. Select the Serial Number entry, and then click Bl ackl i st .
b. Onthe Confi rmati on window, click Yes.
c. Once blacklisted, the Del et e button appears. Click Del et e.

In the left navigation pane, select RFI D.

From the RFI D st at e list, select Bl ackl i st ed, and then click Appl v.

For Wearable and RFID-only modes, two blacklisted entries appear for the user, one for the RFID
and one for the Wearable entry, as shown in the following figure.

RFID

Filter of RFID search
RFID state Blacklisted v

Battery status All v

[ show RFID tokens expiring within 10 > days.

Owner RFID Identifier State

HEv2-Vatt
M Ev2-Uatl

Battery status
2F:2D:8D:08:7... Blackiisted Unkown
SFDB2C433FBD6E  Blacklisted Unkown

Expiration Date

Figure 27: Blacklisted Nymi Band

For Secure NFC mode, only one entry appears.
Delete the blacklisted Nymi Band.

» For Wearable and RFID-only modes, delete both blacklisted entries.
» For Secure NFC mode, delete the single blacklisted entry.

4.7.3.2 - Removing the user association to the Nymi Band in NES
Perform the following steps to remove the Nymi Band association to the user in Nymi Enterprise

Server(NES).

Procedure

1. Inthe Sear ch page, select the User s Option.

2. In the Sear ch field, type the full or partial username, first name, or last name of the user.
3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search

criteria.

Select the Domain\username link of the user to open the User Det ai | s page.

. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click

Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .
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6. On the D sconnect screen, scroll to the bottom and select Di sconnect .

4.7.3.3 - Deleting User Data on Nymi Band 4

The Delete User Data process clears personal information, such as the fingerprint template
and credentials, from the Nymi Band that is currently enrolled to a user. This process also
clears the lockout during a failed authentication lockout.

Before you can re-enroll a Nymi Band, you must perform the delete user data operation.

1. Remove the Nymi Band from the wrist of the user, and then attach the Nymi Band to a
charger.

2. Press the Nymi Band fingerprint sensor twice. The Delete User Data message displays on
the screen, as shown in the following figure.

Figure 28: Delete User Data

3. Hold your finger on the fingerprint sensor until the Nymi Band vibrates quickly twice and the
Delete message displays on the screen, as shown in the following figure.

DELETE

HOLD TO
CONFIRM

—
Figure 29: Delete progress screen

Note: The Nymi Band does not vibrate when you disable Hapti ¢ Feedback on Nyni Bands
for the user or active group policy in Nymi Enterprise Server(NES).

4. When Del et e User Data Conpl eti on screen appears, remove your finger from the
fingerprint sensor, as shown in the following figure

The following figure shows the Del et e User Data Conpl eti on screen.

Figure 30: Delete User Data Completion
The Delete User Data operation completes.

Biometric authentication does not work for the user after you perform a delete user data
operation. To use the Nymi Band again, the user must enroll the Nymi Band by using the Nymi
Band Application.
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Note: If you delete the user data on a Nymi Band and attempt to re-enroll it when self service
enrollment is not enabled in the Nymi Enterprise Server(NES) policy, you will see the following
message,

A Nymi Band has been assigned to (user name), however it cannot be found.

To proceed, you need to delete the Nymi Band association with the user in the NES
Administrator Console.

4.7.3.4 - Deleting User Data on Nymi Band 3

The Delete User Data process clears personal information, such as the fingerprint template
and credentials, from the Nymi Band that is currently enrolled to a user. This process also
clears the lockout during a failed authentication lockout.

Before you can re-enroll a Nymi Band, you must perform the delete user data operation.

1. Remove the Nymi Band from the wrist of the user, and then attach the Nymi Band to a
charger.

2. On the Nymi Band, hold the bottom button. The Delete User Data message displays on the
screen, as shown in the following figure.

Note: The Nymi Band does not vibrate when you disable Hapti ¢ Feedback on Nyni Bands
for the user or active group policy in Nymi Enterprise Server(NES).

DELETE

LISER
OATA

Figure 31: Delete User Data

3. Continue to hold the bottom button until the Nymi Band quickly vibrates twice and the USER
DATA DELETED message displays on the screen (after about 10 seconds), as show in the
following figure.

USER
DATA
DELETED

Figure 32: User Data Deleted

Biometric authentication does not work for the user after you perform a delete user data
operation. To use the Nymi Band again, the user must enroll the Nymi Band by using the Nymi
Band Application.

Note: If you delete the user data on a Nymi Band and attempt to re-enroll it, you will see the
following message,

A Nymi Band has been assigned to (user name), however it cannot be found.
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To proceed, you need to delete the Nymi Band association with the user in the NES
Administrator Console.

4.7.4 - Handling a Lost Nymi Band Without Self
Enrollment

When a user loses their Nymi Band, perform the following steps to disable the Nymi Band in
EAM and prevent another user from using the Nymi Band.

About this task

After completing these steps, enroll and assign a new Nymi Band to the user.

Procedure

1. In the Evidian EAM Management Console, select the Di r ect or y panel.

2. Select the search request by changing the object type to user, and theninthe Fi |l t er
field, type the username.

The following figure shows the Sear ch r equest window.

O Evidian Enterprise Access Management Console
File Directory View Help

c 2| BEQpsaHdatlo®

@ Search request
Directory | ;%Wﬂ] 8 Corfiguration

| & Evidian Enterprise Access Management Use this tool to search for objects in the drectory. Objects that are found can easly be accessed

H { from the tree view. Filter applies to object name.
(L) Application access Ly
P £ User A Examples:
i (8 Ser Access -if you want to find a user called ‘john doe', type ‘john doe'
{1 AccessPoint Profiles -if you want to find an application whose name starts with 'app’, type 'app™
Smart Card A Default access point profile -if you type an '@’ character, the filter also applies to the email address (when available)
P 53 RFID-only
. B3 Wearable Search root: Select... Remove
P (] Timeslices
[ #1{L User Profiles Object type: | User Tv

RFID

| -3 Program Data Filter: | twadmin search
& Inbound access

[ Outbound access Maximum number of results: 50
€ TW-Lab

Biometrics

Figure 33: Search request window

3. Select the user, and then select the RFI Dtab. What appears on the RFI Dtab and the
actions that you perform, depend on the deployment.

Wearable / | Two entries display, one for the user as an RFID entry and the other is a Wearable
REID-only |entry.
Mode
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User: tw admin

=P Search request {3 Information 3, Connection & Securty Profies #, Administration 38 Access Points
: S : =
-3 tw admin

RFID Identifier State Battery status Refresh

@ sfrrocsfiardsh Active Not available
-ab000622000¢3800 Active Not available

—
=-{L] Evidian Enterprise Access Management
«-{] Application access
=2 User Access
= (] AccessPoint Profiles
Default access point profile
g RFID-only
53 Wearable
(] Timeslices
0-(J User Profiles
{2 Program Data
{2 Inbound access
|2 Outbound access

Assign...

Information

a. Select the Wearable entry, and then click Bl ackl i st .
b. Onthe Confi r mat i on window, click Yes.
c. Onthe Confi r mat i on window, click Yes.

Secure One entry appears.
NFC Mode |[User: tw admin

=P Search request {3 Information 3, Connection & Securty Profies #, Administration 38 Access Points

© Smart Card I © R0

i RFID Identifier State Battery status Refresh
=-{] Evidian Enterprise Access Management @ s10001021
«-{] Application access
=] User Access
= (] AccessPoint Profiles
Default access point profile
g RFID-only
53 Wearable
(] Timeslices
0-(J User Profiles
{2 Program Data

[ Inbound access Information
[ Outbound access

Active Not avaiable o

a. Select the Serial Number entry, and then click Bl ackl i st .
b. Onthe Confi r mat i on window, click Yes.

Results

The Nymi Band is blacklisted in Evidian. If the another user attempts to use the Nymi Band for
authentication tasks result in an error stating that the certificate on the Nymi Band has been
revoked.

Note: After blacklisting the Nymi Band, do not delete Nymi Band from the user. If you delete
the Nymi Band, another user can enroll the Nymi Band.

4.7.4.1 - Removing the user association to the Nymi Band in NES

Perform the following steps to remove the Nymi Band association to the user in Nymi Enterprise
Server(NES).

Procedure

1. Inthe Sear ch page, select the User s Option.
2. In the Sear ch field, type the full or partial username, first name, or last name of the user.

3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.

4. Select the Domain\username link of the user to open the User Det ai | s page.
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5. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

6. On the D sconnect screen, scroll to the bottom and select Di sconnect .

4.7.5 - Handling a found Nymi Band Without Self-
Enrollment

When you find a lost Nymi Band, perform the following steps to allow another user to use the
Nymi Band.

About this task
Log into the Evidian EAM Management Console with an account that is an EAM Administrator.

Procedure

1. In the Evidian EAM Management Console, select the Di r ect ory panel.

2. Select the search request by changing the object type to user, and theninthe Fi | t er
field, type the username.
The following figure shows the Sear ch r equest window.

° Evidian Enterprise Access Management Console

File Directory View Help

« - BEQ - A abllom
‘ Search request
{P Search request I
Dlrecmry i — q ﬁ Configuration
| {3 Evidian Enterprise Access Management e e
i+ @-{] Application access 4 : '
- L B0 Usera = Examples:
= Ser Access -if you want to find a user called ‘john doe’, type ‘john doe'
P =1 {] AccessPoint Profiles -if you want to find an application whose name starts with ‘'app’, type 'app™
Smart Card S5 Default access point profile -if you type an '@’ character, the filter also applies to the email address (when available)
[ 53 RFID-only
[ B3 Wearable Search root: Select... Remove
Lo {0 Timeslices
© @£ UserProfiles Object type: | ) User v
RFID e .
A o Filter: | twadmin Search
-B& Inbound access

B Outbound access Maximum number of resuits: 50
1) TW-Lab

Biometrics

Figure 34: Search request window
3. Click Sear ch.
4. Select the user, and then select the RFI D tab, and the perform one of the following actions:

» For Wearable and RFID-only modes:

a. Select the RFID device, and then click Del et e.
b. Select the wearable device, and then click Del et e.
» For Secure NFC mode, select the serial number, and then click Del et e.

5. In the left navigation pane, select RFI D.

6. From the RFI D st at e list, select Bl ackl i st ed, and then click Appl y.
For Wearable and RFID-only modes, two blacklisted entries appear for the user, one for the RFID
and one for the Wearable entry, as shown in the following figure.
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RFID

Filter of RFID search
RFID state Blacklisted e

Battery status All v

[J show RFID tokens expiring within 10 > days.

Owner RFID Identifier State Battery status Expiration Date

MAEv2-Uatt 2F:20:8D:08:7... Blackisted Unkown
(p9Ev2-Uatl SFDB2C433FBD6E  Blackisted Unkown

Figure 35: Blacklisted Nymi Band
For Secure NFC mode, only one entry appears.
7. Delete the blacklisted Nymi Band.

» For Wearable and RFID-only modes, delete both blacklisted entries.
« For Secure NFC mode, delete the single blacklisted entry.

4.7.5.1 - Removing the user association to the Nymi Band in NES
Perform the following steps to remove the Nymi Band association to the user in Nymi Enterprise
Server(NES).

1. In the Sear ch page, select the User s Option.
2. In the Sear ch field, type the full or partial username, first name, or last name of the user.

3. Click Sear ch. The Sear ch page displays the user, or a list of users that match the search
criteria.

4. Select the Domain\username link of the user to open the User Det ai | s page.

5. In the Nymi Band table, to the right of the Nymi Band that you want to delete, click
Di sconnect . On the Disconnect page, scroll down and then click Di sconnect .

6. On the Di sconnect screen, scroll to the bottom and select Di sconnect .

After you deploy the Nymi with Evidian Solution, you must perform the following tasks when
you add new computers or users to the solution.

* When you add new Nymi Band users to the solution, ensure that you:

» Add their Active Directory user account to the Active Directory inclusion group.
» Assign the appropriate user profile to their user account in the Evidian EAM
Management Console.

*  When you add new computers to the solution, ensure that you assign the appropriate
access point profile to the computer in the Evidian EAM Management Console.
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5 - Managing the Nymi with
Evidian Solution

Review this section for information about tasks that you perform after you deploy the Nymi with
Evidian Solution, such as backups and recoveries.

5.1 - Delegating an Administrator Role to
a User

You can delegate privileges to a user that allows them limited access to the Evidian EAM
Management Console.

Procedure

1.

(o2}

Log into the Evidian EAM Management Console with a user account that is an EAM
administrator.

Click on the Account and Access Ri ghts Managenent © icon.
In the Evidian EAM Management Console, select the Di r ect or y panel.

. Select the search request by changing the object type to user, and theninthe Fi | t er

field, type the username.
The following figure shows the Sear ch r equest window.

o Evidian Enterprise Access Management Console

File Directory View Help

cOEE0msaablod

Search request
Directory ‘i‘%wﬂl 59 Confiquration

(] Evidian Enterprise Access Management Use this tool to search for objects in the directory. Objects that are found can easily be accessed

{ | from the tr . Filtes to object '
@ . w-{) Application access oj e ee view. Filter applies to object name

H Examples:
i =-{3 User Access ~if you want to find a user called ohn doe’, type ‘john doe’
=1-{0] AccessPoint Profiles -if you want to find an application whose name starts with app’, type 'app™

Smart Card -if you type an '@ character, the filter also applies to the email address (when available)

E Default access point prefile

i 53 RFID-only

T Wearable Search root: | | Select... Remove
H {0 Timeslices

i {2 User Profiles Object type: |5} User Tv

RFID

(-] Program Data

LB Inbound access Fit: [ tmodein Il
Blometrcs
Figure 36: Search request window
. Click Sear ch.
. Select the user from the search results.

. On the Adni ni strati on tab, click Del egat e, as shown in the following figure.
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© Smat Cand @ rFD

(5] infomation 2, Connection & Securty Profiles & Administration 1B Access Poirts

e

b

Authorized by:

Administered organization(s)

Administration restrictions for this administrator

Administration profiles

Change administration profile

Delegate Transfes Delete

Audit

Figure 37: Delegate option
8. Inthe Adm ni strati on Profil es section, click Add.

© Smart Card @ RFD
& information #, Connection & Securty Profiles B, Administration 18 Access Poini:

Authorized by: | tw admin

Administered organization(s)

(CJoc=Tw-.ab,DC=local
(o=eam

Add...

Administration restrictions for this administrator

Managed users restrictions. ..

Administration profiles

Change administration profile

Transfer... Delete Set Parent Administrator...

Figure 38: Add Administration Profiles

9. Inthe Adm ni stration Profil es Sel ecti on window, select Access
adm ni strat or, as shown in the following figure.
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Administration Profile Selection X

Select a profile. Profiles marked as deprecated are incduded for backward compatibility.
Access administrator
ACcess point samneTator
@ Administration rights manager
@ Appiication administrator
@ tuditor
@ Biometrics manager
@ Helpdesk operator
@ Infrastructure administrator
@ Security policy administrator
W@ Smart card administrator

@ 550 account administrator Edit...
@ User administrator
New...
Delete
[ show deprecated profes [Cox ]| cancel
Figure 39: Administration Profiles Selection window
10.Click OK.

11.0n the Admi ni strati on tab, click Appl y.

5.2 - Providing Users Access to
Enterprise SSO Studio Only

You can provide user accounts with the ability to access Evidian Enterprise SSO Studio to
train applications and manage the technical definition configuration, but you do not provide the
user account with administrative access to Evidian EAM Controller.

About this task
Perform the following steps in the Evidian EAM Management Console as an EAM
Administrator.

Procedure

1. Inthe Di rect ory view, use the Sear ch Request option to search for the user account.
2. Onthe Admi ni strati on tab, inthe Adm ni strati on Profil es section, click Add.
The following figure shows the Adni ni st rati on tab.
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© Smar Card @ RFD
Information 42 Comnection @ Securty Profiles & Administration

1B Access Points

Authorized by: | tw admin

Administered organization(s)

(ZJpc=Tw-Lab,DC =local
(EJo=Eam

Administration restrictions for this administrator

Managed users restrictions. .. Audit visibility restrictions.

Administration profiles

Add...

Edit

Remove

Figure 40: Administration Tab

3. Onthe Admi ni stration Profile Sel ecti on window, select Application

Adm ni strat or, and then click OK.

The following figure shows the Adni ni stration Profil e Sel ecti on window.

Administration Profile Selection X

Select a profile. Profiles marked as deprecated are induded for backward compatibility.

@ Access administrator
W Access point administrator

|. Application administrator |

T
@ Biometrics manager

@ Helpdesk operator

@ Infrastructure administrator
@ Security policy administrator
W Smart card administrator

@ 550 account administrator Edt...

@ User administrator
New...

Delete

[ show deprecated profies [Cox ]| coamcel

Figure 41: Administration Profile Selection window

4. On the Admi ni strati on tab click Appl y.

5. Instruct the user to start Evidian Enterprise SSOStudio and confirm that login succeeds.

5.3 - Managing Service Account

Password Changes

Nymi and Evidian both recommend that you configure your configure the service account with

a password that never expires.

Before you begin

To change the service account password in Evidian, you must know the passphrase.
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About this task
If your organizational procedures require changes to the service account password, perform
the following steps on to update Evidian components with the new password.

Procedure

1. On the Evidian EAM Controller, stop the Enterprise Access Management Security Services
service.

2. Change the service account password.

3. From the folder that contains the Evidian installation package, navigate to EAM.x64\TOOLS
\WGSrvConfig.

4. Run WGSRVConfig.exe as an administrator.

5. Inthe Admi ni strative Tool s window, click Confi gure Security Settings, as
shown in the following figure.

- Administration Tools

Use the following tools to configure the solution.

Select a task: Procedure
[All tasks v
@ Directory initialization 1. In the Select a task drop-
) X down list, click an entry to
© Extend Active Directory Schema %]

filter the configuration tools
© Create default objects 2] g&zggigti run for the

-] Security configuration

© Initialize the Primary controller %]
© Initialize an associated controller 2]
© Publish a new Token data file 2]
© Define administrator credentials for Self

Service Password Request o
© Import an external key [
© Import/Export controller key [~]

@ Controller configuration

© Install an Audit V2 Database Server

© Configure local audit database

(-] Configure security settings

(2]
2]
© Update Audit translation data 2]
(]
(2]

© Define a master Audit database

@ Software Installation

© configure workstation %]

© Cconfigure authentication by notifications -

Figure 42: Configure Security Settings option
6. Onthe Di r ect ory tab, update the password for the service account, and then click OK.
The following figure provides an example of the Di r ect or y tab.
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Controller Configuration X

Provisionin g connect tors Primary Administrator Account
Directory Access point account it Web Senvice Security

This accoun tis used by the server to connectto the directory.
ftwill be used for all the administration requests.

Login [TW-LAB\wadmil

Password.  [sesasasesnes ‘

Confirmation: ‘ ............ ‘

Figure 43: Directory tab

7. Launch SQL Server Manangenent Studi o (SSMS) and connect to the Evidian EAM
database server.

Review this article for a list of password change scenarios and the expected results.

Nymi recommends that Nymi Band users perform password management from a computer
where the Evidian client software is installed. Evidian clients that use Authentication
Manager or the Integrate with Windows option will prompt the user to change their password,
during Nymi Band tap operations. If the user must manually change their password, it is
recommended that they do so on the Evidian client.

Note: If the user changes their password on a machine that does not have the Evidian client
software installed, see Nymi Band Taps Populate the Username in the Evidian SSO window
only

1. User performs a Nymi Band tap to log into the computer. The error LDAP error: Bad
credentials provided appears.
2. User clicks OK. A screen appears that prompts the user to enter type new password.

3. User types their new password, and then clicks OK. A screen appears prompting the user
for for their old password.

4. User presses the Rei ni ti al i ze button. A popup appears that warns the user that it will
cause a wipe of Evidian security data.

5. User clicks CK and the log in completes.
6. User can use their Nymi Band to perform authentication tasks without further intervention.
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1. User open the MES app and when the SSO window appears, the user perform a Nymi Band
tap. A window appears that notifies the user that they must change their password.

2. User clicks OK. A window appears that prompts the user to set a new password.
3. User specifies their new password, and then clicks OK. Log in completes.
4. User can use their Nymi Band to perform authentication tasks without further intervention.

1. User performs a Nymi Band tap to log into the Windows desktop. A window appears and
notifies the user that they must change their password.

2. User clicks OK. A window appears that prompts the user to create a new password.

3. User provides a new password that meets the policy requirements, and then clicks OK.
Desktop appears and SSO engine appears in the system tray.

4. User can use their Nymi Band to perform authentication tasks without further intervention.

1. User opens the MES application and taps their authenticated Nymi Band when the SSO
window appears. A window appears that notifies the user that they must change their
password.

2. User clicks OK. A window appears that prompts the user to type a new password.

3. User specifies a password that does not meet the requirements, and then clicks OK. A
window appears that states the password is not valid.

4. User clicks OK. A window appears that prompts the user to type a new password.

5. User types a new password that meets the policy requirements, and then clicks OK. The
MES application login completes.

6. User can use their Nymi Band to perform authentication tasks without further intervention.

To simplify client log file collection, you can use the Evidian EAM Management Console to
configure debug mode on clients, and then collect the client side Evidian log files.

To collect log files remotely, your client computers must allow communication on port 3644.
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a s~ wDhPE

Connect to the Evidian EAM Management Console with an administrator account.

From the Di r ect or y view, in left navigation pane, select Sear ch r equest.

Inthe filter field, type the name of the user terminal, and then click Sear ch

From the search results, click the computer name.

In the properties window, on the Act i ons tab, perform the following steps in the Tr ace
Fi | es section:

a) Select Change settings.

b) Set the value in Level to 5.

¢) For process crashes, select Fl ush.

Note: This option can produce large log files quickly.

d) Click Appl y. The following figure show the Tr ace Fi | es section.
The Enterprise Access Management Security Service service on the user terminal restarts and
debug mode is disabled.
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{3 Information ﬁ’ Configuration % Authorized Users E Available Applications EI! Actions O Events

Target computer: DESKTOP-060LOFS

Select the actions and configuration settings to change on the target computer.

Cache Files
[ pelete cache files [[]Do not use cache

[ collect all cache files

Trace Files
Change settings [Jpelete trace files

Level: = I Collect trace files I
[]Flush I all files in trace folder I

wn
»

Max. file size: 0 : MB E-a50 Authentication Manager
(®) Max. number of files: 0 = Console Web Server
(O Max. trace duration: 0 =) for the last: l 24 = lhours.
Security Services
[ collect registry settings []Enforce new registration

[[] Temporary EAM Controller:

[[] Temporary Directory Server:

Authentication Manager
[[] show Windows tiles
Upon actions...

[ restart Security Services

I Apply | I Cancel

6. Reproduce the issue on the user terminal.

7. In the EAM Console, on the properties window of the user terminal, on the Act i ons tab,
perform the following steps in the Tr ace Fi | es section:
a) Enable Col | ect trace files,andthenselectall files in trace fol der.
b) Select For the | ast, and then define the time period in hours, for example, 24.
c) Click Appl y. The following figure show the Trace Fi | es section.

d) Onthe Evi di an Enterpri se Access Managenent Consol e popup window, click
Yes.
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Evidian Enterprise Access Management Conscle

o The following file is available on TW-3RVZ:

- TW-5RV2-TraceDir-20250530-155318.zip (14904 KB)

Do you want to download this file now?

Yes Mo

e) Onthe Sel ect Fol der window, navigate to the directory to save the ZIP file that
contains the logs, and then click Sel ect Fol der.

The Downl oads section displays the location of the ZIP file. Click Open to view the contents of
the zip file.

Download

Cache files: | | a KB Download QOpen...
Trace files: \W2-TraceDir-20250530-160755.zip 15091 KB Download COpen...
|

Registry files: | | | o |I<ZB Download Open...

f) Clear the FI ush option.

g) Optionally,to disable debug mode on the user terminal, clear the Col | ect Trace
Fi | es option, change the Level value to O.

h) Click Appl vy.
The Enterprise Access Management Security Service service on the user terminal restarts and
debug mode is disabled.

5.6 - Collecting Evidian EAM Client
Registry Settings Remotely

To simplify client registry entries, you can use the Evidian EAM Management Console to
collect the client side registry settings.

Before you begin

To collect registry settings remotely, your client computers must allow communication on port
3644.

Procedure

1. Connect to the Evidian EAM Management Console with an administrator account.
2. From the Di r ect or y view, in left navigation pane, select Sear ch request.
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3. Inthefilter field, type the name of the user terminal, and then click Sear ch.
4. From the search results, click the computer name.

5. In the properties window, on the Act i ons tab, perform the following steps in the
Security Services section:
a) SelectCol | ect registry settings.
b) Click Appl y. The following figure show the Security Servi ces section.

& irfomation 4% Corfguration 33 Asthorzed Users [ Avalable Applicatons B Actions | () Everts

Target computer: DESKTOP-060LOFS
Select the actons and configuration settings to change on the target computer.
Cache Fies

[elete cache fies [bo not use cache

only users-related cache files

only cache fles for this user:
[Ocollect al cache files

Trace Files

[[] change settings [[pelete trace files
Level: [ O colect trace files
Flush al files in trace folder

Max. file size: 0 s E550

B for the last: 0 2 hous.

[] Temporary EAM Controller:

[ emporary Drectory Server:

Upon actions

[Restart Security Services

Apply Cancel

Download

6. Onthe Evi di an Enterprise Access Managenent Consol e popup window, click
Yes.

Evidian Enterprise Access Management Conscle

o The following file is available on TW-3RVZ:
- TW-5RV2-Registry-20250530-163554.zip (3 KB]
Do you want to download this file now?

Yes Mo

7. Onthe Sel ect Fol der window, navigate to the directory to save the ZIP file that contains
the registry settings, and then click Sel ect Fol der.
The Downl oads section displays the location of the ZIP file. Click Open to view the contents of the
zip file.
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Download

Cache files: | | | 0 |KB Download Open...

Trace files: 0 KB Download Open...
| N

Registry files: | C:\Usersitwadmin'Documents{TW-S| | 3 KB Download Open...

5.7 - Viewing Audit Information for Nymi
Band Usage

Evidian stores audit information such as successful authentication, failed authentications, and
enrollment information in a SQL database. You can use the Evidian Auditing and Reporting
features in the Evidian EAM Management Console to view information about Nymi Band
usage.

Viewing Successful Authentications

Evidian provides a report that allows you to determine when a user logs into an Evidian login
window with their username and password, or a Nymi Band tap.

1. Log in to the Evidian EAM Management Console.
2. Click the Repor ti ng icon, as shown in the following figure.

©

3. Onthe Anal ysis and Statistics Reports tab, from the Report s list, select
Successful Aut henti cati ons, as shown in the following figure.
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Directory

Reporting
& PDFreports 35 Periodic PDF reports Analysis and Statistics Reports  {T] Application accourts  {T] Useraccourts i) Administrators

& Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
| administration rights. Only users with full administration rights (“super admins”) get exhaustive results,

b
Select repoyuteds
~

Smart Card Report: &5 successful authentications

Time frame:  Between | 4/ 1/2024 ~ and | 5/23/2025 [E~ | Language: |English i

RFID

4. InTi me frame fields, use the date selectors to choose the time range on which to report.
The following figure provides an example.

Reporting

& PDFrepotts 3 Periodic PDF reports Analysis and Statistics Reports  {T] Application accounts  {T) User accourts i) Administrators

@B Selecta pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
| | administration rights. Cnly users with full administration rights ("super admins”) get exhaustive results.

Select report data
Report: E Successful authentications £
Time frame: Betweerl | 4/ 1/2024 |\/ |I and|| 5/23/2025 E~ |I Language: |English ~

*

Al April 2024
Sun Mon Tue Wed Thu Fri  Sat _ iy Epas T

N 2 3 4 05 6
7 8 g 1w 1 12 13 computer

4 15 18 17 18 19 20

21 2 23 24 25 2% 27

28 29 30 1 2 3 4
5 7] 7 8 g 1w 1

[ Today: 5/23/2025

5. Click Gener at e, as shown in the following figure.

Compu

Reporting
2 PDFrepotts ' Periodic PDF reports Analysis and Statistics Reports  {T] Application accourts  {=] Useraccourts {5] Administrators

Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights {"super admins”) get exhaustive results.

Select report data
Report: E Successful authentications

.
Time frame:  Between | 4f 1EEE and | 5/23/2025 [E¥ | Language: |Engish ~

In the output, the value in the Token C ass Nane field identifies how the user completed the
Evidian username and password window:

» Password—User typed their username and password.
* RFIDPCSC—User performed a Nymi Band tap.

The following figure provides an example of the output window.
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Reporting
& PDFrepots (3 Periocic PDF reports Analysis and Statitics Reports (5] Appiication accounts  {5] User accourts {5 Administrators

Selecta pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
‘administration rights. Only Users with ful administration rights ("super admins) get exhaustive results.

Generate | List

Selectreport data
Report: &9 Successful authentications v
Tme frame:  @etveen [ 4 VAR ~|  and 5232025 (-] Lanouage: |Englsh >

Export...

Cancel

user computer
Pomsuserqa 1@TW-_ab. local
twadmin@Tw-Lab.local
Pomsuserqa LETW-Lab. local
tw-user 1@TW-Lab. local
tw-user2@TW-Lab.local
tw-user2@TW-Lab.local
tw-user2@TW-Lab. ocal
tw-user2@TW-Lab. ocal
tw-user2@TW-Lab.local
tw-user2@TW-Lab.local
tw-user2@TW-Lab. ocal
tw-user2@TW-Lab. ocal
twadmin@TW-Lab.local
twadmin@Tw-Lab.local
twadmin@TV-Lab.local
twadmin@TW-Lab.local
twadmin@TW-Lab.local
twadmin@Tw-Lab.local
twadmin@TV-Lab.local
twadmin@TW-Lab.local
twadmin@TW-Lab.local
twadmin@Tw-Lab.local
twadmin@TV-Lab.local
twadmin@TW-Lab.local
twadmin@TW-Lab.local
Pomsuserqa 16TW-Lab. local
twadmin@TV-Lab.local
twadmin@TW-Lab.local
Pomsuserqa 1@TW-_ab. local
twadmin@Twi-Lab.local

DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
NM-LP-0002

DR-10124W

DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local
DESKTOR-060LOFS. TW-Lab.local
DESKTOP-050LOFS. TW-Lab.local

Computer GUID
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
6dd1045db856934aafal 1d04c 706403
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
6dd1045db856934aafal 1d04c 706403
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
6dd1045db856934aafal 1d04c 706403
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
6dd1045db856934aafal 1d04c 706403
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
6dd1045db856934aafal 1d04c 706403
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
0797e3c51409 184 9deSbab6 11560467
07572361409 184e8d=8bab 11500467
6dd1045db356939aafa0 1d04c70Ed03
6dd1045db856934aafa0 104c706403
6dd1045db856934aafal 1d04c 706403
6dd1045db356934aafa0 1d04c 70603
6dd1045db356939aafa0 1d04c70Ed03

Date
2025-04-28 13:37:13
2025-04-28 1L:58:05
2025-04-28 11:53:00
2025-01-31 16:59:21
2025-01-31 16:53:58
202501-31 15:31:43
202501-31 15:1%51
2025-01-30 20:34:30
2025-01-30 20:32:54
2025-01-30 20:28:30
2025-01-30 20:27:59
2025-01-30 20:26:56
2025-01-28 15:43:36
202501-28 115258
202501-28 11:42:53
2025-01-28 11:37:29
2025-01-28 11:37:14
202501-28 1L:37:11
2025-01-29 11:3%:52
2025-01-28 11:33:07
2025-01-28 11:32:54
202501-28 1113235
202501-28 11:32:33
2025-05-23 11:20:06
2025-05-08 15:19:43
2025-04-30 14:50:16

2025-04-30 14:28:25

Token Class Name

PASSWORD

You can use the Export option to send the list to XML or CSV format.

ﬁ PDF reports ‘@ Periodic POF reports

Generate List

Select report data
Report: E Successful authentications ~
Time frame: Between and | 5/23/2025 [E+| Language:

English ~

Select a pre-defined repart, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights (“super admins") get exhaustive results.

Cancel

Analysis and Statistics Reports  {T] Appiication accounts  {T) Useraccounts  {T] Administrators

Computer GUID

Export Report To File

user computer
twadmin @TW-Lab. local NM-LP-(]
twadmin @TW-Lab. local DR-101
Pomsuserga L@TW-Lab. local DESKTO

. Report:
twadmin @TW-Lab. local DESKTC)
twadmin @TW-Lab. local DESKTC) Synta:
Pomsuserga 1@TW-Lab.local DESKTO
twadmin @TW-Lab. local DESKTC| File:
Pomsuserga L@Tw-Lab.local DESKTCY
twadmin@TW-Lab. local DESKTQ)  Options:
twadmin @TW-Lab. local DESKTO)
Pomsuserga L@TW-Lab. local DESKTO
Pomsuserga L@TW-Lab. local DESKTC
twadmin @TW-Lab. local DESKTC)
Pomsuserga 1@TW-Lab.local DESKTT

| Successful authentications

@xve Ocsv

| n'Documents'\Successful authentications-20240401-20250523. xml |

Cancel

iahe)
Ehi)
H0H
H0H
HoH
HOH
HoH
HoH
o4
H044
H0H
H0H
HoH

“UUULOT o TV AT T

UUU IUTIUUOIU T I Taa Ay

Comparing Total Nymi Band Taps vs Manual Username and Password Login

The Authentication method statistics allows you to determine when a user logs into an Evidian
login window with their username and password, or a Nymi Band tap.

1. Log in to the Evidian EAM Management Console.
2. Click the Report i ng icon, as shown in the following figure.
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20000

3. Onthe Anal ysis and Statistics Reports tab, from the Report s list, select

Aut henti cati on nethod stati stics, as shown in the following figure.

Reporting
2 PDFrepots 9y Periodic POF Analysis and Statistics Reports @ ﬁ ﬁ
i ports %5 Perodic reports ¥ o Application accounts User accounts Administrators

@& Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
| | administration rights. Only users with full administration rights ("super admins™) get exhaustive results,

Select report,

Report: @ Authentication methods statistics £ I

Time frame: Between | 4/ 1/2024 and | 5/23/2025 [E+ | Language: |English ~

Generete | |pie chart - I -

4. InTi me frame fields, use the date selectors to choose the time range on which to report.

5. Click Gener at e.
The following figure provides an example of the pie chart output, where:

» Password—User typed their username and password.
* RFIDPCSC—User performed a Nymi Band tap.
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2 PDFrepots (3 Periodic PDFreparts <. Analysis and Statistics Reports {5 Application accourts (5] Useraccounts {5 Admiristrators

Select a pre-defined repart, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights ("super admins™) get exhaustive results.

Select report data

Report: |'¢‘a Authentication methods statistics w ‘ Filter File:

Time frame: Between | 4/ 1/2024 -~ and | 5232025 [ERg Language:

e | et~ [

Authentication methods statistics - tw admin - 5/23/2025 4:21.:!
Between '4/1/2024" and '5/23/2025'

Viewing a list of Nymi Bands Enrolled in Evidian

The Li st of Wear abl e Devi ces report provides you with a list of Nymi Bands that have
been enrolled to users in Evidian.

1. Log in to the Evidian EAM Management Console.
2. Click the Reporti ng icon, as shown in the following figure.
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20000

3. Onthe Anal ysis and Statistics Reports tab, from the Report s list, select
Aut henti cati on nethod stati stics, as shown in the following figure.

Reporting
2 PDFrepots 5% Periodic PDF Analysis and Statistics Reports ﬁ licati @ L E Admini
) ports =% Periodic reports ¥: = Application accounts ser accounts ministrators

are  Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
L | administration rights. Only users with full administration rights ("super admins®) get exhaustive results,

Select repor
Report: % List of wearable devices

Time frame: Between | 4/ 1/2024

4. InTi me frame fields, use the date selectors to choose the time range on which to report.
5. Click Gener at e.

Language: | English e

The report provides you with information in the following columns:

e user—AD account associated with the Nymi Band.
» serial number—Serial number of the Nymi Band.
» Creation date (AD)—Date of Nymi Band enrollment.

The following figure provides an example of the output. In this example, users tw userl and
tw user2 have performed self re-enroliment several times and the report displays enrollment
information for several different Nymi Bands.
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Reporting
& PDFrepots £33 Periodic PDF reports Analysis and Statistics Reports  {T] Application accounts  {5) User accounts  {5) Administrators

@B  Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
| | administration rights. Only users with full administration rights (“super admins™) get exhaustive results,

Select report data

Report: % List of wearable devices B

Time frame: Between

Language: |English ~

user Token State Serial Number GUID DN

Ch=tw user 1,CN=Users DC=TW-Lab,DC=local Active D7:00:D3:C0:7A:D8 24b577cf6267a042b3984b373e 7a6cCs CN=24fac2b48cdc4c0e978c3c25
CM=tw user1,CN=Users, DC=TW-Lab,DC=local Active 32:0D:78:06:FD:CB bde544316bfaae4293ea 7 14f223d659 CN=78d53de389e9423c9751a8
CN=tw user1,CN=Users, DC=TW-Lab,DC=local Active SF:6F:E9:12:6C:E8 8bagd8bef10379445852f3512594b03d4 CN=f7813512131247b9bc3ab63
CN=tw user1,CN=Users DC=TW-Lab,DC=local Active 64:F1:A1:CD:25:F0 fa30da89e1c3d9845b 538 14eddf0dd 72f CN=623e367adc0340f3913654d
CM=tw user2,CN=Users DC=TW-Lab,DC=local Active 0E:90:BD:99:52:E5 9459e3695a5h284e%e5ee73b55dad2a3 CN=cf1b32350dc043f43122eds:
CM=tw user1,CN=Users DC=TW-Lab,DC=local Active 96:6A:8B:50:56:00 2e647725ad47b3442a7fafthe51d92ab CN=5290a3fc3a234a%aa 7hfbe!
CM=tw user2,CN=Users DC=TW-Lab,DC=local Active C2:15:39:90:C2:E7 0181aa156b09fc4fb 55192660 7484act CN=f625f7e020224d 225445 1ed
CN=Pomsuserga1,CN=Users,DC=TW-Lab,DC=l... Active A9:3B:07:9F:89:EF 5d05bE60eeddf14084%a795227fd37a CN=d54281bb03c54d 778589 150
CM=tw admin,CN=Users,DC=TW-Lab,DC=local  Active AS:28:20:49C:6CFE £8023e5ab1755741b89ea507e2c4d46 1 CN=2cad57ca060446588a7a 1f 1e

In some situations Nymi recommends that you export the technical definitions that are
associated with your SSO applications, to allow you to import the technical definition
configuration into another EAM Controller. For example, when you move from a Development
environment to a QA environment to a Production Environment.

Perform the following steps on a user terminal on which you installed Ent er pri se SSO
St udi o.

1. Launch the Ent er pri se SSO St udi o application (C:\Program Files\Evidian\Enterprise
Access Management\ssobuilder.exe).

2. Expand EAM > Evi di an Enterpri se Access Managenent > Application
access > Technical Definitions..

3. Right-click the technical definition, and then select Expor t , as shown in the following
figure.
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!
%3 $S0Config - Enterprise SSO Studio - m] X
File Edit View Help

#5032 RN
BEesas

= Wl Enterprise Studio Configuration
£ eam
={2]) Evidian Enterprise Access Management

¢ &£ Application access

& D Application security objects

«-{) Applications
=1 {3 Technical definitions
-2 Sample App
5

B} New Window...

i CRHE]

i {7 User Access

71-{-] Program Data ! Rename
3% Delete

o Cut
23 Copy

% Import...

[o]
173
0 [ Add to Test List [

2 Edit XML Configuration...
2 Properties

Figure 44: Export option

4. In the Save as window, select a directory location and provide the name of the file. Click
Save.

5.9 - Importing Technical Definitions

In some situations you might import the technical definitions that are associated with your
SSO applications,for example, when you move from a Development environment to a QA
environment to a Production Environment.

You will use Enterprise SSO Studio and the EAM Console to importing the technical definition.

Importing Technical Definitions in Enterprise SSO Studio

Perform the following steps on a user terminal on which you installed Ent er pri se SSO
St udi o.

1. Download the .sse file to the computer.

2. Launch the Ent er pri se SSO St udi o application (C:\Program Files\Evidian\Enterprise
Access Management\ssobuilder.exe).

3. Expand EAM > Evi di an Enterprise Access Managenent > Application
access > Technical Definitions..

4. Right-click the technical definition, and then select | nport .

5. Navigate to the directory that contains the .sse file and then double-click the file.

The technical definition appears in the Techni cal Defi ni ti ons folder, as shown in the
following figure.
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3 $50Config - Enterprise SSO Studio -
File Edit View Help

#5088 RN E
R %sE=

=Wl Enterprise Studio Configuration
=-£3 EAM
= |:/ Evidian Enterprise Access Management
= [:/ Application access
+-{5] Application security objects
«-{) Applications
-2 Technical definitions

103 Sample App
= Ta 1D Neo EWI

Figure 45: Imported Technical Definition

6. For technical definitions that are related to web-based applications, expand the new
application and then perform the following steps for each window that appears in the

application:

a. Right-click the first window that appears in the application, and then select Pr operti es,
as shown in the following figure.

3 $50Config - Enterprise SSO Studio
File Edit View Help

Y AEEE
LT B

=il Enterprise Studio Configuration
=-£3 EAM

= [:/ Application access
457 Application security objects
«-{) Applications
-2 Technical definitions
-3 Sample App
=T 2 TD Neo EWI
E Main Authenticatio
] Signed By form
] Verified By form 1st
] Verified By form 2nd
#-{5) User Access
&3 Program Data

- O X

= |:/ Evidian Enterprise Access Management

%% Rename
3% Delete
#% Cut

24 Copy

a T Update Directory
2 % Bport...
& % Import...

Figure 46: Properties option

b. On the Det ect i on tab, update that the URL address that appears in the URL field if it is

not correct for your environment.

c. Click &K

7. Right-click the new application and then select Updat e directory.

The application icon changes from red to blue. The following figure shows the Updat e

di r ect ory option.
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"% SSOConfig - Enterprise S5O Studio - [m} X
File Edit View Help

#5832 R
e T ER

=il Enterprise Studio Configuration
£ eam
={7) Evidian Enterprise Access Management
[t] Application access

{2 Application security objects
{3 Applications
{1 Technical df
.03 Sample) % Rename

SEE1 T Neo [EPTINEN

LMl 4 ca
-0 Signi 3
B Verifp 2 CoPY

B3 New Window..

3 Verif

| @3 User Access & Update Directory

() Program Data % Export...
% Import...

Q
17
] Add to Test List

32 Edit XML Configuration...

Figure 47: Properties option

Perform the following steps while logged into the Evidian EAM Management Console as an
administrator:

1.
Click the Account and access right managenent button @

2. Expand EAM > Enterprise Access Managenent > Appli cati on.
3. If the technical definition is for a new application instance, perform the following steps:

a. Right-click Appl i cat i ons and then select New Appl i cati on.

b. Onthe | nf or mat i on tab, in the Name field, specify a name of the application. Click
Apply.

c. Onthe Confi gurati on tab, click the SSOtab, and then select SSO. In the Met hods
window, from the Def ault SSO Pr opagati on net hod list, select SSO. The technical
definition field appears.

d. Navigate to EAM> Evi di an Enterpri se Access Managenent > Application
access > Applications > Technical Definitions, selectthe new technical
definition, and then click OK. The following figure provides an example.
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Application: SampleApp

P Search request
Q) EAM

=23 Evidian Enterpr|
=-{.J Application|
+.(] Applica

-] Applica

& 3 Technic
= Sam|

(5 User Acces
+-{] Program Data
1% Inbound acces
|2 Outbound acc

) TW-Lab

Select Technical Definition

Browse  Search

=-§) EAM

=1-{.J Evidian Enterprise Access Management
=-{.] Application access
+1- (2 Application securty objects
(] Applications
-] Technical definitions
2
+{J User Access
(2] Program Data

Cancel

8s 72 Administrat

SSO  Extemal Na

Select

4. If the technical definition is for an existing application instance, perform the following steps:

a. Select the application.

b. On the SSOtab, in the Met hods window, click Sel ect .

c. Navigate to EAM > Evi di an Enterprise Access Managenent > Application

access > Applications, select the new technical definition, and then click OK. The

following figure provides an example.

-2 Search request
@) EAM
=3 Evidian Enterpr]
=-{.3 Application|
+-(C Applica
-] Applica
= (3 Technic
] Sam|
4-(] User Acces
#-{.J Program Data
[ Inbound acces:
2 Outbound ace
@) TW-Lab

Application: SampleApp

Select Technical Definition

Browse  Search

=@ EAM

=-{J Evidian Enterprise Access Management
=-{2] Application access
- Application security objects
#-(J Applications
-] Technical definitions
] Sarveopicaon]
(3] User Access
#-{J Program Data

Cancel

gs 2 Administrat

SSO  Exemal Na

Select

Perform the following steps on each Evidian EAM Client.

1. From the system tray, select SSO Ent er pri se.

2. From the left menu pane, click the Horre button, and in the Hone window, click the

Ref r esh button.

3. For new applications, from the left menu pane, click the Account button. Confirm that the
new application appears and a username does not appear (displays not registered). If the

application does not appear, right click in an empty area of the applications table and clear

the option Hi de appl i cations w thout credential.
4. Launch the application and when prompted, log in with a username and password.
5. Perform a task that requires an e-signature and perform a tap to complete the operation.
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5.10 - Installing Evidian Licenses

Eviden offers standard and perpetual by seat licenses for the Evidian software.

The following table provides a summary of the installation differences for each license type.

Standard Annually Evidian EAM Controller and all

Evidian EAM Clients

Perpetual n/a Evidian EAM Controller and

any Evidian EAM Clients

on which you install the

Evidian EAM Management
Consoles or Evidian SSO Studio
components.

The Evidian license file is a text file that you import into the registry by using the WGConfig
tool.

To import the license file, perform the following actions:

1.

o

Log into the computer with a user account that has access to install software.

2. Launch C:Program Files\Common Files\Evidian\WGSS\WGConfig.exe.
3.
4. Onthe Confi guration Assistant, selectEnterprise Access Managenent, and

On the Account Contr ol window, click Yes.

then click Next .
On the Sof t war e Li censes window, click | npor t . Change the extension to *.txt.
Navigate to the license file and then click OK.

Note: If you are prompted to replace the license keys, click Yes.

On the confirmation window, click OK.

. Click Cancel to close the window.
. For the Evidian EAM Clients on which you import the perpetual license file only, restart the

Evidian Enterprise Access Management Security service.

Note: You can add the license file to each Evidian EAM Client machine by using the same
steps that you performed on the Evidian EAM Controller server or you can export the license
registry key on the Evidian EAM Controller, and then use group policies to push the registry
key to each client.
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When a user logs into an Evidian login window by performing a Nymi Band tap or typing their
username and password, they begin to consume an Evidian license. When you blacklist the

Nymi Band entries for a user in Evidian, the SSO data for the user remains. Users with SSO

data are considered active users and continue to consume an Evidian license.

When the associated user account is disabled in Active Directory, you can free up the Evidian
license for a user that no longer uses the Nymi with Evidian solution by performing the
following steps.

Note: These steps apply to configurations that use AD LDS only.

1. Log into the Evidian EAM Management Console as an EAM Administrator.
2. From the Help menu select About to make note of the number of licenses.

3. From the Fi | e menu, select SSO & Active Directory di sabl ed accounts, as
shown in the following figure.

Q Evidian Enterprise Access Management Console
File Directory View Help
Configuration...
Emergency Plan...
Protection Mode...
Manage Updates...
Scripting...

Manage controllers...

S50 & Active Directory disabled accounts...

Manage User Security Profile Priority...
Manage Access Point Security Profile Prierity...

Change Directory Server...
Administration Profile...

Refresh Administration Profile
Exit
4. Onthe Di sabl ed accounts with SSO dat a window, select the applicable user, and
then click Del et e SSO dat a.

It might take up to 24 hours for the license count to change. The Evidian controller performs
a license calculation daily. The time that the Controller performs this calculation is not
configurable. For performance reasons, the value is not calculated by a service restart.
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To simplify client log file collection, you can use the Evidian EAM Management Console to
configure debug mode on clients, and then collect the client side Evidian log files.

To collect log files remotely, your client computers must allow communication on port 3644.

Connect to the Evidian EAM Management Console with an administrator account.
From the Di r ect or y view, in left navigation pane, select Sear ch request.
Inthe filter field, type the name of the user terminal, and then click Sear ch
From the search results, click the computer name.

In the properties window, on the Act i ons tab, perform the following steps in the Tr ace
Fi | es section:

a) Select Change settings.

b) Set the value in Level to 5.

¢) For process crashes, select Fl ush.

a s e

Note: This option can produce large log files quickly.

d) Click Appl y. The following figure show the Trace Fi | es section.
The Enterprise Access Management Security Service service on the user terminal restarts and
debug mode is disabled.
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{3 Information ﬁ’ Configuration % Authorized Users E Available Applications EI! Actions O Events

Target computer: DESKTOP-060LOFS

Select the actions and configuration settings to change on the target computer.

Cache Files
[ pelete cache files [[]Do not use cache

[ collect all cache files

Trace Files
Change settings [Jpelete trace files

Level: = I Collect trace files I
[]Flush I all files in trace folder I

wn
»

Max. file size: 0 : MB E-550 Authentication Manager
(®) Max. number of files: 0 = Console Web Server
(O Max. trace duration: 0 =) for the last: l 24 = lhours.
Security Services
[ collect registry settings []Enforce new registration

[[] Temporary EAM Controller:

[[] Temporary Directory Server:

Authentication Manager
[[] show Windows tiles
Upon actions...

[ restart Security Services

I Apply | I Cancel

6. Reproduce the issue on the user terminal.

7. In the EAM Console, on the properties window of the user terminal, on the Act i ons tab,
perform the following steps in the Tr ace Fi | es section:
a) Enable Col | ect trace files,andthenselectall files in trace fol der.
b) Select For the | ast, and then define the time period in hours, for example, 24.
c) Click Appl y. The following figure show the Trace Fi | es section.

d) Onthe Evi di an Enterprise Access Managenent Consol e popup window, click
Yes.
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Evidian Enterprise Access Management Conscle

o The following file is available on TW-3RVZ:

- TW-5RV2-TraceDir-20250530-155318.zip (14904 KB)

Do you want to download this file now?

Yes Mo

e) Onthe Sel ect Fol der window, navigate to the directory to save the ZIP file that
contains the logs, and then click Sel ect Fol der.

The Downl oads section displays the location of the ZIP file. Click Open to view the contents of
the zip file.

Download

Cache files: | | a KB Download QOpen...
Trace files: \W2-TraceDir-20250530-160755.zip 15091 KB Download COpen...
|

Registry files: | | | o |I<ZB Download Open...

f) Clear the FI ush option.

g) Optionally,to disable debug mode on the user terminal, clear the Col | ect Trace
Fi | es option, change the Level value to O.

h) Click Appl vy.
The Enterprise Access Management Security Service service on the user terminal restarts and
debug mode is disabled.

5.13 - Collecting Evidian EAM Client
Registry Settings Remotely

To simplify client registry entries, you can use the Evidian EAM Management Console to
collect the client side registry settings.

Before you begin
To collect registry settings remotely, your client computers must allow communication on port
3644.

Procedure

1. Connect to the Evidian EAM Management Console with an administrator account.
2. From the Di r ect or y view, in left navigation pane, select Sear ch request.
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3. Inthefilter field, type the name of the user terminal, and then click Sear ch.
4. From the search results, click the computer name.

5. In the properties window, on the Act i ons tab, perform the following steps in the
Security Services section:
a) SelectCol | ect registry settings.
b) Click Appl y. The following figure show the Security Servi ces section.

& irfomation 4% Corfguration 33 Asthorzed Users [ Avalable Applicatons B Actions | () Everts

Target computer: DESKTOP-060LOFS
Select the actons and configuration settings to change on the target computer.
Cache Fies

[elete cache fies [bo not use cache

only users-related cache files

only cache fles for this user:

[Ocollect al cache files

Trace Files

[[] change settings [[pelete trace files
Level: [ O colect trace files

Flush all fles in trace folder

Max. file size: 0 s E550

B for the last: 0 2 hous.

[] Temporary EAM Controller:

[ emporary Drectory Server:

Upon actions

[Restart Security Services

Apply Cancel
Download
e [ | e [ =R

6. Onthe Evi di an Enterprise Access Managenent Consol e popup window, click
Yes.

Evidian Enterprise Access Management Conscle

o The following file is available on TW-3RVZ:
- TW-5RV2-Registry-20250530-163554.zip (3 KB]
Do you want to download this file now?

Yes Mo

7. Onthe Sel ect Fol der window, navigate to the directory to save the ZIP file that contains

the registry settings, and then click Sel ect Fol der.

The Downl oads section displays the location of the ZIP file. Click Open to view the contents of the

zip file.
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Download

Cache files: | | | 0 |KB Download Open...

Trace files: 0 KB Download Open...
| N

Registry files: | C:\Usersitwadmin'Documents{TW-S| | 3 KB Download Open...

5.14 - Viewing Audit Information for
Nymi Band Usage

Evidian stores audit information such as successful authentication, failed authentications, and
enrollment information in a SQL database. You can use the Evidian Auditing and Reporting
features in the Evidian EAM Management Console to view information about Nymi Band
usage.

Viewing Successful Authentications

Evidian provides a report that allows you to determine when a user logs into an Evidian login
window with their username and password, or a Nymi Band tap.

1. Log in to the Evidian EAM Management Console.
2. Click the Repor ti ng icon, as shown in the following figure.

©

3. Onthe Anal ysis and Statistics Reports tab, from the Report s list, select
Successful Aut henti cati ons, as shown in the following figure.
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Directory

Reporting
& PDFreports 35 Periodic PDF reports Analysis and Statistics Reports  {T] Application accourts  {T] Useraccourts i) Administrators

| administration rights. Only users with full administration rights (“super admins®) get exhaustive results,

.'\.._.. :
Select repoyuteds
~

'ﬂ Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your

Smart Card Report: E Successful authentications
Time frame:  Between | 4/ 1/2024 v| and | 5/23/2025 DV| Language: |English i
REID

4. InTi me frame fields, use the date selectors to choose the time range on which to report.
The following figure provides an example.

Reporting
& PDFrepotts 3 Periodic PDF reports Analysis and Statistics Reports  {T] Application accounts  {T) User accourts i) Administrators

Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights ("super admins™) get exhaustive results.

Select report data
Report: E Successful authentications £

Time frame: Betweerl | 4/ 1/2024 |\/ |I and|| 5/23/2025 E~ |I Language: |English ~

*

1 April 2024

Sun

AT 2 03 4 5 6

7 g 10 11 12 13 computer Compu
14 6 17 18 19 20
2 201 5 % 7

28 30 1 2 3 4
5 7] 7 8 g 1w 1
[ Today: 5/23/2025

5. Click Gener at e, as shown in the following figure.

Reporting
2 PDFrepotts ' Periodic PDF reports Analysis and Statistics Reports  {T] Application accourts  {=] Useraccourts {5] Administrators

Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights {"super admins”) get exhaustive results.

Select report data
Report: E Successful authentications “
Time frame:  Between | 4f 1/EEE v| and | 5/23/2025 DV| Language: |English ~

In the output, the value in the Token C ass Nane field identifies how the user completed the

Evidian username and password window:

» Password—User typed their username and password.
* RFIDPCSC—User performed a Nymi Band tap.

The following figure provides an example of the output window.
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Reporting
& PDFrepots (3 Periocic PDF reports Analysis and Statitics Reports (5] Appiication accounts  {5] User accourts {5 Administrators

Selecta pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
‘administration rights. Only Users with ful administration rights ("super admins) get exhaustive results.

Select report data
Report: &9 Successful authentications v
Tme frame:  @etveen [ 4 VAR ~|  and 5232025 (-] Lanouage: |Englsh ~

Generate | List | EEpE Export... Cancel
user computer Computer GUID Date Token Class Name | ¥
Pomsuserga 1ETW-Lab. local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 2025-04-29 13:37:19 RFIDPCSC
twadmin@Tw -Lab.local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 2025-04-29 11:58:05 RFIDPCSC
Pomsuserga 1@TW-Lab. local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 2025-04-29 11:53:00 RFIDPCSC
tw-user LETW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafal 1d04c 7f06d03 2025-01-31 16:59:21 RFIDPCSC
tw-user2@TW-ab.local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 2025-01-31 16:53:58 RFIDPCSC
tw-user2@TW-Lab.local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 2025-01-3115:31:43 RFIDPCSC
tw-user2@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 2025-01-31 15:13:51 RFIDPCSC
tw-user2@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafal 1d04c 7f06d03 2025-01-30 20:34:30 RFIDPCSC
tw-user2@TW-ab.local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 2025-01-30 20:32:54 RFIDPCSC
tw-user2@TW-Lab.local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 2025-01-30 20:28:30 RFIDPCSC
tw-user2@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 2025-01-30 20:27:59 RFIDPCSC
tw-user2@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafal 1d04c 7f06d03 2025-01-30 20:26:56 RFIDPCSC
twadmin@TW-Lab.local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 2025-01-29 15:43:36 RFIDPCSC
twadmin@Tw -Lab.local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 2025-01-29 1L:52:58 RFIDPCSC
twadmin@Tw-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 2025-01-29 11:42:53 RFIDPCSC
twadmin@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafal 1d04c 7f06d03 2025-01-29 11:37:29 RFIDPCSC
twadmin@TW-Lab.local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 2025-01-29 11:37:14 RFIDPCSC
twadmin@Tw -Lab.local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 RFIDPCSC
twadmin@Tw-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 RFIDPCSC
twadmin@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafal 1d04c 7f06d03 2025-01-29 11:33:07 RFIDPCSC
twadmin@TW-Lab.local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 2025-01-29 11:32:54 RFIDPCSC
twadmin@Tw -Lab.local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 RFIDPCSC
twadmin@Tw-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 RFIDPCSC
twadmin@TW-Lab.local NM-LP-0002 0797e3c51409 184e 9deSbabt 119b0d67 2025-05-23 11:20:06 PASSWORD
twadmin@TW-Lab.local DR-10124W 0797351403 184e8dedbabs 118b0dE6T 2025-05-09 15:19:43 PASSWORD
Pomsuserga 1@TW-Lab. local DESKTOP-080LOFS TW-Lab. local 6dd1045db856939aafa0 1d04c7f0ed03 PASSWORD
twadmin@Tw-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafa0 1d04c7f06d03 PASSWOCRD
twadmin@TW-Lab.local DESKTOP-060LOFS. TW-Lab.local 6dd1045db8569 34aafal 1d04c 7f06d03 PASSWORD
Pomsuserga 1ETW-Lab. local DESKTOR-060LOFS . TW-Lab. local 6dd1045dba563 34aafal 1d04c 706403 PASSWORD
twadmin@Tw -Lab.local DESKTOP-080LOFS TW-Lab. local 6dd 1045db8569 39aafa0 1d04c7f06d03 2025-04-30 14:28:25 PASSWORD

You can use the Export option to send the list to XML or CSV format.

Select a pre-defined repart, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights (“super admins") get exhaustive results.

& PDFrepots (5 Periodic PDF reports Analysis and Statistics Reports  {T] Appiication accounts  {T) Useraccounts  {T] Administrators

Select report data
Report: &9 successful authentications ~
Time frame: Between | 4 12024 v| and | 5/23/2025 E~ | Language: |English ~

Generate List ~ _ 150 / 150 Cancel
user computer Computer GUID
twadmin @TW-Lab. local NM-LP-{ Export Report To File % [ED)
twadmin @TW-Lab.local DR-101 =lal

J

Pomsuserga L@TW-Lab. local DESKTO Report: | Successful authentications | do4
twadmin @TW-Lab. local DESKTO) do4
twadmin @TW-Lab. local DESKTO) Syntax:  @xML  (OCsV do4
Pomsuserga 1@TW-Lab.local DESKTO d04
twadmin@TW-Lab.local DESKTO|  File: | n'DocumentsiSuccessful authentications-20240401-20250523, xml | . Ho4H
Pomsuserga L@Tw-Lab.local DESKTCY i<
twadmin@TW-Lab. local DESKTQ)  Options: H04
twadmin @TW-Lab.local DESKTO HOH
Pomsuserga L@TW-Lab. local DESKTO do4
Pomsuserga L@TW-Lab. local DESKTO o4
twadmin@TW Lab.local DESKTO) ZELiE Cancel | o
Pomsuserga 1@TW-Lab.local DESKTOF—wouror o v raos o Do TUTouDT Uy TTaaTau 104

Comparing Total Nymi Band Taps vs Manual Username and Password Login

The Authentication method statistics allows you to determine when a user logs into an

login window with their username and password, or a Nymi Band tap.

1. Log in to the Evidian EAM Management Console.
2. Click the Report i ng icon, as shown in the following figure.

Evidian
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20000

3. Onthe Anal ysis and Statistics Reports tab, from the Report s list, select
Aut henti cati on nethod stati stics, as shown in the following figure.

Reporting
2 PDFrepots 9y Periodic POF Analysis and Statistics Reports @ ﬁ ﬁ
i ports %5 Perodic reports ¥ o Application accounts User accounts Administrators

@& Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
| | administration rights. Only users with full administration rights ("super admins”) get exhaustive results.,

Select report,

Report: @ Authentication methods statistics £ I

Time frame: Between | 4f 1/2024 v| and | 5/23/2025 Dv| Language: | English ~

Generete | |pie chart - I -

4. InTi me frane fields, use the date selectors to choose the time range on which to report.
5. Click Gener at e.

The following figure provides an example of the pie chart output, where:

» Password—User typed their username and password.
* RFIDPCSC—User performed a Nymi Band tap.
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2 PDFrepots (3 Periodic PDFreparts <. Analysis and Statistics Reports {5 Application accourts (5] Useraccounts {5 Admiristrators

Select a pre-defined repart, the analysis time frame and output language. The contents of the generated reports depend on your
administration rights. Only users with full administration rights ("super admins™) get exhaustive results.

Select report data

Report: |'¢‘a Authentication methods statistics w ‘ Filter File:

Time frame: Between | 4f 1/2024 v| and | 5/23/2025 [ERg ‘ Language:

e | et~ [

Authentication methods statistics - tw admin - 5/23/2025 4
Between '4/1/2024" and '5/23/2025'

Viewing a list of Nymi Bands Enrolled in Evidian

The Li st of Wear abl e Devi ces report provides you with a list of Nymi Bands that have
been enrolled to users in Evidian.

1. Log in to the Evidian EAM Management Console.
2. Click the Reporti ng icon, as shown in the following figure.
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20000

3. Onthe Anal ysis and Statistics Reports tab, from the Report s list, select
Aut henti cati on nethod stati stics, as shown in the following figure.

Reporting
2 PDFrepots 5% Periodic PDF Analysis and Statistics Reports ﬁ licati @ L E Admini
) ports =% Periodic reports ¥: = Application accounts ser accounts ministrators

are  Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your
L | administration rights. Only users with full administration rights ("super admins®) get exhaustive results,

Select repor
Report: % List of wearable devices w I

5/23/2025 ‘ Language: |Endglish ~

4. InTi me frame fields, use the date selectors to choose the time range on which to report.
5. Click Gener at e.

Time frame: Between | 4 1/2024 | and

The report provides you with information in the following columns:

e user—AD account associated with the Nymi Band.
» serial number—Serial number of the Nymi Band.
» Creation date (AD)—Date of Nymi Band enrollment.

The following figure provides an example of the output. In this example, users tw userl and
tw user2 have performed self re-enroliment several times and the report displays enrollment
information for several different Nymi Bands.
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Reporting
& PDFrepots £33 Periodic PDF reports Analysis and Statistics Reports  {T] Application accounts  {5) User accounts  {5) Administrators
@B  Select a pre-defined report, the analysis time frame and output language. The contents of the generated reports depend on your

| | administration rights. Only users with full administration rights (“super admins™) get exhaustive results,
Select report data
Report: % List of wearable devices B
Time frame: Between | 4f 12024 | and | 5/23/2025 | Language: |English e
user Token State Serial Number GUID DN
CN=tw user 1,CN=Users, DC=TW-Lab,DC=local Active D7:00:D3:CD: 7A:D8 24b577cf6267a042b3984b373e 7a6cCs CN=24fac2b48cdc4c0es
CM=tw user1,CN=Users, DC=TW-Lab,DC=local Active 32:0D:78:06:FD:CB bde544316bfaae4293ea 7 14f223d659 CN=78d53de389e9423¢
CM=tw user1,CN=Users, DC=TW-.ab,DC=local Active SF:6F:E9 :E8 8bagd8bef10379445852f3512594b03d4 CN=f7313512131247b9
CN=tw user1,CN=Users DC=TW-Lab,DC=local Active 64:F1:A1:CD:25:F0 fa30da89e1c3d9845b 538 14eddf0dd 72f CN=6232367adc0340f3!
CM=tw user2,CN=Users DC=TW-Lab,DC=local Active OE:90:BD:99:52:E5 9459e3695a5h284e%e5ee73b55dad2a3 CN=cf1b32350dc043f43
CM=tw user1,CN=Users DC=TW-Lab,DC=local Active 96:6A:88:50:56:00 2e647725ad47b3442a7fafthe51d92ab CN=5290a3fc3a234a96:
CM=tw user2,CN=Users DC=TW-Lab,DC=local Active C2:15:39:90:CZE7 0181aa156b09fc4fb 55192660 7484act CN=f625f7e020aa4d22:
CM=Pomsuserga1,CN=Users, DC=TW-ab,DC=l... Active AS:3B:07:9F:89:EF 5d05b8s0eeddf140849a795227fd37ae CN=d54281bb03c34d77
CM=tw admin,CN=Users,DC=TW-Lab,DC=local  Active A9:28:20:40:60FE £8023e5ab1755741b89ea507e2c4d46 1 CN=2cad57ca06044685

Review this section for information about how to perform backups and recoveries of the NES
host and NES database.

This section assumes that you:

» Deployed NES on a virtual machine
» The SQL instance resides on a server that differs from the NES server.

* Maintain the same FQDN and IP address for the NES virtual machine at the time of backup
and the time of restore.

* Maintain the same FQDN and IP address for the SQL server virtual machine at the time of
backup and the time of restore.

5.15.1 - NES Backups

To protect the Connected Worker Platform and certificate data on the NES machine, perform a
backup of the NES virtual machine after you complete the initial installation and each time you
change the NES or IIS configuration.

Use VMware vMotion or perform snapshots to backup the virtual machine.

5.15.2 - NES Database Backups

NES stores Nymi Band information, Nymi Band user information, and audit events securely in
a SQL database named Nymi.NES _ser vi ce_namne, where NES_ser vi ce_nane is the NES
service mapping name that you configured in the NES Set up wizard. For example, Nymi.nes

Use your corporate backup and recovery software to back up the SQL database. The recovery
point objective (RPO) determines the frequency of the NES database backup.
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See Microsoft for more information about how to protect the SQL server.

5.15.3 - NES Server and Database Recoveries

Use your corporate backup and recovery software to restore the NES database on the SQL
server and use VMware vMotion or snapshots to restore the virtual machine.

Note: You cannot recover the following data from a database restore:

* Any NES database changes, such as Nymi Band enrollments, Nymi Band re-enroliments,
Nymi Band disassociations, and application policy changes that you perform after the last
backup and prior to the failure.

* NES audit events that were recorded after the last backup and prior to the failure.

Review this section for information about how to perform backups and recoveries of the
Evidian EAM Controller host and audit database.

This section assumes that you:

» Deployed the Evidian EAM Controller on a virtual machine

« Created the audit database a server that differs from the Evidian EAM Controller server.

» Installed ADLDS on the same virtual machine as the Evidian EAM Controller.

* Maintain the same FQDN and IP address for the Evidian EAM Controller server virtual
machine at the time of backup and the time of restore.

» Maintain the same FQDN and IP address for the SQL server virtual machine at the time of
backup and the time of restore.

5.16.1 - Evidian EAM Controller Backups

Use Virtual Machine(VM) snapshots to backup the Evidian EAM Controller virtual machine.
Perform a VM snapshot of the Evidian EAM Controller virtual machine:

» After you complete the initial installation.
* On aregular basis, as defined by your backup policy and your recovery point
objective(RPO).

5.16.2 - Audit Database Backups

Evidian EAM Controller stores audit information in a SQL database named eamaudit.

Use your corporate backup software to back up the SQL database. The recovery point
objective (RPO) determines the frequency of the audit database backup.
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See Microsoft for more information about how to protect the SQL server.

5.16.3 - Evidian EAM Controller Server and Audit
Database Recoveries

Use your corporate backup and recovery software to restore the audit database on the SQL
server and use snapshot recovery to restore the virtual machine.

Note: You cannot recover the following data:

» Any ADLDS changes, such as Nymi Band enrollments, Nymi Band re-enroliments and
Nymi Band disassociations that you perform after the last backup of the Evidian EAM
Controller virutal machine and prior to the failure.

« Evidian EAM Controller audit events that were recorded after the last database backup and
prior to the failure.
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6 - Changing the Evidian Authentication Method

6 - Changing the Evidian
Authentication Method

Changing the authentication method from RFID-only to Wearable or Wearable to RFID-only
requires the following steps:

» Changing configuration settings on the Evidian EAM Controller
» Changing registry key entries on the Evidian EAM Clients
» Clearing the Evidian cache on the Evidian EAM Clients

6.1 - Changing Authentication Method
From RFID-only to Wearable

Perform the following steps to change your environment from an RFID-only configuration to
Wearable.

6.1.1 - Obtaining the TokenManagerStructure file
for the Evidian EAM Controller

Copy the TokenManagerStructure-Nymi-Wearable.xml file from the extracted Nymi installation
package, in the Evidian-Supplementary-Files subdirectory. You will use this file to define the
wearable as the default authentication method for the environment.

6.1.2 - Changing the Configuration of the Evidian
EAM Controller

Perform the following steps in the Evidian EAM Management Console with an EAM
Administrator account.

Procedure

1. Log into the Evidian EAM Management Console as an Evidian administrator.

2.

Select Account and access rights managenent @

3. Expand EAM > Evi di an Enterprise Access Managenent > User Access >
Access Point Profiles > Default access point profile,asshown inthe
following figure.
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Access point profile: Default access point pi
42 Search request

©

Directory e EAM
=-{_] Evidian Enterprise Access Management
El{n__l Application access
G Application security objects
-7 Applications
STE e BG Technical definitions
! Samplefpp
El{n__l User Access
BG AccessPoint Profiles
E Default access point profile
— (£ Timeslices
-0 User Profiles
#-{.7 Program Data
% Inbound access
. i % Outbound access
Biometrics I:I--Q TW-Lak
Mobile
Devices

Figure 48: Default Access Point Profile

4. On the Aut henti cati on Manager tab, clear Al | ow Roam ng Sessi on, and then
click Appl y, as shown in the following figure.

©

Access point profile: Default access point profile
P Search request

Directory CO e

O

Smart Card

=-{] Evidian Enterprise Access Management
=] Application access
{21 Application security objects
{1 Applications
{0 Technical definitions
[ Ssmplespp
=0 User Access
{0 AccessPoint Profiles
Default access point profile
{2 Timeslices
{7 User Profiles
{21 Program Data
B inbound access
& outbound access
© Tw-Lab

Figure 49: Authentication Manager window

5. Navigate to Evi di an Enterpri se Access Managenent > User access > User

¥ Configuration  [5] Applesto () Events

Computer security profile

Name: | Default access paint profile |

Schedue: [ Default fime-sice | =] [=

Seff Service Password Request Biometrics Active RFID Audit Local Administrators

Security Services Authentication Manager Enterprise 550 Multi User Deskiop
Lock behaviour: | Windows lock s
Default action when token removed: Do nothing v

Delay before action: seconds

Inactviy: automaticaly lock sessionater: [0 | seconds

Automatically close locked session after:

0 Se:tei;\ngde users
ssconds

Allow local connection

Allow remote unblocking of tokens
] Remember authentication role
Allow password changs

Enable smart card detection on Ctrl-Alt-Del
Grace period for administrator

Allow Windows domain connection fonly for
on-Active Directory configurations)

[] Allow roaming session

Allow PIN change
Allow remote control (QRentry)

authentication l:l seconds
Allow urlock if allowed by user secuty profile.
[ Allow urlock if the same Windows credential s used.
Max. number of concument Windows sessions: D from Windows 7)

¥f you want to define Windows accourts which wil be managed by

EAM, press "Manage Accounts’. Manage Accourts.

Profiles > Default user profile,asshown in the following figure.
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‘ User profile: Default user profile

o

Dot - J2 Search request
irectory : O eam

=E | rprise Access Management
: o CN=Fore.

7

Smart Card

tion access
{1 Application security objects
-] Applications

=2 Technical definitions
: [ samplespp
BD User Access

=-{20 AccessPoint Profiles

- Default access point profile

e

RFID -] Timeslices
{20 User Profiles
9
g 1-{_] Program Data
_ E Inbound access
Biometrics

E Outbound access
AN T on

Figure 50: User Profiles

6. Under the Securi ty tab, clear the Roani ng Sessi on DurationandNo duration
i mt options, as shown in the following figure, and then click Appl vy.

User profile: Default user profile

-3 Search request
=-£) EAM
1-{_7] Evidian Enterprise Access Management

=L Applice=
E“ {:IGWM| CM=Evidian Enterprise Access Management, 0=EAM
F ey

p

+ (L Applications
: E| [0 Technical definitions
L. SampleApp
£-£3 User Access
QG AccessPoint Profiles
‘ Default access point profile
G Timeslices
-3 User Profiles
-& Default user profile
(] D Program Data
Eﬁ Inbound access
/24 Outbound access
=-£) TW-Lab
= E] Computers
; DESKTOP-651F583
TW-5RV1
- TW-SRV2
{1 Domain Controllers
[#-{_1] ForeignSecurityPrincipals
-0 Keys
{1 Managed Service Accounts
E] Program Data
-0 System
({0 Users

& Corfiguration {3 Appliesto () Events

User security profile

Mame: ‘ Default user profile

Biometrics Session delegation Audit oTP

Authentication ~ Securty 550 and Notes  Cloud

Mabile Device Email Notifications

Unlocking  Seff Service Password Request

User authentication

] Change password every 7 2| days

User PFCP: | Defauit Prcp | = =
[[]Change password on token every 7 = | days and on collect or expiration
Automatic PFCP: [Dsfaut Prop | o] =

[ Alow extemal access [] Allow Emergency Plan

(1550 data protected by token is also avaiable on password authertication
[[]550 data is protected by session key

[ Grace period 15 minutes

hours [ 'No duration limit

A

I "1 Roaming session duration I 12

Figure 51: Roaming Session Duration Limit

7. From the Fi | e menu, select Conf i gur at i on, as shown in the following figure.
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O Evidian Enterprise Access Management Console
File View Help

Emergency Plan...

Protection Mode...

Manage Updates...

Scripting...

Manage controllers...

S50 & Active Directory disabled accounts...

Manage User Security Profile Priority...
Change Directory Server...
Adrinistration Profile...

Refresh Administration Profile

Exit

EAM Controller: Local controller

8. Onthe Aut henti cati on Tab, click the Sel ect button, as shown in the following figure.
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Cenfiguration : O=EAM >
Options Primary Administrators SA Server Hosts SA Server Configuration
Reporting SS5PR by Confimation Code User Self Enrollment
User Notifications Audit Clean-Up Security Code Authentication

General Default Values  Authentication  Other User Attibutes  Public Key Authentication

= %ml version="1.0" encoding="150-8853-1" 7> -~
<token_manager_list>
<biometrics_config>
</biometrics_corfig:
ctoken_manager id="SOFTWARE">
<token_class id="MOBILE" display_name="Mobile Authentication’
<token_configs
<Aoken_corfigs
edata_structure>
<module id="0x0100">
</modules
<module id="0x0200">
</module:
</data_structure>
<Aoken_class>
<token_class id="WEARABLE" display_name="Wearable device’
token_config>
<custom_wearable_dll>Custom\Wearable Exter
<Aoken_corfigs
<data_structure
<module id="(x0100">
</module>
<module id="0x0200">
</module>
</data_structure>
<Aoken_class>
<token_class id="0OTP" display_name="0TP">
<token_configs
<custom_otp_dl>CustomO TP ExtensionRSA d
<dap_attribute >sAMAccountName=Adap_attr
<Aoken_corfigs
<data_structure
<module id="(x0100">
</module>

<module id="0x0200">
</module>
</data_structure> w
< >
Authertication token description file:
| =
Cancel Apply Help

9. Inthe Open Fi | e dialog, navigate to the directory that contains the Wearable
TokenManagerStructure file, select the TokenManagerStructure file, and then click Cpen.

10.Click Appl y, which will validate the structure of the file.
11.Click OK.

12 Close the Evidian EAM Management Console.

6.1.3 - Changing the Evidian EAM Client
Configuration on User Terminals

To change the Evidian EAM Client configuration from RFID-only to Wearable, remove the

roaming sessions registry key, and then rename the token management structure file, if the file
exists.

About this task
Perform the following steps on each user terminal.

Procedure

1. Run Regi stry Editor.
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Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Authentication.

Right-click RoamingSessionCached, and then select Del et e.

On the Confirm Val ue Del et e window, click Yes.

Right-click the RoamingSessionAllowedForSSO, and then select Del et e.

On the Confirm Val ue Del et e window, click Yes.

Close Regi stry Editor.

From Fi | e Expl or er, navigate to C:\Program Files\Common Files\Evidian\WGSS folder.
If the file exists, rename TokenManagerStructure.xml to TokenManagerStructure_rfid.xml

6.1.4 - Changing the Evidian EAM Client
Configuration on the Enrollment Terminal

Remove the wearable token management structure file from the Enrollment Terminal, to
ensure that the Enrollment Terminal retrieves the wearable configuration from the Evidian
EAM Controller.

© 0N gD

1. FromFi | e Expl or er, navigate to C:\Program Files\Common Files\Evidian\WGSS folder.
2. Delete the TokenManagerStructure.xml file.
3. Close Fi | e Expl orer.

6.1.5 - Deleting Evidian EAM Client Cache

Perform the following steps to delete the cache files on the user terminal and the enrollment
terminal.

1. Log in to the Evidian EAM Management Console.

2.
Click Account and access rights nanagenent @

3. In the left navigation pane, expand Donai n > Conput er s, and then select the terminal,
as shown in the following figure.
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@ Access point: 135-EVUAT1-LW7

-4 Search request
=@ EAM
. [-{] Evidian Enterprise Access Management

Cl Program Data
[ % Inbound access

oot Card : % Cutbound access
fnart L.ar - Evidian-UAT-Lab

£ Computers

@ -2 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

135-EVUATT-LW10

135-EVUAT1-LW7
Bimmmatrice

2-WIN10-DOMB
Sl 2-WINT-DOMC

4. On the Act i ons tab, select Del et e cache fil es, and then click Appl y.

The cache files are deleted on the terminal and the terminal desktop locks.

Directory

=l 55-EVUAT2-LW10
=l 55-EVUAT2-LWT

I 17 (12D 1T B B Em

6.2 - Changing the Authentication
Method from Wearable to RFID-only

Perform the following steps to change your environment from Wearable to RFID-only.

Your enroliment terminal remains in a wearable configuration.

6.2.1 - Obtaining the TokenManagerStructure files

You require both Token Manager Structure (TMS) files from the extracted Nymi installation
package, in the Evidian-Supplementary-Files subdirectory.

Copy the following files to the following locations:

» TokenManagerStructure-Nymi-RFID.xml file to the Evidian EAM Controller.
» TokenManagerStructure-Nymi-Wearable.xml to the enroliment terminal.

6.2.2 - Changing the Configuration of the Evidian
EAM Controller

Perform the following steps in the Evidian EAM Management Console with an EAM
Administrator account.
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1. Log into the Evidian EAM Management Console as an Evidian administrator.

O

Directory

©

Smart Card

©

RFID

Biometrics

O

Mobile
Devices

Select Account and access rights managenent @

3. Expand EAM > Evi di an Enterpri se Access Managenent > User Access >
Access Point Profiles > Default access point profile,asshowninthe

following figure.

Access point profile: Default access point pi

3

J Search request
-4 EAM

E\G Evidian Enterprise Access Management
-7 Application access
G Application security objects
¢ &[] Applications
. 2-{J Technical definitions
Samplefpp
£ User Access
&1-{] AccessPoint Profiles
(] Timeslices
#-{23 User Profiles
&-{- Program Data
% Inbound access
% Outbound access

o) TW-Lab

Figure 52: Default Access Point Profile
4. Onthe Aut henti cati on Manager tab, perform the following actions:

a) Fromthe Default action when token renoved list, select Do not hi ng.

b) Select Al | ow Roam ng Sessi on, and then click Appl y
The following figure provides an example of the Aut hent i cati on Manager window.
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85 Corfiguation (5] Appiesto () Everts

Computer security profile

Name: | RFID-only

Allow local connection
Allow remote unblocking of tokens
[ Remember authertication role:
Allow password change

Enable smart cand detection on Ctd-At-Del
(Grace period for administrator
authentication:

Allow unlock if allowed by user security profile.

schedule: | Default tme-sice = =
Seff Servios Password Fequest | Bometrics | ActiveRFID  Audt  Local Admintrators
‘Security Senvices Authentication Manager Erterprise S50 Muli User Desktop
Lock behaviour: | Windows lock 5
Default action when token removed: Do nothing ~ |
Delay before action: |0 seconds
Inactivity: cutomatically lock session after D seconds DS;(E‘:‘;E user’s
Adtomaticaly cose locked session ater: [0 | seconds

O Alow Windows domain connection (only for
-Active Directory configurations)

w roaming session

w PIN change

w remate cortrol (QReriry)

)

[ Allow unlock i the same Windows credential is used.
Max. number of concurrent Windows sessions D from Windows 7)

If you want to define Windows accounts which wil be managed by

press Manage Accourts’

Manage Accourts

Figure 53: Authentication Manager window

5. Navigate to Evi di an Enterpri se Access Managenent > User access > User
Profiles > Default user profile,asshown in the following figure.

‘ User profile: Default user profile

EAM
(] B

Smart Card

RFID

Biometrics Eﬁ Out

& CN=Fore.

-2 Application security objects
-] Applications
=1-{20 Technical definitions

2 Search request

rprise Access Management
tion access

Samplefpp

QD User Access
=1 AccessPoint Profiles

- Default access point profile

-] Timeslices
=27 User Profiles

38, Default user profile
i-{_] Program Data

l‘iﬁ Inbound access

bound access

S N TV ok

Figure 54: User Profiles
6. On the Securi ty tab, select Roam ng Session DurationandNo duration limt,

as shown in the following figure, and then click Appl y.
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Biometrics Session delegation Audit
Authentication ~ Security 550 and Notes

User authentication

[ Change password every

Cloud Unlocking

OTP Mabile Device

days

User PFCP: | Defauit Pico

[ Change password on token every

> | days and on collect or expiration

Automatic PFCP: |Defaun Ficp

[[] Allow extemal access

[[]550 data is protected by session key
[ Grace period 15

I Roaming session duration I 12

I

[[] Allow Emergency Plan

[[1550 data protected by token is also available on password authentication

minutes

hours No duration limit

Email Motfications
Self Service Password Request

Figure 55: Roaming Session Duration Limit
7. From the Fi | e menu, select Conf i gur at i on, as shown in the following figure.

o Evidian Enterprise Access Management Console
File View Help
Emergency Plan...
Protection Mode...
Manage Updates...
Scripting...
Manage contrellers...
S50 & Active Directory disabled accounts...
Manage User Security Profile Priority...
Change Directory Server...
Administration Profile...

Refresh Administration Prefile

Exit

o

EAM Controller: Local controller

Q@

8. Onthe Aut henti cati on Tab, click the Sel ect button, as shown in the following figure.
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Cenfiguration : O=EAM >
Options Primary Administrators SA Server Hosts SA Server Configuration
Reporting SS5PR by Confimation Code User Self Enrollment
User Notifications Audit Clean-Up Security Code Authentication

General Default Values  Authentication  Other User Attibutes  Public Key Authentication

= %ml version="1.0" encoding="150-8853-1" 7> -~
<token_manager_list>
<biometrics_config>
</biometrics_corfig:
ctoken_manager id="SOFTWARE">
<token_class id="MOBILE" display_name="Mobile Authentication’
<token_configs
<Aoken_corfigs
edata_structure>
<module id="0x0100">
</modules
<module id="0x0200">
</module:
</data_structure>
<Aoken_class>
<token_class id="WEARABLE" display_name="Wearable device’
token_config>
<custom_wearable_dll>Custom\Wearable Exter
<Aoken_corfigs
<data_structure
<module id="(x0100">
</module>
<module id="0x0200">
</module>
</data_structure>
<Aoken_class>
<token_class id="0OTP" display_name="0TP">
<token_configs
<custom_otp_dl>CustomO TP ExtensionRSA d
<dap_attribute >sAMAccountName=Adap_attr
<Aoken_corfigs
<data_structure
<module id="(x0100">
</module>

<module id="0x0200">
</module>
</data_structure> w
< >
Authertication token description file:
| =
Cancel Apply Help

9. Inthe Open Fi | e dialog, navigate to the directory that contains the RFID-only
TokenManagerStructure file, select the TokenManagerStructure file, and then click Cpen.

10.Click Appl y, which will validate the structure of the file.
11.Click OK.

12 Close the Evidian EAM Management Console.

6.2.3 - Changing the Evidian EAM Client
Configuration on User Terminals

To change the Evidian EAM Client configuration from Wearable to RFID-only, create the

roaming sessions registry key, and then rename the token management structure file, if the file
exists.

About this task
Perform the following steps on each user terminal.

Procedure

1. Run Regi stry Editor.
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2. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\, and then perform the
following actions.
a) Right-click Authentication, and then select New > DWORD (32 bit).
b) Name the key RoamingSessionAllowedForSSO.
c) Edit the key and in the value field, type 1.
d) Right-click Authentication, and then select New > DWORD (32 bit).
e) Name the key RoamingSessionCached.
f) Edit the key and in the value field, type 1.
g) Navigate to HKLM\SOFTWARE\Enatel\WiseGuard\FrameWork\Authentication
h) Right-click Wear abl eNeedsRFI D, and then select Del et e.
i) Onthe Confirm Val ue Del et e window, click Yes.
3. Close Regi stry Editor.
. From Fi | e Expl or er, navigate to C:\Program Files\Common Files\Evidian\WGSS folder.

5. If the file exists, rename TokenManagerStructure.xml to
TokenManagerStructure_wearable.xml

6.2.4 - Add Wearable TMS File to Enrollment
Terminal

Configure the enroliment terminal to load a wearable token management structure file, when
the default authentication method on the Evidian EAM Controller is RFID-only.

D

Perform these steps on the Enrollment Terminal.

1. Copy the TokenManagerStructure-Wearable.xml file. to C:\Program Files\Common Files
\Evidian\WGSS folder.

2. Rename TokenManagerStructure-Wearable.xml file to TokenManagerStructure.xml.
3. Log in to the Evidian EAM Management Console.

Click Account and access rights nanagenent e

5. In the left navigation pane, expand Donmai n > Conput er s, and then select the terminal,
as shown in the following figure.
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% Access point: 135-EVUAT1-LW7

-2 Search request
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6. On the Act i ons tab, select Del et e cache fil es, and then click Appl vy.
The cache files are deleted on the terminal and the terminal desktop locks.

6.2.5 - Deleting Evidian EAM Client Cache

Perform the following steps to delete the cache files on the user terminal and the enroliment
terminal.

Procedure

1. Log in to the Evidian EAM Management Console.

2.
Click Account and access rights nanagenent .

3. In the left navigation pane, expand Donmai n > Comnput er s, and then select the terminal,
as shown in the following figure.
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Access point: 135-EVUAT1-LW7

-4 Search request
5O Bm
: D Evidian Enterprise Access Management
-{_7] Program Data
% Inbound access
% Cutbound access
=) Evidian-UAT-Lab

E-{] Computers
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4. On the Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.
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