Deployment Guide

Nymi with Evidian Solution
v12.0
2025-08-07



B PO A e 5

4 - Nymi Connected Worker Platform with Evidian Access

Management Solution OVEIVIEW........ccooevvviiiiiiieeeeeiiie e e e 11
4.1 - Nymi Connected Worker Platform with Evidian Access Management Solution

Overview (Decentralized NYMi AQENT).......couuuiiiiiiii e e e 15

O - USE CASES. . ittt 19

6 - Environment Configuration.........cccuuuiiiiiiieiiiiine e 20

6.1 - Networking ReQUIFEMENTS. ... ... aneeannnnnes 20

6.1.1 - Domain Name Service Requirements for Non-Clustered Deployment...... 20

6.1.2 - Domain and Trust REQUIFEMENTS...........euviiiiiieeiiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 20

6.1.3 - Firewall Port REqQUIrEMENLS..........coceiiiiiieeiieece e, 21

6.1.4 - RDP/Citrix Client CoNSIAErationsS. ..........ccouiiiuiiiiiieiee et e e 23

6.2 - Active Directory ReqUIrEMENTS.......cooii it 23

6.2.1 - Evidian Active Directory Requirements..........ccccceeeeieeii e, 24

6.2.2 - Creating the Active Directory Group for NES Administrator...................... 24

6.2.3 - Creating the Nymi Infrastructure Service Account........ccccccccvvvvvvvenniinnnnn... 25

6.2.4 - Creating the Evidian Service ACCOUNL..........ccccceeiiiuuunniiiiiiiieaieaaeanns 26

6.3 - Nymi Band Application Terminal and User Terminal Requirements..................... 27

6.3.1 - Time Synchronization ReqUIremMents............cccccvveevieiiiiiieieeeeeeeeee, 28

6.4 - NES REQUIFEMENTS.....cccoiiiiiiiiiiieee e, 28

6.5 - Evidian EAM Controller RequUirements. ..., 29

6.6 - Certificate REQUIFEMENTS.........vviiiiiiiiiieeeeieeeeeeeee ettt e e e et e e e e e e e e e e e e e e e eeeeeeeeees 29

6.6.1 - Evidian Certificate ReqUIr€mMEeNntS..........ccccoeiiiiiniiiieeaenes 32

6.6.2 - Using TLS Certificates Issued by Untrusted Certificate Authorities........... 32

6.7 - Database ReqUIrEMENES.........coooe i, 32

6.7.1 - Creating the EAM Audit Database.............ccccceeeiii . 33

6.7.2 - Creating the NES database........cc.cccovvvviiiiiiiiiiiiiiiieieeeieeeeeeeeeeeeeeeeeeeeee 33

6.7.3 - Configuring SQL Database for Remote ACCESS............cceeeeeeeeeeeeeeeeeeeen, 34

6.8 - BIUELOOth Tap SUPPOI. ... 36

7 - Install and Configure Nymi and Evidian Components.................. 37

7.1 - Obtain the Required SOftWArE..........couuuiiiii e e 37

7.2 - Install Server COMPONENTS. ......ccceuuiiiiii e eereeeeies e e e e e e e et e e e e e e e eererar e e eeeeeeennes 37

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 i



7.2.1 - Deploy NES in a Standalone Configuration...............ccccvveeeeeeeeiiniiininenenn. 37

7.2.2 - Installing and Configuring the Evidian EAM Controller software................ 92

7.2.3 - (Wearable mode only) Deploying a Centralized Nymi Agent................... 152

7.3 - Installing and Configuring Software on the Nymi Band Application Terminal....... 159

7.3.1 - Set Up the Enrollment Terminal.............cccoviiiiiiiiiiie e 159

7.3.2 - Defining EAM Registry Keys on the Enrollment Terminal...................... 188

7.3.3 - Replacing the Nymi DLL File........cooviiiiiiiieeeeceee e 193

7.3.4 - Logging into the terminal..............ooviiiiiiiiiiii e 194

7.3.5 - Add Wearable TMS File to Enrollment Terminal..........................ooooo. 195

7.3.6 - Validating the Evidian EAM Client Installation.............ccccccceviiiiiiiienneenn. 196

7.3.7 - Importing Technical DefinitioN............cc.uuviiiiieiiiie e 196

7.4 - Install User Terminal COMPONENTS. .......uuiiiiiiiiiiiiiiiee e e e e e 199

7.4.1 - Installing and Configuring Software on User Terminals................cccuvee... 200

8 - Updating Nymi and Evidian Components.......cccccoovevvveviineeennnnnnns 240

8.1 - Updating the NES Software..........ccccooooeiiiiii e, 240

8.1.1 - (Updates from NEE 3.3.1 and earlier only) Modifying EAM Settings to

Support Coexistence with other SOIUtIONS...........cccccciiiiiiiiiis 241

8.2 - Update the Evidian EAM CONtrOIlEr...........uvvviiiiiiiiiiiiiiiiisiieevieeiisseeeereeeeeeereeeeeeeee 241

8.3 - Updating the Evidian EAM CONtrOlIEr..........ccoiiii e 242
8.3.1 - (Updates from CWP 1.15.X and earlier only) Updating the

TOKENMANAGEISTIUCLUIE.......uuuieiiuieiiiiiiiiiaeiaatiaaeiaee e eeareaneesneerseeaeerenrerenes 244

8.4 - Update the Centralized NYMi AQENt........ovviiiiiiiiiiiiiiieieeeeeeeee e ee e 245

8.5 - Update the Enrollment Terminal.............cccoooiiiiii 249

8.5.1 - Updating the Nymi Band Application............ccccevvvveviiiiiiiiiieiiieieeeeeeeeeeeee, 249

8.5.2 - Updating Registry Key SettingsS.......ccooieeiiiiiiiiieciieccce s 249

8.5.3 - Updating the Evidian SSO AQENt........cuuiiiiiiiiiieiieieieeeieeeeeeeeeeeeee e 249

8.5.4 - Confirming the Runtime dll versions.............cccccceee e, 253

8.5.5 - Configuring the Communication Protocol..............cccccooe . 254

8.6 - Update Wearable User TerminalS.........ccooooioiioiiiiiiieiiciccc e 255

8.6.1 - Updating Nymi RUNLIME...........ccovviiiiiiii 255

8.6.2 - Updating Registry Key SettingsS.......cccoieeiiieiiiiieciiice e 256

8.6.3 - Updating the Evidian SSO AQENt........cuvviiiiiiiieiiieeeieeeeeeeeeeeeeeeeeeeeeee e 256

8.6.4 - Configuring the Connected Worker Platform Communication Protocol... 259

8.6.5 - OPtIMIZING NFC TAPS....uuuuuiiieiireiiiiiinrereeiirerreereeerrererereerrreerr. 260

8.6.6 - Confirming the Runtime dll versions.............cccccccei e, 261

8.7 - Update RFID-only User Terminals..........cccccoevviiiiiiiii e 262

8.7.1 - Updating Registry Key SettingsS.......ccooveeiiiiiiiiieieiecee e 262

8.7.2 - Updating the Evidian SSO AQENt........uuviiiiiiieiiieieeeeeeeeeeeeeeeeeeeeeee e 262

8.8 - Updating User TerminalS........ccoooiiiiiiiiiiie e 265

8.8.1 - Update Wearable User Terminals........cccccccvevvveiiieiiiiiiieiiiiiieiiiieeeeeeeeeeee 265

8.8.2 - Update RFID-only User Terminals..........cccccccvuruumrieniiiiiiiniiiniinneennennnnnnn. 272

8.9 - Updating from Nymi Enterprise Edition 3.2.1 and Earlier.............ccccccvvvvvinnnnnnns 276
8.9.1 - (Updates from CWP 1.15.X and earlier only) Updating the

TOKENMANAGEISTIUCLUIE......uuuuuiiiiiiiiiiiiiiiieiaatiaae e aaseeaaeaneeaneeeseeanerenrernees 276

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 i



8.9.2 - Re-enrolling existing Nymi Band USEerS...........ooccuviiiiiiiiniiiiiiiiiieeee s

8.10 - Updating Technical Definitions

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0



3 - Preface

3 - Preface

Nymi™ provides periodic revisions to products like the Nymi Band and Nymi Connected
Worker Platform. Therefore, some functionality that is described in this document might not
apply to all currently supported Nymi products. The Connected Worker Platform Release
Notes provide the most up to date information.

Purpose
This document is part of the Connected Worker Platform (CWP) documentation suite.

The Nymi with Evidian Solution—Deployment Guide provides information about how to deploy
the Nymi with Evidian solution components.

Audience

This guide provides information about how to deployment the components in the Nymi

with Evidian Solution to NES and Evidian Access Management Administrators. An NES
Administrator and Evidian Access Management Administrator are people in the enterprise that
manages the Nymi with Evidian Solution in their workplace.

Revision history

The following table outlines the revision history for this document.

Table 1: Revision history

12.0 August 07, 2025 Twelfth release of this
document. This document
combines the information from
3 Nymi with Evidian Installation
and Configuration Guides into
a single deployment guide

and removes administration
content which now appears

in the Nymi With Evidian
Solution—Administration Guide.
Additionally, added new registry
keys for the RFID-only client
configurations.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 5



3 - Preface

11.0 November 15, 2024 Eleventh release of this
document. Updated to include:

» Steps for NES configuration
when you use CWP 1.18.0
and later.

« Addition of how to delegate
admin role to users.

e Inclusion of Windows 11
support for clients.

« Updates to the NES URL
registry key type.

» Changed service account
from SQL service account
to Evidian service account
in the Install Audit Database
section.

10.0 March 25, 2024 Tenth release of this document
for CWP 1.3 and later releases.
Updated to include:

* New self-enroliment
functionality that applies to
CWP 1.16.0 and later

* New registry key setting
DoNotManageProcList for
Citrix.

9.0 February 29, 2024 Ninth release of this document
for the CWP 1.3 and later
releases. Updates include:

* Updates to the Post
Deployment Considerations
chapter to include information
about backup and recovery.

» Reorganization of Evidian
EAM Client installation
content to group Evidian-
specific registry key settings
into a single table.

e Updated content in the
Creating the Access Point
Profile sections to remove
the reference to enable the
option Always authenticate
on cache.
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8.0 February 26, 2024 Eighth release of this document
for the CWP 1.3 and later
releases. Updates include:

e Addition of the
RFIDSelfEnrollAllowed
registry key to prevent users
from performing a self-
enrollment in Evidian, which
allows them to use the same
in multiple environments.

« Addition of the
RFIDSelfEnrollAllowed
registry key to prevent users
from performing a self-
enrollment in Evidian, which
allows them to use the same
in multiple environments.

* Changes to the Installing the
Audit Database section.
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7.0 November 15, 2023 Seventh release of this
document for the CWP 1.3 and
later releases. Updates include:

« Adjustments to the sequence
of steps for Enrollment
Terminal.

« Change of name for section
"Optimizing NFC Taps" to
"Enabling NFC Taps"

« Addition of information about
how to propagate technical
definition updates.

* Updated the Installing EAM
Controller section to include
steps to create customized
access point profile and user
profile.

* Updated installing and
Configuring Software on the
user terminals to include
information about registry
changes to prevent Active
Directory users that do not
use the Nymi with Evidian
Solution from seeing Evidian
eSS0 login windows.

e Created Post Deployment
Considerations chapter.

6.0 October 6, 2023 Sixth release of this document
for the CWP 1.3 and later
releases. Updates include:

» Adjusted the sequence
of steps for Enrollment
Terminal.

* Added new content related
to Evidian components to the
Updating Nymi and Evidian
Components chapter.

» Updated section Optimizing
NFC Taps to include
unsupported use case and
where to set the registry
keys.
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5.0 August 21, 2023 Fifth release of this document for
the CWP 1.3 and later releases.
Updates include:

* New content that describes
how to optimize NFC tap
performance in a wearable
configuration.

» Revisions of the Updating
chapter.

» Details about support
for Nymi Band taps on a
Bluetooth adapter.

* New appendix to document
how change a user terminal
from RFID-only mode to
wearable mode.

4.0 June 19, 2023 Fourth release of this document
for the CWP 1.3 and later
releases. Updates include:

* New content in the topic to
create an SSO definition for a
new target application.

* New content that describes
how to configure the
username field for SSO.

* New content that describes
how to perform a delete user
data operation for a found
Nymi Band.

« Corrected images sizes in
some topics.

3.0 March 17, 2023 Third release of this document
for the CWP 1.3 and later
releases. Updates include:

« Extensive updates to include
more images.

2.0 January 13, 2023 Second release of this document
for the CWP 1.3 and later
releases. Updates include:

* Changes to EAM client
deployments.
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Version Revision history

1.0 May 16, 2022 First release of this document for
the CWP 1.3 and later releases.

* Nymi Connected Worker Platform—Overview Guide

This document provides overview information about the Connected Worker Platform (CWP)
solution, such as component overview, deployment options, and supporting documentation
information.

* Nymi Connected Worker Platform—Administration Guide

This document provides information about how to use the NES Administrator Console to
manage the Connected Worker Platform (CWP) system. This document describes how to
set up, use and manage the Nymi Band™, and how to use the Nymi Band Application. This
document also provides instructions on deploying the Nymi Band Application and Nymi
Runtime components.

* Nymi With Evidian Solution—Administration Guide

The Nymi With Evidian Solution—Administration Guide provides information about how to
administer and maintain the Nymi with Evidian solution.

* Nymi Connected Worker Platform with Evidian Troubleshooting Guide

This document provides overview information about how to troubleshoot issues that you
might experience when using the Nymi solution with Evidian.

If the Nymi software or hardware does not function as described in this document, you can
submit a support ticket to Nymi, or email support@nymi.com

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the
documentation suite. You can submit feedback by using support@nymi.com

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 10
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4 - Nymi Connected Worker Platform with Evidian Access Management Solution Overview

4 - Nymi Connected Worker
Platform with Evidian Access
Management Solution Overview

The Nymi with Evidian Solution extends the use of the Nymi Band. With Evidian Authentication
Manager, a user can use their Nymi Band to lock and unlock a Windows desktop. With Evidian
Single Sign On (SS0O), a user can use their Nymi Band to perform MES authentication events.
There are several supported deployment configurations in the Nymi with Evidian Solution.

Supported Evidian Authentication Methods

The Nymi Band supports three authentication methods when a user performs a Nymi Band tap
to complete authentication tasks in an Evidian environment:

* Wearable mode—The Nymi with Evidian Solution cryptographically authenticates the Nymi
Band over Bluetooth. This is the default and recommended authentication method. In this
mode, the solution configures the Nymi Band as a wearable device and users can perform
an Nymi Band tap on the Nymi-supplied Bluetooth Adapter (BLE tap) or NFC reader (NFC
tap) to complete authentication tasks.

* RFID-only mode—The Nymi with Evidian Solution identifies the Nymi Band by using only
the NFC UID without cryptographic authentication. In this mode, the solution configures
the Nymi Band as an RFID-only device and users can perform a Nymi Band tap on an NFC
reader (NFC Taps) to complete authentication tasks.

* RFID-only mode with Secure NFC—Extends RFID-only mode. The Nymi with Evidian
Solution identifies the Nymi Band by using SEOS credentials which can be encoded onto
the secure NFC applet on any SEOS-capable Nymi Band. The credential is protected by
cryptographic authentication and anti-spoofing mechanism that provide a security layer
when the Nymi Band is tapped on a SEOS-capable reader.

The Nymi-POM Snet Solution extends the use of the Nymi Band. The Nymi Band gives users
passwordless access to POMSnet and the ability to apply their digital signature to process
sign-offs.

You can deploy the Nymi with Evidian Solution in two different configurations. Review the
following information to decide which configuration to deploy.

Decentralized Nymi Agent User terminals are thick clients  Install the Nymi Agent software
and your application isinstalled on on each user terminal.
the user terminal.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 11
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Centralized Nymi Agent User terminals are thin clients Deploy a single instance of the
that connect to an RDP session  Nymi Agent in a centralized
host or Citrix server to access location and configure the user
the application. terminals to use the centralized

Nymi Agent.

Consider the following:

» Most deployments make use of a Centralized Nymi Agent configuration.

* You can deploy a configuration that uses a mixture of user terminals with centralized
or decentralized Nymi Agent but for simplicity Nymi recommends that you choose one
configuration, and then configure your all your user terminals to use a centralized or
decentralized Nymi Agent.

If you choose to implement a decentralized Nymi Agent configuration, refer Appendix A for
instructions about how to install and configure the Nymi components.

Supported Nymi with Evidian Solution Configurations

You can deploy the Nymi with Evidian Solution in two different configurations. Review the
following information to decide which configuration to deploy.

Decentralized Nymi Agent User terminals are thick clients  Install the Nymi Agent software
and your application isinstalled on on each user terminal.
the user terminal.

Centralized Nymi Agent User terminals are thin clients Deploy a single instance of the
that connect to an RDP session  Nymi Agent in a centralized
host or Citrix server to access location and configure the user
the application. terminals to use the centralized

Nymi Agent.

Consider the following:

» Most deployments make use of a Centralized Nymi Agent configuration.

* You can deploy a configuration that uses a mixture of user terminals with centralized
or decentralized Nymi Agent but for simplicity Nymi recommends that you choose one
configuration, and then configure your all your user terminals to use a centralized or
decentralized Nymi Agent.

If you choose to implement a decentralized Nymi Agent configuration, refer Appendix A for
instructions about how to install and configure the Nymi components.

The following figure provides an overview of the Connected Worker Platform components in a
centralized Nymi Agent environment.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 12
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Figure 1: Connected Worker Platform with Evidian components in a Citrix/RDP environment

The following table summarizes how the component configurations differ in a remote
environment. For general information about the Connected Worker Platform components, see
the section Connected Worker Platform Components in a Local Environment.

Table 2: Connected Worker Platform Components

Nymi Enterprise Server (NES)

Windows-based management server and
collection of services that administrators access
through a web-based application. NES coordinates
communication between the Nymi Band and the
customer identity ecosystem (Active Directory) to
manage policies and certificates.

Nymi Band Application Terminal

Windows 10 or Windows 11 endpoint that
users access to enroll their Nymi Band. Nymi
recommends that you use a thick client for the
enrollment terminal.
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Component Description

Nymi Band Application (NBA) A Windows application that you install on the Nymi
Band Application Terminal, which you use to enroll
a new user and link them to their Nymi Band. The
Nymi Band Application requires the Nymi Runtime
application, which the Nymi Band Application
automatically installs. The Nymi Band Application
communicates with the Nymi Band through the
Nymi-supplied Bluetooth adapter, which you plug
into a USB port on the enrollment terminal.

Nymi Runtime A client-based Windows application. Nymi
Runtime supports communication between NES,
the Nymi Band, NEAs, the Nymi Band Application
and Nymi Lock Control. Nymi Runtime contains
two components, that you can install together or
separately, the Nymi Agent and the Nymi Bluetooth
Endpoint.

Thin Client User Terminal (wearable) A Windows 10 or Windows 11 endpoint that users
use to access a remote session host and launch
an NEA that is installed on a remote session host.
In a wearable configuration, you only install the
Nymi Bluetooth Endpoint component of the Nymi
Runtime on the user terminal. You must plug the
Nymi-supplied Bluetooth adapter into a free USB
port on the thin client user terminal and you can
perform Nymi Band taps on the Bluetooth adapter
or an NFC reader.

User Terminal (thick client) An endpoint that users use to access an NEA that
is installed the user terminal. A thick client user
terminal does not connect to a Centralized Nymi
Agent. When you install Nymi Runtime on a thick
client user terminal, you install the Nymi Bluetooth
Endpoint and the Nymi Agent components.

*not pictured

Thin Client User Terminal (RFID-only) A Windows 10 or Windows 11 endpoint that users
use to access a remote session host and launch
an NEA that is installed on a remote session host.
In RFID-only mode, you do not install any Nymi or
Evidian components on the thin client and you do
not plug in the Nymi-supplied Bluetooth adapter.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 14
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RDP/Citrix server Remote session host. In Citrix and RDP
environments, the user uses a thin client to
connect to a remote session host and then
launches an application that requires log in or e-
signature request that require user credentials.
Different user sessions run their own application
instance. You must install the Evidian EAM Client
software on the RDP/Citrix server

Centralized Nymi Agent A Nymi Runtime component that you install on a
server that is accessible to all user terminals, for
example the NES server.

Enterprise Access Management Client The client-side Evidian software that provides
users with a single sign-on (SSO) experience at
the user terminal.

Evidian Enterprise Access Management Controller | Evidian Enterprise Access Management (EAM)
Controller allows centralization of User Access
policy definition and audit events. Includes Evidian
Enterprise SSO software that provides agile single
sign-on (SSO). The Evidian EAM Management
Console application provides the interface to
perform management activities.

AD LDS Microsoft component that the EAM controller
installs locally by default. Provides storage
of Active Directory data related to users and
computers.

SQL Server Database server that contains tables that store
information about the NES configuration and the
Nymi Bands. The same SQL server can contain
tables that store Evidian audit logs, which include
information about when a user completes and
authentication event in the Evidian SSO window
by tapping their Nymi Band.

4.1 - Nymi Connected Worker Platform
with Evidian Access Management

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 15



4 - Nymi Connected Worker Platform with Evidian Access Management Solution Overview

Solution Overview (Decentralized Nymi|
Agent)
The following figure provides an overview of the Connected Worker Platform components in a

decentralized Nymi Agent environment.

Note: The Nymi with Evidian Solution in a decentralized Nymi Agent configuration is also
referred to as a local configuration.

AD

o ﬁ
TGP ‘m_egimpma
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~

e

ADLDS EAM Controller | 4—————TCP/3644 NES

A o -

Evidian Server

Nymi Server
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TCR/55001 HTTPS

TCP/443)
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TCPI443

8o

Application  EAM Client Application  EAM Client Nymi Runtime

Nymi Runtime: NBA EAM Client

Nymi Band Management

User Terminal User terminal (Wearable)
Terminal

(RFID-Only)

Figure 2: Connected Worker Platform with Evidian components in a Decentralized Nymi Agent
environment

The following table summarizes the component configurations local configuration.

Table 3: Connected Worker Platform Components

Nymi Enterprise Server (NES) Windows-based management server and
collection of services that administrators access
through a web-based application. NES coordinates
communication between the Nymi Band and the
customer identity ecosystem (Active Directory) to
manage policies and certificates.

Nymi Band Application Terminal Windows 10 or Windows 11 endpoint that
users access to enroll their Nymi Band. Nymi
recommends that you use a thick client for the
enrollment terminal.
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Component Description

Nymi Band Application (NBA) A Windows application that you install on the Nymi
Band Application Terminal, which you use to enroll
a new user and link them to their Nymi Band. The
Nymi Band Application requires the Nymi Runtime
application, which the Nymi Band Application
automatically installs. The Nymi Band Application
communicates with the Nymi Band through the
Nymi-supplied Bluetooth adapter, which you plug
into a USB port on the enrollment terminal.

Nymi Runtime A client-based Windows application. Nymi
Runtime supports communication between NES,
the Nymi Band, NEAs, the Nymi Band Application
and Nymi Lock Control. Nymi Runtime contains
two components, that you can install together or
separately, the Nymi Agent and the Nymi Bluetooth
Endpoint.

Wearable User Terminal (thick client) An endpoint that users use to access an
application that is installed the user terminal. A
thick client user terminal does not connect to a
Centralized Nymi Agent. When you install Nymi
Runtime on a thick client user terminal, you install
the Nymi Bluetooth Endpoint and the Nymi Agent
components.

RFID-Only User Terminal (thick client) A Windows 10 or Windows 11 endpoint that users
use to access an application that is installed on
the user terminal. In RFID-only mode, you do

not install any Nymi components on the user
terminal and you do not plug in the Nymi-supplied
Bluetooth adapter.

Enterprise Access Management Client The client-side Evidian software that provides
users with a single sign-on (SSO) experience at
the user terminal.

Evidian Enterprise Access Management Controller | Evidian Enterprise Access Management (EAM)
Controller allows centralization of User Access
policy definition and audit events. Includes Evidian
Enterprise SSO software that provides agile single
sign-on (SSO). The Evidian EAM Management
Console application provides the interface to
perform management activities.

AD LDS Provides data storage and retrieval support for
directory-enabled applications.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 17
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SQL Server

Database server that contains tables that store
information about the NES configuration and the
Nymi Bands. The same SQL server can contain
tables that store Evidian audit logs, which include
information about when a user completes and
authentication event in the Evidian SSO window
by tapping their Nymi Band.

Copyright ©2025
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5 - Use Cases

A user can tap their authenticated Nymi Band on a supported NFC reader or the Nymi-supplied
Bluetooth adapter to perform the following tasks:

e Manufacturing Execution System (MES) application login
* Double signature

» Citrix Storefront login

* RDP login

» Single sign on with enterprise authentication

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 19
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6 - Environment Configuration

The section outlines the configuration requirements for the Nymi with Evidian Solution.

6.1 - Networking Requirements

The solution requires Domain Name Service (DNS) and firewall port changes to support inter-
component communications.

6.1.1 - Domain Name Service Requirements for

Non-Clustered Deployment

The Connected Worker Platform (CWP) solution uses fully-qualified domain names (FQDNSs) that
point to CWP infrastructure services that are accessed by CWP applications, such as Nymi
Band Application and the NES Administrator Console.

Non-Clustered CWP Deployment
In a non-clustered CWP deployment, you must assign FQDNSs to the following components.

Note: This guide uses company.com as an example domain name and cwp.company.com as
an example subdomain name.

Table 4: FQDN Requirements

Nymi Enterprise Server (NES) nes.cwp.company.com
Centralized Nymi Agent nymiagent.cwp.company.com
Evidian EAM Controller evidian.cwp.company.com

6.1.2 - Domain and Trust Requirements

Connected Worker Platform (CWP) supports environments that have users and administrators in
a domain that differs from the domain in which the Nymi Enterprise Server (NES) server resides,
within the same forests or different forests.

Domain Requirements

You require this information during the NES deployment process.

« Communication protocol that solution uses to connect to the Active Directory. For example,
LDAP or LDAPs.
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* Port number on which to contact the Active Directory. The default port number for LDAP is
389.

» The NetBIOS domain nhame, which you can see in the properties of an AD user account.

Trust Requirements
The domain in which NES resides must trust the user domain.

Note: For Nymi with Evidian deployments, you require at a minimum a selective two-way
trust.

6.1.3 - Firewall Port Requirements

The Nymi Solution uses connection ports to facilitate bidirectional communications between
components.

Connection Port Requirements

The following table provides a summary of the connection port requirements for the Nymi
Solution and FQDNSs. Ensure that you replace the sample FQDNs with the actual FQDNs
for your virtual servers. For each row that contains load balancer port information, you must
configure virtual server on a load balancer to distribute traffic to the destinations. The load
balancer must accept incoming traffic on the load balancer port.

Note: Your firewall and load balancer might require configuration changes to allow the
specific protocol that is specified in the Protocol column of the table. Refer to your firewall or
load balancer documentation for more information.

Table 5: Connection Port Requirements

SQL Access MS SQL NES n/a SQL Server:
Proprietary Evidian EAM 1433/TCP
Controller
LDAP Access- LDAP/LDAPS NES n/a AD Server:
Active
Directory(AD) Evidian EAM 389/TCP
Controller (For LDAP
configurations)
636/TCP
(For LDAPS
configurations)
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NES HTTPS Machine that NEs.cwp. NES:
Communications accesses NES company.com. 443/TCP
Administrator 443/TCP
Console

All Wearable Mode
User Terminals
(thick).

RDP/Citrix servers
that run NEAs

Centralized Nymi

Agent

Supports TCP All Wearable User |nymiagent.cwp.  |nymiagent-0.cwp.
ﬁent.r'ao?zed Terminals (thick | company.com company.com

ymi Agent and thin) . s
communications. g 9120/TCP nymiagent 1-CYVP-
Nymi Agent RDP/Citrix Serve_rs company.com:
receives incoming that run NEAs. in 9120/TCP
WebSocket a we_arabl_e mode
connections on configuration.

TCP port 9120,
which is used for
communication
with Nymi

Bluetooth Endpoint
and native
Nymi-enabled
Applications(NEAS)
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Support Evidian
communications

TCP

All user terminals
with the Evidian
EAM Client
software (including
RDP/Citrix session
hosts)

eam_server.cwp.col

Port 3644 to the
Evidian EAM
Controller.

Note: Ensure that
port 3644 is open
bidirectionally.

For LDAP, port
55000 to the
Evidian EAM
Controller

or

For LDAPs, port
55001 to the
Evidian EAM
Controller

rgzany sEver-01.cwp
eam_server-02.cwp

Port 3644 to the
Evidian EAM
Controller.

For LDAP, port
55000 to the
Evidian EAM
Controller

or

For LDAPs, port
55001 to the
Evidian EAM
Controller

6.1.4 - RDP/Citrix Client Considerations

In an RDP/Citrix environment with a Centralized Nymi Agent configuration, ensure that user
terminals with multiple network interfaces do not switch networks.

For example, network switching can occur when you configure:

« Atablet or laptop to connect to multiple WIFI networks (ie an internal and guest network)
and the user terminal encounters an intermittent issue with one network, the user terminal
connection might switch to the other network.

» A desktop computer with WIFI and Ethernet connections and a user plugs/unplugs the
Ethernet cable, the user terminal switches to the available connection.

When a network switch occurs, the user terminal usually acquires a new IP address. The RDP/
Citrix session and the websocket connection to the Nymi Agent can recover and reconnect, but
client applications such as Evidian, and the Nymi API DLL continue to run and subscribe to the
previous IP address. As a result, the Nymi APl cannot communicate with the Nymi Bluetooth

Endpoint and the application does not detect a Nymi Band tap.

6.2 - Active Directory Requirements

The Nymi with Evidian Solution has several Active Directory (AD) user account and AD group

requirements.
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6.2.1 - Evidian Active Directory Requirements

To prevent Active Directory (AD) accounts from using the Evidian Enterprise Access
Management (EAM) solution and Evidian licenses, create one AD group that contains the AD
user accounts that use the Nymi Band to complete authentication tasks.

This group is referred to as an inclusion group. You will associate the inclusion group with an
Evidian access point profile that is assigned to user terminals on which you will deploy the
Evidian ESSOAgent software, as described later in this guide.

Evidian allocates one Evidian license to a user in the inclusion group, the first time the user
logs into an Evidian EAM Client or when the SSO engine starts.

Note: As you add new users to the Nymi with Evidian Solution, ensure that you add their user
account to the inclusion group.

6.2.2 - Creating the Active Directory Group for NES
Administrator

Perform the following actions to prepare the Domain Controller for the NES deployment.

Create an Active Directory group for users that act as an NES Administrator. An NES
Administrator is the person in the enterprise that manages the Connected Worker Platform for
their workplace.

1. Log into the Active Directory server with a domain administrator account.

2. Create a group to contain the users who will act as an NES Administrator. For example, a
group named NES_admins.

a) Inthe Group Scope section, select one of the following options:

* In a single domain environment, choose a group scope according to your IT policy.
* In a multi-domain environment:

«  When you select Uni ver sal , you can add users from any domain to the NES
Administrator group.

«  When you select G obal , you can only add users that are local to the domain. If users in
multiple domains require administrator access to NES, you must create a global group in
each domain with NES Administrator users, and then add the NES Administrator users to
this group.

The solution does not support the Donmai n | ocal group scope.

3. Inthe Group Type section, select Security.
4, Click OK.

5. Add each user account that requires NES Administrator access to the group.

Note: Do not include AD groups in the group.
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6.2.3 - Creating the Nymi Infrastructure Service
Account

Connected Worker Platform(CWP) 1.12.x and later uses a service account to support
interprocess and to manage the Nymi Enterprise Server(NES) database in SQL.

Create a service account in Active Directory, that meets the following requirements:

* Domain user.

» Password never expires.

* Logon as a setrvice privileges.

» Username is less than 20 characters.

e Supports 128 and 256 bit AES encryption. To confirm this setting:

1. Edit the properties of the user account in Acti ve Directory Users and
Comput er s>.

2. Onthe Account tab, in the Account Opti ons section, scroll down, and then
select The Account Support Kerberos 128 bit AES encryptionand The
Account Support Kerberos 256 bit AES encryption, as shown in the
following figure.
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nymi infrastructure Properties ? >
Organization Member Of Diakin Environment Sessions
Remote control Remote Desktop Services Profile COM+

General Address Account Profile Telephones Delegation

User logon name:

nymi_infra_service @TW-Lab.local

User logon name (pre-Windows 2000):

TW-LAB\ nymi_infra_service
Logon Hours. . Log On To...

[1 Unlock account

Account options:

41 This account supports Kerberos AES 128 bit encryption.
[<] This account supports Kerberos AES 256 bit encryption.

7" Do not require Kerberos preauthentication .,
Account expires

® Never

> End of: Saturday , February 22, 2025

Gt | ew | b

6.2.4 - Creating the Evidian Service Account

Evidian uses a service account for SQL server and AD LDS authentication.

Create a service account in Active Directory that meets the following requirements:

Domain user.

Password never expires.

A member of the inclusion group.

Username is less than 20 characters.

Allow log on locally privileges, when you use Windows authentication to allow access to the
Evidian audit database access.

Ability to log in to the SQL server and db_owner rights to the Evidian Audit database.

AD LDS instance administrator for both the configuration and application data partitions,
which the Evidian EAM Controller installation process sets automatically.

Note: You can use the Nymi Infrastructure Service Account as the Evidian service account.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 26



6 - Environment Configuration

6.3 - Nymi Band Application Terminal
and User Terminal Requirements

The user terminal is a Windows 10 (minimum build version 1607) or Windows 11 machine
that operators use to perform MES authentication tasks. A Nymi Band Application Terminal is
a Windows 10 (minimum build version 1607) or Windows 11 machine that users access to
perform enroliments or authenticate to their NB by using their corporate credentials.

User terminals include:

* Thick client machines
* Thin client machines
+ RDP/Citrix session hosts

The following table summarizes the Nymi Band Application Terminal and user terminal
requirements.

Nymi Band Application Terminal « Nymi Band Application software, which also
installs the Nymi Runtime software
» Evidian EAM Client software
» Evidian license file
« Bluetooth Adapter

» Local Administrator access or Directory
Administrator Access.

Wearable Mode Thick Client « Nymi Runtime software including the Nymi
Bluetooth Endpoint and the Nymi Agent
components.

» Evidian EAM Client software

» Evidian license file

e Nymi-supported NFC Reader (optional)
» Bluetooth Adapter

Wearable Mode * Nymi Runtime software including the Nymi
Thin Client BIuet.ooth Endpoint component. '

» Nymi-supported NFC Reader (optional)

» Bluetooth Adapter

+ Evidian license file
* Nymi-supported NFC Reader
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RDP server / Citrix Session Host « Evidian EAM Client
» Evidian license file
e Smart Card USB redirection enabled

Note: Environments can also have GPO
restrictions on USB redirection.

Allow Smart Card USB redirection provides more
information.

6.3.1 - Time Synchronization Requirements

Nymi Band enrollments require time synchronization between the Nymi Band Application
Terminal and Nymi Enterprise Server(NES).

When the Enrollment Terminal is on a domain, the time source for both the Enrollment
Terminal and NES is Active Directory Domain Services (AD DS). If your Nymi Band Application
Terminal is not domain-joined, ensure that you find an alternate method to synchronize both
the Nymi Band Application Terminal and NES with a reliable time source.

6.4 - NES Requirements

The following sections define the hardware and software requirements to consider before you
deploy NES.

Hardware Requirements

The Nymi Enterprise Server (NES) hardware requirements differ based on the nature of user
operations, load and other software that is deployed on the same server. The following section
lists the recommendations for minimum hardware requirements.

e 1-5000 users:

e 4 Core CPU

« 8GB RAM

» 20GB free disk space
¢ 5000-10000 users:

* 4 Core CPU
+ 16GB RAM
» 40GB free disk space

Software Requirements

NES has the following software requirements.
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* Microsoft Windows Server 2016, 2019, or 2022

Note: Ensure that the NES host is not a Domain Controller (DC).
* Microsoft IS
* Microsoft .NET Framework 4.8

Note: The NES installation package includes Microsoft .NET Framework 4.8, and installs
the software if required.

6.5 - Evidian EAM Controller
Requirements

Install the following software on the Evidian EAM Controller to support communications with
the audit database.

» Microsoft OLE DB Driver for SQL

» Visual C++ redistributable for Visual Studio 2022 version 1434 or later (x64 and x86
versions)

» Note: When the installation completes, a server reboot is required.

6.6 - Certificate Requirements

The solution relies on TLS certificates and Nymi-specific certificates to ensure secure
communications.

The following figure provides a high-level overview of the certificates used by the solution.
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Certificate Store Certificate Store —_—
Trusted Store Trusted St
rusted Store Root CA
Certificate
Q Q =
Root CA Root CA Q)
Certificate Certificate TLS Certificate
chain & private
key
Certificate Store
Intermediate Store Trusted Store Web Hosting Store
Q o} Q 9 0 - =
RD‘?ft_ cA TLS Certificate
Certificate chain & private
key

Figure 3: Certificates

Connected Worker Platform(CWP) uses TLS certificates to secure client communications
with Nymi Enterprise Server(NES) and a centralized Nymi Agent. These certificates serve
the same purpose as typical TLS certificate that support secure communications within your
enterprise network, for example, for web and email traffic. Nymi recommends that you use a
trusted Certificate Authority(CA) to issue the TLS certificate. The TLS certificate must contain
the appropriate fully qualified domain name(FQDN) for the Subject Alternative Name(SAN).

Note: If you use a self-signed TLS certificate or a certificate that was issued by an untrusted
private root CA, you require a Root CA Certificate. You must import the Root CA Certificate on
each user terminal, the enrollment terminal, Citrix/RDP clients, centralized Nymi Agent, and the
NES server. This guide describes how to import the Root CA Certificate.

Nymi Enterprise Server Certificate Format

NES uses the Windows certificate store for TLS certificates. The Windows certificate store
supports several certificate formats, such as PKCS#12, which includes the TLS certificate
chain and the password-protected private key all in one file. Copy the certificate file to the
server that you designate for NES and record the password of the TLS certificate in a secure
manner. The NES deployment process prompts you for the password.

Note: The procedures detailed in this guide assume that you have the NES certificate and
private key in PKCS#12 format.

Record the expiration date of the TLS certificate in Appendix—Certificate Expiration Dates.
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Centralized Nymi Agent Certificate Format

Nymi Agent relies on web sockets for communications with native and web-based Nymi-
enabled Applications(NEAs) and Nymi Bluetooth Endpoint. Nymi recommends that you secure
WebSocket communications between the Nymi components.

Obtain the following certificate and private key files in base64 PEM format from your security
team, and copy the files to the server that you designate as the Nymi Agent server:

» Certificate file, which contains the TLS Server Certificate only.

Note: You cannot use a wildcard certificate.
« Private key file that has the unencrypted private key for the TLS server certificate.

» Certificate Authority (CA) certificate file bundle, which contains the CA certificate chain that
starts from the root CA and ends in the subordinate CA that issues the server certificate.

Note: You can use the same TLS certificate for NES and Nymi Agent if the SAN includes

all the FQDNSs and the TLS certificate matches the requirements outlined for the centralized
Nymi Agent. Ensure that the format of the TLS certificate matches the previously stated format
requirements.

Nymi recommends that you issue the NES and centralized Nymi Agent TLS server certificate
from a Root CA that is trusted by the client machines. If the Root CA is not trusted by the client
machines, install the root CA certificate in the Trusted Root Certification Authorities container
for the client machine. See Microsoft documentation for information about installing Trust Root
Certificates: https://docs.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-
certificate.html

Required to support secure communications between the Nymi Bands and the CWP services.
Nymi provides two certificate files:

» Fullchain PFX file, which you obtain from your Nymi Solution Consultant. This certificate is
unique for each organization and includes the following content:

» Nymi Infrastructure Root CA certificate
* NES L1 certificate
* NES L2 certificate and associated private key

This guide describes how to implement the full chain certificate when you deploy NES.
« Nymi Band PKI certificate files:

* Nymi Band Root CA Gold
* Nymi Band Subordinate CA Gold

The NES installation package includes the Nymi Band PKI certificate files and the NES
installation automatically installs the certificate.

For more information about the Nymi-specific certificates, refer to the Connected Worker
Platform Security Whitepaper.
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6.6.1 - Evidian Certificate Requirements

For LDAPS configurations, you require a TLS certificate for the Evidian EAM Controller.
The TLS certificate must meet the following requirements:

» Beissued by a trusted Certificate Authority (CA).
e Be in PKCS #12 format (.PFX or .P12)

* Implement the enhanced key usage (EKU) extension and contain the PKI Server Auth
(1.3.6.1.5.5.7.3.1) OID. Enhanced Key Usage: Server Authentication (1.3.6.1.5.5.7.3.1).

» Specify the FQDN of the Evidian EAM Controller/ADLDS server in the certificate subject
line.

Note: If the Nymi Enterprise Server(NES) and Evidian EAM Controller/AD LDS server are the
same machine, you can use the same TLS certificate.

6.6.2 - Using TLS Certificates Issued by Untrusted
Certificate Authorities

In some situations, it is not possible to use a trusted Certificate Authority(CA) to issue the
required TLS certificates.

To use an untrusted CA, ensure that you:

» Use a single untrusted root CA to issue all TLS certificates.

« Import the untrusted root CA certificate into each machine that communicates with the
Connected Worker Platform services. The methods that you use to import the untrusted
root CA certificate into each component is described later in this guide.

The Connected Worker Platform(CWP) solution can use a new or existing SQL server instance,

which you can reside on the NES server or on another server in the environment.

Nymi recommends that you configure the SQL database to use Windows authentication mode.

Ensure that the account that starts the SQL Server has permissions to register an SPN in
Active Directory Domain Services. Microsoft provides more information.

CWP solution supports the following Microsoft SQL versions:

e SQL Server/SQL Server Express 2016
e SQL Server/SQL Server Express 2017
» SQL Server/SQL Server Express 2019
» SQL Server/SQL Server Express 2022
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Note: Starting with CWP 1.18.0, the Nymi IT/OT Solution supports SQL Server Express.

The NES installation package includes Microsoft SQL Server Express 2017; however, Nymi
recommends that you use MS SQL Server in production environments.

Note: The CWP solutions uses TLS 1.2. If you use SQL Server / SQL Express 2016 or SQL
Server / SQL Express 2017 you must apply a patch to provide TLS 1.2 support. Microsoft
provides more information.

6.7.1 - Creating the EAM Audit Database

The EAM installation package includes a SQL script that you can use in SQL Server
Management Studio(SSMS) to create the audit database.

Consider the following:

* You can install the Audit Database on the same SQL Server that you use for Nymi
Enterprise Server(NES).

+ On the Evidian EAM Controller machine, ensure that the Evidian service account has the
right to log in locally and is a member of the local Administrators group.

* Onthe SQL Server, ensure that the SQL browsing service is running.
Perform the following steps to create a EAM audit database on an existing SQL Server.

1. From the EAM installation package, obtain the MSSQLV2.sql file from the ..
\EAM.x64\TOOLS\WGSrvConfig\Support directory.

2. Use SSMS to connect to the SQL Server.
From the Tool s menu, select New Query.
4. In the New Query window, copy and paste the contents of the MSSQLV2.sql file.

w

The eamaudit database appears in the Dat abases folder.

Assign the Evidian service account db_writer and db_reader rights to the Audit Database.

6.7.2 - Creating the NES database

If you use an SQL server that is not on the same machine as NES, install the SQL Server
software if required, and then perform the following steps to create the NES database.
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Perform the following steps on a machine that has SSMS installed and has access to the SQL
Server.

o gk wNE

Open SQL Server Managenent Studi o (SSMS), and then login to the SQL Server.
Right-click the SQL instance, and the select Pr operti es.

In the Gbj ect Expl orer, select Security.

Select SQL Server and W ndows Aut henticati on Mde, and then click OK.

In the Obj ect Expl or er right-click Databases, and the select New Database.

In the New Dat abase window, perform the following actions:

a) In the Nane field, type nes.

b) Click the elipses (...) beside Oaner, and then in the Ent er t he obj ect nanes to
sel ect field, type the name of the Nymi Infrastructure Service Account account.

c) Click Check names.

d) Inthe Mul ti pl e Obj ects Found field, select the service account name, and then
click OK.

e) Onthe Sel ect Dat abase Oawner window, click OK.

f) Onthe New Dat abase window, click CK.

6.7.3 - Configuring SQL Database for Remote
Access

Enable TCP/IP on the SQL instance to allow access to the database.

Perform the following actions in the SQL Server Confi gurati on Manager application.

a s~ DN

In the left navigation pane, expand SQL Server Network Confi guration, andthen
select the appropriate Protocols for the SQL Server option.

In the right pane, select TCP/IP, and then right-click and select Enabl ed.
Double-click TCP/ | P.

Inthe TCP/ | P Properties window, selectthe | P addr esses tab.
Navigate to the | PALL section, and then for the TCP port value, type 1433.
The following figure provides an example of the port setting.
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@

File Action View Help

= 7= H

@ SQL Server Configuration Manager (Local) Protocol Name Status
g f;QLf;erver;amceskc ; b %" Shared Memory  Enabled TCP/IP Properties ? X
_i QL Server Network Configuration (32bit ¥ Named Pipes Disabled

~ & 5QL Native Client 11.0 Configuration (324 Protocol IP Addresses

¥ TICP/IP Enabled

% Client Protocols TCP Dynamic Ports 0 =]
# Aliases TCP Port
v _i SQL Server Network Configuration B 1p3
El‘. Protocols for MSSQLSERVER Active Yes
& Protocols for SQLEXPRESS Enabled No
~ 5 SQOL Native Client 11.0 Configuration IP Address a1
% Client Protocols TCP Dynamic Ports 0
% Aliases TCP Port
B 1p4
Active Yes
Enabled No
IP Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port
B ipan
TCP Dynamic Ports
rcppor :

Active
Indicates whether the selected IP Address is active.

Cancel Appl Help

Figure 4: Configuring SQL Port
6. Click OK, and then click Appl vy.
7. On the prompt to restart the SQL services, click OK.
8. Restart SQL Server services.

9. For SQL Express only, perform the following steps in SQL Confi gurati on Manager.

a) In the left navigation pane, select SQL Ser vi ces.

b) Right-click SQL Server Browser, and then select Properti es, as shown in the
following figure

'%:q\ Server Configuration Manager

Action  View  Help

e | xE= H]

48 QL Server Configuration Manager (Locall || Name State Start Mede
[l QL Server Services o
4. 50L Server Network Configuration (32bit]
2 501 Native Client 11.0 Configuration (321
4. 50L Server Network Configuration
2 5QL Native Client 11.0 Configuration

SQL Server (MSSQLSER.. utomatic

TWSOL Server Agent (S5, °F tanual
Pause

Figure 5: SQL Browser Properties option
¢) Onthe Servi ce tab, fromthe St art Mode list, select Aut ormat i ¢, as shown in the
following figure.
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| SQL Server Browser Properties

LogOn Service Advanced

Binary Path C:\Program Files (x86\Microsoft |

Exit Code [
Host Name TW-SRV2

Process ID
SOL Service Type

Manual

Start Mode
The start mode of this service.

Cancel Apply Help
Figure 6: Start Mode
d) Right-click SQL Server Browser andselect Start.
The SQL Server Browser service state changes to St ar t , as shown in the following figure.

ﬁ Sql Server Configuration Manager
File Action View Help

oz d=H

48 SQL Server Configuration Manager (Local) || Name State Start Mode Log On As Process ID
) || EbSQL Server (SQLE... Running Automatic NT Service\MSSQL... 3844
2. QL Server Network Configuration (32bit|| 2 oo oo/ (MSS...  Running Aulenalic NT Service\MSSQL... 3880
vl ;Lc':::::sz:::'n Configuration (324 e 6l Server Agent... Stopped Manual NT AUTHORTY\NE... 0
8 Alisses Hsal Serveerwser Automatic NT AUTHORITV\LO... 3080
=) SQL Server Agent... Stopped Manual NT Service\SQLSER... 0

v j_ SQL Server Network Configuration
a_ Protocols for MSSQLSERVER
& Protocols for SQLEXPRESS

w '_.:'é SQL Native Client 11.0 Configuration
&, Client Protocols
% Aliases

Figure 7: SQL Server Browser service

6.8 - Bluetooth Tap Support

In a wearable configuration, users can perform a Nymi Band tap on the Nymi-supplied
Bluetooth adapter (BLE tap) to complete authentication tasks.

The Nymi with Evidian Solution supports BLE taps by default when you deploy the following
versions of software in your environment:

* Connected Worker Platform 1.8.1 or later. Nymi recommends that you install or update to the
latest CWP version.

» Evidian Access Management version 10.03b8573-hotfix-2 or later. Nymi recommends that
you install or update to Evidian Access Management version 10.03b8820-hotfix-11.
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7/ - Install and Configure Nymi and
Evidian Components

Install and configure the Nymi and Evidian Components in the environment.
Nymi recommends that you install the Nymi and Evidian software in the following order:

 Install and configure the Nymi Enterprise Server(NES) software on a server.
» Install and configure the Centralized Nymi Agent.

* Install and configure the Evidian EAM Controller software.

* Install and configure the Nymi Band Application Terminal.

» Install and Configure the user terminals.

7.1 - Obtain the Required Software

Obtain the required software files or the Fileshare link for the software package from your
Nymi Solution Consultant.

When you receive the zip file, download and extract the contents to a machine and folder that
is accessible to the Nymi Enterprise Server(NES), Evidian EAM Controller, centralized Nymi
Agent server, Nymi Band Application Terminal, and user terminals.

7.2 - Install Server Components

In a Connected Worker Platform with Evidian deployment, there are two servers in the
configuration, NES and the Evidian EAM Controller.

You can install the Nymi Enterprise Server(NES) software on the same server on which you plan
to install the Evidian EAM Controller software. For deployments in a production environment,
Nymi recommends that you install the NES and Evidian EAM Controller software on separate
servers.

Note: Ensure that you configure NES with the HTTPS communication protocol.

7.2.1 - Deploy NES in a Standalone Configuration

The following sections provide information about how to deploy a standalone NES.

7.2.1.1 - Install and Configure IS

NES supports HTTP and HTTPS for communication between NES services. It is
recommended to use HTTPS. To complete prerequisite activities for NES deployment, install
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Microsoft Internet Information Server (1I1S) and Microsoft ASP.NET on the NES host, and then
import the TLS server certificate into 1S for secure deployments (HTTPS).

Installing 1IS and ASP.NET
This section describes how to install [IS and ASP.NET on the NES host.

7.
8.
9.

. Open the Server Manager application, and then click Add rol es and features.
. On the Bef ore You Begi n page, click Next , as shown in the following figure.
. Onthe Sel ect installation type page, leave the default value Rol e- based or

f eature-based i nstall ati on, and then click Next .

. Onthe Sel ect destinati on server page, leave the default selection Sel ect a

server fromthe server pool, selectthe hostinthe Server Pool list box, and
then click Next .

. Onthe Sel ect server rol es page, click Wb Server (I19S).

The Add features that are required for Wb Server (11S) dialog box appears
and provides a summary of tools that are required to install 1IS.

. Onthe Add features that are required for Wb Server (11S) dialog box,

click Add Feat ures.

On the Sel ect server rol es page, click Next .
Onthe Sel ect f eat ures page, click Next .

Onthe Wb Server Role (I1S) page, click Next .

10.0n the Sel ect rol e servi ces page, expand Appl i cati on Devel opnent, and then

perform the following actions:
a) Select Application Initialization.
b) Select the latest available version of ASP.NET 4.x.

Note: NES supports ASP.NET 4.4 and later.
c) Onthe Add features that are required for ASP. NET dialog box, click Add
Feat ur es, as shown in the following figure, and then click Next .
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5, Add Roles and Features Wizard : X

Add features that are required for ASP.NET 4.77

You cannot install ASP.NET 4.7 unless the following role services or
features are also installed.

4 Web Server (IIS)
4 Web Server
4 Application Development
ISAPI Filters
ISAPI Extensions
NET Extensibility 4.7

[¥] Include management tools (if applicable)

‘ Add Features ‘ Cancel l

Figure 8: Add features that are required for ASP.NET

d) Onthe Sel ect rol e servi ces page, leave the other default options selected, and
then click Next .
The following figure shows the Sel ect server rol es page.

- [m] X

[z Add Roles and Features Wizard

DESTINATION SERVER
TW-Srv2.TW-Lab Joca!

Select one or more roles to install on the selected server.

Roles Description
- ‘ Application Development provides
Health and Diagnostics (1 of 6 installed) P i
infrastructure for developing and
erformance (1 of 2 installed) 3 N .
i’ osting Web applications. Use these
ecurity (1 of 9 installed)
lication Develos 5 of 11 installed| features to create Web content or
- ” il extend the functionality of IIS. These
= o technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which IS then sends to fulfill
client requests.

' Application Initializationl

| ISAPI Extensions (Installed)
| ISAPI Filters (Installed)
[J Server Side Includes
[ WebSocket Protocol
[] FTP Server
[W] Management Tools (1 of 7 installed)

[] Windows Deployment Services
M1 Windowe Sanser lindate Sandicac

Figure 9: Select server roles page
11.0n the Sel ect Feat ur es page, click Next .

120nthe Confirminstall ati on sel ecti ons page, clickl nstall .

The I nstal |l ati on Progress page appears and provides the status of the IIS installation,
which takes several minutes. When the installation completes, click CI ose. Restart the host, if

prompted.
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Importing the TLS server certificate
For HTTPS deployments, import the TLS server certificate obtained for the NES host. If the
TLS server certificate is not signed by a Trusted Root CA, then you also need to import the

Root CA certificate.

Note: The following procedure assumes that the TLS server certificate and the associated
private key are packaged in the same file. Depending on how the private key for your
certificate is generated, your procedure might differ. If you have already imported the
certificate or you do not require step-by-step instruction, proceed to Adding HTTPS site

bindings.

Perform the following steps inthe | | S Manager to import the TLS server certificate and the

associated private key.

1. Inthe Connect i ons navigation pane, click Conput er _Nane, and then in the | | S section,
double-click Server Certificates.

Note: If you cannot find Ser ver Certi fi cat es, click the Feat ur es Vi ewtab, which
appears at the bottom of the window.

§ Internet Information Services (IIS) Manager
« € ) TW-SRVZ »
File View Help
Connections
< - [

&5 Start Page
o &5 TW-srV2 (TW-LAB\atadmin)
o g Kpphcatmn Pools

& Sites

hq' TW-SRV2 Home

Filter: Go - & Show All | Group by: Area - [EE-
ASP.NET
2 ¥ — — Bl = =]
g e 9 = B % B @ & @
NET NET NET Errer NET .NET Trust  Application Connection Machine Key Pages and Providers  Session State SMTP E-mail
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings Controls
1S
U's & L g - 4 f
.\? o = A\ wif = E‘ L E ‘ = 1=y 4.9
B ¢ o = [4& & > V] i 7 =
Authentic... Compression Default Directory  ErrorPages  Handler HTTP ISAPIand  ISAPIFilters  Logging MIME Types  Modul Output
Document  Browsing Mappings Respon. CGl Restri. Caching
o= =i 1D
o= ' i E W)
Request Server | | Worker
Filtering | ; Certificates ; |Processes
Management
S
2
= Y =l

Feature Shared
Delegation Configurat...

Configurat...
Editor

- Cantent View

Figure 10: Server Certificates option
2. In the Act i ons navigation pane, on the right side of the window, click | nport .
3. Inthel nport Certifi cate window perform the following actions:

a) IntheCertificate file (.pfx) field, click the ellipsis (...) button, change the
extension list to *.*, browse to the location of the TLS certificate, select the certificate file,
and then click Open.
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b) In the Passwor d field, type the password that was used to encrypt the private key, and
then click OK.

c) Inthe Sel ect Certificate Store list, select Wb Hosti ng.
The following figure provides an example of the | mport Certi fi cat es window.

Import Certificate ? X

Certificate file (.pfq):

C:\Users\uatadmin\Downloads\star.tw-lab.local-not-

Password:

Select Certificate Store:

Web Hosting v

Allow this certificate to be exported

Figure 11: Server Certificates option
d) Click OK.
e) Right-click the TLS certificate that appears in the certificate list and select Pr operti es.
f) On the Det ai | s tab, scroll down, and then select Subj ect Al ternati ve Nane.
Confirm that the entry contains the FQDN of NES.
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Uill Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for 53

Filter: . | & Certificate %
Name General Details Certification Path t
IIS Express Development Certif. Show: | <Al> il b
tw-lab.local . 21
tw-srv1.tw-lab.local F"‘j'd value b
tw-srvi_tls | Public key RSA (2048 Eits) b
~ | Public key parameters 0500
3_.| Key Usage Key Encipherment, Data Endp...
g__| Enhanced Key Usage Server Authentication (1.3.6....

13| Subject Alternative Name DNS Name=TW-Srv1.TW-ab.l...
- | Thumbprint 62c5461513ce9254falcd 39ac. ..

_| Friendly name tw-srvi_tls

DNS Mame =TW-5rv1.TW-Lab.local

Edit Properties. Copy to File...

Figure 12: Server Certificates option
4. Minimize 1IS.
5. Perform the following steps using the Certi fi cate MMCto import the Root CA certificate
(if needed).
a) From the Window toolbar, in the Sear ch field, type Manage Computer, and then select
Manage conputer certificates.
b) Onthe User Account Control dialog, click Yes.
c) Expand Certificates - Local Conputer > Trusted Root Certificate

Aut hority.
d) Right-click Certi fi cat es, and then select All Tasks > | nport, as shown in the

following figure.
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E certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — ] X

File Action View Help

&= [ 8 6= HE

_.JJ Certificates - Local Computer “ || Object Type
| Personal | Certificates
v r'j Trusted Root Certification Authori*iMI
" Certificates Find Certificates...
| Enterprise Trust ) )
| Intermediate Certification Authc [ MLl )] Find Certficates.

| Trusted Publishers View >

_| Untrusted Certificates

| Third-Party Root Certification A Refresh

| Trusted People Export List...

| Client Authentication Issuers

Help

i}

Figure 13: Import Certificate option

e) OntheWel cone to the Certificate Inport W zard screen, click Next .
The following figure shows the W&l come to the Certificate Inport Wzard
screen.

| Preview Build Roots

~# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Figure 14: Welcome to the Certificate Import Wizard screen

f) OntheFile to I nport screen, click Br owse, navigate to the folder that contains the
certificate file, select the file, and then click Open.
The following figure shows the Fi | e t o | nmport screen.
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€ £¢ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\ddunn'Downloads\Local Lab Root CA.cer Browse. ..

Mote: Mare than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialised Certificate Store (.55T)

Mext Cancel

Figure 15: File to Import screen

g) OntheFile to I nport screen, click Next .

h) Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store with the value Tr ust ed Root
Certification Authorities, andthen click Next .

i) Onthe Conpleting the Certificate Inport W zard screen, click Fi ni sh.

i) OntheCertificate Inmport W zard dialog, click CK.

k) Close the cert | mwindow.

Adding HTTPS site bindings
HTTPS provides TLS-encrypted communication between the NES host and the host that an
administrator uses to connect to the NES Administrator Console web application.

Perform the following stepsin | nt ernet | nformati on Service Manager (IS Manager)
to add HTTPS bindings to the NES website.

If you have already created the bindings or you will use HTTP only, proceed to Importing a
Fullchain Certificate.

1. Inthe Connect i ons navigation pane, click Conput er _Name > Sites, as shown in the
following figure.
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%'3 Internet Information Services (IIS) Manager

€« & » TW-SRV2 » Sites » Default Web Site »

File View Help

Connections .
g Default Web Site Hg
<, - gl
-
5 Start Page i Filter -~ % 6o
w 83 TW-5RV2 (TW-LAB\uatadmin
L} Application Pools ASP.NET
v -[@| Sites 3= @ 1
€ Defoute it Cisn Ta 04
il Explore NET NET Erro
Edit Permissions... Compilation Pages

< Add Application...
Add Virtual Directory...

#
Edit Bindings...

Manage Website »

P
i3 Refresh S:i‘ (/]
X Remove Compression Default
Documen

Rename

Switch to Content View

Configurat...
Editor

Figure 16: Edit Bindings Option

2. Right-click Def aul t Web Sit e, and then select Edi t Bi ndi ngs.

3. Click Add.
The Add Sit e Bi ndi ng dialog box opens.

4. Inthe Add Site Bi ndi ng dialog perform the following actions:

a) From the Type list, select ht t ps.

b) Inthe | P Addr ess field, leave the default setting Al | Unassi gned.

c) Inthe Port field, leave the default setting 443.

d) Leave the Host nane field blank.

e) Fromthe SSL certi fi cat e list, select the TLS certificate that you imported.
The following figure provides an example of the Add Si t e Bi ndi ng dialog.
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Add Site Binding ? X

Type: P address: Port:
https v [AlUnassigned ‘ ‘443 ‘

Host name:

(] Require Server Name Indication

[] Disable HTTP/2
[ Disable OCSP Stapling

SSL certificate:

tw-lab.local & Select... View...

Figure 17: Add Site Binding Dialog

f) Click the Vi ewbutton, and identify the expiration date of the TLS certificate (see the line
Valid from (start date to expiration date).

g) Record the expiration date in the Certificate Expiration Date table.

h) Click OK.

5. Onthe Site Bi ndi ngs dialog, click O ose.

Creating an Application Pool for Authentication Service

To support Windows authentication to a remote SQL Server, the NES Enroliment Service and
Directory service must run under the NES service account. If the NES Authentication service
runs under a specific user account, the configuration requires HTTP Service Principal Names
(SPNs). To avoid the need to configure HTTP SPNs, create a separate Application Pool for the
Authentication service that uses the NetworkService account as the application pool identity.

Note: This procedure only applies to a configuration that uses a single NES instance on a
remote SQL server (not local to the NES server) with SQL Authentication.

Perform the following stepsin| | S Manager :

1. Expand ser ver _nane, right-click Appl i cati on Pool s, and then select Add
Application Pool, as shown in the following figure.
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3 Intemet Information Services (1IS) Manager
« &) v TW-SRV2 » Application Pools
File View Help
Connections ¢ X
Q- L2 & UJ‘ Application Pools
W Start Page
83 TW-SRV2 (TW-LAB\ustadmin

_} Application " - G - 3
R I T Go & Show All | Group by: No Grouping

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contail

Status  NETCLRV.. Managed Pipel.. Identity Applications
@ Refresh
Storted w0 Integrated ApplicationPoolldentity 0
Started w40 Classic ApplicationPoolldentity 0
Started w0 Integrated NetworkService 1
ZNes App Pool Started  ud) Integrated tw-lab\uatadmin 0

Figure 18: Create New Application Pool
2. In the Nanre field, type NES_AS App Pool, and then click K.
The following figure provides an example of the Add Appl i cati on Pool window.

Add Application Pool ? x

Name:
NES_AS App Pool|

NET CLR version:
NET CLR Version v4.0.30319 v

Managed pipeline mode:

Integrated v

Start application pool immediately

Figure 19: Add New Application Pool

3. Right-click NES_AS App Pool , and then select Advanced Setti ngs, as shown in the
following figure.

T Start Page
-85 TW-SRV2 (TW-LAB\uatzdmin

This page lets you view and manage the list of application pools on the server.

L Application Pools Filter - % Go - G Show All | Group by: No Groupi
& Sites
Ststus  NETCLRV.. Manage
Started  v4.0 Integrat]
Started  vd) Classic
Started w4 Integrat]
Started 40 Integrat]

Integrat|

& Add Application Pool...
Set Application Pool Defautts...
Start
@ Stop
© Recycle..
[E]  Basic Settings...
Recycling...

Rvanced Setings

Rename
X Remove

View Applications

@ Hep

Figure 20: Advanced Settings for Application Pool
4. Click the El | i pses forthe | dent i t y parameter, as shown in the following figure.
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Advanced Settings ? X
~ (General) ~
NET CLR Version Va0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Name NES_AS App Pool
Queve Length 1000
Start Mode QnDemand
e ]
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Pracessor Affinity Enabled False

Precessor Affinity Mask 4204067205

Processor Affinity Mask (64-bit ¢ 4284967295
v Process Model

Generate Process Model Event L

R /5vicstonF oolidentity
20

Idle Time-out (minutes)

Idle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1 v

Identity
[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Networ...

oK Cancel

Figure 21: Edit Identity

5. Fromthe Bui I t-i n account list, select net wor k servi ce, as shown in the following
figure, and then click CK.

v (General) ~
NET CLR Version va.0
Enable 32-Bit Applications  False
Mznaged Pipeline Mode Integrated
Name NES_AS App Pool
Queue Lenath 1000
Application Pool Identity 7 X

@ Built-in account:

[ApplicationPoclldentity v]

Load User Profile False
Maximum Worker Processes 1 v
Identity

lidentityType, username, password] Configures the application pol to run
as built-in account, ie. Application Pool Identity (recommended), Networ...

0K Cancel

Figure 22: Built-in account list
6. Onthe Advanced Setti ngs window, click OK.

Verifying the Authentication Configuration

Perform the following steps inthe | nt ernet I nfornation Services (11S) Manager
application to verify that the authentication configuration is correct.

1. Openl | S Manager.

2. On the Connect i ons navigation pane, expand Conput er _Nane > Si t es, select
Defaul t Wb Site, and then double-click Aut hent i cati on.
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1:] Internet Information Services (IIS) Manager
e
« @ » TW-SRVZ » Sites » Default Web Site »

File View Help

0 Default Web Site Home
e-HAIe
63 Start Page ~ - e
v 85 TW-SRVZ (TW-LAB\uatadmin Filter: - Go ~ \z7Show All | Group by: Area - 28~
(2} Application Pools ASP.NET
o & [F =R ) & &= > =
- i=n - A B = Y E
& Default Web Site 3 z i ¢ il 2 “J (& ?) = ab) ;‘L( = %?,n
NET NET NET Error NET .NET Profile .NETRoles .NET Trust NET Users Application Connection Machine Key Pagesand  Providers
Authorizat... Compilati Pages izstion Levels Settings Strings Controls
oL
=l
Session State SMTP E-mail
IS
] 2 3 = = I _ =
A — R sy P L = | 9 a=
s | g o B & & &€ ¢ i 7 Al e =
icati ;[Compressi Default Directory  Error Pages Handler HTTP ISAPIFilters  Logging  MIME Types  Modules Output Request
on Document  Browsing Mappings Respon... Caching Filtering
SSL Settings
Management
Configurat...
Editor

Figure 23: Authentication Option

3. Inthe Aut hent i cat i on pane, ensure that Anonynous Aut henti cati on is the only
enabled option.

The following figure provides an example of the Aut hent i cat i on pane with only the
Anonynous Aut henti cati on option enabled.

Gﬁ Internet Information Services (IIS) Manager

« €& » TW-SRVZ » Sites » Default Web Site »

File View Help
Q-2 18 @ Authentication

- Start Page

] Group by: No Groupin v
v Ui TW-5RV2Z (TW-LAB\uatadmin ik - ping

..} Application Pools Name Status Response Type
v .[@| Sites Anonymous Authentication Enabled
. €D Default Web Site ASP.NET Impersonation Disabled
Forms Authentication Disabled HTTP 302 Login/Redirect

Figure 24: Authentication pane with Anonymous Authentication enabled

Securing IS
Secure IS by disabling the default page and creating an response header.
About this task

Perform the following steps inthe | nt ernet I nfornation Services (11S) Manager
application.
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1. On the Connect i ons navigation pane, expand Conput er _Nane > Si t es, select
Def ault Web Sit e, and then double-click Def aul t Docunent .

§ Internet Information Services (1IS) Manager
« @ » TW-SRV1 » Sites » Default Web Site »
File View Help

Connections

T @ Default Web Site Home
79 Start Page Filker + % Go ~GhShowAll | Groupby: Area =
~ 83 TW-SRV1 (TW-LAB\uatedmin) -
(2 Application Pools ASPNET . X B
v (6] Sites =n > (*] P 4 2 gﬁ! _th 2 ﬁ\@
2 - > = E = ab ] 3 s'@ =
€ Default Web Site B2 2 A f & Lg’ =Y = b Lj. ! ) |
NET NET  NETEwor  MNET  NETProfle .NETRoles .NETTrust NETUsers Application Comnection MachineKey Pagesand Providers Session Stete SMTP E-mal
Authorizatio| Compilation  Pages  Globalization Levels Settings  Strings Controls
nRules

s

d d|le|H & € § W

= M = ' 8

0 S

Authentic... Compression| Defoult | Directory  ErrorPages  Handler HTTP  ISAPIFiters Logging MIMETypes Modules  Output  Request  SSLSettings
Document | Browsing Mappings ~ Respon... Caching  Filtering

Management

Configurat..

Editor

Figure 25: Default Document Option

2. Onthe Def aul t Docunent page, select Def aul t . ht m and then click Di sabl e from the
right menu, as shown in the following figure.

§ Internet Information Services (1IS) Manager

- X
« & » TW-SRV1 » Sites » Default Web Site » 7} @
File View Help
Connections F Alerts
@ Default Document =
<€, - L]y (@) The file fisstarthtm’ exists in
T3 start Page the current directory. Itis
- Use this feature to specify the default file(s) to return when a client does not request a specific file, Set default documents in order of priority. recommended that you
4 ¥
5@ TW-SRV1 (TW-LAB\uatadmi) move this file to the top of
2 Application Pools Name Entry Type the list to improve
8l Sites {Defauithtm inherited performance,
@ Default Web Site Defaultasp Inherited
indexhtm Inherited
indexhtml Inherited
iisstart.atm Inherited
default.zspx Inherited

eax |F
ﬂ |

Figure 26: Disable Default.htm

After you click Di sabl e, the Al ert s section states that the page is disabled, as shown in the
following figure

Alerts

'i‘ The default document
feature has been disabled.

3. From the Connect i ons navigation pane, select Def aul t Websi t e, and then double-
click HTTP Response Headers
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€ Intemet Information Senvices (1) Manager
« @ » TW-SRV1 » Sites » Defoult Web Site »
File View Help

Connections.

- 7@ q Default Web Site Home
W Start Page =
&5 TW-SRY! (TW-LABsatacmin) Filter: Go -G Show All | Group by: Area =3
L} Application Pools ASP.NET
(@] Sites = ¥ FT ; L3 gﬁ: =) fal
=n 7 . = 2
) Default Web Site 3 ~ @ | D _g: (5 37, ab o ﬂ? ,i?J F@ L =)
NET NET NET Error NET NET Profile .NET Roles NET Trust NET Users  Application Connection Machine Key Pages and Providers  Session State SMTP E-mail
Authorizat.. Cempilation  Pages  Globalization Levels Settings Strings Controls

s

& = Wy \ b = e oo} e = ﬂg
& 9 o = & ¢ B = M = € &
Authentic., Compression Default  Directory  ErrorPages  Handler HTTP  [SaPiFiters  Logging MIMETypes Modules  Output  Request  SSLSettings

Document  Browsing Mappings || Response Caching  Filtering
| Headers

Management
Configurat...
Editor

Figure 27: HTTP Response Headers Option
. From the Act i ons section, click Add, as shown in the following figure.

€ Internet Information Services (1IS) Manager -

X
« @ » TW-SRVI » Sites » Default Web Site » WG @-

File View Help

Connections

e q HTTP Response Headers
- ] 8
55 Start Page Use this festure to configure HTTP headers that are added to responses from the Web server.
v 83 TW-SRV1 (TW-LAB\uztadmin)
(22 Application Pools Group by: No Grouping
v -[8] Sites
| Name Value Entry Type
&) Default Web Site P
X-Powered-By ASPINET Inherited

Figure 28: Add HTTP Response Headers Option

. Inthe Add Cust om HTTP Response Header s dialog box, perform the following actions:
a) In the Nane field, type Strict-Transport-Security.
b) In the Val ue field, type max-age=31536000.

The following figure provides an example of the Add Cust om HTTP Response Headers
dialog box.

Add Custom HTTP Response Header ? X

Name:

[strict-Transport-Security |

Value:

[max-age=31536000 |

Figure 29: Add Custom HTTP Response Headers dialog box
c¢) Click &K

The Strict-Transport-Security header appears in the HTTP Headers table, as shown in the following
figure.

95 Intemnet Information Services (1IS) Manager

« €@ » TW-SRVZ » Sites » DefaultWeb Site »

File View Help

Connections

I 9 HTTP Response Headers

5 start Page Use this feature to configure HTTP headers that are added to responses from the Web server,
v “.j TW-SRV2 (TW-LAB\uatadmin

i3 Application Pools Group by: No Grouping ~ ~
s Sites
2| Name Value Entry Type
@ DefaultWeb Site
Strict Transport-Security maxage- 31536000 Local
X-Powered-By ASP.NET Inherited

Figure 30:

6. Close I | S Manager
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Enabling Directory Browsing IS
Confirm that Directory Browsing is enabled.

Perform the following steps in the | nt ernet I nformati on Services (11S) Manager
application.

1. On the Connect i ons navigation pane, expand Conput er _Nane > Si t es, select
Default Wb Site, and then double-click Di rect ory Browsi ng.

File View | Help

‘Connections
e 0 Default Web Site Home

34 gl -3

W5 Start Page - =
85 TwsuT (W Filter: Go - Show All | Group by: Area

2} Application Pools ASP.NET
~ .[8] Sites 20 ¥ Wy F T i & =) - = )
@ Defautt Web Site 5 2 4 { > ?f = S ab L E= ';3 ) ]|
NET NET NET Errer NET NET Profile .NET Roles NET Trust  .NET Users  Application Connection Machine Key Pages and Providers ~ Session State SMTP E-mail
Authorizat.. Compilation  Pages  Globalization Levels Settings strings Controls

s

2 9 o B 2 &€ $ 8 = H = E

=

&

Authentic.. Compression  Default | Directory  [rror Pages  Handler HTTP  ISAPIFilters Llogging MIMETypes Modules  Output  Request  SSLSettings
Document|  Browsing Mappings  Respon. Caching  Fiftering

Management

Configurat...

Editor

Figure 31: Directory Browsing Option

2. Onthe Di rect ory Browsi ng page, review the Acti ons pane. If the message Directory
browsing has been disabled appears, click Enabl e, as shown in the following figure.

95 Intemnet Information Services (1IS) Manager - o X
- @ » TW-SRUI » Sites » Default WebSite » @ ooy @
File View Help
Connections X X Alerts
- Directory Browsin
@ - il 0 Yy 9 (i) Directory browsing has been disabled.
W5 Start Page
a2 Use this feature to specify the information that Actions
85 TW-SRY1 (TW-LABVWadmin] | gicplays in a directory listing
(2 Application Pocls
Time
v 8] Sites 3
D Default Web Site Size I Enable I
Extension ® Hap
Date
Long date

Figure 32: Enable Directory Browsing option
3. Leave the remaining options with their default selections and close | | S Manager .

7.2.1.2 - Importing a Fullchain Certificate

To support certificate management in Connected Worker Platform, you must install and configure
the certificates. Nymi provides you with a zipped certificate file package that contains a
PKCS12 file. The password for the PKCS12 file is provided to you separately.
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The PKCS12 file (fullchain.p12) excludes the password, but contains the following certificates:

Root certificate
L1 certificate
L2 certificate
L2 private key

Perform the following steps to import the certificates on the NES host.

Importing Certificates
Perform the following steps to import the certificates on the NES host.

1. Extract the certificate zip file to a directory.
2. Right-click the fullchain.p12 certificate file, and then select | nst al | PFX, as shown in the

3.

following figure.

;.4 fullchain.p1?
] NESL1CA.crl
& NymilnfraRe Open
& Share
Open with...
Give access to >
Restore previous versions

Figure 33: Install PFX Option
Inthe Open File - Security Wrni ng dialog, click Cpen.
The Certificate Import Wizard dialog box opens.

4. Onthe Wl conme to the Certificate Inport W zard page, inthe Store

Locat i on page, select Local Machi ne, as shown in the following figure.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 53



7 - Install and Configure Nymi and Evidian Components

* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O Current User

(®) Local Machine

To continue, dick Next.

| ®Next | | Cancel

Figure 34: Local Machine Store Location
5. Click Next .
6. Onthe User Account Control window, click Yes.

7. Onthe Fil es to inport page, ensure that the fullchain.pl12 file appears in the File
name field, and then click Next .

8. Onthe Private Key Protection page,inthe Passwor d field, type the Nymi-provided

private key password, and then click Next .
The following figure provides an example of the Pri vat e Key Protecti on page.
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& L& Certificate Import Wizard

Private key protection

Type the password for the private key.

Password:

To maintain security, the private key was protected with a password.

‘ ...........I...I
[ Display Password

Import options:

o m

keys at a later time.

Indude all extended properties.

[IMark this key as exportable. This will allow you to back up or transport your

Cancel

Figure 35: Private Key Protection Page

9. OntheFiles to inport page, ensure that the fullchain.p12 file appearsinthe Fi | e

nane field, and then click Next .

100nthe Certifi cate Store page, leave the default option Automatically select the
certificate store based on the type of certificate, and then click Next .

This options ensures all the certificates in the certification path (Root, Intermediate) are placed in the
correct store. The following figure provides an example of the Certificate Store page.
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X
& L¥ Certificate Import Wizard
Certificate Store

Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate!

(O Place all certificates in the following store

[IMark this key as exportable. This will allow you to back up or transport your

keys at a later time.
Include all extended properties.
Concel

Figure 36: Certificate Store Page
110nthe Conpleting the Certificate Inport W zard page, click Fi ni sh.
120nthe Certificate Inport W zard dialog, click OK.

Moving the L2 certificate
Perform the follow steps to move the L2 certificate from the Personal Certificates folder to the
Intermediate Certification folder.

1. From the W ndows Start Menu, type Manage Computer, and then select Manage
Conputer Certificates.

The cer t | mwindow appears.
2. Onthe User Account Control dialog, click Yes.
3. Navigate to Personal > Certifi cat es folder.

4. Expand I nternmedi ate Certification > Certificates,andthen move the
NES L2 CA certificate from Per sonal > Certificates tothel nternedi ate
Certification > Certificates folder.

You can move the file by dragging and dropping it from one folder to the other folder. The following
figure provides an example of the certificates window.
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E certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

| Trusted Root Certification Authorities
Enterprise Trust
v || Intermediate Certification Authopi
| Certificate Revocatigpef
| Trusted Publishers
| Untrusted Certificates
_ Third-Party Root Certification Authorities
| Trusted People
Client Authentication lssuers
| Preview Build Roots
| Test Roots
| Certificate Enrollment Requests
Smart Card Trusted Roots

Trisetard Nassimae
< > <

Personal store contains 1 certificate.

&= | 7FE B|C= HEF
_ﬁlj Certificates - Local Computer A || lssued To
v Persona o .
gl Nymi Eval NES L2 CA
—

Issued By

Nymi Eval NES L1 CA

Expiration Date

1/1/2023

Intended Purposq

<All>

Figure 37: Certificates window

5.Inlnternmediate Certification > Certificates verify that NES L2 CA certificate

has a key.

When the L2 certificate has a key, a key symbol displays in the upper-left corner of the L2 certificate

icon as shown in the following figure.

~ [ Intermediate Certification Au
| Certificate Revocation Lis
| Certificates

(5 Certificates - Local Computer || |ssued To - Issued By
v [ Personal E5Microsoft Windows Hardware .. Microsoft Root Autharity
o ie:':“:eé tietion PP EvoI NES LT CA Nyrmi Infrastructure Root CA Gold
s ster Root Leticaton A jyrmi Eval NES L2 CA Ny Eval NES LT CA
_ Enterprise Trust
=Moot Agency Root Agency

5l www.verisign.com/CPS Incorp.... Class 3 Public Primary Certificatio...

Expiration Date
2002-12-31
2020-04-06
2020-01-01
2039-12-31
2016-10-24

Intended Purposes

Code Signing, Win...

<All>
<All>
<All>

Server Authenticati...

Friendly Name
<None>
<Monex
Mymi Eval NES L2 CA
<None>

<None>

Figure 38: L2 Certificate with key

6. Record the expiration date of the NES L2 CA certificate (shown in the Expiration Date
column) in the Certificate Expiration Dates table.

7. Close the cer t | mwindow.

7.2.1.3 - Installing NES

After you install and configure IIS, install and configure NES. You can configure NES in one of

the following ways:

* Using the NES Service Suite Wizard and specifying each configuration option.

» Using the NES Service Suite Wizard and loading configuration options from a .ninst file.
» Using the NESCmdiInstall.exe file to load configuration options from a .ninst file, from a

command prompt.

Installing the NES Services Suite using the wizard
Perform the following steps to install required third party software and the NES Services Suite.
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For the best user experience with the NES installation wizard, use display settings that include
a resolution of 1920 x 1080 and 100% scaling.

Note: The installation process prompts you to install Microsoft .NET Framework 4.8 and

SQL Server Express, if the applications are not previously installed on the NES host. If your
environment already has a SQL Server that is not locally installed on the NES server and you
will create the database on that SQL server, you can skip the SQL Server Express installation.

Log in to the host with a domain user account that has local administrator rights.

2. In the C:\nestemp\NeslInstaller folder, run install.exe.

9.

Note: If the account that you used to log into the host is not the Nymi Infrastructure Service
Account account and the deployment uses a remote SQL server, run the install.exe with the Nymi
Infrastructure Service Account account or an account that is owner of the NES SQL database.

If you see the User Account Contr ol dialog, click Yes.
If you see the Open File — Security Warni ng page, click Run.

Onthe NESg2. Installer Setup page, review the Microsoft NET EULA, and then click
Accept .

. If you see the Open File - Security Warni ng dialog, click Run.

The installer installs .NET.
Restart the host when the installation process prompts you.

. If the installation process does not continue after the restart, rerun C:\nestemp\NesInstaller

\install.exe.
If you see the Open File - Security Warni ng dialog, click Run.

10.0nthe Application Install Security Warni ng pop-up, click I nstall.

Application Install - Security Warning *
Do you want to install this application? ™
@
Name:
NES Installer

From (Hover over the string below to see the full domain):
C:\Users\uatadmin. TW-LAB\D load: Rel 4.2.1.7_rcI\N

Publisher:
Nymi Inc

Install Don't Install

10 While applications from the Intemnet can be useful, they can potentially harm your computer. If
you do not trust the source, do not install this software. More Information

Figure 39: Security Warning

An NESg2. Installer Setup page appears, and a status bar displays the progress of the
installation.

11Ifyou seethe Open File — Security Warni ng page, click Run.
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12If you see the User Account Control dialog, page, click Yes.

13.If the installer does not detect a version of SQL Express on the host, the | nst al |
Pr er equi si t es dialog appears. Perform of the following actions:
a) Toinstall SQL Express on the NES server, click Yes.
b) To use an existing instance of SQL server on this machine or on another machine,
click No. When you configure NES in the following section, you provide connection
information for the remote SQL Server.

After the third party software installation completes, the installation process performs a
prerequisite check and the Pr er equi sit e Check dialog appears.

» If the prerequisites check fails, the installer provides you with more information. Review the
information, and then click Exi t . Correct any prerequisite requirements before running the
installation again.

 If the prerequisite check is successful, the Pr er equi si t e check dialog briefly appears,
then closes and the NES Set up wizard opens. See the Configuring NES Services section
for information on the installation wizard.

The following figure shows the Pr er equi si t es Check dialog.

Testing M5 Installation

|5 Installation OK

Testing 115 Management

1% Manaiemen it O

Testing Domain

Domain 0K

Testing Mandatory Dependencies ...
Mandatory Dependencies ... 0K

Prerequisites satisfied.

Prerequisites saticfied,
Figure 40: Prerequisites Check Dialog

Note: If you see an error message indicating that the installer was not run with a domain user,
you did not run the installer under a domain user account. To resolve this, you must go to Add
or Renove Prograns and uninstall M crosoft SQL Server.When prompted to select
the features to remove, select all features. When the uninstall completes, log in to the NES
host as a domain user and then run setup.exe again.

Additional Information

» During NES installation, the process of creating the NES database on the NES server,
provides users with administrative privileges to the database. It is recommended that you
create a second database user with view access to the audit tables after NES deployment.
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» During installation, the installer may disappear and then resume. This is normal behavior as
processes are working in the background.

Configuring NES Services Manually
After the NES Set up wizard completes the installation of .NET and SQL server, the wizard
configures and installs the NES Service Suite.

Before you begin

NES configuration requires several configuration settings values that you recorded in Appendix
—Record the CWP Variables. If the Nymi Band users complete authentication tasks in a web-
based Nymi-enabled Application(NEA) on a Windows user terminal by tapping their Nymi Band
on a Bluetooth adapter, you must also provide the path to the Nymi-supplied Full Chain PFX
file and the password.

About this task

The following figure provides an example of the NES Set up wizard.

Welcome to the Nymi Enterprise Server Setup Helper.

Location
s

Enterprise

This tool is designed to assist you in setting the correct
configuration values for the server and services.

Certificates

Database

Review Settings ‘ ‘

Install

Figure 41: NES Setup Help wizard
Perform the following actions to configure the NES Services Suite.

Note: The Il nport Setti ngs button allows you to load a configuration file to install NES.
Creating the configuration file to deploy a subsequent NES is explained later in this document.
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Procedure

1. In the left navigation pane, select Locat i on, and then perform the following actions:

a) Inthel nstal |l Root field, leave the default location C:\inetpub\wwwroot or, to select
an alternate installation path for the NES services, click the ellipses and navigate to the
folder.

b) In the | nst ance Narne field, type a descriptive name for the NES web application
instance name, for example NES.

This step optional, but recommended. The name cannot contain spaces.

c) Click the Test button to determine the status of the installation. The test result
specifies the type of installation, and the paths for the Authentication Service, NES,
and Enrollment Service. The service locations are based on the value specified in the
I nst ance Nane field.

The following figure provides an example of the Locat i on page.

Next Location

Install Root: C:linetpub\wwwroot\

Instance Name (optional) | nes
Location P

s Test Results:
Success

ST E New Installation

Certificates Services path:
Authentication: C:\inetpub\wwwroot\nes\Authentication Service

Enroliment: C:linetpub\wwwrootines\NEnroliment
NES: C:linetpublwwwrootines\NES

Database

Review Settings

Install

Figure 42: Location page in the NES Setup wizard
2. In the left navigation pane, click I I S, and then perform the following actions:

a) Fromthel I S web sit e drop-down list, leave the default selection Def aul t Wb
Site.

Alternatively, to install the services on a different existing 11S website, select another website from
the list.

b) In the Conmruni cati on Prot ocol section, available IIS site bindings appear. Select a
communication protocol for the deployment.

Nymi recommends that you select HTTPS to ensure secure communication and HTTPS is
required for CWP with Evidian deployments. If an HTTPS address is not available, review Adding
HTTPS site bindings to add a HTTPS site binding.

Note: HTTP is not encrypted. Sensitive information is sent in plain text.
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c) Inthe NES Adnmin and Enrol | ment Application Service and
Aut henti cati on Servi ce sections, perform the following actions, based on your
configuration scenario:

Single NES instance and 1. InApplication 1. Fromthe Appl i cati on
remote SQL server that uses Pool , leave the default Pool list, select NES_AS
Windows Authentication application pool. App Pool .

2. Fromthe Appl i cation [2. Fromthe Applicati on

Pool Identity list: Pool ldentity

4 Select list, select Net wor k
Speci fi cUser from Servi ce.
the drop-down list.

b. Inthe User Name
field, type the username
of the Nymi Infrastructure
Service Account in
the format domain
\username.

c. Inthe Passwor d field,
type the password for
the Nymi Infrastructure
Service Account.

3. Click the Test button

to validate the user

credentials.

Multiple NES instances in a 1. InApplication 1. Fromthe Appl i cation
high-availability configuration, Pool , leave the default Pool list, leave the default
remote SQL Server application pool. application pool.

2. Fromthe Appl i cati on |2. Fromthe Appli cation

Pool Identity list Pool Identity list:

a. Select a. Select
Speci fi cUser from Speci fi cUser from
the drop-down list. the drop-down list.

b. Inthe User Nane b. Inthe User Nane
field, type the username field, type the username
of the Nymi Infrastructure of the Nymi Infrastructure
Service Account in Service Account in
the format domain the format domain
\username. \username.

c. Inthe Passwor d field, Note: Ensure that
type the_password for you specify the same
the Nyml Infrastructure user account that
Service Account. you provided for
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d. Click the Test button
to validate the user
credentials.

the NES Adni n

and Enrol | ment
service
configuration. If you
specify a different user,
both application pools
use the username that
you specify for the
Authentication service
configuration.

c. Inthe Passwor d field,
type the password for
the Nymi Infrastructure
Service Account.

d. Click the Test button
to validate the user
credentials.

Note: A message
appears warning you
that the implementation
requires Service
Principle Names
(SPNs).

Local SQL configuration (SQL
Express) or SQL server that
uses SQL Authentication

In the Appl i cati on Pool
and Appl i cati on Pool

| denti ty, leave the default
selections.

Inthe Appl i cati on Pool
and Appl i cati on Pool

| denti ty, leave the default
selections.

d) In the Servi ce Mappi ng area, review the recommended mapping names for each
service. If required, edit the mapping and specify a name that does not contain spaces.

Note: Service mapping defines the relative address of each of the web services (web apps) that

run on the server.

The following figure provides an example of the | | S Set up page for a single NES instance
deployment that uses a remote SQL database.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 63



7 - Install and Configure Nymi and Evidian Components

Back IS
Start IS web site:
Default Web Site
Location
Service Mappings
3 Authentication:
NES AS
Entetpi=g Nes Admin:
Certificates NES
Enroliment:
Database NES ES
Review Settings Communication Protocol

® 2 HTTPS O g HTTP

Install

NES Admin and Enroliment Service
Application Pool:
Nes App Pool
Application Pool Identity:
SpecificUser
NES uses this account to connect to the SQL server.
User Name: tw-lab.local\uatadmin

Proord. | |seeeeseneses o [

User Credentials Validated

Authentication Service
Application Pool:
NES_AS App Pool
Application Pool Identity:

NetworkService

Load Balancer URL Mappings
Authentication Service External URL:
https:/loadbalancer.url
Nes Admin External UR
https:/loadbalancer.url
Enroliment Service External URL:

https:/oadbalancer.url

Figure 43: IIS Setup page in the NES Setup wizard
e) For a highly-available NES configuration only, in the Load Bal ancer URL Mappi ngs
section, perform the following actions:

1. Inthe Aut henti cati on Service External URL field, specify the load balancer
URL for the Authentication Service, for example https://loadbalancer.org_name.com/
NES_AS.

2. Inthe NES Adni n Ext er nal URL field, specify the load balancer URL for the NES
Administrator Service, for example https://loadbalancer.org_name.com/NES.

3. Inthe Enrol | nent Servi ce External URL field, specify the specify
the load balancer URL for the NES Enroliment Service, for example https://
loadbalancer.org_name.com/NES_ES.

3. In the left navigation pane, click Ent er pri se, and perform the following actions:
a) In the LDAP pr ot ocol section, select LDAP or LDAPS.
Refer to Appendix—Record the CWP Variables for your site-specific configuration information.
b) In the Domai ns table, the domain in which the NES host resides appears. If Nymi Band

users, NES Administrators, or the NES service account reside in other domains, perform
the following steps to add the additional domains:
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1. Inthe Dommai n table, on an empty line, type the NetBIOS (Pre-Windows 2000) name of the
domain that contains the user accounts. Refer to Appendix—Record the CWP Variables for
your NetBIOS domain name.

2. Type a domain username and password for the domain if the one of following conditions are
met:

e The domain is not in the same forest as the NES domain.
« A two-way trust does not exist between the domain and the domain in which NES resides.

« The domain is not in the same forest as the NES domain and does not have a two-way trust
with the domain in which the NES service account resides.

Note: Select a domain user whose password never expires.
3. PressEnter.
4. Press Test to confirm that NES can reach all domains.
c) Optionally, in the Max Passwor d Age field, specify the password expiration interval in
days that your password policy enforces for your user accounts.

Note: Consider defining a Max Passwor d Age value if you will configure the NES policy to
require the NEA to check the status of the user account when a user performs a Nymi Band tap.
In the event that NES contacts AD to confirm that the validity of the account, and AD returns an
Invalid Max Password Age message, NES uses the Max Passwor d Age value to determine
when the password expires. If the password expiration period has not been reached or exceed,
NES allows the Nymi Band tap operation to complete.

d) Inthe Nes Admi n G oups table, specify the NES Administrator group name by right
clicking in the field, selecting Add, and then typing the name of the group.
In a multi-domain configuration where you have configured multiple global NES Administrator
groups in different domains, add each group. Refer to Appendix—Record the CWP Variables for
the name of the NES Administrator group(s).

e) Press Test to confirm that NES can find each defined group.

f) If the solution in includes user terminals with Nymi Lock Contral, in the NES API
Aut hori zati on Based on Organi zati onal Unit(Optional) table, perform
one of the following actions:

» To restrict the user terminals on which users can use Nymi Lock Control, specify the OU name.
If your organization has multiple OUs of the same name, specify the entire DN of the OU.
* To allow users to use Nymi Lock Control on any user terminal, leave the table empty.
g) Press Test to confirm that NES can find each defined OU.
h) Inthe Nyni I nfrastructure Service Account section, inthe User Narne field,
enter the Nymi Infrastructure Service Account in the format domain\name.

The following figure provides an example of the Ent er pri se page.
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Enterprise

LDAP Protocol
@ LDAP
() Secure LDAP (LDAPS)

Domains: Domain Account Password |:|
TW-Lab.local

Test Domains Result
Success - all domains are found.

x Password Age 30
NES Admin Groups: | Group Name I:l
nesadmins

Please enter NES Admin Group Name

&7

Test NES Admin Groups Result
Success - all groups are found.

NES API Authorization based on Organizational Unit (Optional):

Organizational Unit Name |:|

office

Please enter Organizational Unit

Test OU Result
Success - all OUs are found.

Nymi Infrastructure Service Account:

User Name: | tw-lab\nymi_infra_service l:l

The Service Account has been successfully validated.

Figure 44: Enterprise page in the NES Setup wizard
4. In the left navigation pane, click Cer ti fi cat es, and then perform the following actions:
a) Fromthe Level One Certi fi cat e list, select the L1 certificate from the list.
The L1 certificate name is in the form ent er pri se_nanme NES L1 CA.
b) From the Level Two Certi fi cat e list, select the L2 certificate.

c) Fromthe Ful | Chai n list, click the ellipses (...) and navigate to the folder that contains
Full Chain PFX certificate file, and then select the file.

d) In the Passwor d Requi r ed pop-up, type the Full Chain certificate password, and then
click OK.

The following figure provides an example of the Certi f i cat es page.
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o Certificates
Certificate Issuing Method: Nymi Token Service (NTS)
Certificate Expiry (In Days): 90@
Level One Certificate: dev-ADDT-CA - 3
Level Two Certificate: dev-ADO1-CA v l:l
Full Chain Certificate: fullchain.p12 =

Certificates

Database

Review Settings

Install

Figure 45: Certificates page in the NES Setup wizard

. In the left navigation pane, click Dat abase. The Database page provides database
configuration settings that enable NES to create a database. Perform the following actions
to ensure that NES can create the database. The steps required differ depending on
whether the SQL server uses SQL authentication or Windows authentication.

* Windows Authentication

a.

Leave the | nt egr at ed Secur i ty option selected. This sets the security property in the
Connection StringtoTrue.

The default connection string for SQL Express is Data Source=\SQLEXPRESS;Initial
Catalog=Nymi.{0};Integrated Security=True;MultipleActiveResultSets=True

. If required, update the connection string with the database instance that you want to use,

instead of the default SQL Express 2012. Refer to https://docs.microsoft.com/en-us/dotnet/
framework/data/adonet/connection-string-syntax for more information about defining the
connection string.

Click Test to verify that the database connection string is valid and NES can connect to the
database server.

Note: If you do not use an existing database, the test returns a message that the database
does not exist. NES creates the database during the installation process.

In Manage Dat abase Logi ns section, click the Veri fy User s button to ensure that
NES can create users with access to the SQL database.

The table displays the default account settings for the Appl i cati on Pool and

Appl i cation Poli cy identity settings that were defined on the | | S page appear. By
default, the Ser vi ce t ype login is an account that provides NES with access to the SQL
database (Nymi Infrastructure Service Account).

e SQL Authentication

a. Clearthe I nt egrat ed Securi ty option. This sets the security property in the

b.

Connection StringtoFal se.

If required, update the connection string with the database instance that you want to use
instead of the default SQL Express string. Refer to https://docs.microsoft.com/en-us/dotnet/
framework/data/adonet/connection-string-syntax for more information about defining the
connection string.
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c. Inthe SQL Logi n section, enter the username and password, and then click Veri fy to
ensure that the provided credentials are valid.

d. Click Test to verify that the database connection string is valid and NES can connect to the
database server.

Note: If you do not use an existing database, the test reports that the database does not
exist. NES creates the database during the installation process.

The following figure provides an example of the Dat abase Set up page for Windows
Authentication.

Back Database
onnection String:
Integrated Security

Location Data Source=.\SQLEXPRESS;Initial Catalog=Nymi.{0};Integrated
Security=True;MultipleActiveResultSets=True

[ Test

Test Connection String Result:
Server Connected, Database does NOT Exist

Start

s
Enterprise
Certificates
Database Manage Database Logins:

The service account is used by NES to access the database. The auditor account can be used to retrieve

Review Settings information from the NES database. When editing or adding logins, the domain account can be a user accoun
or group account. Additionally. individual user accounts can be created to provide full access to the database.

Install

Type Login User Status
Service NT AUTHORITYWSERVICE Service_ DbUser  Exists in DB

Verify Users Result

No Errors Found.

Figure 46: Database Setup page in NES Setup wizard for Windows Authentication

6. In the left navigation pane, click Revi ew Set ti ngs. The parameters for the NES
installation are displayed for final review.

a) Click Test to verify the configuration. Review the test results and address any errors if
applicable.
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Nes Admin:

Description Value
Application Pool Nes App Pool
Application Pool Identity MNetworkService

Application Pool Identity User Nam:
Authentication Service Web Page  httpsi//tw-srv1 tw-lab Jocal/nes_AS

Computer OU Names office

Enable HTTP False

Enable Secure LDAP (LDAPS) False

Enrollment Service Web Page https:/ftw-srv1.tw-lab.local/nes_ES

Full Chain Certificate Path ~/APP_DATA/Keystore/fullchainp12

Nymi Infrastructure Service Account  tw-lab\nymi_infra_service

Service Binding https:/ftw-srv1.tw-lab.local/nes

Sql Connection String Data Source=\SQLEXPRESSInitial Catslog=Nymi.nes:Integrated Security=True;MultipleActiveResultSets=True
Authentication:

Description Value

Application Pool Nes App Pool

Application Pool Identity MNetworkService

Application Pool Identity User Nam

Authentication Provider AuthenticationProviders.dlljADAuthenticationProvider, TW-Lab.local
Enable HTTP False

Enable Secure LDAP (LDAPS) False

Firmware Console Admin Group
Firmware Console User Greup

Nes Admin Group. nesadmins

Service Binding https:/ftw-srv1.tw-lab.local/nes_AS

Token Life Span 00:30:00

Enroliment:

Description Value

Certificate Expiry 90,00:00:00

Enable HTTP False

Enable Secure LDAP (LDAPS) False

Issue Certificates using NTS True

L1 Certificate CN Nymi Eval NES L1 CA

L2 Certificate CN Nymi Eval NES L2 CA

NES Service Web Page https:/ftw-srv1.tw-lab.local/nes
Service Binding https:/ftw-srv1.tw-lab.local/nes_ES
Success

Figure 47: Review Settings window

Consider the following information for some common warnings that might appear and how to resolve

the issue.
SelectedSiteBindings: The underlying Import the TLS certificate as described in the
connection was closed: Could not establish Importing the TLS server certificates section,
a trust relationship for the SSL/TLS secure and the retry.
channel.
Error in 'Fullchain Certificate Path': PKCS12 The password for the Fullchain certificate is
Keystore MAC invalid - wrong password or incorrect, or the wrong file was selected. From
corrupted file. the Ful I Chai n list, click the ellipses (...) and
navigate to the folder that contains Full Chain
PFX certificate file, and then select the file. In the
Passwor d Requi r ed pop-up, type the Full
Chain certificate password, and then click OK.
>

7. In the left navigation pane, click | nst al | . The Install page provides different options
depending on the status of the installation.
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Table 6: Install page Options

Install Installs a fresh installation of NES.

Upgrade Upgrades an existing installation of NES.
Apply Settings Apply settings to an existing NES installation.
Export Settings Export the configuration file for NES settings.
Exit Exit installation wizard without installing NES.

8. For a new installation, click the | nst al | button.

The following figure provides an example where the installation succeeds with a warning that the L2
certificate expires within 90 days.

Location

s EXECUTING FOST INSTANATIoN 1ests
Running Nes System Tests ...

Enterprise Some tests have Warnings:

Certificates

Post Installation Tests Completed

Databa
. =€ Installation Completed successfully

Review Settings

A nticat 2.tw-lab.local/nes AS
Install

-lab.local/nes ES

Please see installation log file at C:\ProgramData\Nymi\NESg2.Installer\log\NESg2.Installer-20221020 18.log

Nymi Support: http://support.nymi.com

Figure 48: Install NES page in NES Set up wizard

Note: If the NES installation fails with the error message "Cannot Allow Access to certificate: 'Nymi
Eval NES L2 CA' for account: 'NT AUTHORITY\SERVICE'.", additional troubleshooting actions

are required for the fullchain certificate. Save the NES configuration using Export Setti ngs
and close the NES installer. Delete the L1 and L2 certificates from the intermediate certificate
authority, and re-import the fullchain certificate following Importing a Fullchain Certificate. Move the
L2 certificate from the personal certificate store to the intermediate certificate store and re-run the
NES installer using the saved NES configuration file. On the Start page, the Import Settings button
allows you to load a configuration file to install NES.

9. In the left navigation pane, click Revi ew Set t i ngs. The parameters for the NES
installation are displayed for final review. Click Test to verify the configuration. Review the
test results and address any errors if applicable.
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Saving the NES Configuration
The NES Setup wizard provides you with the ability to save the NES configuration to a file.

The NES configuration file allows you to perform a silent installation of the NES host, with the
configuration settings that you have defined during a previous NES deployment.

1. In the C:\nestemp\NeslInstaller folder, run install.exe.

2. Onthe Locat i on tab, inthe I nst ance Nane field, type the instance name that was
specified during the deployment.

3. On the Dat abase tab, click Test and Veri fy Users to load the database information.
4. Onthe I nstall tab, click Export Setti ngs.
5. Onthe Export Setti ngs dialog, perform the following actions:

a) Inthe Fi | e Nane section, click the ellipses, and then navigate to the location where you
want to save the configuration file.

The default location is the Documents folder for the logged in user.

1. In the Nane field, type the file name. The default file name is the Instance Name of the NES
configuration.

2. Click Save. The configuration file is saved as a file with a .ninst extension.
b) In the Encr ypt i on section, select one of the following options:

» None, to save the configuration file without encrypting sensitive information.
« Machi ne, to save the configuration with machine encryption.

Note: This saves the file with machine-specific encryption; therefore, you can only load the
configuration file on the same machine on which you save the configuration.

« Private key, to save the configuration and encrypt the configuration file with a private key.

Note: This option allows you to load the configuration file with the generated private key file,
on a different machine.

NES Setup can create a new private key for you or you can use an existing private key.

e To use an existing private key, click the Ellipsis, and then navigate to the location of the file.
Select the file, and then click Open.

« To create a new private key file, click New. Navigate to the location where you want to save
the file. In the Name field, type the file name. The default file name is the Instance Name
for the configuration. Click Save. Click OK. The configuration file is saved as a file with a
.key extension.
e Click K.

c) Click OK.

Configuring NES from a Configuration File
You can configure NES based on values that are defined in a configuration file. The option
to create a configuration file (.ninst file) is available to you when you perform an NES
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configuration by using the NES Setup wizard. You can configure NES from the command line
or with the NES Setup wizard.

Before installing NES using the Silent Installer, perform the following:

» Log into your machine with a domain user account that has local administrative privileges
» Copy and extract the installation files to the machine

The installation package contains the .NET 4.8 software and Microsoft SQL Server Express
2017 in the following directories:

« NET 4.8 software: ..\NeslInstaller\DotNetFX48\

Note: The .NET software may require you to restart your computer.
» Microsoft SQL Server Express 2017: ..\PreRequisites\SqlExpress

Note: During the installation, accept all defaults. The Silent Installer creates all Microsoft
SQL Server users automatically. On the Dat abase Engi ne Confi gurati on screen,
add additional users that require access to the audit reports in the SQL database.

Configuring NES Silently from the Command Line
Perform the following steps to install Nymi Enterprise Server (NES) from command line, by
using the configuration values defined in an ninst file.

Before perform a silent installation NES by using a configuration file, perform the following
actions:

* Log into your machine with a domain user account that has local administrative privileges

» Copy and extract the installation package to the machine

« Install .NET. The installation package contains the .NET 4.8 software and Microsoft SQL
Server Express in the following directories: .NET 4.8 software: ..\NeslInstaller\DotNetFX48\ .
The .NET installation may require you to restart your computer.

» Install SQL Express if you do not have an existing MS SQL Server to store the NES
database. The installation package contains Microsoft SQL Server Express 2019 in the
following location: ..\PreRequisites\SqlExpress During the SQL installation, accept all
defaults. The installation process creates all Microsoft SQL Server users automatically. On
the Database Engine Configuration screen, add additional users that require access to the
audit reports in the SQL database.

» If you are using a .ninst file from a pre-CWP1.6 NES installation, edit the file and add the
following entries before the last } that appears in the file:

"JwtSecretKey":
"C44E0537D518B9540B15131D0708A 4825E995EFO8BESD 10A CAB028CBE65CAF8F",
"NesBinding": "https://nes_server/NES _service_name}"
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where:

* nes_server is the Fully Qualified Domain Name (FQDN) of the NES host.

 NES _servi ce_nane is the service mapping name for the NES web application. The
default service mapping name is nes.

For example, https://nes.cwp.company.com/nes.

Note: The service mapping name for NES is defined during deployment. Contact the
person who performed the deployment to obtain the NES service mapping name value.
Record the URL of NES in Appendix—Record the CWP Variables. You will use this URL
to connect to the NES Administrator Console .

» To use an ninst file that you created before CWP 1.12.2, you need to perform several
modifications to the file:

» Create a new entry for the Nymi Infrastructure Service Account
» Create a new entry for the Fullchain certificate password
» Add the following entry that appears in the sample .ninst:

"PFXFullChainPath": "~/APP_DATA/Keystore/fullchain.p12"

Note: Do not modify the path value for this entry, but if required, change the fullchain
filename to match the name of the certificate file that Nymi provided you.

The sample .ninst file located in the NES installation package in the NesCmdinstall folder
provide you with information about the new entries.

To install NES using the silent installer:

1. Copy the .ninst files and if created, the private key file to the C:\nestemp\nes-Release-
x.X.X.x\NesCmdlnstall directory.

2. Open a command prompt as an Administrator and change the path to C:\nestemp\nes-
Release-x.x.x.xX\NesCmdInstall directory.

3. Type NesCmdInstall.exe --fullchain path_t o_ful | chai n_cert
\cert filenanme --configpath_to config file\ninst filenane [--key
path_to private key file\key fil enane] --allowwarnings

where:

« path_to fullchain_cert isthe absolute or relative path to the Nymi-provided fullchain
PFX certificate file.

« cert _fil e isthe name of the Nymi-provided fullchain PFX certificate file.

e ninst_fil enane is the name of the NES configuration file.

- path_to_config_fil e isthe absolute or relative path to the configuration file.
- path_to private_key fil e isthe absolute or relative path to the key file.
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« key_ fil enane is the name of the private key file.

Note: Use the --key parameter with the pat h_t o_pri vat e_key fi | e to install the private
keys manually.

For example, to configure NES when the configuration file and private key file are in the C:\nestemp
\nes-Release-x.x.x.X\NesCmdInstall directory, type NesCrrdl nst al | . exe --confi g
NTS. ni nst --key nes. key --all ownar ni ngs

. Onthe User Account Control dialog, click Yes.

Installation log files are located in C:\Program Data\Nymi\NesCmdinstall\log directory. The
installation process provides output to the screen as well as installation log files.

Configuring NES With a Configure File in the NES Setup Wizard
Perform the following steps to install Nymi Enterprise Server (NES) with the NES Setup
Wizard, by using the configuration values defined in an ninst file.

5.
6.

. Inthe NES Setup Wizard, on the St art screen, click | rport Setti ngs.
. In the Open window, navigate to the directory that contains the ninst configuration file, and

then double-click the .ninst file.
A Loaded Successf ul | y message appears on the screen.

. If you used a ninst file that was created prior to CWP 1.12.x, perform the following actions:

a) In the left navigation pane, click Ent er pri se, scroll down to the Nymi
Infrastructure Servi ce Account section. Inthe User Nane field, enter the
Nymi Infrastructure Service Account in the format domain\name.

b) In the left navigation pane, click Cer ti fi cat es, and perform the following actions.

c) Fromthe Ful | Chai n list, click the ellipses (...) and navigate to the folder that contains
Full Chain PFEX certificate file, and then select the file.

d) In the Passwor d Requi r ed pop-up, type the Full Chain certificate password, and then
click OK.

. On the Revi ew Setti ngs tab, click Test

The window displays a Success message when the configuration file values are valid or displays
error messages when the configuration file requires correction.

If the Revi ew Set ti ngs test did not report errors, on the | nst al | tab, click I nstal | .
When the installation completes, close the NES Setup wizard.

7.2.1.4 - Configuring IIS to Prevent NES Offloading

Configure 1IS to ensure that NES applications are always available to service the requests,
and not off-loaded.

Perform the following stepsin | nt er net | nfornati on Servi ce Manager (IIS Manager).
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1. Inthe Connect i ons navigation pane, expand Conput er _Nanme > Sites > Defaul t
Wb Sit e, and then perform the following steps to determine the application pool name for
each NES application.

a) Select the nes application, and then in the Act i ons menu on the right side of the
window, select Basi ¢ Setti ngs.

b) Inthe Edi t Appl i cati on window, make note of the value that appears in the
Application Pool field, and then click OK.

c) Select the nes_AS application, and then in the Act i ons menu on the right side of the
window, select Basi ¢ Setti ngs.

d) Inthe Edi t Appl i cati on window, make note of the value that appears in the
Appl i cation Pool field, and then click OK.

e) Select the nes_ES application, and then in the Act i ons menu on the right side of the
window, select Basi ¢ Setti ngs.

f) Inthe Edit Appl i cati on window, make note of the value that appears in the
Application Pool field, and then click OK.

The following figure provides an example of the Basi ¢ Set t i ngs menu option and the Edi t
Appl i cati on window.
:- P » TW-SRV2 » Sites » Default Web Site » nes »

File View Help

nes Home
< - sl § = B e
€5 Start Page , Edit P
1 - o~
« 83 TW-SRVZ (TW-LAB\uatadmir| | _or B¢~ %359 it Application 7 X E
2} Application Pools ASP.NET "
v -[&] Sites = LY 2 ;! - bt |
v @ Default Web Site B 404 Site name:  Default Web Site q ] e Manage A
aspnet_client .NET NET NET Error N Path: / hine Key Pages and Providers
P cwpl_4rcd Authorizat.. Compilation  Pages  Globa Controls Brow:
P cwpl_4_rc0AS =l Application pool =
§ 1.4_rc_ES > = s B
_v cwpl_4_re0_| v | [ne] |INes App Pool | Select...
¥ nes Session State SMTP E-mail
P nes AS Example: sales
- Sl ©
P nes ES s Physical path: -~
2 5 | [Chinetpublumrootines\Nes | [= I = )
0o = @ i i = =
Authentic... Compression  Default Dirg ass-through authentication utput Request  SSL Settings
Document  Broy o Test Settings... ching Filtering
Management °
— Enable Preload
Confguat. Cancel
Editor

Figure 49: Edit Application window

2. In the Connect i ons navigation pane, expand Conput er _Nanme > Applicati on
Pool s, right-click the application pool for the NES applications, and then select Advanced
Set ti ngs, as shown in the following figure.
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Connections
@ - = |8

N3 Start Page

“’4‘ Application Pools

v 85 TW-SRV2 (TW-LAB\uatadmin

This page lets you view and manage the list of application pools on the

-} Application Pools Filter Go ~ (Show All | Groupby: No
@ Sites

Name Status  NET CLRY.
L3 NET WS Stated  v40 [
3 NET v4.5 Classic Started w40
) DefaultAppPool Started w40 [
5] - TR vA0 |
:?‘ ) Add Application Pool... E :4.0 i

Set Application Pool Defaults...

Start
@ Stop
£ Recycle..
[E]  Basic Settings..
Recycling...

View Applications

@ Help

Figure 50: Advanced Settings menu option

. Inthe Advanced Sett

a) In the Gener al section, confirm that the . NET CLR Ver si on value is v4.0.
b) In the Gener al section, from the St art Mbde list, select Al ways Runni ng.
c) Inthe Process Moddel section, forthe I dl e Ti meout (m nutes) value, type O.

d) Click OK.

The following figure provides an example of the Advanced Settings w ndow.

Advanced Settings

v (General)

NET CLR Version

Enable 32-Bit Applications False

Managed Pipeline Mode Integrated

Name Nes App Poc

Queue Length 1000

Start Mode
v CPU

Limit (percent) 0

Limit Action NoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False

Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
Generate Process Model Event L

Identity NetworkService
Idle Time-out (minutes) E
Idle Time-out Action Terminate

Idle Time-out (minutes)

i ngs window, perform the following actions.

? X

~

[idleTimeout] Amount of time (in minutes) a worker process will remain
idle before it shuts down. A worker process is idle f it is not processing

requests and no new requests are received.

oK

Cancel

Figure 51: Advanced Settings window

Note: If the NES applications use different application pools, configure the Advanced Setti ngs
option for each application pool.

4. In the Connect i ons navigation pane, expand Conmput er _Nane > Sites > Default
Web Sit e, and then perform the following steps.

a) Right-click nes and then select Manage Application > Advanced Settings, as

shown in the following figure.
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i P » TW-SRVZ » Sites » Default WebSite » nes »

File View Help

Connections z
Q- 7 | @ ‘i /nes Home
¥ Start Page ~
© €3 TW-SRV2 (TW-LAB\uatadmir| | _ " ~ ¥ Go - \ggShowAll [Gn
-} Application Pools ASP.NET
v @ Sites . & R
- =0 £ 1
v & Default Web Site B ” L& .
aspnet_client NET NET .NET Error JMNET p
| cwpl_4_rc0 Authorizat.. Compilation Pages Globalization
¥ ne - - -
3 ol 2 Explore _ﬂ L
|
¥ nd Edit Permissions... TP E-mail

Add Application...
¥ Add Virtual Directory...

= S—

I Manage Application

» I @] Browse |

Refresh

Remove

XE

Switch to Content View

Advanced Settings... oy E

rowaing

Figure 52: Advanced Settings option
b) On the Advanced Setti ngs window, from the Pr el oad Enabl ed list, select Tr ue.

c¢) Click OK.

d) Right-click nes_AS and then select Manage Appli cati on > Advanced Setti ngs.
e) On the Advanced Setti ngs window, from the Pr el oad Enabl ed list, select Tr ue.

f) Click OK.

g) Right-click nes_ES and then select Manage Application > Advanced Setti ngs.
h) On the Advanced Setti ngs window, from the Pr el oad Enabl ed list, select Tr ue.
The following figure provides an example of the Advanced Setti ngs window.
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Advanced Settings ? X

v (General)
Application Pool Nes App Pool
Physical Path Chinetpub\wwwroot\nes\NES
Physical Path Credentials
Physical Path Credentials Logon ClearText

Preload Enabled v
Virtual Path 'nes

v Behavior
Enabled Protocols http

Preload Enabled

[preloadEnabled] If true, preload feature is enabled for the application

oK Cancel

Figure 53: Advanced Settings window
i) Click OK.

5. In the Connect i on pane, select the server name, and then in the Acti ons menu on the
right side of the window, click Rest ar t , as shown in the following figure.

¥ Internet Information Services (IIS) Manager
(& €35 TW-SRVI »
File View Help

Connections - Actions
Ué" TW-SRV1 Home

& - [ Manage Server
W5 Start Pag — i; AT
—_— Filter: ~ W Go - gShowAll | Group by: Area - (28]~ _

v F5_TW-SRV1 (TW-LAB\twadmin|
"7 Application Pools ASP.NET ~~

&) Sites = I =
’*% : | 44 | ¢ ‘:%' [ 7=] ab)
NET NET .NET Error NET NET Trust  Application Connection
Authorizat... C I Pages n Levels Settings Strings ° Get N
d 5 @ & & 0 -

Figure 54: Restart IIS
6. Close | | S Manager.

7.2.1.5 - Validating the NES Deployment

NES provides users with a web-based interface called the NES Administrator Console to

manage NES and monitor the status of the components of the system.

Use the NES Administrator Console to validate the NES deployment.

Access the NES Administrator Console

Perform the following steps to connect to the NES Administrator Console and confirm the

status of the system.

About this task
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1. Connect to the NES Administrator Console in a browser by typing
https://Ines_server /NES_servi ce_nane or http://nes_server /NES_servi ce_namne

depending on the NES configuration, where:

* nes_server is the Fully Qualified Domain Name (FQDN) of the NES host.
+ NES_servi ce_nane is the service mapping name for the NES web application. The default
service mapping name is nes.

For example, https://nes.cwp.company.com/nes.

Note: The service mapping name for NES is defined during deployment. Contact the person
who performed the deployment to obtain the NES service mapping name value. Record the URL
of NES in Appendix—Record the CWP Variables. You will use this URL to connect to the NES
Administrator Console .

2. On the Si gn i n window, type the credentials of a user that is a member of the NES
Administrators group, and then click Si gn | n.

3. On the main menu, click About .
The Syst em Di agnost i cs page appears.

4. Click Vi ew Full System Di agnosti cs.
The NES server analyzes the status of dependencies and displays the results on the page. The

following figure shows the various tests that are performed and the status. In this example, all tests
passed and there was one warning the that L2 certificate will expire soon.
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System Diagnostics

Figure 55: System Diagnostic Tests

5. Verify the username has administrative access by observing Pol i ci es, and Sear ch in the
main menu.

The Nymi Connected Worker Platform—Troubleshooting Guide provides information about
how to resolve issues that you might encounter when you run system diagnostics and attempt
to access the NES Administrator Console.
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7.2.1.6 - Hardening the NES Keystore

Hardening is the process of reducing vulnerabilities by eliminating attack vectors and
condensing the system's attack surface.

Hardening Nymi Enterprise Server(NES) can be based on enterprise IT policy or any industry
standard hardening guideline. Nymi has taken steps to harden IIS according to the CIS
Microsoft IIS 10 Benchmarks from the Centre for Internet Security (CIS).

To harden the SQL server based on an industry standard hardening guideline, for example,
CIS Microsoft SQL Server Benchmarks, you must secure the external authenticator private
keys by encrypting columns.

Perform the following steps on the NES host to enable column encryption and encrypt
sensitive information.

1. Edit the C:\inetpub\wwwroot\NES\NEnrollment\web.config file, and perform the following
steps:
a) Search for the string Sql Connecti onStri ng.
b) Add Column Encryption Setting=Enabled within the value attribute tags, as shown in the
following example:

<add key="SglConnectionString"
value="Data Source=\SQLEXPRESS;Initial Catalog=Nymi.{ 0} ;|ntegrated Security=True;
MultipleActiveResultsSets=True;
Column Encryption Setting=Enabled"/>

c) Save the file.
2. Edit the C:\inetpub\wwwroot\NES\NES\web.config file, and perform the following steps:
a) Search for the string Sgl Connecti onStri ng.

b) Add Column Encryption Setting=Enabled; within the <value> </value> attribute tags, as
shown in the following example:

<setting name="SglConnectionString" seriaizeAs="String">

<value>"Data Source=\SQLEXPRESS;initial catalog=Nymi.{ 0} ;Integrated Security=True;
MultipleActiveResultsSets=Trueg;

Column Encryption Setting=Enabled;"</value> </setting>

c) Save the file.

Download and install the SQL Server Management Studio (SSMS) software.
Open SSMS by using the Run as Admi ni st rat or option.

Click Connect > Dat abase Engi ne.

Onthe Connect to Server page, if you are using SQL authentication, type the server
name and your credentials, and then click Connect , otherwise, click Connect .

L
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7. Expand Dat abases > Nymi . NES > Security > Al ways Encrypted Keys. Right
click Col um Mast er Key, and then select New Col unm Mast er Key, as shown in the
following figure.

Object Explorer - 1x
Connect~ ¥ *¥ (V'S

Storage ~
B

5]
&

Schemas
Asymmetric Keys
Certificates
Symmetric Keys

[oR:]

Always Encrypted Keys

New Column Master Key...

Start PowerShell

Database Audit §
Security Policies
@ Nymines_16
i Nymines_161
& Nymines_cwp7.rcd
W test
Security
[ L0 Server Objects

Reports »

Refresh

Figure 56: New Column Master Key option
8. On the New Col utm Mast er Key window, perform the following actions:
a) In the Nane field, type a name for the key.
For example, CMK_LocalMachine.

b) Inthe Key st or e field, select W ndows Certificate Store — Local Machi ne.
The following figure shows the New Col unm Mast er Key page.
- D X

= MNew Column Master Key

TW-SRV2\SGLEXPRESS

Connection:
TW-LAB watadmin

ﬁ View connection properties

Progress
Ready

S LT Script ~ @) Help

Name: |C|'\"|K_Loca|l'\"lachine

Key store: Windows Certfficate Store - Local Machine w Refresh

Expirati .
lssued To lssued By Daﬁg on Thumbprint

NES Password Enc... | NES Password Enc... | 9/15/2041 CY99EACHBEBSFFAZ7222816D...

Connection
Server:

Generate Certificate

Cancel
Figure 57: New Column Master Key page
c) Click Generate Certificate.
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The table refreshes with the Always Encrypted Certificate, as shown in the following figure.

=2 New Column Master Key
Selecta page

Connection

Server.
TW-5RV2\SQLEXPRESS

Connection
TW-LAB uatadmin

LT Scipt ~ @ Help

Name:

[cMK_LocaiMachine

Key store:

Windows Cerficate Store - Local Machine

&= a x

Refresh

Issued To

Ileays Encrypted Cerficate

NES Password Encryptor

sued By Euniaton

* Aways Encrypted Cer . | 7/27/2024
NES Password Encry... | 8/15/2041

Thumbprint

| 34320122385D3DEACIDTF5715.
C39EACIBEBSFFA27222816D98.

Generate Certficate

Cancel

Figure 58: Always Encrypted Certificate

d) Click OK.

. Whilein Nynmi . NES > Security > Al ways Encrypted Keys, right-click Col umrm

Encrypti on Keys, and then select New Col utm Encrypti on Key, as shown in the
following figure.

Object Explorer

(V'S

Connect~ ¥ *#

Symmetric Keys

Always Encrypted Keys
Column Master Keys

Security Policies
= i@ Nymines_16
7 @ Mymines 11
iines_cwpl7_rcd

Logins

Column Encryptionded
Database Audit Specifi

New Column Encryption Key...
art PowerShel

Figure 59: New Column Encryption Key option
10.0n the New Col umn Encrypti on Key page, perform the following actions:

a) In the Nane field, type a name for the key.
For example, CEK_LocalMachine.

b) In the Col utm mmast er

created.

For example, CMK_LocalMachine.

key field, select the name of the column master key that you

The following figure shows the New Col unm Encrypti on Key page.
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a2 New Column Encryption Key - O X

Belectarwe T sowt ~ @ Heb

Name: CEK_LocalMachine
Column master key: CMK_LocalMachine w Refresh

Column encryption keys protect your data. and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "New Column Master Key" page.

Figure 60: New Column Encryption Key page
c¢) Click OK.

11.n the left navigation pane, expand Dat abase > Nymi . NES > Tabl es.

12.Under tables, right-click nub. Pri vat eKeySt or e, and then select Encrypt Col umms, as
shown in the following figure.

Object Explorer -
Connect te § [VES
7 B8 nubmportBandLog
% EH nub.NymiBand
] Piv R
% B nub.User
m B xfUser
Views Select Top 1000 Rows
External Res Edit Top 200 Rows
Synenyms Seript Table as.
Programmal
Service Brok

Design

Roles Full-Text index

Figure 61: Encrypt Columns option
The Al ways encr ypt ed wizard opens.
13.0n the | ntr oduct i on page, click Next .
14.0n the Col unm Sel ecti on page, perform the following actions:

a) Enable Apply one key to all checked col ums and ensure that
CEK_Local Machi ne appears in the list to the right.
b) In the table, select PEM and then from the Encrypti on Type list, select Randoni zed.
c) In the table, select DER, and then from the Encr ypti on Type list, select Randonmi zed.
The following figure shows the Col utm Sel ect i on page.
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Always Encrypted (== .

& Help

v Apply one key to all checked columns: CEK_LocalMachine

Encryption Type Encryption Key '

Marme State Encryption Type Eneryption Key

v PEM 1 Randomized - CEK_LocalMa.

v DER 2 v| CEK LocalMa... =

Show affected columns only

Figure 62: Column Selection page

d) Click Next .

15.0n the Mast er Key Confi gurati on page, click Next .

16.0n the Run set ti ngs page, leave the default value Proceed to fini sh now, and

then click Next .

17.0n the Summar y page, review the results, and then click Fi ni sh. Click C ose.
18.Under tables, right-click nub. Nym Band, and then select Encr ypt Col umms.

19.0n the | nt r oduct i on page, click Next .

20.0n the Col um Sel ect i on page, perform the following actions:
a) Select Apply one key to all

CEK Local Machi ne appears in the list to the right.

b) In the table, expand nub. Nym Band, scroll down and select Adv_key_1 and then from
the Encrypti on Type list, select Random zed.

The following figure provides an example of the Encr ypt ed Col urms window.

checked col ums and ensure that
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Always Encrypted . ] X
ys Encryp

. | Column Selection

Introduction @ Help

Column Selection
Search column name

Master Key Cenfiguration [Sesrch o

Run Settings Apply one key to all checked columns: CEK_LocalMachine v

Summary Encrption Type (1) Encryption Key (&

Results Name State Encryption Type Encryption Key A

IsPrimary

HasFingerprint

EnrollmentStatus

MiscNote

BandSubordinateCaCert

BandCert

UserCert

BandLabel

Firmware Version

CreatedAt

ModifiedAt

ModifiedBy

IsSynced

IndividualUserPolicyld

SeasiD

StaticMacAddress

EvidianEnrollmentCompleted

Adv_Key 1 7 TN - | - CEK LocalMachine -l
&

TSetlime

FOoCcOo0oOoooooooooog

v

O Show affected columns only

Figure 63: Encrypted Columns window
c) Click Next .
21.0nthe Mast er Key Confi gurati on page, click Next .

220n the Run setti ngs page, leave the default value Proceed to fini sh now, and
then click Next .
23.0n the Sumar y page, review the results, and then click Fi ni sh. Click C ose.

24 Close SSIVS.

Ensure that NES Application Pool Identity has access to the encryption key:

1. Open Manage Conputer Certificates.
2. Expand Per sonal and then select Certi fi cat es folder.

3. In the right pane, right-click Al ways Encrypted Certifi cat e andthen select Al |
Tasks > Manage Private Keys, as shown in the following figure.

& certim - [Certificates - Local Computer\Persanal Certificates]
File Action View Help

= 05 2 XE B

G Certificates - Local Computer || |ssued To Issued By Expiration Date  Intended Purpose:
viE Pers(nna\( YT lways Encrypted Certificate 7/27/2024 1P security KE inte|
| Certificates INES Pass Open IES Passwerd Encryptor 9/15/2041 <All>
| Trusted Root Certification Au
| Enterprise Trust Al Tasks 2 Open

| Intermediate Certification Au
| Trusted Publishers

I Untrusted Certificates Copy
| Third-Party Root Certificatior| Delete
| Trusted People

| Client Authentication lssuers

Cut Request Certificate with New Key...
Renew Certificate with New Key...

Properties Advanced Operations >

| Preview Build Roots Help Export.
| Test Roots

| Centificate Enroliment Reque
| Smart Card Trusted Reots

7| Trusted Devices

| Web Hosting

I Windows Live ID Token Issue

Figure 64: Manage Private Keys option
The Permi ssions for Always Encrypted Certificate window appears.
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4. Click Add, as shown in the following figure.

Permissions for Always Encrypted Certificate private keys X

Securty
Grou

s EM
82 Administrators (TW-SRV2'\Administrators)

Pemissions for SYSTEM Al De
Full control ]
Read O

Special pemmissions

For special pemnissions or advanced settngs, | ajuanced
click Advanced

Figure 65: Add Permissions window

5. Inthe Sel ect Users, Conputers, Service Accounts, or G oups window, type
the Application Pool Identity, and the select Check Nanes. The following figure provides
an example of the Sel ect Users, Conputers, Service Accounts, or G oups
window when the application identity is the network service account.

Select Users or Groups X

Select this object type:
|Uiers Groups. or Buitin securty principals ‘ Object Types...

Fromifis ocatin:
[Tw-srv2 | | Locations

Enterthe object names to select (examples).

INETWORK SERVICE] Check Names

Advanced Cancel
6. Click OK.

7. Click OK.
8. Close Manage Conputer Certificates.

(Optional)Encrypting usernames in the NES Database
Perform the following steps to encrypt the usernames in the audit.UserCore table.

1. Open SSMS by using the Run as Admi ni strat or option.
2. Encrypt the audit.UserCore table by performing the following steps:

a) In Tabl es, right-click audi t . User Cor e, and then select Encr ypt Col umms, as
shown in the following.
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Object Explorer - x
Connect~ ¥ ¥ ¢
= I NymiNES ~
Database Diagl E
5 1 Tables N
esign
System Tl s
FileTables Select Top 1000 Rows
Extemnal T Edit Top 200 Rows
Graph Tab) Seript Table as »
BB adm.Appli _
7 sdm.Aud View Dependencies

B adm.Audi Memory Optimization Advisor

=
BB adm.Tuni Full-Text index

BB audit.Appl
B audit Certi i
F auditEnro Policies »
B audit Exter
BB auditindi
B audit Nym)

Storage »

Facets

Start PowerShell

]
2 dbo. My Report: »
B lku. Auditt Rename
B lku Autol Delete
1 P Il Frrall
<€ Refresh

Figure 66: Encrypt Columns option
b) Onthe | ntroducti on page, click Next .

c) On the Col umm Sel ecti on window, enable Appl y one key to all

checked

col ums and ensure that CEK_Local Machi ne appears in the list to the right.
d) In the Tabl e, select user nane, and then from the Encr ypti on Type list, select

Det erm ni sti c.

The following figure provides an example of the Col urm Sel ect i on window.

| Column Selection

Introduction

Measter Key Configuration

key to all checked columns:

Deterministic

- CEK LocalMachine _~

CreatedAt
ModifiedAt
ModifiedBy

DDDDE‘;DDDDDD
o

[ Show sffected colurnns only

e) Click Next .

f) Onthe Mast er Key Confi gurati on page, click Next .

g) Onthe Run setti ngs page, leave the default setting Proceed to fini sh now, and

then click Next .

h) On the Summar y page, review the results, and then click Fi ni sh. Click C ose.

The following figure provides an example of the Sunmar y page.
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3. Encrypt the usernames in the nub.UserCore table by performing the following steps:

a) In Tabl es, right-click nub. User Cor e, and then select Encr ypt Col umms.

b) Onthe | ntr oducti on page, click Next .

c) Enable Apply one key to all checked col unms and ensure that
CEK Local Machi ne appears in the list to the right.

d) In the Tabl es, select user nane, and then from the Encr ypti on Type list, select
Det ermini stic.

e) Click Next .

f) Onthe Master Key Confi gurati on page, click Next .

g) Onthe Run setti ngs page, leave the default setting Proceed to fini sh now, and
then click Next .

h) On the Sumrmar y page, review the results, and then click Fi ni sh. Click C ose.

7.2.1.7 - Configuring NES Policies

Nymi Enterprise ServerNES provides you with the ability to customize the Nymi with Evidian
solution by using group and individual policies.

This section provides you with information about how to edit the NES policy to enable Evidian
enrollments and optionally, allow users to create a Nymi Band label during enrollment and
allow corporate credentials authentication in your configuration. The Nymi Connected Worker
Platform—Administration Guide provides information further information about group policies,
how to use individual policies, and how to enable or disable other policy options in NES.

Enabling Evidian Enrollments
Enroliment in an Evidian environment requires you to enable the option NES and Evi di an in
the active Nymi Enterprise Server(NES) policy.

For an IT/OT configuration, enable this option on the Enrollment NES or Registration NES to
match your use case. For example, when you use Evidian in both IT and OT enable this option
on the Enrollment NES and Registration NES.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.

2. Click Pol i ci es.

3. Edit the active policy.

4. Fromthe Enrol I mrent / Regi stration Desti nati on list, select the option NES and
Evi di an, as shown in the following figure, and then click Save.
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Enroliment / Registration Settings

Enrollment / Registration Enrollment Only o

Permission

Enrollment / Registration NES and Evidian o
Destination

O

Display Band Label on
Nymi Bands

)

Allow a user to re-enroll / O
re-register their Nymi
Band

Figure 67: NES and Evidian enrollment option

Note: In CWP 1.17.0 and earlier the list name is Enr ol | nent Desti nati on.

Configuring a Band Label on the Nymi Band
Perform the following steps to set a label on the Nymi Band.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.
2. From the navigation bar, select Pol i ci es.

The Pol i ci es page appears with a table that displays a list of existing group and individual
policies.

3. Inthe Pol i ci es window, select the active policy.
4. Inthe Enrol | ment Setti ngs section, select Di spl ay Band Label on Nyni Bands
The Al | ow Band Label Custonizati on optionappears.

Perform one of the following actions:

» Leave the Al | ow Band Label Custom zati on cleared to display the first 12 characters
of the Active Directory username for the user on the Nymi Band. The Nymi Band displays the
Band Label as two rows of six characters.

» Select Al | ow Band Label Custom zati on to enable users to customize the Band Label
that displays on their Nymi Band. Users must re-enroll to customize the Band Label on the Set
Band Label screen during enroliment.

5. Click Save.

During enrollment, the Nymi Band Application displays a band label screen to the user with
the first 12 characters of their Active Directory username. When Al | ow Band Label
Cust om zat i on is enabled, the user can modify the label.
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If you enable the Di spl ay Band Label on Nyni Bands option after enrollment has
completed for users, users can apply this change to their Nymi Band by logging into the Nymi
Band Application while wearing their authenticated Nymi Band. The Nymi Band Application
applies changes to the Nymi Band to display the Active Directory username of the user.

If you enable the Al | ow Band Label Custoni zati on after enroliment has completed for
users, the users must re-enroll their Nymi Band to set a customized band label.

Configuring Corporate Credentials Authentication

Perform the following steps to configure the Nymi Band Application to create a corporate
credential authenticator for a user during enrollment, which allows a user to authenticate the
Nymi Band by Active Directory username and password.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.

2. From the navigation bar, select Pol i ci es.
The Pol i ci es page appears with a table that displays a list of existing group and individual
policies.

3. Inthe Pol i ci es window, select the active policy.

4. Fromthe Enrol | ment Setti ngs section, select the option Cor porate Credenti al s
Aut henti cati on.

5. Click Save.

When a user enrolls their Nymi Band, the Nymi Band Application creates a corporate credential
authenticator on the Nymi Band. For subsequent authentications of the Nymi Band, if the

user cannot authenticate by fingerprint, the user can log into the Nymi Band Application while
wearing their Nymi Band, and the Nymi Band Application can authenticate the user to their
Nymi Band, based on the AD credentials that were used to log into the that enables users to
the Nymi Band Application.

Changing this option does not change the Nymi Band behaviour for existing enrolled Nymi Band
until the user logs into the Nymi Band Application while wearing their authenticated Nymi Band.

The Nymi Band Application creates a corporate credential authenticator on the Nymi Band.
Disabling Corporate Credentials Authentication
Perform the following steps to disable corporate credentials authentication in an NES policy.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.
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2. From the navigation bar, select Pol i ci es.
The Pol i ci es page appears with a table that displays a list of existing group and individual
policies.

3. Inthe Pol i ci es window, select the active policy.

4. Fromthe Enrol | ment Setti ngs section, clear the option Cor porate Credential s
Aut henti cati on.

5. Click Save.

When a user enrolls their Nymi Band, the Nymi Band Application does not create a corporate
credentials authenticator on the Nymi Band and the user can only authenticate with their
fingerprint.

Changing this option does not change the Nymi Band behaviour for existing enrolled Nymi Band
until the user logs into the Nymi Band Application while wearing their authenticated Nymi Band.

The Nymi Band Application removes the corporate credential authenticator from the Nymi
Band.

7.2.2 - Installing and Configuring the Evidian EAM
Controller software

Install the Evidian EAM Controller software on a server.

Obtain a valid EAM license file.

For production deployments, Nymi recommends that you install the software on a dedicated
server. For simplicity, this document assumes that the NES and Evidian EAM Controller
software are installed on the same machine.

Note: The installation of the Evidian EAM Controller software requires that you restart the
server.

1. Log in to the server as a local administrator.
2. Download and extract the Evidian software package, EAM-v10.0x.XXXxxxXx.zip to a directory
on the server, (for example, the Downloads directory).

3. Double-click the C:\Downloads\EAM-v10.0x.xxxxxxx\Start.hta file, and on the Open Fil e
— Security Warni ng w ndow, click Run.

Note: Note: If you run the hta file using Microsoft Explorer, which has enhanced security
settings, you may experience issues. Create an exception, or alternatively, run the .exe file
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(for example, ESSOControllerSetup-Dedicated.exe) directly from EAM-v10.0x. XXXX

\QuicklInstall.x64\Controller folder and then proceed to step 7.

4. Onthe Qui ck Install ati on window, perform one of the following actions:

« For Evidian EAM 10.03,inthei n a dedi cated ADLDS direct ory section, click x64
beside Install a Controll er, as shown in the following figure.

B " Evidian Enterprise Access Management

Enterprise Quick Instaliation
ACCESS in 3 dedicated ADLDS directory:
Management

« Install 3 Controller (win32
o Install 3 Client (win22 | x64

in the Corporate Active Directory:
@ @ & Install 3 Client (v J|n3 | 6-4]

O Evidian

£
&

Read the guick start quide ( E )

Advanced Installation:

# Enterprise Access Management services

o Enterprise Access Management services - x64

X

+ For Evidian EAM 10.04, inthei n a dedi cated ADLDS direct ory section, click

Install a Controll er,asshown in the following figure.

B " Evidian Enterprise Access Management

Enterprise Quick Installation
ACCESS in a dedicated ADLDS directory:
Management

I- Install a Confroller I

in the Corporate Active Directory:
+ Install 3 Controller

o Installa Client
Read the quick start guide ( E ).
Evidian

Advanced Installation:

»« Enterprise Access Management services

*

5. Onthe User Account Control window, click Yes.

6. Onthe Wel cone to the EAM Control |l er installation assistant window, click

Next .

7. Onthe Li cense keys window, click | npor t, as shown in the following figure.
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Enterprise Access Management Controller >

License keys
Provide EAM license keys to enable software features.

This software is subject to license. You may not use it f you do not have a license for this
software. You must agree with the terms and conditions of the license agreement to
proceed.

You may enter each license key manually or Import them from a file.

Customer |D: || Impaort ...
Feature License key
Select license: Enter your license key and press Add:

Authertication Manager base | Add

Mext Cancel

8. In the Open window, select the license file in the Downloads directory, and the click Open.
If you do not see the file, select Al | Fi |l es *.* from the file type list.

9. On the EAM Control | er confi gurati on window, click OK.

10.0nthe Li cense keys window, click Next .

110nthe Storage for security objects window, click Next .

12.0n the Dedi cat ed Direct ory window, click Sel ect .

13.In the Dedi cat ed di r ect or y window, type the username and password for a domain
account that will act as the dedicated EAM administrator.

Specify an account that matches the following requirements:

* Local administrator access to the server
« Password never expires

14 Click OK.

The domain account displays in the Cont rol | er W ndows account field, as shown in the
following figure.
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Enterprise Access Management Controller >
Dedicated directory
Ingtall the dedicated directory server

< The EAM Controller includes its own directory dedicated to the storage of S50 data and
¢ users accounts. The Controller requires a Windows domain account to peform password
management operations.

] domain account must have the right to Self Service Password Requests. The password of

R You must select the Windows domain account used by the EAM Controller. This Windows
this account must never expire.

Controller Windows account: TW-LABwatadmin Select...

The selected account must be located in the domain of this computer.

< Back Mext = Cancel

15.0n the Dedi cat ed Di r ect ory window, click Next .

A configuration progress window and a command prompt window appear. Do not close the
command prompt window. When the configuration completes, the progress window closes.

16.0n the Audi t dat abase server window, select Do not install the EAM
dat abase server on this EAM Control | er, and then click Next .

Enterprise Access Management Controller >
Audit database server
Set up a database server for EAM audit events.

~ This wizard creates EAM audit database tables in a database server ingtalled on this
gr‘ | computer.
o4

It provides automated installation for MySQL, PostgreSQL and Microsoft SQL Server. Refer
to documentation when using anaother type of RDBMS.

CAUTION: No supported database server on this controller.
Ingtall 2 MySQL database server dedicated to EAM audit

Create audit database tables in an existing database server

(®) Do not install the EAM database server on this controller

Press Mext to proceed.

< Back Mext = Cancel

170n the Secrets Initializationwindow, inthe Security Passphrase and
Conf i r mfields, type a security passphrase, as shown in the following figure.
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Enterprise Access Management Controller X

Secrets initialization
Choose the security admnistrator and inislize the secusty passphrase.

[ The security administrator is the first user able 1o run the EAM Console  He will delegate
administration rights 1o other users. Dasly administration tasks should not be performed by
him. They should be performed by delegated administrators

Securty adminestrator’s account TW-LAB watadmin - Select.

The securty passphrase is the foundation of EAM securty. The securty admirsstrator will be
?'-' asked to enter @ the first time he lsunches EAM Console. The passphrase must be at least

16 charactens long
Mm SEERBRNRNRNNRRRNARNREREN
Corfem :rlIIQQII'O.I.IQQII'0.0.I!I

TN v

Note: IMPORTANT: Ensure that you make a note of the passphrase. The first time each EAM
administrator connects to the Evidian EAM Management Console for the first time, the user is
prompted to type the passphrase.

18.Click Next .

19.0n the Aut henti cati on nmet hods window, select RFI D aut henti cati on, and
leave the default selection Cont act | ess badge from the drop-down list, as shown in the
following figure. Click Next .

Enterpnse Access Management Controller o
Authentication methods
Choose specic authertication methods you wart to enable for the aokution
—
iy EAM ratrvely ncludes the support for plain password suthertication. You can select
W@ addmonal authentcation methods
[W] Plain passwerd authertication [T Rely on Windows session

The follawing authertcation methods require the inetallation and configuration of device
dmwers on client worksistions

(W] Smart cand autherbication (W] Mobie phone authemtication
[m] Wearable device authentication
(] Biomesnca authenticaton QoreOn-Server
Bometncs provider Upes
[“1RFID suthertication Contactless badge o
¢ Back Neoet = ] Cancel
iy

20.0n the Sof t war e i nstal |l ati on window, click Next .
The Windows Installer window appears, and the installation process begins.

21.0n the window that displays The EAM Controller is now install ed, selectStart
EAM Consol e, as shown in the following figure, and then click Fi ni sh.
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Enterprise Access Management Contreller

Enterprise
Access
Management

00O

O Evidian

The EAM Controller is now installed.

Start EAM Console

Cancel

220nthe Evidi an Enterpri se Access Managenent — Qpen Sessi on window, type
your login and password and then select the domain to which you want to log on, as shown

in the following figure. Click OK.

Evidian Enterprise Access Management - Open Session

@ Enterprise Access Management

Login: | uatadmin
Password: | Iy |
Log on to: TW-LAB o

Cancel

23.0nthe Admi ni strati on Pass-phrase window, type the 16-character passphrase that
you created in the Secrets Initialization window, and then click OK.
The following figure provides an example of the Adm ni strati on Pass-phrase window.
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Administration Pass-phrase X

Either this is the first time you start the Console, or
your password has been changed.
Please enter the administration pass-phrase.

Pass-phrase:

Cancel

The Evidian EAM Management Console launches, as shown in the following figure.

@ Evidian Enterprise Access Management Console - o X

File View Help

]

@ Enterprise Access Management

DO O0000

O Evidian

EAM Controller: Local controller Ready

7.2.2.1 - Defining the Authentication Method and Enabling

Manage Access Points

The Evidian-Supplementary-Files directory of the Nymi installation package contains
two TokenManagerStructure(TMS) files. TMS files define the supported authentication
types and authentication modules. The Evidian EAM Controller loads the contents of the
TokenManagerStructure file and pushes the configuration to the Evidian EAM Clients.

The TokenManagerStructure file for the Nymi Band as a Wearable device differs from the
TokenManagerStructure for the Nymi Band as an RFID-only device.

In a mixed mode environment, you must decide which mode is default, wearable or RFID-only.

For user terminals that use the non-default authentication method, you must place a different
version of the TokenManagerStructure file locally on the user terminal as described later in this
guide.
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Perform the following steps to define the default authentication method in the Evidian EAM
Management Console.

1. From the Fi | e menu, select Confi gur at i on, as shown in the following figure.

5 Evidian Enterprise Access Management Console
File View Help

Emergency Plan...

Protection Mode...

Manage Updates...

Scripting...

Manage controllers...

550 & Active Directory disabled accounts...
Manage User Security Profile Priority...

Change Directory Server..,
Administration Profile...

Refresh Administration Profile

Exit

== e )

EAM Controller: Local controller

2. On the Aut henti cat i on Tab, click the Sel ect button, as shown in the following figure.
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Configuration : O=EAM
Options Primary Administrators SA Server Hosts SA Server Configuration
Reporting SSPR by Confimation Code User Self Enrollment
User Notifications Audit Clean-Up Security Code Authentication

<token_manager_list>

<

= %ml version="1.0" encoding="150-8853-1" 7> -~

<biometrics_config>
</biometrics_corfig:
ctoken_manager id="SOFTWARE">
<token_class id="MOBILE" display_name="Mobile Authentication’

<token_configs
<Aoken_corfigs
edata_structure>
<module id="0x0100">
</modules
<module id="0x0200">
</module:
</data_structure>

<Aoken_class>
<token_class id="WEARABLE" display_name="Wearable device’

token_config>
<custom_wearable_dll>Custom\Wearable Exter
<Aoken_corfigs
<data_structure
emodule id="0x0100">
</module>
<module id="0x0200">
</module>
</data_structure>

<Aoken_class>
<token_class id="0OTP" display_name="0TP">

<token_configs
<custom_otp_dl>CustomO TP ExtensionRSA d
ddap_attribute>sAMAccountName<Adap_attr
<Aoken_corfigs
<data_structure
emodule id="0x0100">
</module>
<module id="0x0200">
</module>
</data_structure> w

Authertication token description file:

|I| Select

Cancel Apply Help

X

General Default Values  Authentication  Other User Attibutes  Public Key Authentication

3. Inthe Open Fi | e dialog, navigate to the directory that contains the

TokenManagerStructure files, select the appropriate TokenManagerStructure file, and then

click Open.

* To use Wearable as the default mode, select the TokenManagerStructure-Nymi-

Wearable.xml file.

* To use RFID-only as the default mode, select the TokenManagerStructure-Nymi-RFID.xml

file.

4. Click Appl y, which validates the structure of the file.

5. Click OK.

6. Close the EAM Consol e window.

7. Run regedit and navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Enate\WiseGuard
\FrameWork\Config.

8. Edit the ManageAccessPoi nt s key and change the value to 1, as shown in the following
figure.
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)

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Enatel\WiseGuard\FrameWaork\Config

v [ Computer

A

MName Type Data
HKEY_CLASSES_ROOT ab| (Default) REG_S5Z (value not set)
HIKEY_CURRENT_USER ab| ClientModuleList REG_SZ FrnkAUDIT Fmkduth FmkSS0 FmkADM FmlkAP
¥ HK;‘&\;[?D‘[:)?[I)E[P)\SACHINE 2b]| ClientServicelist REG_SZ FrnkSveBase FmkSveCln
HARDWARE ab|ES50InstallDir REG_S5Z C\Program Files\Evidian'\Enterprise Access Manag...
SAM ab|EssoMessageFilelnstallDir REG_SZ
SECURITY ab|EssoMessageFilePath REG_SZ
v SOFTWARE ab| InstallDirectory REG_SZ C\Pregram Files\Common Files\Evidian\WGS5\
Caphyon i’;'gﬂ ManageAccessPoints REG_DWORD 000000000 (0)
Classes 8| MessageCachellsed REG_DWORD 0x00000000 (0)
Clients e MessageFileUsed REG_DWORD Ox00000000 (0}
DefaultUserEnvironmm Hie|Mode Edit DWORD (32-bit) Value 1%
w || Enatel ab|ServerModulelist FmkAP F...
w || WiseGuard ab| ServerServicelist Value name
Debug b StandaloneModuleList [ManageAccessPoints
AdvancedLogin 2b|StandaloneServiceList Value data: Base
ExtendedManag || ab| WG APIDirectary : _ kess Manag.d.
v FrameWork (®) Hexadecimal
AccessPoint O Decimal
Cache
Config Cancel
Directory
FmkServer
Figure 68: Manage Access Points Registry Setting

9. Click OK.
10.Restart the Ent er pri se Access Managenent Security Servi ces service.

7.2.2.2 - Modifying EAM Settings to Support Coexistence with
other Solutions

If Evidian Authentication Manager is enabled, when an Evidian-integrated application is not
waiting for an SSO operation and a user performs an NFC tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated applications and Nymi-
integrated MES applications, perform the following steps in the Evidian EAM Management
Console to modify the settings in the access point profile, to prevent unexpected desktop locks
when performing a Nymi Band tap in the Nymi-integrated MES application.

1. Inthe Di rect ory view, expand EAM > Evi di an Enterpri se Access Managenent
> User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cati on Manager tab, fromthe Def ault acti on when token
r enoved list, select Do not hi ng.

3. Click Appl y.

A user cannot perform an tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.
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7.2.2.3 - Configure Access Point Profile

In Evidian, access point security profiles are security objects that define a set of rights and
properties that you can apply to one or more user terminals.

If your environment will use a mix of Wearable mode and RFID-only mode (Mixed mode),
Nymi recommends that you create two access point profiles, one for user terminals and the
enrollment terminal that support Wearable mode and another access point profile for user
terminals that support RFID-only mode.

If your environment only uses one mode, you can modify the configuration of the Default
Access Point Profile.

Nymi recommends that you modify the access point profile to change the following behaviour:

* To reduce the amount of time that it takes to complete an authentication task with the Nymi
Band, you can configure the user terminals to cache login information.

» To prevent the Evidian software from loading unnecessary authentication methods, select
only the authentication methods that the Nymi with Evidian Solution requires.

e To use the inclusion group.

Configuring an Access Point Profile for Wearable Mode
Perform the following steps to configure an access point profile that supports wearable mode
only.

1. From the Evidian EAM Management Console, expand EAM > Evi di an Enterpri se
Access Managenent > User Access.

2. Perform one of the following actions:

Option Description

a. Right-click AccessPoi nt Profi |l es, and then select New >
Access Point Security Profil e, asshown inthe following

k Organization: AccessPoint Profiles

- J2 Search request t
Directory BQ am a @ rfomaton @ Events
| £ Evidian Enterprise Access Management Organizaton
! Name: | AccessPoint Profiles
Server host name: | TW-Srv2.TW-Lab.local:55000

{7 Application access
(] User
rofiles
H 3
s

> Application
= Template-based Application
- Appli

Time:

Password Control Policy

Check User Challenge.
Set/Unset OU as roat

Send message.
’ Import

Mobile Export

figure. [ o= w
b. In the Nare field, type Wearable-only.
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Wearable mode only | For environments where you will use wearable mode only, select
environment Def ault access point profil e, asshown in the following figure.

a2 Access point profile: Default access point pi

P Search request
O

Directory
{3 Evidian Enterprise Access Management
(] Application access
. Application security objects.
{2 Applications
smart Card =] Technical definitions.
& SampleApp

-] User Access
(3 AccessPoint Profiles
= int profi

B = Dcfoult access
(3 Timeslices
{1 User Profiles
{3 Program Data
§ [ Inbound access
Sl & Outbound access
&) TW-Lab

3. Inthe Aut hori zed aut henti cati on net hods section, ensure that only the following
methods are selected:

» Password
e RFID Pcsc
 \Wearable

The following figure provides an example of the Conf i gur at i on tab.

Self Service Password Request Biometrics Active RFID Audit Local Administrators
Authentication Manager Enterprise S50 Multi User Desktop
Activate cache Cache Properties.... IAlways authenticate on cache

[ Delete user cache files unused for - 30 2 days

Time between two directory connection tests: |30 = seconds
Time between two software inventories: 300 = seconds

Wallpaper...

Authorized authentication methods

[CJEACryptoflex Smartcard ~
[JE3GIP-CPS PKA
[JE31DPrime NET - MD 3810
O : Mabile Authertication
CJEINYMI Smart Card
Og=otp

“ Password
EJRFID Pesc
[E3Ts 200
B0 Wearable device v

Figure 69: Access Point Profile Configuration tab

4. Click Appl y.
5. On the Confi gur ati on tab, select the Aut henti cati on Manager tab, and then click
Manage Accounts.

6. In the Manage Account s window, click Add, as shown in the following figure.
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Manage Accounts

Password authentication requests for members of the exduded groups er non member of incuded
aroups are passed to the operating system. EAM authentication is not performed.

X

Group name Group SID Mezning

Scope

Add...

[Perform operating system authentication for local administrators

[Perform operating system authentication when EAM authentication fails

e

Figure 70: Add option

7. Inthe Sel ect G oup window, expand you domain, select User s, select the AD inclusion
group, and then click OK.

The following figure provides an example of the Sel ect G oup window with the inclusion group

highlighted.

Select Group

Browse  Search

/B, Drns/dmins
£ DrsUpdateProxy

A, Domai Admins

@ Domain Computers

A, Doman Controlers

{@ Domain Guests

/B Domain Users

T8, cam_indusien I

T SRS Aamne

B, Entemse Key Adming

{@, Enterprise Read-only Domain Controllers
R, Group Poliey Creator Owners
8 Key Admins

{8 resadnrs

v

E

ancel

Figure 71: Inclusion Group

8. In the Gr oup table, select the AD inclusion group that you created, which contains all your
Nymi Band users, and then click Change mneani ng.

The value in the Meani ng column for the group in the group table changes to | ncl uded.

The following figure provides an example of the G- oup table.
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Manage Accounts *

Password authentication requests for members of the exduded groups or non member of induded
groups are passed to the operating system. EAM authentication is not performed,

Group name Group SID Meaning Scope
.'Eindusionjroup 5-1-5-21-44452223,,.  Included All
Add... Remove Change meaning Change scope

[CPerform operating system authentication for local administrators
[ Perform operating system authentication when EAM authentication fails

OK Cancel

Figure 72: Inclusion Group table
9. For deployments that use Authentication Manager only, select the following options:

» Perform operating system authentication for local administrators.
« Perform operating system authentication when EAM fails.

The following figure provides an example of the options.

Manage Accounts X

thentication requests for members of th roups or non member of induded
s not performed.

e exclu
ssed to the operating system. EAM authentication i

o

Group name Group SID Meaning Scope
P eam_indlusion 5-15-21-41767266...  Included al

Add... Remove

Perform operating system authentication for local administrators
Perform operating system authentication when EAM authentication fais|

oK Cancel

Figure 73: Authentication Manager options

Note: Authentication Manager is module that you install on client machines that allow user to tap
their Nymi Band to log into the Windows desktop.

10.Click OK.
11.Click Appl vy.

Configuring an Access Point Profile for RFID-only Mode
Perform the following steps to create an access point profile that supports RFID-only mode.
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Procedure

1. From the Evidian EAM Management Console, expand EAM > Evi di an Enterpri se

Access Managenent > User Access.
2. Perform one of the following actions.

a. Right-click AccessPoi nt Profil es,
and then select New > Access
Point Security Profile,
as shown in the following figure.

Mixed Mode environment

Users
413 Administrator

S Search request
QA
Evidian Enterprise Access Management
P g
- Application access
{2 Applicati curity objects
{3 Applications
{23 Technical definitions
-] User Acc
&
> Application
3 Timeslice — o = Template-based Application >
(3 UserProt Application Profile
Refresh F5
{3 Program Data N
Timeslice
[ Inbound access Update
IR Outboundaccer  Delete Password Control Policy
Q) TW-Lab Force Password 7 Password Generation Policy
[« ite
g e ol Send 550 Data by mil..
uuuuuuuuu
(30 Foreignsecurityl  Check User Challenge.
L Keys Set/Unset QU as root
£ Managed Servic Send message. Cluster of access points
g :“’9'5"‘ Deta mpert Cloud Customer
ystem
Export

Debbie Redmond

5 Guest

b. In the Name field, type RFID-only.

RFID mode only environment

For environments where you will use RFID

mode only, select Def aul t access poi nt

profi |l e, as shown in the following figure.

Directory
Smart Card

RFID

Mobile
Devices

Access point profile: Default access point pi

£ Search request
© EAM
{1 Evidian Enterprise Access Management
=1 Application access
@-{] Application

rity objects
(3 Applications

E+{] Technical definitions
SampleApp

er Access

ser Profiles

{23 Program Data
-[E8 Inbound access

& Outbound access
© TW-Lab

3. Inthe Aut hori zed aut henti cati on net hods section, ensure that only the following

methods are selected:

* Password
e RFID Pcsc
« \Wearable

The following figure provides an example of the Conf i gur at i on tab.
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Self Service Password Request

[] Delete user cache files unused for

Time between two

Wallpaper...

Biometrics Active RFID Audit Local Administrators

Authentication Manager Enterprise S50 Multi User Desktop

Activate cache Cache Properties.... Iﬂlways autherticate on cache

days

Time between two directory connection tests: |30 = seconds

software inventories: 300 = seconds

Authorized authentication methods

B3 Cryptoflex Smartcard
[JE3GIPCPS PKA
[JE31DPrime NET - MD 3810
O : Mobile Authertication
[CJEINYMI Smart Card
Os#oTP

# Password

EJRFID Pesc

[JE3TB 200

B4 Wearable device

Figure 74: Access Point Profile Configuration tab

4. Click Appl y.

5. Onthe Aut henti cati on Manager tab, perform the following actions:
a) Fromthe Def aul t acti on when token renoved list, select Do not hi ng.
b) Select Al | ow Roam ng Sessi on, and then click Appl y

The following figure provides an example of the Aut hent i cati on Manager window.

¥ Corfiguation (5] Appliesto (0) Everts

Computer seaurity profile

Name: [ RFID-only

Schedule: | Default tme-slice: | =
Scf Service Password Request  Bometrics | Active RFID  Audé  Local Administrators
Securty Services Authentication Manager Enterprise 50 Muti User Desktop
Lock behaviour: | Windows lock v
Default action when token removed: Do nothing ~ |

Delay before action:
Inactiviy: automaticaly lock session after
Automaticaly close locked sessian fter

Allow local connection
Allow remote unblocking of tokens

Enable smart cand detection on Ctd-At-Del
Grace period for administrator
authentication:

Allow unlock if allowed by user security profile.
[ Allow unlock i the same Windows credential is used.

Max. number of concurrent Windows sessions

EAM, press ‘Manage Accourts

[ Remember authertication role: Allow roaming session
Allow password change Alow PIN change

If you want to define Windows accounts which wil be managed by

0 seconds
Overide user's
] s

O Alow Windows domain connection (only for
non-Active Directory corfigurations)

Allow remote cortrol {@Rentry)

[ ] seconae
D from Windows 7)

Manage Accourts

Figure 75: Authenti

cation Manager window

6. Onthe Confi gurati on tab, select the Aut henti cati on Manager tab, and then click

Manage Account

7. In the Manage Account s window, click Add, as shown in the following figure.

S.
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Manage Accounts

Password authentication requests for members of the exduded groups er non member of incuded
aroups are passed to the operating system. EAM authentication is not performed.

X

Group name Group SID Mezning

Scope

Add...

[Perform operating system authentication for local administrators

[Perform operating system authentication when EAM authentication fails

e

Figure 76: Add option

8. Inthe Sel ect G oup window, expand you domain, select User s, select the AD inclusion
group, and then click OK.

The following figure provides an example of the Sel ect G oup window with the inclusion group

highlighted.

Select Group

Browse  Search

/B, Drns/dmins
£ DrsUpdateProxy

A, Domai Admins

@ Domain Computers

A, Doman Controlers

{@ Domain Guests

/B Domain Users

T8, cam_indusien I

T SRS Aamne

B, Entemse Key Adming

{@, Enterprise Read-only Domain Controllers
R, Group Poliey Creator Owners
8 Key Admins

{8 resadnrs

v

E

ancel

Figure 77: Inclusion Group

9. In the Gr oup table, select the AD inclusion group that you created, which contains all your
Nymi Band users, and then click Change mneani ng.

The value in the Meani ng column for the group in the group table changes to | ncl uded.

The following figure provides an example of the G- oup table.
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Manage Accounts

Password authentication requests for members of the exduded groups or non member of induded
groups are passed to the operating system. EAM authentication is not performed,

Group name Group SID Meaning Scope
.'Eindusionjroup 5-1-5-21-44452223,,.  Included All
Add... Remove Change meaning Change scope

[CPerform operating system authentication for local administrators
[ Perform operating system authentication when EAM authentication fails

OK Cancel

Figure 78: Inclusion Group table
10.For deployments that use Authentication Manager only, select the following options:

» Perform operating system authentication for local administrators.
« Perform operating system authentication when EAM fails.

The following figure provides an example of the options.

x

Manage Accounts

thentication requests for members of th roups or non member of induded
s not performed.

e exclu
ssed to the operating system. EAM authentication i

o

Group name Group SID Meaning Scope
P eam_indlusion 5-15-21-41767266...  Included al

Add... Remove

Perform operating system authentication for local administrators
Perform operating system authentication when EAM authentication fais|

oK Cancel
Figure 79: Authentication Manager options

Note: Authentication Manager is module that you install on client machines that allow user to tap
their Nymi Band to log into the Windows desktop.

11 Click OK.
12.Click Appl y.

(Mixed Mode only) Assigning Access Point Profiles to User Terminals
When your configuration uses a mix of wearable-only and RFID-only user terminals, you must
assign each user terminal to the appropriate access point profile.
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About this

task

Assign the access point profile to each user terminal on which you will install the Evidian EAM
Client software, including Citrix/RDP servers.

Note: Assign the wearable profile to the Nymi Band Application Terminal.

Procedure

1. In the Evidian EAM Management Console, from the left navigation panel, expand

your _donmai n > Conput er s, and then select the groups of machines on which you will

install the Evidian EAM Client.
2. Onthe Security Profil estab,in Access Point Profil es section, the click the

ellipses (...), as shown in the following figure.

o Evidian Enterprise Access Management Console

File Directory View Help

- |EBE QO - -

PR e -y

O

Access point: DESKTOP-060LOFS

Directory

®

Smart Card

e

RFID

o

Biometrics

(&)

Mobile
Devices

Audit

©

Reporting

-2 Search request
=-§) EAM
=-{2] Evidian Enterprise Access Management
+-[o0 Application access
=] User Access
=-{0] AccessPoint Profiles
EJ Default access point profile
53 RFID-only
53 Wearable
-] Timeslices
&2 User Profiles
&-{2J Program Data
{2 Inbound access
2 Outbound access
5-@) TW-Lab
=] Computers
= DESKTOP-060LOFS
@-= SAMPLE
-5 TW-Srv1
-5 TW-SRV2
‘& agent_group
#-{J Domain Controllers
4] ForeignSecurityPrincipals
w0 Keys
%-(2 Managed Service Accounts
-0 Office
+-(.] Program Data
(] System
#-[a] Users

& information & Configuration 9f) Athorized Users [ Available Appiications [l Actions () Evert

Access point profile

Default access point profile | |‘ = Origin: Local

Available Security services

‘0 This computer is not an EAM Controller.
)

Windows generic account

Domain'_ogin:

Password:

Confirmation:

3. Inthe Sel ect Access Poi nt pop-up, expand EAM > Evi di an Enterprise Access

Managenent > User Access > Access Point Profiles, and then select the

appropriate profile for the authentication mode:
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We ar ab | e mo d e Select Access Point Profile X

Browse Search

Qe
=I{0]) Evidian Enterprise Access Management
+- {1 Application access

R F | D‘O n | y mo d e Select Access Point Profile X

Browse Search

=€) EAM
=I{0]) Evidian Enterprise Access Management
+- {1 Application access
= {0 User Access

| 33 RFDorly |
=

(=
£ Timeslices
{3 User Profiles

+ {2 Program Data

Cancel

4. Click OK.
5. Onthe Confi gur ati on tab, click Appl y.

Creating Server Access Point Profile

To allow Evidian primary and auxiliary administrators to log into the Evidian EAM Management
Console without the need to add the users to the Active Directory inclusion group, create a
new access point profile and assign the Evidian EAM Controller to the profile.

About this task

Perform the following steps in the Evidian EAM Management Console.

Procedure

1. From the Evidian EAM Management Console, expand EAM > Evi di an Enterpri se
Access Managenent > User Access.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 111



7 - Install and Configure Nymi and Evidian Components

2. Right-click AccessPoi nt Profil es, and then select New > Access
Poi nt Security Profil e, as shown in the following figure.

Organization: AccessPoint Profiles

B Search request

=) EAM

-] Application access
£ User Access
Spacad 750 Defautt acces

-] Timeslices

- (23 User Profiles
@-{] Program Data
e I Inbound access

% Outbound access

Biometrics

Mobile
Devices

£ Evidian Enterprise Access Management

£ infomation () Everns

Organization
Name: | AccessPoint Profies
Server host name: | TW-Srv2.TW-Lab.local: 5000

New > Application

farems = Template-based Application >
Refresh Fs Application Profile

Update Timeslice

Password Control Policy

Delete

Send message...

Import
Export

W

. Click Appl y.

[

. In the Nane field, type EAM Server.

. In the Evidian EAM Management Console, from the left navigation panel, expand

your _donai n > Comnput er s, and then select Evidian EAM Controller.

6. Onthe Security Profil es tab, in Access Poi nt

ellipses (...).

Pr of i | es section, the click the

7. Inthe Sel ect Access Poi nt pop-up, expand EAM > Evi di an Enterpri se Access
Managenment > User Access > Access Point Profil es, and then selectthe EAM
Ser ver profile, as shown in the following figure.

Select Access Point Profile

Browse  Search

=) EAM

+1 {2 Application access
(] User Access
() AccessPoint Profiles
=] !

S RETDTTY
IJ Wearable
-3 Timeslices
{3 User Profiles
{2 Program Data

=-{2] Evidian Enterprise Access Management

gsg point profile

X

Cance

Figure 80: Access Point Profiles for EAM server

8. Click K.
9. Click Appl y.

7.2.2.4 - Configure User Profile

In Evidian, user security profiles are security objects that define a set of rights and properties
that you can apply to one or more users.

If your environment will use a mixture of Wearable mode and RFID-only mode, Nymi
recommends that you create two user security profiles, one for user that require Wearable
mode and another user security profile for users that require RFID-only mode.
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If your environment will only use one mode, you can modify the configuration of the Default

User Profile.

Configuring the User Profile for Wearable
User Profiles provide you with the ability to configure Evidian behaviour for multiple user

accounts.

About this task

Perform the following steps in the Evidian EAM Management Console on all user profiles for
users that use their Nymi Bands in the wearable configuration.

Procedure

1. From the Di r ect or y window, navigate to EAM > Ent erpri se Access Managenent.
2. Perform one of the following actions:

Mixed Mode
environment

a. User

Pr of i | es, and then select New > User

Security Profil e, asshown in the following figure.

Organization: User Profiles

©

P Search request A
© eam
(2] Evidian Enterprise Access Management

Directory

#-{0) Application access
=0 User Access

O

& infomation O Events

Organization

Name: | User Profies

. Server host name: | TW-5rv2.TW-Lab.local:55000 Change...

Smart Card (L3 AccessPoint Profiles

i B Default access point profile

55 RFID-only
B3 Wearable
-3 Timeslices
RFID - éma" New > Application
Honame 2 Template-based Application >
O R, = Application Profile
(=3 Program D Timeslice
[ Inbound a¢  UPdate
Biometrics % Outbound Delete Password Centrol Policy
L o TW-Lab rd 7 Password Generation Policy
(00 Computers SO Data by mail... [ User Security Profile
-5 DESKTC i S Access Point Security Profile
2 SAMPL Check User Challenge.
Mobile I B T Set/Unset OU a5 root Representative
Devices z g TW-SRI - Cluster of access points
it Cloud Custome
E - 2&:.&:& nport Cloud Customer
P 1103 ForeignSec Export .
b. In the Nane field, type Wearable.
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Wearable mode For environments where you will use Wearable mode only, select
only environment |Default user profil e, asshown in the following figure.

@ User profile: Default user p

Direct --J2 Search request
irectory O eam
=1{C) Evidian Enterprise Access Management

@ {50 Application access
=-{00 User Access
(L AccessPoint Profiles
Epatea d & Default access point profile

(2] Timeslices
{2 User Profiles

E-N Default user profile]

RFID a-{C Program Data

I Inbound access

3. On the Aut henti cati on tab, in the User aut henti cati on nmet hods section, ensure
that only the following methods are selected:

* Password
e RFID Pcsc
« \Wearable

The following figure provides an example of the Aut hent i cat i on tab.

k Biometrics Session delegation Audit oTP Maobile Device Email Notifications
| Security S50 and Motes  Cloud Unlocking  Selff Service Password Request
User authentication methods
Methods Configuration &
[=#oTP
" Password
[ EHRFID Pesc
DT 200 Default corfiguration Select
| A B Wearable device I w Configuration.
Timeslice: |Defau|t time-glice wan | | =
Use cache Cache data validity (in hours): 0 =

Session duration {in hours): 0 <

[ Allow temporary password access for: dayls) when resetting user's passward

day(s) when generating challenge
[ Allow on all access pairts [[] Can unlack a workstation
["]Open Windows session with smartcard logon certficate f available

[ Primary password is stored as an 550 accourt, encrypted by

User and administrators
Figure 81: User Profile Authentication tab
4. Click Appl y.

Configuring a User Profile for RFID-only

User Profiles provide you with the ability to configure Evidian behaviour for multiple user
accounts. For users that to perform authentication events on user terminals without Bluetooth
communication, enable and configure roaming sessions.
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Perform the following steps in the to configure a user profile for users that use Nymi Bands in

RFID-only mode.

Procedure

1. From the Di r ect or y window, navigate to EAM > Ent er pri se Access Managenent.
2. Perform one of the following actions:

Mixed Mode
environment

a. User

Pr of i | es, and then select New > User

Security Profil e, asshown in the following figure.

©

Directory

Smart Card

©0®©

Mobile
Devices

Audit

Organization: User Profiles

2 Search request ~ [ & irfomation O Everis
&) EAM
=-{J Evidian Enterprise Access Management e
+-{o Application access Name: | User Profiles

-3 User Access Server host name: | TW-Srv2.TW-Lab.local: 55000

{3 AccessPoint Profiles

‘Q Default access point profile
53 RFID-only
EJ wearable
£ Timeslices
=& . New > Application
Eﬁ ppl o
Renmne F2 Template-based Application >
Refresh Fs Application Profile
@@ ProgemDl Timeslice
2 Inbound ac el o P
1 'assword Control Poli
|2 Outbound Delete N cyr
&) TW-Lab Foree Pacswond £7 - Password Generation Policy
=& Fompulers Send Data by mail... User Security Profile
- =L DESKTC Check User Challe Access Point Security Profile
5 SAMPL Check User Challenge
s Representative
o TW-Srv Set/Unset OU as root
= Cluster of access points
w- = TW-SRY Send message...
B, agent_¢ : - Cloud Customer
(] Domain Cc mpe

#-(2] ForeignSec Export

Change...

b. In the Nane field, type RFID-only.

RFID-only mode
environment

For environments where you will use RFID mode only, select
Def aul t user profil e, asshown in the following figure.

©

User profile: Default user p

Directory

@

Smart Card

()

RFID

B Search request
© EaM
5-{] Evidian Enterprise Access Management
+-{o Application access
=-[0] User Access
{3 AccessPoint Profiles
Default access point profile
(3 Timeslices
-3 User Profiles
ROt s proi
a-{.] Program Data
2, Inbound access

3. Onthe Aut hent i cati on tab, in the User aut henti cati on nmet hods section, ensure
that only the following methods are selected:

* Password

* RFID Pcsc
* Wearable
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The following figure provides an example of the Aut hent i cat i on tab.

\ Biometrics Session delegation Audit OTP Maobile Device Email Notffications
Security 550 and Motez  Cloud Unlocking ~ Self Service Password Request
User authentication methods
Methods Configuration 2
Clz#oTP
& Password
MED RFID Pesc
BITE 200 Default corfiguration 5el
| i EdWearable device I © C
Timeslice: | Default time-slice ‘ e | | =
Use cache Cache data validity (in hours): 0 S

Session duration {in hours): ] s

[] Allow temporary password access for: dayis) when resetting user's password

| dayis) when generating challenge
[ Mlow on all aceess paints [ Can unlock a workstation
[ Open Windows session with smartcard logan certficate f available

[ Primary password is stored as an $50 accourt, encrypted by

User and administrators
Figure 82: User Profile Authentication tab
4. Click Appl y.

5. Navigate to Evi di an Enterprise Access Managenent > User access > User

Profiles > Default user profile, asshown in the following figure.

‘ User profile: Default user profile

-/ Search request

Directory Ele EAM
-] Evi rprise Access Management
i | CN=Fore,.
= =R tion access
D Application security objects

-0 Applications
\ = Technical definitions
i [E] sampleApp
BD User Access
=20 AccessPoint Profiles
- Default access point profile
{0 Timeslices
=-{2 User Profiles

\ 58, Default user profile
1-[] Program Data

E Inbound access

l‘iﬁ OQutbound access
S N T ok

Figure 83: User Profiles

Smart Card

RFID

Biometrics

6. Onthe Securi ty tab, select Roani ng Sessi on DurationandNo duration limt,

as shown in the following figure, and then click Appl y.
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Biometrics Session delegation Audit OTP Mobile Device Emall Metfications
Muthertication ~ Securty S50 and Motes  Cloud Unlocking ~ Seff Service Password Request

User authentication

[ Change password every days

User PFCP: | Defauit Pico -
[ Change password on token every 7 Z | days and on collect or expiration
Automatic PFCP: [Defauit Pico | [ [=

[[] Allow extemal access [[] Allow Emergency Plan

[[1550 data protected by token is also available on password authentication
[[]550 data is protected by session key

[ Grace period 15 minutes

hours No duration limit

I Roaming session duration I 12

Figure 84: Roaming Session Duration Limit

(Mixed Mode only) Assigning User Profiles to Users

When your configuration requires some users to use the Nymi Band in wearable mode and
other users to use the Nymi Band in RFID-only mode, you must assign each user to the
appropriate user security profile.

1. In the left navigation pane of the Evidian EAM Management Console, navigate to
your _donai n > User s, and then select the user.

Alternatively, you can use the Sear ch request option to search for the user.
The User Properti es page appears.
2. Onthe Security Profil es tab, click the ellipses(...), as shown in the following figure.
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User: tw user6b

#-(2 Domain Controllers ~ © Smart Card @ RFD
(20 ForeignSecurityPrincipals infornation [} Connection & Securty Profies & Administraton ) Access Points
- Keys
#-{20 Managed Service Accounts User security profie
+-(5 Office Default user profile EI[_. Default Value J
#-{J Program Data
-] System
-0 Users
- Administrator
@& Guest
- John Redmond Apply Cancel
- krbtgt
& nymiinfrastructure
& Test
& twadmin
2 twuserl
& twuser2
& twuser3
& tw userd
g7 tw usert)
R, agent

B Allowed RODC Password Replication Gre
Figure 85: Change User Profile
3. Onthe Sel ect User Profil e popup, expand EAM > Evi di an Enterprise

Access Managenent > User Access > User Profil es, and the select the
appropriate user profile.

5]

@

&

&

ol

&

3

®

Wearable mode FUser: tw userT

(3 Users A | & Accounts 8, Session Delegation @@ Mobile Devices SmatCard @ RFID @) Biometrics
E Administrstor {3 infomation  #, Cormection & Securly Profies %, Admimitration 1) Access Ports £ Appli
Guest
& kabtgt User security profie
& nymi infrastructure Defaultuser profie - [ et value ]
& Test
(@ twadmin Select User Profile X
& twuser!
& twuser2 ——
B, agent
/B, Allowed RODC Passward Rep Cancel
/B, Cert Publishers. Qe
#f Cloneable Domain Controlle £+ Evidian Enterprise Access Management
/B, Denied RODC Password Repl {3 Application access
/B, DnsAdmins =-{20 User Access
/B, DnsUpdateProxy {23 AccessPoint Frofies
/B, Domain Admins {3 Timeslices
/B, Domain Computers 530 User Profles

Defaut user profi
/B, Domain Controllers aul seru le:

/B, Domain Guests
/B, Domain Users £ Frod
/B, eam_exclusion

/B, eam_inclusion

/B, Enterprise Admins

/B, Enterprise Key Admins

/B, Enterprise Rezd-only Domair
% Group Policy Creator Owners Eance]
B, Key Admins
F

1
RFID-only mode User: tw user2
7] Enterprise 550 ~ | &% Accounts 8 Session Delegation (@) Mobile Devices () SmatCard (@ RFID (@) Biometrics
3 Enterprise Studio &) fomation 3, Comnection & Securty Profies | 3, Administretion 4 Access Points 2 Apr
© EAM Console
3 Authentication Manager User security profie
5 T [ (=] 98] it |
5] TW-sRv2
{8, agent_group Select User Profile X
{2 Demain Controllers
[ ForeignSecurityPrincipals Browse  Search
£ Keys
{2 Managed Service Accounts Apply Cancel
. Program Data =@ EAM
3 System {0 Evidian Enterprise Access Management
(3 Users g EDDIK::I\UH access
ser Access
& Adminiiator S et P
& Guest

{3 Timeslices

krbtgt =

nymi infrastructure
Test
tw admin (S
& twuser! {3 Program Data
& twuser2
agent
/B, Allowed RODC Passward Rep
/B, Cert Publishers.

/B, Clonesble Domain Controlle Cancel

/B, Denied RODC Password Repl

4. Click OK.
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7.2.2.5 - Configuring Additional EAM Administrators

Nymi strongly advises that you add additional administrators to the Evidian EAM Controller.

By adding at least one additional auxiliary primary administrator, you ensure that you have full
access to the Evidian EAM Controller in the case where the primary administrator is locked
out of the Evidian EAM Controller, for example, if the password of the primary administrator
changes.

[EEN

. Log into the Evidian EAM Management Console and click Account s and access

ri ghts nmanagenent @

2. From the Fi | e menu, select Conf i gur at i on, and then click the Pri nmary
Adm ni strators tab.

. Click Add.
. Inthe Sel ect User s window, select the Sear ch tab.
. Inthe Fi | t er field, type the user name that you want to add, and then click Sear ch.

g~ W

Note: You can not use Active Directory groups, you can only add individual users.
6. Select the user, and then click OK.
The following figure provides an example of the screen with one auxiliary primary administrator.

Configuration : O=EAM X
Reporting SSPR by Confirmation Code User Self Enrollment
User Notifications Audit Clean-Up Security Code Authentication
General Defaukt Values Authentication Other User Attributes  Public Key Authentication
Options Primary Administrators SA Server Hosts SA Server Configuration
Primary administrator
tw admin - CN=tw admin CN=Users, DC=TW-Lab,DC=local
Awpdliary primary administrators
_& tw user1
0K Cancel Apply

9. Close the Evidian EAM Management Console.
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7.2.2.6 - Configuring the Evidian EAM Controller to Use the Audit
Database

Download the following dependency software:

« Visual C++ Redistributable for Visual Studio 2015-2022 x64 version 14.34 or later
* Visual C++ Redistributable for Visual Studio 2015-2022 x86 version 14.34 or later
* Microsoft OLE DB Driver for SQL (x64)

Note: The x64 installer for Microsoft OLE DB Driver installs both the 64-bit and 32-bit driver,
the x64 installer for the Microsoft Visual C++ Redistributable does not install the 32-bit
binaries. You must install both the x86 and x64 versions of the Visual C++ redistributable
package before you install the Microsoft OLE DB Driver for SQL (x64) package. The
installation of the dependency software might require a reboot.

Perform the following steps on the Evidian EAM Controller.

1. Run Regi stry Edi t or and perform the following steps:
a) Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Enate\WiseGuard\FrameWork
\AuditSrv
b) Create a new DWORD (32-bit) value named UseSQLServerSyntax.
c) Edit the key and in the Val ue Dat a field, type 1
d) Click OK.
e) Close Regi stry Editor.
2. Stopthe Enterpri se Access Managenent Security Server service.
3. Install the dependency software in the following order:

e Visual C++ Redistributable for Visual Studio 2015-2022 x86 version 14.34 or later
* Visual C++ Redistributable for Visual Studio 2015-2022 x64 version 14.34 or later
» Microsoft OLE DB Driver for SQL (x64)

4. Startthe Ent erpri se Access Managenent Security Server service.

5. From the EAM installation package, navigate to the .\EAM.x64\TOOLS\WGSrvConfig
folder.

6. Hold the Shi ft key, right-click WGSRVConfig.exe, and select Run as a different
user.

7. Inthe Run as a different user window, specify the username and password of a
domain user has local administrator privileges.

8. Under Control | er Configuration,clickConfigure |ocal audit database, as
shown in the following figure.
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° Administration Tools

-> Administration Tools

Use the following tools to configure the solution.

Select a task: Procedure
AN tasks v
© Directory initialization 1. Tn the Select a task drop-
o ] ! down list, click an entry to
Extend Active Directory Schema e filter the configuration tools
© Create default objects ) that you must run for the

chosen task.

@ Security configuration

© Initialize the Primary controller (7]
© Initialize an associated controller (7]
© Publish a new Token data file 9
© Define administrator credentials for Self

Service Password Request (2]
© Import an external key (7]
© Import/Export controller key 9

© Controller configuration

© Install an Audit V2 Database Server @
© Configure local audit database (7]
© Update Audit translation data (7
© Configure security settings (7

Figure 86: Configure local audit database option

9. Inthe Use exi sting corporate database section, nextto Next to Data Source
Nane, click the ellipses (...).

10Select M crosoft COLE DB Driver for SQ. Server ,asshown inthe following
figure.
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[ZF | Data Link Properties X

Provider Connection Advanced All

Selectthe data you want to connect to:

OLE DB Provider(s)

Microsoft OLE DB Provider for Analysis Services 14.0
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server

Microsoft OLE DB Simple Provider

MSDataShape

OLE DB Provider for Microsoft Directory Services

OK Cancel Help

Figure 87: Microsoft OLE DB Driver for SQL Server driver option
11 Click Next .
12Inthe Dat a Li nk Properti es, perform the following actions:

a) Inthe Sel ect or enter a server narne field, type FQDN of the SQL server.

b) Fromthe Enter information to log on to the server list, select the
appropriate authentication method for your configuration.

« If the SQL server uses Windows Authentication, select W ndows aut henti cati on.

» If the SQL server uses SQL Authentication, select SQL aut hent i cat i on and then
type the username and password of the SQL account and select then Al | ow savi ng
passwor d.

c) Inthe St ep 3 section, enable Sel ect the dat abase.
d) From the list, select the EAM audit database.(eamaudi t ).
The following figure provides an example of the Sel ect t he dat abase window.
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[ | Data Link Properties e

Provider Connection  Advanced All
1. Selector enter a server name:

tw-srv1 w Refresh

2. Enter information to log on to the server:

Windows Authentication b
Server SPN:
Blank password Allow saving password
3. (@ Selectthe database w

() Attach a database file as a database name

Browse...

Change Pass Test Connection

oK Cancel Help

Figure 88: Select the database window

e) Click Test Connecti on.

f) Onthe Test Connection Succeeded window, click OK.

g) Click K.

h) Onthe Credential to access the database window, specify the username and
password of the SQL account, and then click OK, as shown in the following figure.

Note: Ensure that the user account has log on locally rights.

. The controller must connect to an existing database (through
! p an OLE DB Provider) in order to support Audit and Reporting.

Credential to access to the database X
Enter the credential to use to connect to the database:

Login format must be DOMAIN\user
login: |tw-|ab\twadmin |

Password: iIIIIIiiIIIIl |
Cane
Table | »
D Use quotes
Advanced Verify Apply Close

Figure 89: Credential to access the database window

The Audi t Dat abase Confi gurati on window appears with information about the
database.
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i) Onthe Audit Dat abase Confi gurati on window, click Veri fy, as shown in the
following figure.

Audit Database Configuration .

. The controller must connect to an existing database (through
! #  an OLE DB Provider) in order to support Audit and Reporting.

Use an existing SQL Server instance
sssssssssses
sssssssssses

(@) Use existing corporate database

Data Source |tw-srv1 (OLE DB) |

Table | dbo.auditevents v |

[Juse quates

i ||W|| Apply Close
Figure 90: Audit Database Configuration window
i) Onthe EAM Conf i gur ati on pop-up, click OK.
k) Click d ose.

13.0n the Adni ni strati on Tool s window, in the click Updat e Audit translation
dat a, as shown in the following figure.
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O Administration Tools

Select a task:
[All tasks v

@ Directory initialization

© Extend Active Directory Schema Q
Procedure
© Create default objects [
e Security configuration 1. In the Select a task drop-
down list, click an entry to
© Initialize the Primary controller (7] filter the configuration tools
that you must run for the
© Initialize an associated controller [7] chosen task.
© Publish a new Token data file (2
© Define administrator credentials for Self
Service Password Request (7]
© Import an external key @
(=] Import/Export controller key (7]
@ Controller configuration
© Install an Audit V2 Database Server @
© Configure local audit database (7]
© Update Audit translation data (7]
© Configure security settings (7]
© Define a master Audit database (7]

Figure 91: Update Audit translation data window
140nthe Il nsert/ Update Audit Metadat a window, perform one of the following actions:

» If you have a local and a central (master) database, select both the | nport transl ati ons
in |ocal databaseandlnport translations in master database options.

 If you only have a local database, select| mport translations in | ocal database.

The following figure provides an example of the | nsert/ Updat e Audit Met adat a window.
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Please select the directory in which the metadata files can be found:

EAM-V10.03B8573.4\EAM. X84\ TOOLS\WGSrvConfig\MetaData Select...

Translated resources for supported audit categories
The following metadata will be imported/updated.
Select a category to see which errors or resources will be imported in
addition to the category description.

Category Resources ~ Errors ~
Monitoring v v
Admin ru ru
550 ro ro
Authentication nl nl
System ja ja
it it
fr fr
fi fi
es ] es
< > en v
Import translations in local database ‘ tw-srv2 (OLE DB) |
A import translations in master database ‘ tw-srv2 (OLE DB) |
Import Cancel

Figure 92: Update Audit translation data window
15Click | nport, and on the EAM Conf i gur at i on pop-up, click OK.
16.Close the Admi ni strati on Tool s window.
17 Restartthe Ent er pri se Access Management Security Servi ces service.

Launch Evidian EAM Management Console and click the Audi t Report s button. Click
Apply.

7.2.2.7 - Configuring Support for Users in Multi Domain

Environments

If your configuration will include user accounts that reside in a domain that differs from the
Evidian EAM Controller domain, you must edit the Possi bl eDomai nsLi st in the Registry
on the Evidian EAM Controller to allow you to manage the accounts in the Evidian EAM
Management Console.

1. Run regedit.

2. In HKLM\Software\Enate\WiseGuard\FrameWork\Directory, right-click
Possi bl eDomai nsLi st, and then select Modi fy. ., as shown in the following figure.
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Computer\HKEY_LOCAL MACHINE\SOFTWARE\Enate/\WiseGuard\FrameWork\Directory
v | SOFTWARE | Name Toe ata
Caphyon ab| (Default) REG_SZ (value not set)
Classes %4 DirectoryType REG_DWORD 0x00000001 (1)
Clents | DirectoryUsage REG_DWORD 0%00000001 (1)
E“E’?:TlllUserEnvircnmem §is| EnterpriseUserAuthentic.. REG_DWORD 0x00000001 (1)
Dolby §is| GSSEncryption REG_DWORD 0x00000000 (0)
v Enatel §is|GSSSignature REG_DWORD (x00000000 (0)
SSOWatch REG 57 TW-LAB
~. | WiseGuard 2b|RootldapDN iC=TW-Lab,DC=local
AdvancedLogin Modify Binary Data.
BioEnroll Delete
Debug Rename
ExtendedManager
A FrameWork
AccessPoint
Audit
Authentication
Cache
Config
Directory

Figure 93: Modify PossibleDomainsList

3. Inthe Val ue Dat a field, type the NETBIOS name for each domain that contains users,
that will log in to the user terminal.

Note: Separate each domain with a space, as shown in the following example.

Edit String X

Value name:

|PossibIeDomainsList |

Value data:
| TW-LAB TW2-LA| |

Figure 94: Configuring Multi-Domain Access
4. Click OK.

7.2.2.8 - Configure the Evidian EAM Controller for LDAPS

To allow the Evidian EAM Controller to use LDAPSs, you must perform the following steps.

» Import the TLS certificate.

» Provide the EAM service account read-only access to the private key.
* Enable SSL in the registry.

» Install Ldp

» Test the LDAP connection.

Importing the TLS Certificate for LDAPs
Import the TLS certificate on the Evidian EAM Controller.

About this task
Perform the following steps in the Microsoft Management Console (mmc)
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1. From the Fi | e menu, select Add/ r enbve Snap-i n as shown in the following figure.

Figure 95: Add/Remove Snap-in

@ New
I Open.
Save

Save As..

Options..

1 services.msc
2 secpol.msc
3 eventvwr.msc

4 certlm.msc

Exit

Add/Remove Snap-in...

é Console1 - [Console Root]

Ctri+N
Ctrl+0
Ctrl+S

Ctrl+M

@ File Action View Favorites Window Help

2. Onthe Add or

as shown in the following figure.

Add or Remove Snap-ins

Available snap-ins:
Snap-in

" ActiveX Control
74 Authorization Manager

M Device Manager
=7 Disk Management
{2] Event Viewer
| Folder
=/ Group Policy Object ...

8, 1P security Monitor
8, 1P security Policy Ma...
=/ Link to Web Address

| Ak i nral Backun

(2@ Internet Information ...

Vendor

Microsoft Corp...
Microsoft Corp...
Microsoft Corp.

Microsoft Corp...
.. Microsoft Corp...
Microsoft Corp...
Microsoft and ...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...

Mirenenf Crrm.

YYou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

X

Selected snap-ins:
_| Console Root Edit Extensions...

Add >

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, o a computer.

Advanced...

Figure 96: Add or Remove Snap-ins window

3. Onthe Certificates snap-in window, select Servi ce account, and then click

Next , as shown in the following figure.

Renpove Snap-i ns window, select Certi fi cat es, and then click Add,
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Certificates snap-in

This snap-in will always manage certificates for:
O My user account

© Computer account

Corce
Figure 97: Certificates snap-in window

4. Onthe Sel ect Conput er window, leave the default value Local
click Next , as shown in the following figure.

Select Computer

machi ne, and then

X

Select the computer you want this snap-in to manage.

This snap-in will atways manage:

|| Local computer: (the computer this console is running on)

Another computer:

[ Allow the selected computer to be changed when launching from the command fine. This
only apples if you save the console.

<Back Cancel
Figure 98: Select Computer window

. Onthe Certificate Snap-in window, select ESSOSERVER, and then click Fi ni sh, as
shown in the following figure.

Certificates snap-in

Sslect a service account to manage on the local computer.

Service account:

DNS Client

Downloaded Maps Manager

DS Rele Server

Embedded Mode

Encrypting File System (EFS)

Enterprise Access Management Security Services
- ——— o eg/ice

b ienucaton Protoco
Funciion Discovery Provider Host
Function Discovery Resource Publication
Geolocation Service

Google Chreme Elevation Service (GoagleChromeElevationService)
Gooale Updater Internal Service (Googlel 137.0 ¥

<Back S

Figure 99: Certificate Snap-ins window
6. On the Add or

Renove Snap-i ns window, click CK, as shown in the following figure.
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Add or Remove Snap-ins

snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor = ~| Console Root Edit Extensions...
i - \
¥ Local Backup Microsoft Corp... (¥ Certicates - Service (ESSOSER

& ocal Users and Gro...  Microsoft Corp...
\3) Performance Monitor  Microsoft Corp...

{f& Print Management Microsoft Corp... Move L

=/ Resukant Set of Policy ~ Microsoft Corp...
B Routing and Remote... Microsoft Corp... Fove Dove
, Security Configuratio... ~ Microsoft Corp... Add >

i Security Templates Microsoft Corp...

Services Microsoft Corp...

[z Shared Folders Microsoft Corp...

1) Task Scheduler Microsoft Corp...
4% Telephony Microsoft Gorp...

I TPM Management Microsoft Corp...
i Windows Defender F... Microsoft Corp...

| b \WinAnue Cansar Bar Mirrnenfe Cren.

v < > Advanced...

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

| oK |l Cancel

X

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible

Figure 100: Add or Remove Snap-ins window

In the Consol e window, expand Certi fi cat es, right-click ADAM_ESSOSERVER
\ Per sonal , and then select Al | Tasks > | nport, as shown in the following figure.

E Console’ - [Console Root\Certificates - Service (ESSOSERVER) on Local Computer\ADAM_ESSOSERVER\Personal]

S File Action View Favorites Window Help

CEGERCEN

| Console Root

_| ADAM_ESSOSERVER\Personal

ADAM_ESSOSERVER\Trusted F
| ADAM_ESSOSERVER\Enterpric
| ADAM_ESSOSERVER\Intermec
| ADAM_ESSOSERVER\Trusted F
| ADAM_ESSOSERVER\Untruste
| ADAM_ESSOSERVER\Third-Pa
| ADAM_ESSOSERVER\Trusted F
| ADAM_ESSOSERVER\Client Av

« [ Certificates - Service (ESSOSERVER) on Local Computer

Object Type

There are no item:
Find Certificates...

All Tasks & Find Certificates...

fesiincoviiontes Advanced Operations
New Taskpad View...

Refresh
Export List..

Help

Figure 101: Import Certificate option

8. Onthe Wl cone to the Certificate Inport W zard screen, click Next .

The following figure shows the W&l come to the Certificate I nport W zard screen.
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=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Figure 102: Welcome to the Certificate Import Wizard screen

9. OntheFile to I nport screen, click Br owse, navigate to the folder that contains the
certificate file, select the file, and then click Open.

100nthe Fil es to inport screen, click Next , as shown in the following figure.

x

£* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\twadmin\Downloads\tw-srv2.tw-lab.local.p12 Browse...

Note: More than cne certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.SST)

Next Cancel

Figure 103: Files to import

110nthe Private key protection window, in the passwor d field, type the password for
the TLS certificate, and then click Next

The following figure provides an example of the Pri vat e key protecti on window.
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o* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key.

Password:

sessccsscessccsscsnas
[ Display Password

Import options:

[] Mark this key as exportable. This will allow you to back up or transport your keys at
a later time,

Protect private key using virtualized-based security(Non-exportable;

2 Include all extended properties.

Next Cancel

Figure 104: Private key protection

120nthe Certificate Stores window, leave the default certificate location, and then click
Next .

The following figure provides an example of the Pri vat e key prot ecti on window.

L* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate
@® Place all certificates in the following store

Certificate store;
ADAM_ESSOSERVER\Perscnal Browse...

Next Cancel

Figure 105: Private key protection

130nthe Conpl eting the Certificate Inport W zard window, click Fi ni sh, as
shown in the following figure.
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£* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the folowing settings:

(el oo e Ul IE g ADAM_ESSOSERVER\Personal

Content PFX
File Name C:\Users\twadmin\Downloads\tw-srv2.tw-lab.local.p1;
< >

Cancel
Figure 106: Completing the Certificate Import Wizard
The | nport was successf ul pop-up appears.

14.0n the Consol e window, click Certi fi cat es.
The imported certificate appears in the Cer t i fi cat e window, as shown in the following figure.

é Consolel - [Console Root\Certificates - Service (ESSOSERVER) on Local Computer\ ADAM_ESSOSERVER\Personal\Certificates]

E File Action View Favorites Window Help

o 257 B c= HE
| Console Root Issued To Issued By Expiration Date
~ [ Certificates - Service (ESSOSERVER) on Local Computer [ Local Lab Root CA 3 Local Lab Root CA 3 2/25/2037
* [ ADAM_ESSOSERVER\Personal 2.l tw-srv2.tw-lab.local Local Lab Root CA 3 2/11/2026

| Certificates

| ADAM_ESSOSERVER\Trusted Root Certification Authorities
ADAM_ESSOSERVER\Enterprise Trust

| ADAM_ESSOSERVER\Intermediate Certification Authorities

| ADAM_ESSOSERVER\Trusted Publishers
ADAM_ESSOSERVER\Untrusted Certificates

| ADAM_ESSOSERVER\Third-Party Root Certification Authorities
ADAM_ESSOSERVER\Trusted People

_ ADAM_ESSOSERVER\Client Authentication Issuers

Figure 107: TLS Certificate

Providing the ESSOSERVER service account Read Access to Private Key

In an LDAPS configuration, the ESSOSERVER service account requires read access to the
private key of the TLS certificate.

On the Evidian EAM Controller, from the Windows Ser vi ces applet, determine which account

starts the ESSOSERVER service. The default account is Network Service, as shown in the
following figure.
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. Services (Local)

ESSOSERVER Name Description Status Startu
) S‘* Embedded Mode The Embedd.. Manu
%;_L;tr}::hf?:ﬁce -f;:"; Encrypting File System (EFS) Provides the.. Running  Manu
&l Enterprise Access Management Security Services Evidian Ente.. Running  Auton
i€} Enterprise App Management Service Enables ente.. Manu

Description: # 1 ESSOSERVER AD LDS insta.. Running
ADLDS instance -5_}'?; Extensible Authentication Protocol The Extensib... Manu
-.ﬂ;?; Function Discovery Provider Host The FDPHOS.. Manu
;',c* Function Discovery Resource Publication Publishes thi.. Manu

Figure 108: ESSOSERVER service

About this task
Perform the following steps on the Evidian EAM Controller.

Procedure

1. From Fi | e Expl or er, navigate to C:/ProgramData/Microsoft/Crypto/RSA/MachineKeys.

2. right-click the file with a timestamp that matches the date that you imported the TLS
certificate, and then select Pr operti es.

The following figure provides a example of a TLS certificate that was imported on 1 May 2025.
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¥ = | MachineKeys

Home Share View

«— v T » This PC » Local Disk (C:) > ProgramData > Microsoft » Crypto » RSA > MachineKeys
I Desktop ~ Name
¥ Downloads | 6de9ch26d2b98c01ecdede8h34824aa2_f59ed9f3-3fd-473
= Documents | 76944fb33636aeddb9590521c2e8815a_f59ed9f3-3ffd-473
= Pictures . b8e558dd5cfheflf84482fecebs8f37aa_f59ed9f3-3ffd-473f-
¥ Downloads

License_E-550_10.2_2024-H2_EVIDIAN-POC
Logs
MymiAgent

™ This PC

P 3D Objects
I Desktop

= Documents
¥ Downloads
J" Music

= Pictures

x Videos

[ I B o S ¥ XY

- d6d986f09a1ee04e24c949879fdb506c_f59ed9f3-3ffd-473f

I g7
2 sh

761 are 3ffd-4731-
al Open with... -3ffd-4731

Restore previous versions

Send to >

Cut
Copy

Create shortcut
% Delete
% Rename

r Properties

3. Onthe Securi ty tab, click Advanced, as shown in the following figure.
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. f106fae76045e4d504a777b95f72f30f_f59ed9f3-3ffd-47... X
General Securty Detais Previous Versions

Object name:  C:\ProgramData\Microsoft\Crypto\RSA\MachineK

Group or user names:
SYSTEM
82 Administrators (TW-SRV2\Administrators)
&2 LogonSessionid_0_288345 (NT AUTHORITY)

To change pemissions, click Edtt QEat

Pemissions for SYSTEM

Full cortrol

Modify

Read & execute
Read

Wite

Special pemissions

For special pemissions or advanced settings, Advanced
click Advanced

Cancel
Figure 109: Advanced option

4. Onthe Advanced Security Setti ngs window, click Change perm ssi ons, as
shown in the following figure.

NS ERNE
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Advanced Security Settings for f106fae76045e4d5d4a777b95f72f301_f59ed9f3-3ffd-473f-bd0c-808cf7 2e6b46

Name: CAProgramData\Microsoft\Crypto\RSA\MachineKeys\f106fae76045edd5d4a777b95f 72f30f_f59edSf3-3ffd-
Owner: Administrators (TW-SRV2\Administrators) ﬁ Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if

Permission entries:

Type Principal Access Inherited from
AR Allow  Administrators (TW-SRV2\Administrators) Full control MNone
ER Allow  SYSTEM Full control None
a? Allow  LogonSessionld_0_288345 (NT AUTHORITY)  Read & execute None
[ $ Change permissions View

Disable inheritance

Cancel

Figure 110: Change Permissions Option

5. Onthe Advanced Security Settings window, click Add, as shown in the following
figure.
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Advanced Security Settings for f106fae76045e4d5d4a777b95f72f30f_f59ed9f3-3ffd-473f-bd0c-808cf7 2e6b46

Name: CA\ProgramData\Microsoft\Crypto\RSA\MachineKeys\f106fae76045e4d5d4a777b95f72f30f_f59ed9f3-3ffd-473f
Owner: Administrators (TW-5RV2\Administrators) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if avai

Permission entries:

Type Principal Access Inherited from
S8 Allow  Administrators (TW-SRV2\Administrators) Full control None
82 Allow SYSTEM Full control MNone
a? Allow LogonSessionld_0_288345 (NT AUTHORITY) Read & execute None

Add Remove View

Disable inheritance

Figure 111: Add Option

6. Click Sel ect a princi pal , as shown in the following figure, and the perform the
following actions:
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Principal: | Select a principal

Type: Allow

Basic permissions:

Permission Entry for f106fae76045e4d5d4a777b95f72f301_f589ed%f3-3ffd-473f-bd0c-808cf7 2ebb46

Figure 112: Select a principal option

a) On the Sel ect User, Conputer or G oup window, inthe Enter the object
name to sel ect field, enter the service account name, and then click Check Nanes.

Select this object type:

Select User, Computer, Service Account, or Group x

| User, Group, or Builtin security principal

From this location:
|TW—|.ab.Ioca|

Enter the object name to select (examples):

NETWORK SERVICE|

Advanced...

| | Object Types...
‘ Locations...
Check Names
Cancel

Figure 113: Enter the object name to select field

b) Click Ck.

c) Clear the Read & Execut e so that only the Read option remains selected, and then

click Ck.
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Permission Entry for 1106fae76045e4d5d4a777b95f72f30f_f59ed9f3-3ffd-4731-bd0c-808cf/ 2ebb4b

Principal: NETWORKSERVICE 5e

ect a principal

Type: Allow v

Basic permissions:
] Full centrol
[] Modify
I [ ]Read & execute I

Read
[] Write

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Figure 114: Modify Permissions
d) Click Appl y, and then CK.
e) Click K.

7. Restart the ESSOSERVER service.

Enabling LDAPS Support on the Evidian EAM Controller
The Nymi with Evidian Solution supports the use of LDAPS in an AD or AD LDS configuration.

Evidian Authentication Manager and Enterprise SSO 10.0 evolution 2 patch level 3 and later

supports LDAPS on AD LDS. For more information on how to install LDAPS for AD LDS, see
Microsoft.
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The following table summarizes the registry key changes that you must make on the Evidian
EAM Controller to use LDAPS for each configuration.

Configuration Registry Setting

Support LDAPS for the communication with an AD | Create the following registry keys:
LDS instance. Key #1

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\WGDirectory

« Type: DWORD 32-bit

* Name: SSL

* Value: 1

Key #2

If some of your Active Directory(AD) Domain
Controllers(DCs) do not use SSL or are not
reachable, perform the following steps to define
which AD DCs the Evidian software should use for
LDAPS:

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\WGDirectory

« Type: DWORD 32-bit

* Name: ServerList

* Value: fqdn1:55001 fdgn2:55001

where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

» 55001 is the LDAPS port number.

For Example: srvadl.mycompany.lan:55001
srvad2.mycompany.lan:55001

Note: You can separate the server entries
with a comma or space.

Ensure that the GSSEncryption and
GSSSignature registry keys are deleted in the
following location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enate\WiseGuard\FrameWork
\WGDirectory

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 141



7 - Install and Configure Nymi and Evidian Components

Configuration Registry Setting

Support LDAPS for the communication with an Create the following registry keys:
Active Directory instance. Key #1

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enate\WiseGuard
\FrameWork\Directory

* Type: DWORD 32-bit

* Name: SSL

* Value: 1

Key #2

If some of your AD DCs do not use SSL or are not
reachable, perform the following steps to define
which AD DCs the Evidian software should use for
LDAPS:

* Location:HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\Directory

* Type: DWORD 32-bit

* Name: ServerList

* Value: fgdnl:port fdgn2:port

where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

e portis the LDAPS port number and is not
required if LDAPS communications occur
over the default port 636.

For Example: srvadl.mycompany.lan
srvad2.mycompany.lan

Note: You can separate the server entries
with a comma or space.

Ensure that the GSSEncyption and GSSSignature
registry key values are set to 0 in the following
location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard\FrameWork
\Directory

Installing AD DS Tools
Install AD DS Tools on the EAM controller to provide you with applications that support the
deployment.
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About this task
Perform the following steps in the Windows Ser ver Manager application.

Procedure

1. On the Dashboar d, click Add rol es and feat ures.
2. Onthe Bef ore you begi n page, click Next , as shown in the following figure.

= Add Roles and Features Wizard -

Before you begin T

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles

features to install based on the computing needs of your organization, such as sharin
Instaliation Type hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close
complete the steps, and then run the wizard again.

To continue, click Next.

[ ] Skip this page by default

Figure 115: Before you begin

3. Onthe Add Rol es and Feat ures W zar d window, click Next , as shown in the
following figure.

4. Onthe Sel ection installation type window,leave the default selection Rol e-
based or feature-based installation, and the click Next .
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[=; Add Roles and Features Wizard B

DESTIN:

ect installation type TW-Srv

Se

Select the installation type. You can install roles and features on a running physical comput

Before You Begin

machine, or on an offline virtual hard disk (VHD).
Installation Type

#* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

! Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual m
or session-based desktop deployment.

< Previous I ‘ MNext > ‘ nsta

Figure 116: Select Installation Type window

5. Onthe Sel ect Server Desti nati on window, click Next , as shown in the following
figure.
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Select destination server —

Before You Begin

Installation Type

rver Selection

E_ Add Roles and Features Wizard -

Select a server or a virtual hard disk on which to install roles and features.

@) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

TW-Srv2.TW-Lab.local 10.0.4.242 Microsoft Windows Server 2019 Stand

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of ¥
and that have been added by using the Add Servers command in Server Manager. Offl
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | Next > | nsta

Figure 117: Select Destination Server window
6. Onthe Sel ect server rol es window, click Next , as shown in the following figure.
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E_ Add Roles and Features Wizard B

Sel d o ad - DESTINA
elect destination server TW-Sn2
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type @ Select a server from the server pool
Server Selection ) Select a virtual hard disk
Server Roles Server Pool
eatures
Filter: |
Name IP Address Operating System

TW-Srv2.TW-Lab.local 10.0.4.242 Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Wind
and that have been added by using the Add Servers command in Server Manager. Offline s
newly-added servers from which data collection is still incomplete are not shown.

< Previous | I Next > I nsta [

Figure 118: Select Server Roles window

7. Onthe Sel ect feat ures window, expand Renot e Server Adm nistration Tools
> Role Adm nistration Tools > AD DS and AD LDS Tools > AD DS Tool s,
and then select Active Directory Adm nistrative Center, as shown in the
following figure.
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E_ Add Roles and Features Wizard

Select features

Select one or more features to install on the selected server.
Installation Type Features

i [] Feature Administration Tools
Server Roles 4 W] Role Administration Tools (1 of 26 installed)
4 (W] AD DS and AD LDS Tools (1 of 4 installed)

Features . . ) ;
' Active Directory module for Windows PowerShell (In

| Active Directory Administrative Center I
ools

nap-Ins and Command-Line
[] AD LDS Snap-Ins and Command-Line Tools
I [] Hyper-V Management Tools
I [] Remote Desktop Services Tools
I [] Windows Server Update Services Tools
I [] Active Directory Certificate Services Tools
[] Active Directory Rights Management Services Tools
[_] DHCP Server Tools
[_] DNS Server Tools
[] Fax Server Tools
b [] File Services Tools
[ ] Network Policy and Access Services Tools
[ 1 Print and Document Services Tools

Descri

Active
Tools i
tools f

[

Figure 119: Active Directory Administrative Center option

8. Onthe Add features that are required for Active Directory

Admi ni strative Center pop-up, click Add f eat ur es, as shown in the following
figure.
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E_ Add Roles and Features Wizard

Add features that are required for Active Directory

Administrative Center?

You cannot install Active Directory Administrative Center unless the

following role services or features are also installed.

4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools

AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features

Cancel

Figure 120: Add features that are required for Active Directory Administrative Center pop-up

9. On the Sel ect f eat ur es window, click Next , as shown in the following figure.
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(Fal

LA
i
i

ery

i

.

(Fa

1
i
1

ery

M

r KO

Confirmation

E_ Add Roles and Features Wizard

Select features

efore You Begin
Installation Type

tion

Select one or more features to install on the selected server.
Features

I [] Feature Administration Tools
4 W] Role Administration Tools (1 of 26 installed)
4 (W] AD DS and AD LDS Tools (1 of 4 installed)
| Active Directory module for Windows PowerShell (In

4 AD DS Tools

Active Directory Administrative Cente

Descri

Active
provid
with ar
manag
user in
Active

AD DS Snap-Ins and Command-Line Tools

[] AD LDS Snap-Ins and Command-Line Tools
I [] Hyper-V Management Tools
I [] Remote Desktop Services Tools
I [] Windows Server Update Services Tools
I [] Active Directory Certificate Services Tools

[] Active Directory Rights Management Services Tools

[] DHCP Server Tools
[] DNS Server Tools
[] Fax Server Tools

b [] File Services Tools

[[] Network Policy and Access Services Tools
[ ] Print and Document Services Tools

< Previous II‘ Next >

Figure 121: Select Features window

100Onthe Confirm Install ati on Feat ures window, click | nst al | , as shown in the

following figure.
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Ii= Add Roles and Features Wizard

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

[ ] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because tl
automatically. If you do not want to install these optional features, click Previous to clear th

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Toaols
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous

o

Figure 122: Select Features window
11.When the installation completes, click Cl ose.

12.Close Server Manager.

Testing the LDAP Connection
Use the Microsoft LDP GUI Tool (Idp.exe), which is a component of the AD DS Tools set, to
confirm that the environment can establish a connection to LDAPS.

About this task

Perform the following steps on the Evidian EAM Controller.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 150



7 - Install and Configure Nymi and Evidian Components

1. Launch Idp.exe.
2. From the Connect i on menu, select Connect , as shown in the following figure.

52 Ldp .

Connection Browse View Options Utilities Help

Bind... Ctrl+B
Disconnect

Mew Ctrl+N
Save

Save As

Exit

| |
Figure 123: Connect option
3. On the Connect window, perform the following actions:

a) In the Ser ver field, type localhost.
b) In the Port field, change the value to 55001, and then click OK.

The following figure provides an example of the Connect window.

Connect x

Server: | localhost

Port: | 389 | [[] connectionless
[+~ ssL

Figure 124: Connect window

4, Click OK.
When the command completes successfully, output appears with connection information. When the

connection fails, an error message pop-up appears.

The following figure provides an example of a successful connection.
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| Connection  Beowse Wiew Options _ Uniites  Help
= Eing_yaina kcarorr, 59001, 1],

S ASAOP A
EusrentTine 132435 T 4753 P Coardmated Ursverasl Trne,
ansHrathiame:

GomeinCantrolerFnciosalty: T « [ WIS |

S e 7
AAAS-AGHA-ADS-TDREFTCOSEAL)
WD

ramngCorima (15 ChieCarigureion, CUs{ESGAT T1-AARS-40F A-ABD! }: Ceschar fguraten CHe 0041
g, mF‘cnsu [
st ChiwSchems, He{BEDDA T I-AAAES1F) TEEFTCBEEAS),
servertane: CHe WIESSOSERVER CHaServery, CH=De ol Frst. Soe-Hame, CNw5tes, C=Cantquraton, CHa 55004 1 71 AALE 43P 4.
ABSN-TOSEFTCRSLATY,

A-ABEI-

susponesCapabaiies (). 1.2.850. 113558 1 4 1881 = { ACTWE_DIRECTORY_ADAM |, 12880113556 1.4 1670 = | ACTMWE_DRECTORY_VE! |
‘2&'"‘1555""9'--1"‘1&”('0“\( LOAP_WTEG | #2840 141E58.1.4. 1805 = | ACTVE_DIRECTOR'Y_VE! B4D.111655.1.4.2080 =
_RZ ;1204011385614 2237 » { ACTIVE_DRECTORY_WA 1 1.2 43113555 1.4 1480 =

CTORY_ADAN_DIGEST |
e Y 15 0ok 00 44 39K PAGER.FESULT 5 1170 1356 P = 150_FLAGS | 1 2 84011385, 4 473 w { SORT |

1.2.648.113668 1.4 526 » ( NDTFICATION | 12840 111658 1.4.417 » { SHOW_DELETED | 1.2 641.113658

(DRSYHC J; 12 40.113656 1.4529 » { ETENDEDDW Leaa i A ]

AL_HOERS: |
FORDE_UPOATE | 1.2.860.413556 1.4 1341 = { RCCC_DCPAOMD |, 12 543,135 1.4 2608 = { DHNPUT . 1.248.113655.1.4 2964
= [ SHOW_RECYCLED |; 1 2 140,11 3855.1.4 20655 » { SHOW_DEACTIVATED_UBK & 12840 112556 1.4 2065 » ( POLICY_HNTS_DIFRICATED |
1.3 549173558 1 .4 3000 = { DRSYMC_EX 1. 1.3 B80.113554 1 4 3308 = ( UPGATE_STATS | 13850 113556 1 4 2304 = ( TRES_DELETE Ex |
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Figure 125: Successful LDAPS connection results

The following figure provides an example of a failed connection.
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Figure 126: Failed LDAPS connection results

7.2.3 - (Wearable mode only) Deploying a
Centralized Nymi Agent

Wearable mode environments with users that access applications on Citrix/RDP session hosts

require a centralized Nymi Agent.
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On one server in your environment, install the Nymi Agent component of the Nymi Runtime
software.

1. Log in to the terminal, with an account that has administrator privileges.
2. Extract the Nymi SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as adm ni strator.

4. On the Wl cone page, click | nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl cone to the Nymi Runtinme Setup W zard page, click Next .
7. Onthe Nymi Runti me Set up window, expand Nym Runti ne.

8. Observe that Nyni Bl uet oot h Endpoi nt is not available, as shown in the following
figure, and then click Next .

Nymi Runtime Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features wil be installed.

= jvl Nymi Runtime
=) ~ | Nymi Agent
el 4R | ymi Bluetooth Endpoint]

This feature requires OKB on your
hard drive, Ithas 0 of 1
subfeatures selected, The
subfeatures require OKB on your
hard drive.

Reset Disk Usage Back Cancel

Figure 127: Nymi Bluetooth Endpoint feature is not available
9. Onthe Servi ce Account window, choose Local Syst emfrom the drop list, and then
click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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ﬁ Nymi Runtime 5.13.0.3

Service Account

D\
\&/ x

Account to run system services as

-

Service Account:

[ 2uthority ocal Servce ]

The service account must be allowed to "Logon as
Service™ or an error will occur,

Back Next Cancel

Figure 128: Nymi Runtime Service Account window

100nthe (Optional) Nym Infrastructure Service Account window, specify the
username and password of the Nymi Infrastructure Service Account. When you specify the
username, include the domain name, for example tw-lab\nymi_infra_service_acct.
The following figure shows the Nymi | nfrastructure Servi ce Account window.

15 Nymi Runtime 5.20.1.5 Setup X

(Optional) Nymi infrastructure service account

If you are installing a Nymi Agent on 3 dient machine, leave the service account
username and password blank.

1F you are installing a centralized Nymi Agent on a server, type the username
and password for the service account that communicates with NES.

Service account username

[tw-ablnymi_infra_service
Service account passw ord

s

Back Cancel

Figure 129: Nymi Infrastructure Service Account window
The installer creates the following files in the C:\Nymi\NymiAgent\certs folder:
« credentials-contains the encrypted credentials for the Nymi Infrastructure Service Account

« Private key, which is used to encrypt the credentials.
« Public key, which is used to encrypt the credentials.

110nthe Ready to install page,clickl nstall.
12 Click Fi ni sh.

7.2.3.1 - Importing the Root CA certificate
Perform the following steps only if the Root CA issuing the TLS server certificate is not a
Trusted Root CA. For example, when you use a self-signed TLS server certificate.
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Install the Root CA on the following machines:

e All user terminals, including user terminals that run Nymi-Enabled Applications
» Enrollment terminal
e Centralized Nymi Agent

While logged into the user terminal as a local administrator, use the cer t | mapplication to
import the root CA certificate into the Trusted Root Certification Authorities store.

1. Inthe cert | mwindow, right-click Trust ed Root Certification Authorities, and
then select All Tasks > | nport.

2. OntheWel cone to the Certificate Inport W zard screen, click Next .

3. OntheFile to | nport screen, click Br owse, navigate to the folder that contains the
certificate file, select the file, and then click Open.

4. Onthe File to | nport screen, click Next .

5. Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store with the value Tr ust ed Root
Certification Authorities, and then click Next .

6. Onthe Conpl eting the Certificate Inport W zard screen, click Fi ni sh.

7.2.3.2 - Configuring the Nymi Agent
A centralized Nymi Agent uses a TOML formatted configuration file to set configuration
parameters.

1. Change to the C:\Nymi\NymiAgent directory.
2. Rename the C:\Nymi\NymiAgent\nymi_agent_default.toml file to C:\Nymi\NymiAgent
\nymi_agent.tom|

3. Edit the C:\Nymi\NymiAgent\nymi_agent.toml. The following table summarizes the
applicable parameter settings and when to use each setting.

Note: The TOML file has several sections and some sections contain parameter names that are the
same. Ensure that you are in the correct section before you make updates.
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log_level = "warn" [agent] Required. Defines the debug
logging level. Change the
value when instructed by Nymi.
Support values include:

» error—to log only errors

e warn—to log both errors and
warnings

» info—to log errors,
warnings, and activity

» debug—to log everything
including debugging
information

The default value is warn.

protocol [agent] Optional. To enable the
standard Nymi Agent to

use secure websocket
communications, uncomment
protocol and change the value
to wss.

Note: Requires the
configuration of the cacertfile,
cacert, and keyfile parameters
in the [agent] section.

For example, protocol = "wss"

port [agent] Optional. Defines an alternate
server port on which Nymi
Agent communicates with the
Nymi Bluetooth Endpoint and
NEAs. The default port number
is 9120. Nymi recommends
that you use the default port
number.
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cacertfile [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the PEM-formatted

CA certificate bundle. The CA
certificate bundle must start
from the root CA and end in
the subordinate CA issuing the
server certificate.

Note: Requires the
configuration of protocol=
"wss", certfile and keyfile
parameters in the [agent]
section.

For example: cacertfile = "certs/
LocalLabRootCA3.pem"

certfile [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the TLS certificate file
containing the Nymi Agent
server certificate in PEM
format.

Note: Requires the
configuration of protocol=
"wss", cacertfile, and keyfile
parameters in the [agent]
section.

For example: "certfile = "certs/
tw-srvl.tw-lab.local-cert.pem"
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keyfile [agent] Required when you want to
use the wss protocol to secure
communication between the
centralized Nymi Agent and
Nymi Bluetooth Endpoint, and
Nymi Agent and native NEAS.
Uncomment and specify the
path to the TLS certificate
private key file, unencrypted
and PEM formatted.

Note: Requires the
configuration of protocol=
"wss", cacertfile, and certfile
parameters in the [agent]
section.

For example: "keyfile = "certs/
tw-srvl.tw-lab.local-key.pem"

nes_url = "https:// [nes] Required for Nymi WebAPI.
server.name.local.com" Uncomment and specify the
host URL for the NES server.
Include only the protocol and
hostname portion of the URI.

For example, https://
myserver.name.local.com

directory_service_id = [nes] Required for Nymi WebAPI.
"NES_DPS" Uncomment and specify the
instance name for NES. For
example, if your NES URL is
https://server.name.local.com/
NES, the directory/instance
name is NES.

For example,
directory_service_id = "NES"
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credentials_location = certs/ [nes] Required when you specified

a Nymi Infrastructure Service
Account during the Nymi Agent
installation. Uncomment this
line and leave the default value.

The credentials_location
parameter enables the use

of the Nymi Infrastructure
Service Account to complete
authentication tasks with
underlying functionality that
improves the performance of
Nymi Band taps in web-based
NEAs and with BLE Taps.

Note: The certs folder
contains a file with the
encrypted username and
password for the Nymi
Infrastructure Service Account.

4. For secure Nymi Agent, copy the following files to the C:\Nymi\NymiAgent\certs directory:

» CArroot certificate bundle in PEM format (when you use a Trusted Root CA only)
» Server certificate in PEM format
« Server certificate private key in PEM format

5. Restart the Nyni  Agent service.

7.3 - Installing and Configuring Software
on the Nymi Band Application Terminal

The enrollment terminal is the machine that you use to enroll Nymi Bands. This machine
requires a connected Nymi-supplied Bluetooth adapter.

Note: Starting with CWP 1.19.0, you can silently install and configure the Nymi and Evidian
client software. The application is in a folder named ClientInstaller. This feature requires
advanced Connected Worker Platform knowledge. Contact your Nymi Solution Consultant to
use the silent installer.

7.3.1 - Set Up the Enrollment Terminal

You can setup the enrollment terminal in two configurations.
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» Centralized Enroliment Terminal—install the Nymi Band Application on a Citrix’RDP session
host, to allow users to perform enroliments from any thick client user terminal with access to
the RDP/Citrix session host.

« De-Centralized Enrollment Terminal—Install the Nymi Band Application on a thick client user
terminal, to limit the access a user has to perform enrollments.

In this configuration, you perform the following steps:

« Install the Nymi Band Application on the Citrix/RDP session host, without installing Nymi

Runtime.

Configure the Nymi Band Application to use the centralized Nymi Agent.

Install the Nymi Bluetooth Endpoint on the thick client that users will use to access the Nymi

Band Application.

« Configure the Nymi Bluetooth Endpoint on the thick client enrollment terminal to use the
centralized Nymi Agent.

In this configuration you install the Nymi Band Application and the Nymi Runtime software on a
thick client enrollment terminal.

7.3.1.1 - Importing the Root CA certificate
Perform the following steps only if the Root CA issuing the TLS server certificate is not a
Trusted Root CA. For example, when you use a self-signed TLS server certificate.

Install the Root CA on the following machines:

» All user terminals, including user terminals that run Nymi-Enabled Applications
* Enrollment terminal
« Centralized Nymi Agent

While logged into the user terminal as a local administrator, use the cer t | mapplication to
import the root CA certificate into the Trusted Root Certification Authorities store.

1. In the cer t | mwindow, right-click Trust ed Root Certification Authorities, and
then select Al Il Tasks > I nport.

2. OntheWel cone to the Certificate Inport W zard screen, click Next .

3. OntheFile to I nport screen, click Br owse, navigate to the folder that contains the
certificate file, select the file, and then click Open.

4. Onthe File to | nport screen, click Next .
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5. Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store with the value Tr ust ed Root
Certification Authorities,andthen click Next .

6. Onthe Conpleting the Certificate Inport W zard screen, click Fi ni sh.

7.3.1.2 - Deploy a Centralized Enrollment Terminal
When you deploy a centralized enrollment terminal, you install the Nymi Band Application and
Evidian software on the Citrix/RDP server.

After you install the Nymi Bluetooth Endpoint on the thick client, users can launch the Nymi Band
Application from the Citrix Storefront or RDP session host to complete enroliments.

Note: Instructions about how to install and configure the thick client user terminals are
covered later in this guide in the Installing User Terminal Components chapter.

Configuring the Evidian EAM Client
Configure the Evidian EAM Client settings the Citrix/RDP server assigned as the enrollment
terminal.

» Complete the steps to configure the Evidian EAM Controller.
« Ensure that the machine is on the same domain as the Evidian EAM Controller.
* Obtain the Evidian license file from the Nymi Solution Consultant.

1. Log in to the machine with an account that has Local Administrator access.

2. Download and extract the Evidian software package, EAM-v10.0x.XXXxxxX.zip to a directory
on the host, for example, the Downloads directory.

3. Double-click the C:\Downloads\EAM-v10.0xxxxxxxX\EAMx64\Tools\WGConfig
\WGConfig.exe file.

4. Onthe User Access Control window, click Yes.
5. Onthe Wl cone to the Configuration Assistant window, click Next .

6. If the required Microsoft Visual C++ Redistributable software is not installed on the server,
the Pr er equi si t es window appears. Click Next to install the software.
The Windows Installer window appears.

7. On the Li cense keys window, click | mport, as shown in the following figure.
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Enterprise Access Management Controller

X

License keys
Provide EAM license keys to enable software features.

This software is subject to license. You may not use it f you do not have a license for this

software. You must agree with the terms and conditions of the license agreement to
proceed.

You may enter each license key manually or Import them from a file

Feature /

License key

Select license: Enter your license key and press Add:

Authertication Manager base  ~

ezt Cancel

8. In the Open window, select the license file in the Downloads directory, and the click Open.
If you do not see the file, select Al | Fi |l es *.* from the file type list.

9. Onthelnstallation nbde window, leave the default optionwi t h a control |l er
selected, and then click Next .

The following figure provides an example of the I nst al | ati on node window.

Configuration Assistant

X

Installation mode
Allows you to choose whether a Controller is needed by the workstation

Please choose the Security Services operating mode:

(O without a Controller

Security Services run on the user workstation only

(®) with a Controller

Security Services use a Controller for advanced features

= ==

Figure 130: Installation mode window

100nthe User s direct ory window, leave the default option M crosoft Acti ve
Di r ect ory selected, and then click Next .

The following figure provides an example of the User s di r ect or y window.
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Configuration Assistant

Users directory
Choose the directory where users are defined.

Please, select the user authentication directory :

Microsoft Active Directory

Microsoft AD LDS (users stored within)
Oracle DSEE or RedHat DS or 389 DS
OpenLDAP

Novel eDirectory

IBM Tivoli Directory Server

NEC EDS

Atos DirX Directory

< Back

Next > Cancel

o

Figure 131: Users directory window

110nthe Security repository window, select the option I ntegrated with AD LDS:
the security data is stored in an AD LDS server, and then click Next .

The following figure provides an example of the Security repository window.

Configuration Assistant

Security repository
Choice of security data storage.

Stand-alone: the directary is used

-:‘..;-l-_'—d n flat files and in Windows registry

x

( Integrated with Active Directory: the security data is stored in the domain directory
This requires customization of the A.D. schema.

(®) Integrated with AD LDS: the security data is stored in an AD LDS server.

< Back Next > Cancel

Figure 132: Security repository window

12.0n the LDAP Conf i gur at i on window, perform the following action:
a) In the Name/ addr ess field, type the FQDN of the Evidian EAM Controller, and in the

Port field, type 55000.
b) Click Add.

c) Leave the default option Use a dedi cat ed nanmi ng context for the Evidian
Enterpri se Access Managenent dat a selected, and then in the Evi di an
Enterpri se Access Managenment data context field, type O=EAM.

The following figure provides an example of the LDAP Conf i gur at i on window.
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Configuration Assistant X
LDAP Configuration
Configuration of parameters for access to the LDAP server.
MName or address of the LDAP server and any replicas :
Name/Address - TW-8rv2 TW-Lab Jocal ‘ Port : |35000 | (] SSL

TW-5rv2 TW-Lab Jocal:55000

Remaove/Edit

0=EAM

Use a dedicated naming context for Evidian Enterprise Access Management data

Evidian Enterprise Access

Management naming context : 0=EAM e

< Back Mext > Cancel

Figure 133: LDAP Configuration
d) Click Next .

13.0n the Access- poi nt managenent window, select Manage access points, as
shown in the following figure, and then click Next .

Configuration Assistant X
Access-point management
Choose whether to enable different security policies for dfferent workstations.
—
Access-point management

if you select this option you will be able to define security policies for individual
workstations and groups of workstations.

| ~ Manage access-points

Note: EAM Controllers and workstations must be configured to use the
I \ same value for this parameter.

< Back Cancel
Figure 134: Access-point management window

14.0n the Rest art Conput er window, leave the default selection Do not restart the
comput er, as shown in the following figure, and the click Fi ni sh.
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Configuration Assistant x

Enterprise Restart Computer
Access

Management Resit Computer
. Do you want restart your computer?

") Restart computer
® @ I m Do not restart computer I

O Evidian

Figure 135: Restart Computer window
15.

Installing the Evidian EAM Client

The Evidian EAM Client installation software provides you with the ability to install required
and optional features such as Authentication Manager, the Evidian SSO Engine, the Evidian
EAM Management Console and language support. Install the Evidian SSO Agent on the Citrix/
RDP session host assigned as the enroliment terminal.

» Complete the steps to configure the Evidian EAM Controller.

» Determine the Nymi Band use cases. To use the Nymi Band to unlock user terminals, you
will configure the Evidian EAM Client with Authentication Manager. To use the Nymi Band
for SSO activities only, you will configure the Evidian EAM Client with Windows Login only.

You do not require Evidian SSO Agent on thin client user terminals.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxxXxXX\EAMX6A\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

2. Double-click the C:\Downloads\EAM-v10.0xxXxXxxX\EAMX64\INSTALL\ESSOAgent.msi file.
Onthe Enterpri se Access Managenment Client Installation, click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .

w
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The following figure shows the Li cense Agr eenent window.

ﬁg Enterprise Access Management Client Setup - x

License Agreement
You must agree with the license agreement below to proceed

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

PRUNE JEPUEY ST ST S PR af Alen O PO R S | R T

| @1 acceptthe license agreement |

('l do notacceptthe license agreement

< Back Cancel

Figure 136: License Agreement window

5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.

ﬁ@ Enterprise Access Management Client Setup — X
Destination Folder
Select a folder where the application will be installed.
1 —— ||

The Installation Wizard will install the files for Enterprise Access Management Clientin
the following folder.

To install into a different folder, click the Browse button, and select another folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
to exit the Installation Wizard

Destination Folder

CAPrograrm Files\Evidian\Enterprise Access Management, Browse

< Back Cancel

Figure 137: Destination Folder window

Instal l ati on Type window, select Cust om and then click Next .
The following figure shows the Sel ect I nstal |l ati on Type window.
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ﬁ Enterprise Access Management Client Setup - X
Select Installation Type
Selectthe desired installation type @
L |
O Typical

The mostcommon application features will be installed. This option

2
gg is recommended for most users.
=

O Complete

B~ Allapplication features will be installed. This optionis
@g recommended for the best performance.
=

® Custom

g~  Usethis option to choose which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

< Back Cancel

Figure 138: Select Installation Type window

7. Onthe Sel ect feat ures window, for Aut henti cati on Manager perform one of the
following actions based on your Nymi Band use case:

Note: Unless otherwise noted, leave the default option for a feature.

Do not use the Nymi Band to log into Select Aut hent i cati on Manager, and
terminal. thenselectEntire feature will be
unavai | abl e.
ﬁ Enterprise Access Management Client Setup - X

B cuthe noger Enatira Naserintinn:

& Will be installed on local hard drive. orkstation.
98 Entire feature will be installed on local hard drive.

&= Feature will be installed when required.

| % Entire feature will be unavailable. |

This festure requires KB an your hard drive, It
has 8 of 8 subfeaiures selected. The
subfeatures require 42MB on your hard drive

Feset Bk cance

Use the Nymi Band to log into terminal Expand Aut hent i cati on Manager.
For each of the following features:

¢ Smart card authentication
« Biometrics authentication
¢ Cluster and transparency
¢ Mobile authentication

¢ SSPR authentication

* InWebo authentication
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Select the feature, and then select Enti r e
feature will be unavail abl e, as
shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features
Please selectwhich features you would like to install
|

- =3=] Authentication Manager
S| Password and OTP authentic:
X _-| Srart card authentication

Feature Description:

Allow Self Service Password Fequest (SSPR)

authentication. Users who forgat their password
9-| RFID authentication must answer security questions to open a

{ X +| Biometrics suthentication SEeetm

t % | Cluster and transparent lockin

- Biomstics enrallmentiool This feature requires OKB on your hard drive.

[ =Jv] Enterprise S50
% -| EAM Console
[ =3 +] Supported languages

< >

et cBack Conce

The only features to install are Passwor d
and OTP aut henti cati on and RFI D
aut henti cati on.

8. Click Bionetric enroll ment tool,andthenselectEntire feature will be
unavai | abl e, as shown in the following figure.

The following figure shows the Sel ect Feat ur es window.
i

Select Features

Flease select which features you would like to install

[Elvl Authentication banager Feature Description:

Password and DTE athE Enable users ta enroll their biometrics
Smart card authenticatio authentication data.

RFID authertication

Biornetrics authentication
Cluster and tranzparent Io
Mobile authentication

S5PR authentication
Inwebo authentication This feature requires OKB an your hard drive.

Biormetrics enroliment tool
Enterprize 550

EaM Congole

Supported languages

Feset < Back Cancel

Figure 139: Select Features - Authentication Manager options and without Biometric
enrollment tool

9. If you removed the Aut henti cati on Manager feature, and want the SSO Login window
to open with the username of the user that logged into Windows, select I ntegrate with
W ndows, and then select Entire feature will be installed on |ocal hard
dri ve, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup o X

Select Features

Flease selectwhich features vouwould like to install.

X =] Authertication kanager

' X -| Biometrics enroliment taol
=) d=| Enterprise S50
Integration witl

Feature Description:

Automatically opens Enterprise S50 with
user's Windows credentials. Available if

& at Authenticatinn Mansoer is notinstalled
" = Will be installed on local hard drive.

|r9§ Entire feature will be installed on local hard drive. I

.| B8 Will be installed to run from network.
@18 Fntire feature will be installed to run from network. ur hard drive.

X -| & Feature will be installed when required.
D...gv|

X Entire feature will be unavailable.

< >

Feset < Back Cancel

Figure 140: Integrate with Windows

10.For Ent er pri se SSO perform one of the following actions based on your Nymi Band use
case:

Note: Unless otherwise noted, leave the default option for a feature.

Use the Nymi Band for SSO Click Ent er pri se SSO St udi o, and
thenselectEntire feature will be
installed on | ocal hard drive,as
shown in the following figure.

ﬁl Enterprise Access Management Client Setup £ X

Select Features
Please selectwhich features you would like to install,
-

=J=| Authentication Manager
e X ~| Biometrics enraliment tool
= ] Enerpiss 550 S50 configuration management ool
X -/ Integration with Windows Auth
% -| Old IE plugin
=+| Jovaplugin
= -| Personal S50 Swdin
[x - [Ere o)
= Will be installed on local hard drive.

‘rgi Entire feature will be installed on local hard drive. I

Feature Description:

your hard drive

[ ——
=-| & Feature will be installed when required.

X Entire feature will be unavailable.
8 ]

Reset <Back Cancel

Use the Nymi Band for Windows login only Leave the default Ent er pri se SSO
configuration, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup - X

Select Features

Please selectwhich features you would like to install @
[ ]

=] Authentioation Manager Feature Description:
X -| Biometics nrallment ool S50 configuration management tool
-] Enterprise 530 9 8
| L% -] Integration with Windows Auth
S X +| Old E plugin
-

ra

% - | Public Access FUS This festure requires Z0ME on your hard drive

X -] FUS extension DLL
X ~| EAM Console

S+ Supported languages

<

Foset cBack Conce

All use cases Click Per sonal SSO St udi o, and then

selectEntire feature will be

unavai | abl e, as shown in the following
figure.

ﬂ Enterprise Access Management Client Setup X

Select Features

Please selectwhich features you would like to install @
[ |

=+ Authentication Manager

) futhen! peneaer Feoture Description:
5 —‘gv E‘:‘;S"‘fjggrg mentioo Allows enc-users o S30 enable their

X _-| Integration with Windows Auth epplicatians
% -] 0Id IE plugin
=3~ Jawapl

S Wil be installed on local hard drive.

S8 Entire feature will be installed on local hard drive. wour hard drive

..y .|| & Feature will be installed when required.

IX Entire feature will be unavallahla‘l

< > ‘

Foset cBack Conce

11.Select EAM Consol e, and then selectEntire feature wl|l
| ocal hard drive, as shown in the following figure.

be installed on
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ﬁ Enterprise Access Management Client Setup

Select Features

Please selectwhich features yvou would like to install.

[ = | Authentication Manager

' % -| Biometrics enraliment tool
- ==| Enterprise S50

% ~| Integration with Wind ows Auth
X -] Old IE plugin

=+ Java plugin

Ll Personal 330 Studio
=-| Erterprise 550 Studio
Ll Multi User Desktop
X -] Public Access FUS
FUS extension DLL

ole

Feature Description:

Console

This feature requires 0KB o

E = Will be installed on local hard drive.
IQE Entire feature will be installed on local hard drive. I

<
= Feature will be installed when required.

X Entire feature will be unavailable.

Enterprise Access Management Administration

)

n your hard drive

Cancel

Figure 141: Install EAM Console Feature
12 Click Next .

130n the Ready to install
following figure.

t he appl i cati on window, click Next , as shown in the

ﬁ Enterprise Access Management Client Setup

Ready to Install the Application
Click Nextta begin installation

the wizard

Click the Back button to reenter the installation information or click Cancel to exit

< Back

Cancel

Figure 142: Ready to install the application

14.0n the User account contr ol pop-up, click Yes, as shown in the following figure.
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User Account Control b

Do you want to allow this app to make
changes to your device?

B | 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 143: User account control

150n the Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup

X

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

O Evidian

< Back I Cancel

Figure 144: Evidian Client Installation Success window

161 the Windows System Tray, click on the Enterprise SSO (eSSO) &l icon.

17.Click the Homre @licon, and then click Ref r esh, as shown in the following figure.
The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 172



7 - Install and Configure Nymi and Evidian Components

7] Enterprise S50 : Single Sign-On Engine = O x

@ b Activate II Suspend (:J Refresh Q) Stop

Connected User : uatadmin

Currentrole:  No selected role

Figure 145: eSSO application Home Window

Installing the Nymi Band Application on RDP/Citrix Session Host
Perform the following steps to install the Nymi Band Application with the Installation Wizard.

1. Download the Nymi Band Application package.
2. Double-click the Nymi-Band-App-installer-v_ver si on.exe file.
3. Onthe User Account Contr ol window, click Yes.
4. Onthe Wl conme to Prerequisites window, click Next .
5. On the Pr er equi si t es window, clear the option to install Nymi Runtime, as shown in the
following figure, and then click Next .
MNymi Band Application Setup >
Prerequisites
Select which prerequisites will be installed
Name Required Found Action
] nymi Runtime 5.17.0.8 o... Skip
|:| .MET Framework 4.7.1 Installed Skip
< Back Next > Cancel

Figure 146: No Nymi Runtime Installation
6. Onthe Wl cone to Nymi Band Application Setup W zard window, click Next .
7. Onthe Sel ect Installation Fol der window, click Next to accept the default
installation location.
8. Inthe Ready to I nstall window, click I nstall .

9. Onthe Conpl eting the Nymi Band Application Setup W zard window, click
Fi ni sh.
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Configuring Nymi Band Application to use a Centralized Nymi Agent
Perform the following steps on the enrollment terminal to configure the Nymi Band Application
to use a centralized Nymi Agent.

o0k wNE

Run regedit.exe

On the User Account Contr ol window, click Yes.
Navigate to HKEY _LOCAL_MACHI NE > Software > Nyni.
Right-click NES, and then select New > String val ue.

In the Val ue field, type AgentURL.

Edit the AgentURL key, and in the Val ue dat a field, type the URL to the Nymi Agent
service, in the following format:

pr ot ocol ://agent _server :agent _port/socket/websocket

where:

pr ot ocol is the websocket protocol to use to connect to the Nymi Agent:

» ws for websocket.
» wss for secure websocket.
agent _server is one of the following:

* For WSS, the FQDN of the centralized Nymi Agent machine.

e For WS, the IP address of the centralized Nymi Agent machine.

agent _port is the port on which to connect to the centralized Nymi Agent machine, for
example 9120.

For example, for WSS: "wss://agent.nymi.com:9120/socket/websocket"

7.3.1.3 - Deploy a Decentralized Enrollment Terminal
Install the Evidian software and the Nymi Band Application, which also installs the Nymi Runtime
software on a thick client.

Configuring the Evidian EAM Client
Configure the Evidian EAM Client settings on each thick client user terminal, the NBA terminal,
and Citrix/RDP session host.

Complete the steps to configure the Evidian EAM Controller.
Ensure that the machine is on the same domain as the Evidian EAM Controller.
Obtain the Evidian license file from the Nymi Solution Consultant.

Log in to the machine with an account that has Local Administrator access.
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2. Download and extract the Evidian software package, EAM-v10.0x.XXXxxXXx.zip to a directory
on the host, for example, the Downloads directory.

3. Double-click the C:\Downloads\EAM-v10.0xxxxxxxX\EAMx64\Tools\WGConfig
\WGConfig.exe file.

4, Onthe User Access Control window, click Yes.
5. Onthe Wl cone to the Configuration Assistant window, click Next .

6. If the required Microsoft Visual C++ Redistributable software is not installed on the server,

the Pr er equi si t es window appears. Click Next to install the software.
The Windows Installer window appears.

7. Onthe Li cense keys window, click | nport, as shown in the following figure.

Enterprise Access Management Controller X

License keys
Provide EAM license keys to enable software features.

This software is subject to license. You may not use it f you do not have a license for this
software. You must agree with the terms and conditions of the license agreement to
proceed.

You may enter each license key manually or Import them from a file

Feature / License key

Select license: Enter your license key and press Add:
Authertication Manager base  ~

Next Cancel

8. In the Open window, select the license file in the Downloads directory, and the click Open.
If you do not see the file, select Al | Fi |l es *.* from the file type list.

9. Onthelnstallation nbde window, leave the default optionwi t h a control |l er
selected, and then click Next .

The following figure provides an example of the | nst al | ati on nobde window.
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Configuration Assistant X
Installation mode
Allows you to choose whether a Controller is needed by the workstation

Please choose the Securty Services operating mode:

(O without a Controller

Security Services run on the user workstation only.

(®) with a Controller
Securtty Services use a Controller for advanced features.

< Back Next > Cancel

Figure 147: Installation mode window

10.0n the User s di r ect ory window, leave the default option M cr osoft Active
Di rect ory selected, and then click Next .

The following figure provides an example of the User s di r ect or y window.

Configuration Assistant x

Users directory
Choose the directory where users are defined.

Please, select the user authentication directory :

Microsoft Active Directory

Microsoft AD LDS fusers stored within)
Oracle DSEE or RedHat DS or 389 DS
OpenLDAP

Novell eDirectory

IBM Tivoli Directory Server

NEC EDS

Atos DirX Directory

< Back Next > Cancel

Figure 148: Users directory window

11.0nthe Security repository window, select the option | ntegrated with AD LDS:
the security data is stored in an AD LDS server, and then click Next .

The following figure provides an example of the Security repository window.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 176



7 - Install and Configure Nymi and Evidian Components

Configuration Assistant

Security repository
Choice of security data storage.

n flat files and in Windows registn

This requires customization of the A.D. schema

the directory is used for user authentication only

O Integrated with Active Directory: the securnity data is stored in the domain directory

(®) Integrated with AD LDS: the security data is stored in an AD LDS server,

< Back

Cancel

Figure 149: Security repository window

12.0n the LDAP Conf i gur at i on window, perform the following action:
a) In the Name/ addr ess field, type the FQDN of the Evidian EAM Controller, and in the

Port field, type 55000.
b) Click Add.

c) Leave the default option Use a dedi cat ed nami ng context for the Evidian
Enterpri se Access Managenent dat a selected, and then in the Evi di an
Enterpri se Access Managenent data context field, type O=EAM.

The following figure provides an example of the LDAP Conf i gur at i on window.

Configuration Assistant
LDAP Configuration

Configuration of parameters for access to the LDAF server.

Name or address of the LDAP server and any replicas :

TW-Srv2 TW-Lab Jocal

Name/Address :

TW-5rv2 TW-Lab Jocal:55000

0=EAM

| ot OssL

Use a dedicated naming context for Evidian Enterprise Access Management data

x

@

—_—

Evidian Enterprise Access

Management naming context : 0=EAM

< Back Next >

Cancel

Figure 150: LDAP Configuration
d) Click Next .

13.0n the Access- poi nt managenent window, select Manage access points, as
shown in the following figure, and then click Next .
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Configuration Assistant

Access-point
Choose whether to enable different security policies for different workstations

Access-point management

i you select this option you will be able to define security policies for individual
workstations and groups of workstations.

| [“] Manage accesspoaints

Note: EAM Controllers and workstations must be configured to use the
l . same value for this parameter.

<o

Cancel

Figure 151: Access-point management window

14.0n the Restart Conput er window, leave the default selection Do not
conput er, as shown in the following figure, and the click Fi ni sh.

Configuration Assistant

Enterprise Restart Computer
Access
Management Resat Compuer

. Do you want restart your computer?
O Restart computer
@ ® I (®) Do not restart computer I

O Evidian

X

Figure 152: Restart Computer window
15.

Installing the Evidian EAM Client

The Evidian EAM Client installation software provides you with the ability to install required

restart the

and optional features such as Authentication Manager, the Evidian SSO Engine, the Evidian
EAM Management Console and language support. Install the Evidian SSO Agent on the thick

client assigned as the enroliment terminal.
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» Complete the steps to configure the Evidian EAM Controller.

» Determine the Nymi Band use cases. To use the Nymi Band to unlock user terminals, you
will configure the Evidian EAM Client with Authentication Manager. To use the Nymi Band
for SSO activities only, you will configure the Evidian EAM Client with Windows Login only.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxXxxXXXX\EAMx64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

2. Double-click the C:\Downloads\EAM-v10.0xxXxXxxX\EAMX64\INSTALL\ESSOAgent.msi file.
. Onthe Enterpri se Access Managenment Cient Installation, click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .

The following figure shows the Li cense Agr eenment window.

w

ﬂ Enterprise Access Management Client Setup - *

License Agreement
“ou must agree with the license agreement below to proceed.
L

~

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

PR JEPURY ST S S P, P Y SO RS U WIS SR T | [P Py

| @ lacceptthe license agreement |
(O l'do not accept the license agreement

< Back Cancel

Figure 153: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.
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Destination Folder

ﬁ Enterprise Access Management Client Setup

Select a folder where the application will be installed. @
-

The Installation Wizard will install the files for Enterprise Access Management Client in
the fallowing folder.

Toinstall into a different folder, click the Browse button, and select anather folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
10 exit the Installation ‘Wizard

Destination Folder
CAProgram Files\Evidian\Enterprise Access Managementy Browse

< Back Cancel

Figure 154: Destination Folder window

6. On the Sel ect

The following figure shows the Sel ect | nstal |l ati on Type window.

O Typical

=8
e

=
=1

) Complete

=8

&
@Eﬂ
=&

® Custom

=g

0.

=y
=0

ﬁ Enterprise Access Management Client Setup

Select Installation Type
Selectthe desired installation type

The most comrmaon application features will be installed. This option
is recommended for most users

All application features will be installed. This optionis
recommended for the best performance.

Use this option to choose which application features you want
installed and where they will be installed. Recommended for

acvanced users.

— x

]

< Back Cancel

Figure 155: Select Installation Type window
7. On the Sel ect f eat ures window, for Aut henti cati on Manager perform one of the
following actions based on your Nymi Band use case:

Note: Unless otherwise noted, leave the default option for a feature.

Instal | ati on Type window, select Cust om and then click Next .

Do not use the Nymi Band to log into

terminal.

then selectEntire feature wl |l

unavai | abl e.

Select Aut henti cati on Manager, and

be
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ﬁl Enterprise Access Management Client Setup - X

Select Features
Please selectwhich festures you would like to install.
L

[ N————
= Will be installed on local hard drive. orkstation.
S8 Entire feature will be installed on local hard drive:

=2 Feature will be installed when required.

[><Entire feature will be unavailable.]

This feature requires TKB on your hard drive. It
has B of 8 subfeatures selected. The
subfeatures require 42MB an your hard drive.

Feset <Back Cancel

Use the Nymi Band to log into terminal Expand Aut hent i cati on Manager.
For each of the following features:

¢ Smart card authentication
« Biometrics authentication
e Cluster and transparency
« Mobhile authentication

¢ SSPR authentication

¢ InWebo authentication

Select the feature, and then select Enti r e
feature will be unavail abl e, as
shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features
Please selectwhich features you would like to install
[ |

- 2+ Authentication Manager
% gf‘:;'"f;f f;‘;f;i:::j”"t Allow Self Service Passward Request (SSPR)
authentication. Users who fargot their password
% SF‘D i“‘“em‘ﬁf“ﬂt” ; must answer security questions to open a
-| Biometrics authentication e
X _-| Cluster and transparent lackin
% ~| Mobile authentication
5 thentication|
% -| Inwebo authentication
=3~ Biometiics enroliment tool
9+| Enterprise 330
L X -| EAM Console
o+ Supported languages

Feature Description:

This festure requires 0KB on your hard drive

< >

Foset cBack Conce

The only features to install are Passwor d
and OTP aut henti cati onand RFI D
aut henti cati on.

8. Click Biometric enroll nent tool,andthenselectEntire feature will be
unavai | abl e, as shown in the following figure.

The following figure shows the Sel ect Feat ur es window.
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o

Select Features

Flease select which features you would like to install

o [Elvl Authentication banager Feature Description:

Password and DTE athE Enable users ta enroll their biometrics
Smart card authenticatio authentication data.

RFID authertication
Biornetrics authentication
Cluster and tranzparent Io
Mobile authentication
S5PR authentication
Iriw'ebo authentication This feature requires OKE on your hard drive.
Biormetrics enroliment tool
Enterprize 550

EaM Congole

Supparted languages

Feset < Back Cancel

Figure 156: Select Features - Authentication Manager options and without Biometric
enrollment tool

9. If you removed the Aut henti cati on Manager feature, and want the SSO Login window
to open with the username of the user that logged into Windows, select I ntegrate with
W ndows, and then selectEntire feature will be installed on |ocal hard
dri ve, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup = X

Select Features
Please selectwhich features you would like to install
]

x v| Authentication Manager
e X '| Bioretrics enrollfnent tool
=) d=| Enterprise S50

Feature Description:

Automatically opens Enterprise S50 with
user's Windows credentials. Available if
Authenticatinn Mansoer is notinstalled

"= Wil be installed on local hard drive.
||El§ Entire feature will be installed on local hard drive. I

Integration wi i Lithe

.| B8 Will be installed to run from network.
@18 Fntire feature will be installed to run from network. ur hard drive.

X -| & Feature will be installed when required.
D...gv|

X Entire feature will be unavailable.

< >

Feset < Back Cancel

Figure 157: Integrate with Windows

10.For Ent er pri se SSO, perform one of the following actions based on your Nymi Band use
case:

Note: Unless otherwise noted, leave the default option for a feature.

Use the Nymi Band for SSO Click Ent er pri se SSO St udi o, and
thenselectEntire feature will be
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installed on |local hard drive,as
shown in the following figure.

ﬁl Enterprise Access Management Client Setup X

Select Features

Please selectwhich features you would like to install, @
-

29| Authentication Manager Feature Description
o i) omatics splmertico 550 confguration menegament sl
! -3 ~| Integration with ‘Windows Auth

% | OIdIE plugin

o+ Javaplugin

=3~ Personal S50 Studio

[x~] dio|

Entel

= Wil be installed on local hard drive.
[ Entire Teature will be installed on local hard drive. ]

your hard drive

=-| & Feature will be installed when required.

X Entire feature will be unavailable.
]

Raset <Back Cancel

Use the Nymi Band for Windows login only Leave the default Ent er pri se SSO

configuration, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features

Please selectwhich features you would like to install @
[ ]

S -] Authentication Manager

Feature Description:
o, Biometics entlimentincl 550 configuration management tool
£ 2] Enterprise 530 g g

X _-| Integration with Winclows Auth
X ~| 0ld [E plugin

=-| Java plugin
=5

ra

% - | Public Access FUS This festure requires Z0ME on your hard drive

X -] FUS extension DLL
X ~| EAM Console

S+ Supported languages

<

Foset cBack Conce

All use cases Click Per sonal SSO St udi o, and then

selectEntire feature will be

unavai | abl e, as shown in the following
figure.

ﬂ Enterprise Access Management Client Setup

. X

Select Features

Please selectwhich features you would like to install @
[ |

=+ Authentication Manager Feature Description:
X | Biometrics enallment tosl

o 551 Entorprive S50 Aunlws end-users to S50 enable their
T applications

X _-| Integration with Windows Auth Fr

X ~| Old IE plugin
2-| Java plugin

P

ol
S Wil be installed on local hard drive.

S8 Entire feature will be installed on local hard drive. wour hard drive

..y .|| & Feature will be installed when required.

IX Entire feature will be unavallahla‘l

<

o]

Foset cBack Conce

11.Select EAM Consol e, and then selectEntire feature wl|l
| ocal hard drive, as shown in the following figure.

be installed on
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@

Enterprise Access Management Client Setup

Select Features

Please selectwhich features yvou would like to install.

=0~ | Authentication Manager

5 =J~| Erterprize 330

% -| Biometrics enraliment tool
% ~| Integration with Wind ows Auth Console

o 3 | QI IE plugin

o 2] e plugin

Ll Personal 350 Studio

=-| Erterprise 550 Studio

FUS extension DLL

0le

<

E = Will be installed on local hard drive.

Feature Description:
Enterprise Access Management Administration

This feature requires OKB on your hard drive

IQE Entire feature will be installed on local hard drive. I

= Feature will be installed when required.

X Entire feature will be unavailable.

)

Cancel

Figure 158: Install EAM Console Feature

12.Cli

130n the Ready to install

fol

ck Next .

lowing figure.

t he appl i cati on window, click Next , as shown in the

i

Enterprise Access Management Client Setup

Ready to Install the Application

Click Nextta begin installation

Click the Back button to reenter the installation information or click Cancel to exit

the wizard

< Back

Cancel

Figure 159: Ready to install the application

14.0n the User account contr ol pop-up, click Yes, as shown in the following figure.
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User Account Control

Do you want to allow this app to make
changes to your device?

B | 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 160: User account control

150n the Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

O Evidian

X

< Back I Cancel

Figure 161: Evidian Client Installation Success window

161 the Windows System Tray, click on the Enterprise SSO (eSSO) &l icon.
17.Click the Homre @licon, and then click Ref r esh, as shown in the following figure.
The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
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7] Enterprise S50 : Single Sign-On Engine = O x

O ’ Activate II Suspend (:J Refresh Q) Stop

Connected User : uatadmin

Currentrole:  No selected role

Figure 162: eSSO application Home Window

Installing/Updating the Nymi Band Application
Perform the following steps to install the Nymi Band Application with the Installation Wizard.

For an update, uninstall the previous version of Nymi Runtime.

o0k whNPRE

© N

Download the Nymi Band Application package.

Double-click the Nymi-Band-App-installer-v_ver si on.exe file.
On the User Account Contr ol window, click Yes.

On the Pr er equi si t es window, click Next .

On the Vel cone page, click I nstal | .

On the User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

Onthe Vel come to the Nym Runtinme Setup W zard page, click Next .
Onthe Nymi Runtinme Set up window, click Next .

On the Servi ce Account window, perform one of the following actions to choose the
account that starts the service:

« Accept the default service account NTAuthority\LocalService, click Next .

» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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fl Nymi Runtime 5.13.0.3 X
Service Account .//_-\.
Account to run system services as I'( :/'I
Service Account:
[ uthority Local Servic] ]

The service account must be allowed to "Logon as
Service™ or an error will occur.

Back Next Cancel

Figure 163: Nymi Runtime Service Account window
100nthe (Optional) Nym Infrastructure Service Account, click Next.

Only deployments that use web-based Nymi-enabled Applications(NEAs) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

110nthe Ready to install page,clickl nstall.

12 Click Fi ni sh.

130nthelnstall ati on Compl et ed Successfully page, click C ose.

14.0n the &l comre to Nymi Band Application Setup W zard window, click Next .

150n the Sel ect Installation Fol der window, click Next to accept the default
installation location.

16.Inthe Ready to Install window, click I nstal | .

17.0n the Conpl eting the Nym Band Application Setup W zard window, click
Fi ni sh.

Confirm that the Nymi Agent and Nymi Bluetooth Endpoint services are running.

7.3.1.4 - Configuring the Communication Protocol

If you use the enrollment terminal to also access applications, perform the following steps to
disable the legacy protocol.

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware.

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 187



7 - Install and Configure Nymi and Evidian Components

Procedure

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he

System Envi ronnent Vari abl es.
2. Click Envi ronnent Vari abl es.
3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:
a) Inthe Vari abl e Nane field, type NYMI_NEA_SUPPORT_LEGACY_MODE
b) Inthe Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.

New System Variable X
Variable name: ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ 0 |
Browse Directory. Browse File... Cancel
Figure 164: New System Variable window
c¢) Click &K

7.3.2 - Defining EAM Registry Keys on the
Enrollment Terminal

The Nymi with Evidian Solution requires several registry keys on the Evidian EAM Clients to

configure features and optimize performance.

Required Registry Key Settings for the Nymi with Evidian solution

Enable the Evidian EAM All Evidian EAM Clients, Create the following registry key on all
Client to connect to Nymi | including Citrix/RDP Evidian EAM Clients, including Citrix/RDP
Enterprise Server(NES) servers. servers.

» Type: String
¢ Name: URL

Where:

name of the NES host.

value is nes.

nes

Note: The service mapping name for
NES was defined during deployment.

* Location: HKLM\Software\Nymi\NES

* Value: https://nes_server/instance

* nes_server is the Fully Qualified Domain

* instance is the services mapping name
of the NES web application. The default

For example, https://tw-srv1.tw-lab.local/
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Purpose

Configure the user
terminal to prevent the
SSO login screen from
populating the username
field with the user that
logged into the user
terminal.
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Affected Components

All Evidian EAM Clients
where users log into

the user terminal with a
generic account and when
the work flows require
sign offs by more than one
user.

Registry Setting
Create the following registry key

* Location:: HKLM\SOFTWARE
\Enatel\WiseGuard\SSOWatch
\CommonConfig

* Type: DWORD 32-bit

* Name: Allow4EyesAndSameUser

* Value: 1

Edit DWORD (32-bit) Value X

Value name:

[AllowEyesAndSameUser

Base
® Hexadecimal

Value data

Prevent user self-
enroliment of a Nymi Band
and other NFC devices

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Create the following registry key:

* Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

* Type: DWORD 32-bit

* Name: RFIDSelfEnrollAllowed

* Value: 0

Configure the Evidian
EAM Client to avoid the
use of the LsaLogonUser
function and improve Nymi
Band tap response times.

All Evidian EAM Clients,
including Citrix/RDP
servers and the enrollment
terminal.

Create the following registry key:

* Location: HKLM\SOFTWARE\Enatel
\WiseGuard\Framework\Directory

* Type: DWORD 32-bit

* Name:
CallLsaLogonUserAfterLogon

* Value: 0

Configure enrollment
terminal to access Nymi
Band Application

Enrollment terminal

Create the following registry key:

* Location: HKLM\Software\Enatel
\WiseGuard\AdvancedLogin

» Type: String

* Name:WearableEnrollTool

* Value: C:\Program Files\Nymi\Nymi
Band Application\NEM.exe

Edit String x

Value name:
|WearableEnrolTool |

Value data

|c\Program Files\NymilNymi Band Application\NEM exe] ]
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Purpose Affected Components Registry Setting

Use Case Specific Registry Key Settings

Optimize NFC taps All Evidian EAM Clients Key #1

including Citrix/RDP )
servers and the enrolliment |* Location:HKLM\SOFTWARE

terminal, where you \Enatel\WiseGuard\FrameWork
perform Nymi Band taps \Authentication .
on an NFC reader. * Type: DWORD 32-bit

* Name: NymilntentDiscardNfc

Note: Ensure that you _
define these registry * Value: 0
keys with Evidian EAM Key #2

10.03b8573 Hotfix 12 and )
later. e Location:HKLM\SOFTWARE

\Enatel\WiseGuard\FrameWork
\Authentication

e Type: DWORD 32-bit

* Name: NymilntentDiscardPcsc

* Value: 1
When Integrate with All Windows 11 24H2 e Location'HKEY LOCAL MACHINE
Windows option is enabled | Evidian EAM Clients. \SOFTWARE\Microsoft\Windows

on Windows 11 24H?2 \CurrentVersion\Policies\System.

* Type: DWORD 32-bit
* Name: EnableMPR
* Value: 1

Note: To push this change out

through Group Policy Objects (GPO),
this configuration is Conput er
Configuration > Policies >
Adm ni strative Tenpl ates >
W ndows Conponents > W ndows
Logon Opti ons.

The setting name is Configure the
transmission of the user's password in

the content of MPR natifications sent by
winlogon. To make this parameter available,
you might require the WinLogon.admx from
the Administrative Templates (.admx) for
Windows 11 2024 Update (24H2), which you
can obtain from Microsoft.
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Purpose Affected Components Registry Setting

Support multiple domains, | All Evidian EAM Clients Edit the HKLM\Software\Enatel
where users enroll their including Citrix/RDP \WiseGuard\FrameWork\Directory
Nymi Bands in a domain | servers and the enrollment | \PossibleDomainList.

that is different from the terminal. i

NETBIOS name for each domain that
contains users, that will log in to the user
terminal.

Note: Separate each domain with a space,
as shown in the following example.

Edit String X

Value name:
[PossibleDomains List |

Value data
[Tw-LaB TW2-Lag| ]

Prevent a user from All Evidian EAM Clients Create the following registry key:

logging into the machine where a user taps to login.

by specifying a usemame * Location: HKLM\SOFTWARE

without specifying a Note: Do not set registry \Enatel\WiseGuard\FrameWork
. key with Evidian EAM \Authentication

password, to avoid the -} 5’38573 Hotix 12 and .

situation where a user ) * Type: DWORD 32-bit

later. If you set this registry | | )
key with Evidian EAM Name: WearableNeedsRFID

10.03b8573 Hotfix 12 and |* Value:l
later, you cannot use the

types the username of
another user into the login
window, and the other

user is neqrby an Wea.rlng BLE Tap functionality. Edit DWORD (22-bit) Value x
an authenticated Nymi T —

Band. The user can log ‘v“::z‘;'jﬁ“”“’ —

in without requiring the ® Hoxadscini
password of the other Opecimal

user. o

Registry Key Settings Specific to Citrix/RDP environments

Configure the Evidian All Citrix/RDP servers Create the following registry key:

EAM Client to - Location: HKLM\SOFTWARE

communicate with the .

Nymi Agent server. \EnateI\V_Vlnguard\FrameWork

\Authentication

* Type: String

* Name: NymiAgentUrl

* Value: ws://agent _f dqn:9120/
socket/websocket

Where agent _f dgn is the Fully
Qualified Domain Name of the centralized
Nymi Agent server.
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Purpose Affected Components Registry Setting

Configure Citrix roaming All Citrix servers Create/Update the following registry keys:
sessions, to ensure that
when a published MES
application closes, the Edit the following registry key and append
Citrix session is logged off. the following files to the ValueData field.

* Location: HKLM\SYSTEM
\CurrentControlSet\Control\Citrix
\wfshel\TWI

» Type: String

* Name: LogoffCheckSysModules

* Value: ssoengine.exe,
ESSOCredentialManager.exe

Registry Key #1

Registry Key #2

* Location: HKLM\SOFTWARE\Policies
\Enate\SSOWatch\CommonConfig
or HKLM\SOFTWARE\Enatel
\SSOWatch\CommonConfig

« Type: DWORD 32-bit

* Name: DoNotManageProcList

* Value: 1

Performance Specific Registry Key Settings

Increase the time that the [ All Evidian EAM Clients, Create the following registry key:
Evidian EAM Client waits | including Citrix/RDP L

for the initialization of the | servers and the enroliment \Léca:'?\r\]/'\/HKLM\?;\);twareW K
nymi_api.dll and retrieval |terminal. nateiwviseguardirramevvor
of authentication token \Authentication )
from NES to complete. + Type: DWORD 32-bit

* Name: WearableDelay
* Value: 10000

» Base: Deci nal
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Purpose Affected Components Registry Setting

Prevent the appearance of | All Evidian EAM Clients, If the Integrate with Windows Authentication
the Ent er pri se SSO |including the Citrix’RDP module is enabled and a generic account is

Login window for user who | servers. not used for Windows login, set the following
a;gunot in the inclusion Note: Do not set this registry keys:

group. registry key with the Key #1:

Evidian EAM 10.03b8573

Hotfix 9 and later. * Location: HKLM\Software\Enatel

\SSOWatch\CommonConfig
» Type: DWORD 32-hit
* Name:
StopSSOENgineONnOTPFailed
* Value: 1

Key #2:

* Location:: HKLM\Software\Enatel
\WiseGuard\AdvancedLogin

« Type: DWORD 32-bit

* Name: StartSSOEnNngine

 Value: 1

If the Integrate with Windows Authentication
and Authentication Manager modules are not
enabled, set the following registry key:

* Location:: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:

DisplayErrorMessageAtStartup
* Value: 0

7.3.3 - Replacing the Nymi DLL File

Replace the nymi_api.dll file that the Evidian EAM Client uses with the version used by the
Nymi Band Application.

1. Rename the nymi_api.dll file in C:\Program Files\Common Files\Evidian\WGSS.

2. Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll file to C:\Program
Files\Common Files\Evidian\WGSS.

3. Log in to the Evidian EAM Management Console.

Click Account and access rights managenent @
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5. In the left navigation pane, expand Donmai n > Conput er s, and then select the terminal,
as shown in the following figure.

% Access point: 135-EVUAT1-LW7

- J Search request
L O oM
| [+ Evidian Enterprise Access Management

{_:l Proegram Data
: % Inbound access

% Outbound access

Directory

smart Card 2-€) Evidian-UAT-Lab
l_=_|{_:| Computers
-2 1-WIN10-DOMA-EV
-2 1-WINT-DOMB
135-EVUAT1-LW10
RFID

8 135-EVUAT1-LW7|

2-WIN10-DOME
2-WIN7-DOMC

: . E-E 55-EVUAT2-LWT

55-EVUATZ2-LW10

6. On the Acti ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

7.3.4 - Logging into the terminal
If you installed the Evidian SSOAgent with the Authentication Manager, when the terminal
locks, the Windows login screen appears with new options.
About this task
Perform the following steps to log in.

Note: On the first login, you cannot log in with a Nymi Band tap.

Procedure

1. Press Ctrl-Alt-Delete.

The W ndows Logi n screen appears with additional options. The following figure provides an
example of the login screen.
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Qs

NYMNAdministrator

i
Other user

2. Log in to the computer with your username and password.
The desktop appears.

7.3.5 - Add Wearable TMS File to Enrollment
Terminal

Configure the enrollment terminal to load a wearable token management structure file, when
the default authentication method on the Evidian EAM Controller is RFID-only.

Perform these steps on the Enroliment Terminal.

1. Copy the TokenManagerStructure-Wearable.xml file. to C:\Program Files\Common Files
\Evidian\WGSS folder.

2. Rename TokenManagerStructure-Wearable.xml file to TokenManagerStructure.xml.
3. Log in to the Evidian EAM Management Console.

Click Account and access rights nmanagenent @

5. In the left navigation pane, expand Donmai n > Conput er s, and then select the terminal,
as shown in the following figure.
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% Access point: 135-EVUAT1-LW7

Direct -4 Search request
irectory € EAM
. [+ Evidian Enterprise Access Management

-{_7] Program Data

% Inbound access

% Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

i

135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

() L 1 L D B B

Binrmatricc

6. On the Act i ons tab, select Del et e cache fil es, and then click Appl vy.
The cache files are deleted on the terminal and the terminal desktop locks.

7.3.6 - Validating the Evidian EAM Client
Installation

After you log into the computer, validate that the Evidian EAM Client can connect to the
Evidian EAM Controller.

Open the system tray and confirm hover over the ESSO Cr edenti al Manager E icon.
Confirm that the status appears as Connected Mode, as shown in the following figure.

Connected mode

Figure 165: ESSO Credential Manager connected mode

If the status that appears is Disconnected Mode, the Evidian EAM Client cannot establish a
connection with the Evidian EAM Controller, refer to the Nymi Connected Worker Platform with
Evidian Troubleshooting Guide for more information.

7.3.7 - Importing Technical Definition

In some situations you might import the technical definitions that are associated with your
SSO applications,for example, when you move from a Development environment to a QA
environment to a Production Environment.

You will use Enterprise SSO Studio and the EAM Console to importing the technical definition.
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Perform the following steps on a user terminal on which you installed Ent er pri se SSO

St udi o.

1. Download the .sse file to the computer.

2. Launch the Ent er pri se SSO St udi o application (C:\Program Files\Evidian\Enterprise
Access Management\ssobuilder.exe).

3. Expand EAM > Evi di an Enterprise Access Managenent > Application
access > Technical Definitions..

4. Right-click the technical definition, and then select | nport .

5. Navigate to the directory that contains the .sse file and then double-click the file.
The technical definition appears in the Techni cal Defi ni ti ons folder, as shown in the
following figure.

3 $50Config - Enterprise SSO Studio - o X
File Edit View Help
A B0 2 RN
w® SEE
= Enterprise Studio Configuration
DEM
=-{_ Evidian Enterprise Access Management
| 5_pphcahcn access
o) J‘:j Application security objects
+-{_) Applications
O tmmieng
Figure 166: Imported Technical Definition
6. For technical definitions that are related to web-based applications, expand the new

application and then perform the following steps for each window that appears in the
application:

a. Right-click the first window that appears in the application, and then select Pr operti es,
as shown in the following figure.
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"3 $50Cenfig - Enterprise S5O Studio - m] X
File Edit View Help

# % B 2R
CIEERIE D 1

=@l Enterprise Studio Configuration
=] EAM

{57 Evidian Enterprise Access Management
= tj Application access
+-{_) Application security objects
3 C} Applications
= {_]) Technical definitions
40 a Sample App
=33 TD Neo EW|
] Main Authentication =
] signed By form Lsj(Hename
] Verified By form 1stt 9% Delete
] Verified Byform 2nd g ¢yt
45 User Access 2y Copy
@-{2] Program Data

- T Update Directory
@2 % Bport...
% % Import...

2 Propeties |

Figure 167: Properties option

b. On the Det ect i on tab, update that the URL address that appears in the URL field if it is
not correct for your environment.

c. Click &K
7. Right-click the new application and then select Updat e directory.

The application icon changes from red to blue. The following figure shows the Updat e
di rect ory option.

™} SS0Config - Enterprise S5O Studio - O X
File Edit View Help

# 5B |2 R D
BlEYzac

=il Enterprise Studio Configuration
£ EAM
{5 Evidian Enterprise Access Management
= [j Application access
+1{2] Application security objects
+ D Application{
=1 {2 Technical dt
422 Samples ¥ Rename
5 Z2IEDEY 5% Delete
3 Main
B signt 3
E\Jenf 2 Copy
i 3 Verif

{2 Program Data ® Export..
% Import...

-3 New Window...

oA Cut

Q
w0
@ [ Add to Test List

33 Edit XML Configuration...

Figure 168: Properties option
Update Technical Definition in Evidian EAM Management Console

Perform the following steps while logged into the Evidian EAM Management Console as an
administrator:
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Click the Account and access right managenent button @ .

2. Expand EAM > Enterprise Access Managenent > Appli cati on.

3. Right-click Appl i cat i ons and then select New Appl i cati on.

4. Onthe I nf or mat i on tab, in the Name field, specify a name of the application. Click
Apply.

5. On the Confi gur at i on tab, click the SSOtab, and then select SSO. In the Met hods
window, from the Def aul t SSO Pr opagati on mnet hod list, select SSO. The technical
definition field appears.

6. Navigate to EAM> Evi di an Enterpri se Access Managenment > Application

access > Applications > Technical Definitions,selectthe new technical

definition, and then click OK. The following figure provides an example.

Application: SampleApp

é Search request Select Technical Definition X ks B Administratc
- EAM
=G Evidian Enterpr| Browse | Search
=-(.3 Application| SSO  Extemal Na
i Applica
+-{2] Applica = Q) EAM
563 Technig —-{LJ Evidian Enterprise Access Management
L s =-{.] Application access
m i @-{23 Application securtty objects
(2] User Acces 5 Applcations
#-(J Program Data =-{1] Technical defintions
& Inbound acces: b1 SampleApplication
[ Outbound acc +-{0J User Access
0 €©) TW-Lab #1-( Program Data Select
==

7.4 - Install User Terminal Components

Review this section for detailed information about how to install the client software on user
terminal, including Citrix/RDP servers and the Nymi Band Management Console.

The client software that you install and the configuration steps depend on the authentication
mode and environment configuration. The following table provides a high-level overview of the
client applications to install on each component, in each configuration.

Table 7: Applications to Install on Each Component

Wearable mode with application Thin User Terminals Nymi Runtime (Nymi Bluetooth
on RDP/Citrix Servers Endpoint only)

RDP/Citrix Application Server Evidian EAM Client

RDP/Citrix Enrollment Server Nymi Band Application

Centralized Nymi Agent Nymi Runtime (Nymi Agent only)
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Configuration Component Client Applications

RFID mode with application on ~ Thin User Terminals n/a
RDP/Citrix Servers

RDP/Citrix Application Server Evidian EAM Client

Nymi Band Application Terminal Nymi Band Application (which
installs Nymi Runtime)

Wearable Mode with Local Thick client Evidian EAM Client

application Nymi Runtime (Nymi Bluetooth

Endpoint and Nymi Agent)

Nymi Band Application Terminal Nymi Band Application (which
installs Nymi Runtime)

RFID-only Mode with Local Thick client Evidian EAM Client
application

Nymi Band Application Terminal Nymi Band Application (which
installs Nymi Runtime)

7.4.1 - Installing and Configuring Software on User
Terminals

An Operator uses a user terminal to perform an authentication event, such as an e-signature
in an MES application that was developed with the Nymi API, and the Evidian EAM Client
software.

The Nymi with Evidian Solution supports the use of the Nymi Band to perform authentication
events on an application that is local to the user terminal or on a Citrix server/RDP session
host that a user terminal connects to.

Note: Starting with CWP 1.19.0, you can silently install and configure the Nymi and Evidian
client software. The application is in a folder named Clientinstaller. This feature requires
advanced Connected Worker Platform knowledge. Contact your Nymi Solution Consultant to
use the silent installer.

7.4.1.1 - Importing the Root CA certificate

Perform the following steps only if the Root CA issuing the TLS server certificate is not a
Trusted Root CA. For example, when you use a self-signed TLS server certificate.

Install the Root CA on the following machines:

» All user terminals, including user terminals that run Nymi-Enabled Applications
» Enrollment terminal
* Centralized Nymi Agent
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While logged into the user terminal as a local administrator, use the cer t | mapplication to
import the root CA certificate into the Trusted Root Certification Authorities store.

1. In the cer t | mwindow, right-click Trust ed Root Certification Authorities,and
then select Al I Tasks > Inport.

2. OntheWel cone to the Certificate Inport W zard screen, click Next .

3.0OntheFile to I nport screen, click Br owse, navigate to the folder that contains the
certificate file, select the file, and then click Open.

4. Onthe File to | nport screen, click Next .

5. Onthe Certificate Store screen, acceptthe default value Pl ace al |
certificates in the foll owi ng store with the value Tr ust ed Root
Certification Authorities,andthen click Next .

6. Onthe Conpleting the Certificate Inport W zard screen, click Fi ni sh.

7.4.1.2 - Installing the Nymi Runtime software

Install the Nymi Runtime on each Wearable mode thick client user terminal in the environment.
In an RFID-only environment, you must have at least one Wearable mode thick client, on
which you install the Nymi Runtime to enable access to the Nymi Band Application.

Note:

The Nymi Runtime components that a user terminal requires differs depending on how a user
accesses the application.

1. Log in to the terminal, with an account that has administrator privileges.

2. Extract the Nymi SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as adm ni strat or.

4. On the Wl cone page, click I nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl come to the Nymi Runtinme Setup W zard page, click Next .
7. Onthe Nymi Runti me Set up window, perform one of the following actions:

 If the user will perform authentication tasks in an application that you install on the thick client,
click Next .

» If the user will perform authentication tasks in an application that a user accesses on a RDP/Citrix
session host, then perform the following actions:
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a. Select N\ymi  Agent,andthenselectEntire feature will be unavail abl e, as
shown in the following figure, and then click Next .

#2 Nymi Runtime 5.1.1.439 Setup

— >
Nymi Runtime Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

[ gvl Mymi Runtime
| Nymi Agent

= Will be installed on local hard drive

=18 Entire feature will be installed on local hard drive

ur
=0 Feature will be installed when required

Entire feature will be unavailable

Browse...

Reset Disk Usage Back Cancel

Figure 169: Nymi Agent feature will be unavailable

b. Observe that Nyni  Agent is not available, as shown in the following figure, and then click
Next .

Nymi Runtime Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

=R = -|Nwm Runtime
TR — |

MNymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

Browse...
Reset Disk Usage Back E Cancel
Figure 170: Nymi Agent feature is not available
c. Click Next .
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8. Onthe Servi ce Account window, perform one of the following actions to choose the
account that starts the service:

» Accept the default service account NTAuthority\LocalService, click Next .

» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .

9. Onthe (Optional) Nym Infrastructure Service Account, click Next .

Only deployments that use web-based Nymi-enabled Applications(NEAs) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

10.0Onthe Ready to install page,clickl nstall.
11 Click Fi ni sh.
120nthelnstal l ati on Conpl eted Successfully page, click C ose.

Confirm that the status of the Nymi Bluetooth Endpoint service is running.

(Wearable Mode Only) Configuring Citrix/RDP Clients to Access the

Centralized Nymi Agent

On the user terminals that access the authentication application on Citrix servers or RDP
session hosts, configure the Nymi Bluetooth Endpoint to communicate with the Nymi Agent
server by performing the following steps.

1. Create a text file named nbe.toml in the C:\Nymi\Bluetooth_Endpoint
directory, with the following line, which defines the centralized Nymi Agent:
agent_url='ws://agent _FQDN:9120/socket/websocket'

2. Restart the Nymi Bluetooth Endpoint service.

7.4.1.3 - Configuring the Evidian EAM Client

The machines on which you install and configure the Evidian EAM Client depends on how the
user accesses the application and how the user uses the Nymi Band.

» Complete the steps to configure the Evidian EAM Controller.
» Ensure that the machine is on the same domain as the Evidian EAM Controller.
« Obtain the Evidian license file from the Nymi Solution Consultant.

» For RDP session hosts and Citrix servers, ensure that the host is configured with the
FQDN.

Configure and install the Evidian EAM Client on the following components:
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User accesses an application that you installed on | Configure and install the Evidian EAM Client on
the user terminal the user terminal.

User accesses an application on an RDP/Citrix install the Evidian EAM Client on the RDP
session hos sessions host or Citrix server.

User uses the Nymi Band to unlock their user Configure and install the Evidian EAM Client on
terminal the user terminal.

1. Log in to the machine with an account that has Local Administrator access.

2. Download and extract the Evidian software package, EAM-v10.0x.xxxxxxx.zip to a directory
on the host, for example, the Downloads directory.

3. Double-click the C:\Downloads\EAM-v10.0xxxxxxxX\EAMx64\Tools\WGConfig
\WGConfig.exe file.

4. Onthe User Access Control window, click Yes.
5. Onthe Wl cone to the Configuration Assistant window, click Next .

6. If the required Microsoft Visual C++ Redistributable software is not installed on the server,
the Pr er equi si t es window appears. Click Next to install the software.
The Windows Installer window appears.

7. On the Li cense keys window, click | mpor t, as shown in the following figure.

Enterprise Access Management Controller X

License keys
Provide EAM license keys to enable software features

This software is subject to license. You may not use it if you do not have & license for this
software. You must agree with the terme and conditions of the license agreement to
proceed.

You may enter each license key manually or Import them from a file

Feature 7 License rey
Select license: Enter your license key and press Add:
Authentication Manager base

8. In the Open window, select the license file in the Downloads directory, and the click Open.
If you do not see the file, select Al | Fi | es *.* from the file type list.

9. Onthelnstall ati on node window, leave the default optionwi t h a control |l er
selected, and then click Next .

The following figure provides an example of the | nst al | ati on nbde window.
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Configuration Assistant X
Installation mode
Allows you to choose whether a Controller is needed by the workstation

Please choose the Securty Services operating mode:

(O without a Controller

Security Services run on the user workstation only.

(®) with a Controller
Securtty Services use a Controller for advanced features.

< Back Next > Cancel

Figure 171: Installation mode window

10.0n the User s di r ect ory window, leave the default option M cr osoft Acti ve
Di rect ory selected, and then click Next .

The following figure provides an example of the User s di r ect or y window.

Configuration Assistant x

Users directory
Choose the directory where users are defined.

Please, select the user authentication directory :

Microsoft Active Directory

Microsoft AD LDS fusers stored within)
Oracle DSEE or RedHat DS or 389 DS
OpenLDAP

Novell eDirectory

IBM Tivoli Directory Server

NEC EDS

Atos DirX Directory

< Back Next > Cancel

Figure 172: Users directory window

11.0nthe Security repository window, select the option | ntegrated with AD LDS:
the security data is stored in an AD LDS server, and then click Next .

The following figure provides an example of the Security repository window.
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Configuration Assistant

Security repository
Choice of security data storage.

This requires customization of the A.D. schema

O Integrated with Active Directory: the securnity data is stored in the domain directory

(®) Integrated with AD LDS: the security data is stored in an AD LDS server,

< Back

Cancel

Figure 173: Security repository window

12.0n the LDAP Conf i gur at i on window, perform the following action:
a) In the Name/ addr ess field, type the FQDN of the Evidian EAM Controller, and in the

Port field, type 55000.
b) Click Add.

c) Leave the default option Use a dedi cat ed nami ng context for the Evidian
Enterpri se Access Managenent dat a selected, and then in the Evi di an
Enterpri se Access Managenent data context field, type O=EAM.

The following figure provides an example of the LDAP Conf i gur at i on window.

Configuration Assistant

LDAP Configuration
Configuration of parameters for access to the LDAF server.

Name or address of the LDAP server and any replicas :

Name/Address : TW-Srv2 TW-Lab Jocal

TW-5rv2 TW-Lab Jocal:55000

0=EAM

Use a dedicated naming context for Evidian Enterprise Access Management data

@

—_—

| ot OssL

Evidian Enterprise Access

Management naming context : 0=EAM e

< Back Next >

Cancel

x

Figure 174: LDAP Configuration
d) Click Next .

13.0n the Access- poi nt managenent window, select Manage access points, as
shown in the following figure, and then click Next .
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Configuration Assistant

Access-point
Choose whether to enable different security policies for different workstations

Access-point management

i you select this option you will be able to define security policies for individual
workstations and groups of workstations.

[ [“] Manage accesspoaints

Note: EAM Controllers and workstations must be configured to use the
d l . same value for this parameter.

< Back

@

Cancel

Figure 175: Access-point management window

140n the Rest art Conput er window, leave
conput er, as shown in the following figure,

the default selection Do not restart the

and the click Fi ni sh.

Configuration Assistant

Enterprise Restart Computer
Access
Management Resat Compuer

Do you want restart your computer?

@ ® I (®) Do not restart computer I

O Evidian

O Restart computer

Back

X

Figure 176: Restart Computer window

7.4.1.4 - Installing the Evidian EAM Client

Perform the following steps on the user terminal to install the Evidian Single Sign On (SSO)

Agent.

About this task

For Centralized Nymi Agent deployments, you will install the Evidian EAM Client on each Citrix
server / RDP session host. For decentralized Nymi Agent deployments, install the Evidian EAM

Client on each thick client user terminal.
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. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxXxxXxXX\EAMX64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

. Double-click the C:\DownloadsS\EAM-v10.0xxxxxxxx\EAMx64\INSTALL\ESSOAgent.msi file.
. Onthe Enter pri se Access Managenent Cient Installation, click Next.

. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .

The following figure shows the Li cense Agr eenment window.

ﬁ Enterprise Access Management Client Setup — X

License Agreement
“You must agree with the license agreement below to proceed.
L

~

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

merimde  dlemn dlem smmmesfmiema af dlen Bmmmn WY NP T | R Py

| @ lacceptthe license agreement |
(Ol do not accept the license agreement

< Back Cancel

Figure 177: License Agreement window

5. Onthe Desti nati on Fol der window, accept the default, and then click Next .

The following figure shows the Dest i nati on Fol der window.
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ﬁ Enterprise Access Management Client Setup

Destination Folder
Select a folder where the application will be installed.

the fallowing folder.

Toinstall into a different folder, click the Browse button, and select anath

10 exit the Installation ‘Wizard

Destination Folder
CAProgram Files\Evidian\Enterprise Access Managementy

The Installation Wizard will install the files for Enterprise Access Management Client in

You can choose notto install Enterprise Access Management Client by clicking Cancel

O,

erfolder

Browse

Cancel

Figure 178: Destination Folder window

6. Onthe Sel ect Installation Type
The following figure shows the Sel ect I n

window, select Cust om and then click Next .
stal l ati on Type window.

ﬁ Enterprise Access Management Client Setup

Select Installation Type
Selectthe desired installation type

installed and where they will be installed. Recommen
acvanced users.

e

0.
=y
[}

O Typical
B~ The mostcommon application features will be installed. This option
@E' is recommended for most users
O
=g~
) Complete
B~ Allapplication features will be installed. This optionis
%g recommended for the best performance.
=g~
® Custom
B~ Usethis option to choase which application features you want

X

]

ded for

Cancel

Figure 179: Select Installation Type window

7. Onthe Sel ect feat ur es window, for

Aut henti cati on Manager perform one of the

following actions based on your Nymi Band use case:

Note: Unless otherwise noted, leave the default option for a feature.

Do not use the Nymi Band to log into
terminal.

Select Aut henti cati on Manager, and

thenselectEntire feature will be

unavai | abl e.
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ﬁl Enterprise Access Management Client Setup - X
Select Features
Please selectwhich festures you would like to install.
L |
uths ger | Femticn nacranion

@ = Will be installed on local hard drive. orkstation.
!...| &8 Entire feature will be installed on local hard drive.

.
=2 Feature will be installed when required.

[><Entire feature will be unavailable.]

This feature requires TKB on your hard drive. It
has B of 8 subfeatures selected. The
subfeatures require 42MB an your hard drive.

Feset <Back Cancel

Use the Nymi Band to log into terminal Expand Aut hent i cati on Manager.
For each of the following features:

¢ Smart card authentication
« Biometrics authentication
e Cluster and transparency
« Mobhile authentication

¢ SSPR authentication

¢ InWebo authentication

Select the feature, and then select Enti r e
feature will be unavail abl e, as
shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features
Please selectwhich features you would like to install
[ |

=3+ Authentication Manager
53 -| Password and OTP authentics
X | Smart card authentication

Feature Description:
Allow Self Service Passward Request (SSPR)
authentication. Users who fargot their password

93 -| RFID authentication must answer security questions to open a
% _-| Biometrics authentication session

X_-| Cluster and transparent lockin
X ~| Mobile suthentication
SSPRaUh .

SSPR auth N

X - InWeho suthentication ) _

S5 Biometics enroliment ool This festure requires 0KB on your hard drive
5+ Enterprise 550
X ~| EAM Console

S+ Supported languages

< >

Foset cBack Conce

The only features to install are Passwor d
and OTP aut henti cati onand RFI D
aut henti cati on.

8. Click Biometric enroll nent tool,andthenselectEntire feature will be
unavai | abl e, as shown in the following figure.

The following figure shows the Sel ect Feat ur es window.
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o

Select Features

Flease select which features you would like to install

[ Qvl Authentication banager

Feature Description:

Password and DTE athE Enable users ta enroll their biometrics
Smart card authenticatio authentication data.

RFID authertication
Biornetrics authentication
Cluster and tranzparent Io
Mobile authentication
S5PR authentication
Iriw'ebo authentication This feature requires OKE on your hard drive.

Biormetrics enroliment tool
Enterprize 550

EaM Congole

Supparted languages

Feset < Back Cancel

Figure 180: Select Features - Authentication Manager options and without Biometric
enrollment tool

9. If you removed the Aut henti cati on Manager feature, and want the SSO Login window
to open with the username of the user that logged into Windows, select I ntegrate with
W ndows, and then select Entire feature will be installed on |ocal hard
dri ve, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup = X

Select Features
Please selectwhich features you would like to install
]

x v| Authentication Manager
e X '| Bioretrics enrollfnent tool
=) d=| Enterprise S50

Feature Description:

Automatically opens Enterprise S50 with
user's Windows credentials. Available if

Integrati ith Authe

d Authenticatinn Mansoeris notinstalled
" = Will be installed on local hard drive.

||El§ Entire feature will be installed on local hard drive. I

.| B8 Will be installed to run from network.

@18 Fntire feature will be installed to run from network. ur hard drive.

X -| & Feature will be installed when required.
D...gv|

X Entire feature will be unavailable.

< >

Feset < Back Cancel

Figure 181: Integrate with Windows

10.For Ent er pri se SSO, perform one of the following actions based on your Nymi Band use
case:

Note: Unless otherwise noted, leave the default option for a feature.

Use the Nymi Band for SSO Click Ent er pri se SSO St udi o, and
thenselectEntire feature will be
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installed on |local hard drive,as
shown in the following figure.

ﬁl Enterprise Access Management Client Setup X

Select Features
Please selectwhich features you would like to install,
-

29| Authentication Manager Feature Description:
----- % | Biometrics enrollmenttoal
sl Enerpion 550 S50 configuration managementtool,
! -3 ~| Integration with ‘Windows Auth

% | OIdIE plugin

o+ Javaplugin

=3~ Personal S50 Studio

x> :

Enterpr uelio]

S Wil be installed on local hard drive.

vour hard drive.
[ Entire Teature will be installed on local hard drive. ]

x| I
=-| & Feature will be installed when required.

X Entire feature will be unavailable.
]

Raset <Back Cancel

Use the Nymi Band for Windows login only Leave the default Ent er pri se SSO
configuration, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup - X

Select Features
Please selectwhich features you would like to install
[ ]

S+ Authentication Manager
s ;—I E‘:‘;Z‘:‘fj ;g'g”me""””' S50 configuration management ool
: X_-| Integration with Vindaws Auth
% -] Cld [E plugin

=] Java plugin
=

Feature Description:

ra
% - | Public Access FUS This festure requires Z0ME on your hard drive
X -] FUS extension DLL
X ~| EAM Console
S+ Supported languages

< >

Foset cBack Conce

All use cases Click Per sonal SSO St udi o, and then

selectEntire feature will be

unavai | abl e, as shown in the following
figure.

ﬂ Enterprise Access Management Client Setup = X

Select Features
Please selectwhich features you would like to install
[ |

5[ Authentication Manager
& —‘;' E‘:‘;Z‘:‘fj ;g'g”me""m' Allows snd-users 1o S50 enable their
e applications

3¢ - Integration with Vindows Authd T+

% | CIdlE plugin

3| devn plugin

Feature Description:

dlio|
S Wil be installed on local hard drive.

S8 Entire feature will be installed on local hard drive. wour hard drive

..y .|| & Feature will be installed when required.

IX Entire feature will be unavallahla‘l

< > ‘

Foset cBack Conce

11.Select EAM Consol e, and then selectEntire feature w ||

be installed on
| ocal hard drive, as shown in the following figure.
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Select Features
Flease selectwhich features you would like to install
-

23+ Authentication Manager Feature Description:
-+ X -] Biometica enrollmen tooi Enterprise Access Management Administration
2 5] Enterprise 550 oy e,
X% _~| Integration with Windows Auth
% ~| OIdIE plugin
E3-| Java plugin
X% ~| Personal 850 Studio

=3-| Enterprise S50 Sudio
X | Mulii User Deskiap
% | Public Accass FUS This festure requires 0KB on your hard drive.

X _~| FUS extension DLL

= Will be installed on local hard drive.
|2 Entire feature will be installed on local hard drive. |

<
2 Feature will be installed when required.

X Entire feature will be unavailable. Cancel

Figure 182: Install EAM Console Feature

12 Click Next .
13.0n the Ready to install

following figure.

7 - Install and Configure Nymi and Evidian Components

t he appl i cati on window, click Next , as shown in the

ﬁ Enterprise Access Management Client Setup

Ready to Install the Application
Click Nextta begin installation.

the wizard

Click the Back buttan to reenter the installation information or click Cancel to exit

< Back Cancel

Figure 183: Ready to install the application

140nthe User account control pop-up, click Yes, as shown in the following figure.
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User Account Control b

Do you want to allow this app to make
changes to your device?

B | 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 184: User account control

150n the Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup

X

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

O Evidian

< Back I Cancel

Figure 185: Evidian Client Installation Success window

161 the Windows System Tray, click on the Enterprise SSO (eSSO) &l icon.

17.Click the Homre @licon, and then click Ref r esh, as shown in the following figure.
The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
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7] Enterprise S50 : Single Sign-On Engine = O x

@ P activate I} suspend (:) Refresh Q) Stop

Connected User : uatadmin

Currentrole:  No selected role

Figure 186: eSSO application Home Window

7.4.1.5 - (NFC-only Mode Only) Defining the EAM client Registry
Keys

The Nymi with Evidian Solution requires several registry keys on the Evidian EAM Clients to
configure features and optimize performance.

After you define the registry keys, restart the Evidian Enterprise Access Management Security
service on the computer.

Required Registry Key Settings for the Nymi with Evidian Solution

Configure the user All Evidian EAM Clients Create the following registry key

terminal to prevent the where users log into .

SSO login spcreen from the user termin%l with a ) Locatlon::.HKLM\SOFTWARE

populating the username | generic account and when \EnateI\WlseGgard\SSOWatch

field with the user that the work flows require \CommonConfig

logged into the user sign offs by more than one |* Type: DWORD 32-bit

terminal. user. * Name: Allow4EyesAndSameUser
* Value: 1

Edit DWORD (32-bit) Value X

Value name
|AllowaEyesandsameUser

Value data: B

e
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Affected Components

Registry Setting

Configure the Evidian
EAM Client to use and
cache the Evidian roaming
session.

all Evidian EAM Clients,
including Citrix/RDP
servers.

Create the following registry keys:
Key #1

Key #2

Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

Type: DWORD 32-bit

Name:
RoamingSessionAllowedForSSO
Value: 1

Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

Type: DWORD 32-bit

Name: RoamingSessionCached
Value: 1

Prevent user self-
enroliment of a Nymi Band
and other NFC devices

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Create the following registry key:

Location: HKLM\Software
\Enatel\Wiseguard\FrameWork
\Authentication

Type: DWORD 32-bit

Name: RFIDSelfEnrollAllowed
Value: 0

Configure the Evidian
EAM Client to avoid the
use of the LsalL.ogonUser
function and improve Nymi
Band tap response times.

All Evidian EAM Clients,
including Citrix/RDP
servers and the enrollment
terminal.

Create the following registry key:

Location: HKLM\SOFTWARE\Enatel
\WiseGuard\Framework\Directory
Type: DWORD 32-bit

Name:
CallLsaLogonUserAfterLogon
Value: O

Prevent the EAM client
from retrieving Cloud-
related configuration data.

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Create the following registry key:

Location:: HKLM\SOFTWARE\Enatel
\WiseGuard\FrameWork\Directory
Type: DWORD (32-hit)

Name:

GetCloudConfigDataOnlyInCloudMojde

Value: 1
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Purpose Affected Components Registry Setting

Configure validity period All Evidian EAM Clients, e Location:HKLM\Software\Enatel
of cache credentials when |including Citrix/RDP. \WiseGuard\Framework\Cache
client cannot communicate

« Type: DWORD 32-bit
* Name: CriticalDataOfflineDelay
* Value: 43200

with AD LDS

Registry Key Settings specific to Citrix/RDP environments

Configure the Evidian All Citrix/RDP servers Create the following registry key:

EAM Client to - Location: HKLM\SOFTWARE

communicate with the .

Nymi Agent server. \EnateI\V_Vlse_Guard\FrameWork

\Authentication

e Type: String

* Name: NymiAgentUrl

* Value: ws://agent _f dqn:9120/
socket/websocket

Where agent _f dgn is the Fully
Qualified Domain Name of the centralized
Nymi Agent server.

Configure Citrix roaming All Citrix servers Create/Update the following registry keys:
sessions, to ensure that
when a published MES
application closes, the Edit the following registry key and append
Citrix session is logged off. the following files to the ValueData field.

* Location: HKLM\SYSTEM
\CurrentControlSet\Control\Citrix
\wfshel\TWI

e Type: String

* Name: LogoffCheckSysModules

* Value: ssoengine.exe,
ESSOCredentialManager.exe

Registry Key #1

Registry Key #2

* Location: HKLM\SOFTWARE\Policies
\Enate\SSOWatch\CommonConfig
or HKLM\SOFTWARE\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name: DoNotManageProcList

* Value: 1

LDAPS Registry Key Settings
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Purpose Affected Components Registry Setting

Support LDAPS for the All Evidian EAM Clients, Create the following registry keys:
communication with an AD | including the enrollment Key #1

servers. * Location: HKEY_LOCAL_MACHINE
Note: Requires Evidian \SOFTWARE\Enat_eI\WlseGuard
Authentication Manager \FrameWork\WGDirectory

and Enterprise SSO 10.0 |* Type: DWORD 32-bit
evolution 2 patch level 3or [+ Name: SSL

Key #2

If some of your Active Directory(AD) Domain
Controllers(DCs) do not use SSL or are not
reachable, perform the following steps to
define which AD DCs the Evidian software
should use for LDAPS:

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\WGDirectory

* Type: DWORD 32-bit

* Name: ServerList

* Value: fgdn1:55001 fdgn2:55001

where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

e 55001 is the LDAPS port number.

For Example:
srvadl.mycompany.lan:55001
srvad2.mycompany.lan:55001

Note: You can separate the server
entries with a comma or space.

Ensure that the GSSEncryption and
GSSSignature registry keys are

deleted in the following location:
HKEY_LOCAL_MACHINE\SOFTWARE
\Enatel\WiseGuard\FrameWork
\WGDirectory
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communication with an
Active Directory instance.
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Affected Components

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Note: Requires Evidian
Authentication Manager
and Enterprise SSO 10.0
evolution 2 patch level 3 or
later.

Registry Setting
Create the following registry keys:
Key #1

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enate\WiseGuard
\FrameWork\Directory

* Type: DWORD 32-bit

* Name: SSL

* Value: 1

Key #2

If some of your AD DCs do not use SSL
or are not reachable, perform the following
steps to define which AD DCs the Evidian
software should use for LDAPS:

* Location:HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\Directory

* Type: DWORD 32-bit

* Name: ServerList

* Value: fgdnl:port fdgn2:port

where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

e portis the LDAPS port number
and is not required if LDAPS
communications occur over the default
port 636.

For Example: srvadl.mycompany.lan
srvad2.mycompany.lan

Note: You can separate the server
entries with a comma or space.

Ensure that the GSSEncyption and
GSSSignature registry key values

are set to 0 in the following location:
HKEY_LOCAL_MACHINE\SOFTWARE
\Enatel\WiseGuard\FrameWork\Directory

Use Case Specific Registry Key Settings
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Purpose

When Integrate with
Windows option is enabled
on Windows 11 24H2
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Affected Components

All Windows 11 24H2
Evidian EAM Clients.

Registry Setting

* Location:HKEY_LOCAL_MACHINE
\SOFTWARE\Microsoft\Windows
\CurrentVersion\Policies\System.

« Type: DWORD 32-bit

* Name: EnableMPR

* Value: 1

Note: To push this change out

through Group Policy Objects (GPO),
this configuration is Conput er
Configuration > Policies >
Adm ni strative Tenpl ates >
W ndows Components > W ndows
Logon Opti ons.

The setting name is Configure the
transmission of the user's password in

the content of MPR notifications sent by
winlogon. To make this parameter available,
you might require the WinLogon.admx from
the Administrative Templates (.admx) for
Windows 11 2024 Update (24H2), which you
can obtain from Microsoft.

Support multiple domains,
where users enroll their
Nymi Bands in a domain
that is different from the
user terminal domain.

All Evidian EAM Clients
including Citrix/RDP
servers and the enrollment
terminal.

Edit the HKLM\Software\Enatel
\WiseGuard\FrameWork\Directory
\PossibleDomainList.

In the Val ue Dat a field, type the
NETBIOS name for each domain that
contains users, that will log in to the user
terminal.

Note: Separate each domain with a space,
as shown in the following example.

Edit String X

Value name:
[PossibleDomains List |

Value data
[Tw-LaB TW2-Lag| ]

Cancel
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For use with DeltaV All Evidian EAM Clients, Create the following registry keys in
including the enroliment HKLM\Software\EnateNSSOWatch
terminal Citrix/RDP \CommonConfig:
servers.

Key #1

* Type: DWORD 32-bit
* Name: NoCacheFields
* Value: 1

Key #2

* Type: DWORD 32-bit
¢ Name:
CheckUIAutomationFieldPresence

* Value: 2
Key #3

e Type: DWORD 32-hit
* Name:
DoNotStopCustomScriptOnCancel

* Value: 1
Key #4

« Type: DWORD 32-bit
* Name: SupportMultipleDesktops
* Value: 1

Set when the Integrate All Evidian EAM Clients, « Location:HKEY LOCAL MACHINE

with Windows including the enroliment \SOFTWARE\Enate\SSOWatch
Authentication and terminal. \CommonConfig

Authentication Manager Tvoe: DWORD 32.bi
modules are not enabled * lype: -bit

on the client . Ngme:
DisplayErrorMessageAtStartup

* Value: 0
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Prevent the appearance of
the Ent er pri se SSO
Login window for user who
are not in the inclusion

group.

All Evidian EAM Clients,
including the Citrix/RDP
servers.

Note: Do not set this
registry key with the
Evidian EAM 10.03b8573
Hotfix 9 and later.

If the Integrate with Windows Authentication
module is enabled and a generic account is

not used for Windows login, set the following
registry keys:

Key #1:

* Location: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:
StopSSOENgineONnOTPFailed

* Value: 1

Key #2:

* Location:: HKLM\Software\Enatel
\WiseGuard\AdvancedLogin

« Type: DWORD 32-bit

* Name: StartSSOEnNngine

 Value: 1

If the Integrate with Windows Authentication

and Authentication Manager modules are not
enabled, set the following registry key:

* Location:: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:

DisplayErrorMessageAtStartup
* Value: 0

7.4.1.6 - (Wearable Mode Only) Defining the Evidian EAM Client

Registry Keys

The Nymi with Evidian Solution requires several registry keys on the Evidian EAM Clients to
configure features and optimize performance.

After you define the registry keys, restart the Evidian Enterprise Access Management Security

service on the computer.

Required Registry Key Settings for the Nymi with Evidian Solution
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Purpose

Configure the user
terminal to prevent the
SSO login screen from
populating the username
field with the user that
logged into the user
terminal.
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Affected Components

All Evidian EAM Clients
where users log into

the user terminal with a
generic account and when
the work flows require
sign offs by more than one
user.

Registry Setting

Create the following registry key

* Location:: HKLM\SOFTWARE
\Enatel\WiseGuard\SSOWatch

\CommonConfig
* Type: DWORD 32-bit

* Name: Allow4EyesAndSameUser

* Value: 1

Edit DWORD (32-bit) Value X

Value name:

[AllowEyesAndSameUser

Value data Base

Prevent user self-
enroliment of a Nymi Band
and other NFC devices

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Create the following registry key:

* Location: HKLM\Software

\Enatel\Wiseguard\FrameWork

\Authentication
* Type: DWORD 32-bit

* Name: RFIDSelfEnrollAllowed

* Value: 0

Prevent a user from
logging into the machine
by specifying a username
without specifying a
password, to avoid the
situation where a user
types the username of
another user into the login
window, and the other
user is nearby an wearing
an authenticated Nymi
Band. The user can log

in without requiring the
password of the other

All Evidian EAM Clients
where a user taps to login.

Note: Do not set registry
key with Evidian EAM
10.03b8573 Hotfix 12 and
later. If you set this registry
key with Evidian EAM
10.03b8573 Hotfix 12 and
later, you cannot use the
BLE Tap functionality.

Create the following registry key:
* Location: HKLM\SOFTWARE

\Enatel\WiseGuard\FrameWork

\Authentication
« Type: DWORD 32-bit
* Name: WearableNeedsRFID
* Value: 1

Edit DWORD (32-bit) Value X

Value name:

|WearableNeedsRFID

Value data: B:

(O Decimal

user.
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Purpose Affected Components Registry Setting
Configure the Evidian All Evidian EAM Clients, Create the following registry key:
EAM Client to avoid the including Citrix/RDP . Location: HKLM\SOETWARE\Enatel

use of the LsaLogonUser | servers and the enroliment . .
function and improve Nymi | terminal. \WiseGuard\Framework\Directory

Band tap response times. « Type: DWORD 32-bit
* Name:
CallLsaLogonUserAfterLogon
* Value: 0
Enable the Evidian EAM All Evidian EAM Clients, Create the following registry key on all
Client to connect to Nymi | including Citrix/RDP Evidian EAM Clients, including Citrix/RDP
Enterprise Server(NES) servers. servers.

* Location: HKLM\Software\Nymi\NES
» Type: String
* Name: URL
* Value: https://nes_server/instance

Where:

* nes_server is the Fully Qualified Domain
name of the NES host.

» instance is the services mapping name
of the NES web application. The default
value is nes.

For example, https://tw-srv1.tw-lab.local/
nes

Note: The service mapping nhame for
NES was defined during deployment.

Prevent the EAM client All Evidian EAM Clients, Create the following registry key:

from retrieving Cloud- including the enrollment . L
related configuration data. |terminal Citrix/RDP Logatlon.. HKLM\SOFTWA_RE\EnateI
servers. \WiseGuard\FrameWork\Directory

e Type: DWORD (32-bit)
« Name:

* Value: 1

Registry Key Settings for Citrix/RDP environments
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Purpose

Configure the Evidian
EAM Client to
communicate with the
Nymi Agent server.

Affected Components

All Citrix/RDP servers

7 - Install and Configure Nymi and Evidian Components

Create the following registry key:

Registry Setting

Location: HKLM\SOFTWARE
\Enatel\WiseGuard\FrameWork
\Authentication

Type: String

Name: NymiAgentUrl

Value: ws://lagent _f dqn:9120/
socket/websocket

Where agent _f dgn is the Fully
Qualified Domain Name of the centralized
Nymi Agent server.

Configure Citrix roaming
sessions, to ensure that
when a published MES
application closes, the
Citrix session is logged off.

All Citrix servers

Create/Update the following registry keys:
Registry Key #1

Edit the following registry key and append
the following files to the ValueData field.

Registry Key #2

Location: HKLM\SYSTEM
\CurrentControlSet\Control\Citrix
\wfshel\TWI

Type: String

Name: LogoffCheckSysModules
Value: ssoengine.exe,
ESSOCredentialManager.exe

Location: HKLM\SOFTWARE\Policies
\Enate\SSOWatch\CommonConfig

or HKLM\SOFTWARE\Enatel
\SSOWatch\CommonConfig

Type: DWORD 32-bit

Name: DoNotManageProcList
Value: 1

Use Case Specific Registry Key Settings
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Purpose Affected Components Registry Setting

Optimize NFC taps All Evidian EAM Clients Key #1

including Citrix/RDP )
servers and the enrollment |* Location:HKLM\SOFTWARE

terminal, where you \Enatel\WiseGuard\FrameWork
perform Nymi Band taps \Authentication
on an NFC reader. * Type: DWORD 32-bit

* Name: NymilntentDiscardNfc

Note: Ensure that you
define these registry *+ Value: 0
keys with Evidian EAM Key #2

10.03b8573 Hotfix 12 and

later. e Location:HKLM\SOFTWARE

\Enatel\WiseGuard\FrameWork
\Authentication

« Type: DWORD 32-bit
* Name: NymilntentDiscardPcsc
* Value: 1

When Integrate with All Windows 11 24H2 e Location:HKEY LOCAL MACHINE
Windpws option is enabled | Evidian EAM Clients. \SOFTWARE\M_icrosoft\VVindows
on Windows 11 24H2 \CurrentVersion\Policies\System.

* Type: DWORD 32-bit

* Name: EnableMPR

* Value: 1

Note: To push this change out

through Group Policy Objects (GPO),
this configuration is Conput er
Configuration > Policies >
Adm ni strative Tenpl ates >
W ndows Conponents > W ndows
Logon Opti ons.

The setting name is Configure the
transmission of the user's password in

the content of MPR notifications sent by
winlogon. To make this parameter available,
you might require the WinLogon.admx from
the Administrative Templates (.admx) for
Windows 11 2024 Update (24H2), which you
can obtain from Microsoft.
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Support multiple domains, | All Evidian EAM Clients Edit the HKLM\Software\Enatel
where users enroll their including Citrix/RDP \WiseGuard\FrameWork\Directory
Nymi Bands in a domain | servers and the enrollment | \PossibleDomainList.

that is different from the terminal. i

NETBIOS name for each domain that
contains users, that will log in to the user
terminal.

Note: Separate each domain with a space,
as shown in the following example.

Edit String X

Value name:
[PossibleDomains List |

Value data
[Tw-LaB TW2-Lag| ]

For use with DeltaV All Evidian EAM Clients, Create the following registry keys in
including the enroliment HKLM\Software\EnateNSSOWatch
terminal Citrix/RDP \CommonConfig:
servers.

Key #1

* Type: DWORD 32-bit
* Name: NoCacheFields
* Value: 1

Key #2

* Type: DWORD 32-bit
* Name:
CheckUIAutomationFieldPresence

* Value: 2
Key #3

e Type: DWORD 32-hit

* Name:
DoNotStopCustomScriptOnCancel

* Value: 1

Key #4

« Type: DWORD 32-bit
* Name: SupportMultipleDesktops
* Value: 1
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Set when the Integrate All Evidian EAM Clients, e Location‘HKEY LOCAL MACHINE

with Windows including the enroliment \SOFTWARE\Enate\SSOWatch
Authentication and terminal. \CommonConfig

Authentication Manager ) bi
modules are not enabled * Type: DWORD 32-bit

on the client . Nfime:
DisplayErrorMessageAtStartup
* Value: 0
Define list of Domain + Location: HKEY_LOCAL_MACHINE
Controllers to contact \SOFTWARE\Enate\WiseGuard

for LDAP authentication

processes \FrameWork\Directory

e Type: DWORD 32-bit
Note: Not required when « Name: ServerList
you use LDAPS. * Value: fqdnl fdgn2
where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

For Example: srvadl.mycompany.lan
srvad2.mycompany.lan

Note: You can separate the server
entries with a comma or space.
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Prevent the appearance of | All Evidian EAM Clients, If the Integrate with Windows Authentication
the Ent er pri se SSO |including the Citrix’RDP module is enabled and a generic account is

Login window for user who | servers. not used for Windows login, set the following
a;iunot in the inclusion Note: Do not set this registry keys:

group. registry key with the Key #1:

Evidian EAM 10.03b8573

Hotfix 9 and later. * Location: HKLM\Software\Enatel

\SSOWatch\CommonConfig
» Type: DWORD 32-hit
* Name:
StopSSOENgineONnOTPFailed
* Value: 1

Key #2:

* Location:: HKLM\Software\Enatel
\WiseGuard\AdvancedLogin

« Type: DWORD 32-bit

* Name: StartSSOEnNngine

 Value: 1

If the Integrate with Windows Authentication
and Authentication Manager modules are not
enabled, set the following registry key:

* Location:: HKLM\Software\Enatel
\SSOWatch\CommonConfig

* Type: DWORD 32-bit

* Name:

DisplayErrorMessageAtStartup
* Value: 0

LDAPS Registry Key Settings
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Purpose Affected Components Registry Setting

Support LDAPS for the All Evidian EAM Clients, Create the following registry keys:
communication with an AD | including the enrollment Key #1

servers. * Location: HKEY_LOCAL_MACHINE
Note: Requires Evidian \SOFTWARE\Enat_eI\WlseGuard
Authentication Manager \FrameWork\WGDirectory

and Enterprise SSO 10.0 |* Type: DWORD 32-bit
evolution 2 patch level 3or [+ Name: SSL

Key #2

If some of your Active Directory(AD) Domain
Controllers(DCs) do not use SSL or are not
reachable, perform the following steps to
define which AD DCs the Evidian software
should use for LDAPS:

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\WGDirectory

* Type: DWORD 32-bit

* Name: ServerList

* Value: fgdn1:55001 fdgn2:55001

where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

e 55001 is the LDAPS port number.

For Example:
srvadl.mycompany.lan:55001
srvad2.mycompany.lan:55001

Note: You can separate the server
entries with a comma or space.

Ensure that the GSSEncryption and
GSSSignature registry keys are

deleted in the following location:
HKEY_LOCAL_MACHINE\SOFTWARE
\Enatel\WiseGuard\FrameWork
\WGDirectory
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communication with an
Active Directory instance.
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Affected Components

All Evidian EAM Clients,
including the enrollment
terminal Citrix/RDP
servers.

Note: Requires Evidian
Authentication Manager
and Enterprise SSO 10.0
evolution 2 patch level 3 or
later.

Registry Setting
Create the following registry keys:
Key #1

* Location: HKEY_LOCAL_MACHINE
\SOFTWARE\Enate\WiseGuard
\FrameWork\Directory

* Type: DWORD 32-bit

* Name: SSL

* Value: 1

Key #2

If some of your AD DCs do not use SSL
or are not reachable, perform the following
steps to define which AD DCs the Evidian
software should use for LDAPS:

* Location:HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\Directory

* Type: DWORD 32-bit

* Name: ServerList

* Value: fgdnl:port fdgn2:port

where:

» fgdnl and fqdn2 are the fully qualified
domain names of the LDAP Directory
Servers.

e portis the LDAPS port number
and is not required if LDAPS
communications occur over the default
port 636.

For Example: srvadl.mycompany.lan
srvad2.mycompany.lan

Note: You can separate the server
entries with a comma or space.

Ensure that the GSSEncyption and
GSSSignature registry key values

are set to 0 in the following location:
HKEY_LOCAL_MACHINE\SOFTWARE
\Enatel\WiseGuard\FrameWork\Directory

Performance and Security Registry Key Settings
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Purpose Affected Components Registry Setting

Increase the time that the | All Evidian EAM Clients, Create the following registry key:
Evidian EAM Client waits | including Citrix/RDP I

for the initialization of the | servers and the enroliment I\_gcatlc;\r\ll.v_l-lKLM\%(\)lf:twareW K
nymi_api.dll and retrieval |terminal. natel\Wiseguard\FramewWor
of authentication token \Authentication .
from NES to complete. « Type: DWORD 32-bit

* Name: WearableDelay
* Value: 10000

+ Base: Deci mal

Use Kerberos GSS All Evidian EAM Clients, Create or edit the following key:

Encryption to enhance the |including the enrollment

security of the component | terminal Citrix/RDP

communications servers. * AD LDS Instances —

Note: Do not set this HKEY—LOCAL—MACHI.NE

registry key when you use \SOFTWARE\Enat_eI\WlseGuard

LDAPS. \FrameWork\WGDirectory

* AD Instances —

HKEY_LOCAL_MACHINE
\SOFTWARE\Enatel\WiseGuard
\FrameWork\Directory

» Type: DWORD 32-bit

* Name: GSSEncryption

* Value: 1

e Location:

7.4.1.7 - Configuring the Connected Worker Platform

Communication Protocol
Starting with Connected Worker Platform(CWP) 1.15, the Nymi solution supports a new, high
performance protocol over Bluetooth between the Nymi Runtime and Nymi Bands.

Perform the following steps on all user terminals (for Evidian environments on Wearable user
terminals only) where users access Nymi-enabled Applications(NEAS) to disable the legacy
protocol. The enroliment terminal only requires the environment variable if users access NEAs
on the enrollment terminal.

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware.

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he
Syst em Envi ronment Vari abl es.

2. Click Envi ronment Vari abl es.
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3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:
a) Inthe Vari abl e Nane field, type NYMI_NEA SUPPORT_LEGACY_MODE
b) In the Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.

New System Variable X
Variable name; ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ o |
Browse Directory... Browse File... Cancel
Figure 187: New System Variable window
c¢) Click K.

7.4.1.8 - (Wearable Mode Only) Replacing the Nymi DLL File

Replace the nymi_api.dll file that the Evidian EAM Client uses with Nymi Runtime version that
you installed.

These steps apply to user terminals and Citrix servers/RDP session hosts in a wearable
configuration only.

1. Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.
2. From Windows explorer, navigate to Nymi SDK installation package.

3. Copy the ..\nymi-sdk\windows\x86_64\nymi_api.dll file to C:\Program Files\Common Files
\Evidian\WGSS.

7.4.1.9 - Overriding the authentication method

In a mixed-mode environment, you must copy the appropriate the TokenManagerStructure
file to each user terminal and Citrix Server/RDP session hosts that uses a non-default
authentication mode.

1. Obtain the appropriate TokenManagerStructure file, from the extracted Nymi installation
software package that you downloaded. The file is located in the Evidian-Supplementary-
Files subdirectory.

* If wearable mode is your default authentication method, copy the TokenManagerStructure-
Nymi-Wearable.xml file.

* If RFID-only is your default authentication method, copy the TokenManagerStructure-Nymi-
RFID.xml file.

2. Copy the TMS file to the C:\Program Files\Common Files\Evidian\WGSS\ directory.
Rename the file to TokenManagerStructure.xml.
4. Log in to the Evidian EAM Management Console.

w
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5

Click Account and access rights managenent @

6. In the left navigation pane, expand Donai n > Conput er s, and then select the terminal,

as shown in the following figure.

% Access point: 135-EVUAT1-LW7

-4 Search request

Directory BQ EAM
{n_—l Evidian Enterprise Access Management
© @-{_] Program Data
% Inbound access
% Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

i

135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

o OO s JOORY o O oy OO s OO e OO

(D LIET Bl LD BT Bl o

Binrmatricc

7. Onthe Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

7.4.1.10 - Deleting Evidian EAM Client Cache

Perform the following steps to delete the cache files on the user terminal and the enrollment

terminal.

Procedure

1. Log in to the Evidian EAM Management Console.
2

Click Account and access rights managenent @

3. In the left navigation pane, expand Donmai n > Conput er s, and then select the terminal,

as shown in the following figure.
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Access point: 135-EVUAT1-LW7

-4 Search request

=) EAM

-{_1] Evidian Enterprise Access Management
-{_1] Program Data

LE, Inbound access

LE, Outbound access

=) Evidian-UAT-Lab

E-{] Computers

@ E 1-WIN10-DOMA-EV

o

1-WINT-DOME
135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

(D LIET Bl LD BT Bl o

4. Onthe Acti ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

7.4.1.11 - Using the Solution in Selective Trust Environments
Review this information for information about a multi-domain environment where there is a full
trust from the client (computer) domain to the server (primary) domain, and a selective trust
from the server (primary) domain to the client (computer) domain.

About this task
In a selective two-way trust:

* Primary domain trusts the Evidian EAM Client computers in the computer domain.

» Computer domain trusts the users and the Evidian EAM Controller/Nymi Enterprise
Server(NES) in the primary domain.

To support SSO operations on the Evidian EAM Client computer, perform the following
actions:

Procedure
1. On the user terminals, ensure that a service account on the primary domain runs the EAM
security service.

2. On the user terminals, ensure that the service account has write permissions on the HKLM
\Software\Enatel registry key.

3. In AD LDS, ensure that the service account has access privileges.
4. Ensure that the user logs into the user terminal with their account in the primary domain.

7.4.1.12 - Logging into the terminal

If you installed the Evidian SSOAgent with the Authentication Manager, when the terminal
locks, the Windows login screen appears with new options.
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Perform the following steps to log in.

Note: On the first login, you cannot log in with a Nymi Band tap.

1. Press Ctrl-Alt-Delete.

The W ndows Logi n screen appears with additional options. The following figure provides an
example of the login screen.

NYMNAdministrator

2. Log in to the computer with your username and password.
The desktop appears.

7.4.1.13 - Validating the Evidian EAM Client Installation

After you log into the computer, validate that the Evidian EAM Client can connect to the
Evidian EAM Controller.

Open the system tray and confirm hover over the ESSO Cr edenti al Manager E icon.
Confirm that the status appears as Connected Mode, as shown in the following figure.

Connected mode

Figure 188: ESSO Credential Manager connected mode

If the status that appears is Disconnected Mode, the Evidian EAM Client cannot establish a
connection with the Evidian EAM Controller, refer to the Nymi Connected Worker Platform with
Evidian Troubleshooting Guide for more information.
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7.4.1.14 - Updating User Account with new SSO Configuration
To enable a new user to use SSO and the Nymi Band with the Evidian-integrated application,
refresh the Evidian Enterprise SSO application.

Install the application. If the application instructs you to copy the nymi_api.dll file to a directory
location, ensure that you copy the version from the Nymi SDK distribution package.

Perform the following steps on each user terminal that accesses the application.

L. In the Windows System Tray, click on the Enterprise SSO (eSSO) & icon.
2. Click the Honme ©@icon, and then click Ref r esh, as shown in the following figure.

The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
7] Enterprise SSO : Single Sign-On Engine = O x

L

Q b Activate II Suspend f:) Refresh Q) Stop

Connected User : uatadmin

Currentrole:  No selected role

Figure 189: eSSO application Home Window

3- On the Account tab @, anew entry appears. If the entry does not appear, right-click the
table, and then clear the Hi de application w thout credential option.

The following figure shows the Account tab.
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Properties

Change Password
New account

Delete

Show password
Delegate
Add to favorites

Remove from favorites

Hide applications without credential

Open 5505tudio...

Test application...

7 Enterprise S5 Start application T O >

Create shortcut
@ ¢

Disable the application

ication Account
et Enable the application

Enable all applications

Figure 190: Enterprise SSO Account tab
4. Navigate to your login page of the application.

5. If your application uses credentials that are separate from the LDAP credentials or
Windows login, the Ent er pri se SSO — Security Data Col | ect window appears.
In the User nane and Passwor d fields, type the credentials that are required by the
application, and the click OK.

The following figure provides an example of the login screen

Evidian Enterprise S50 Session - Re-authentication

Enterprise
Single Sign-On

Login: v

Password: | 1

Logon to: NYMI

o ] oo
Figure 191: SSO Login screen

6. Close the Evidian Enterprise SSO application.
For wearable-mode, the user can tap their Nymi Band to complete authentication events in the
Evidian-integrated application.

For NFC-only mode, the user must type their username and password the first time that they see
the Evidian Enterprise SSO window on a user terminal, to create a roaming session. After the first
manual sign on, the user can tap their Nymi Band to complete authentication tasks.
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Note: Sometimes it may take several attempts to get the behaviour of the detect to work
as desired. To update the configuration, on the User Terminal you can modify the Detection
tab to be more generic using wildcards, or more specific using regex detection. Detection is
application-specific. Depending upon your application, you may need to modify settings that
are not specified in this document.

If you change the technical definition at a later time, you must right-click the technical definition
and select Updat e Di r ect ory and delete the Evidian cache.

7.4.1.15 - (IGEL Only) Handling Slow Tap Response in Remote

Session
In some scenarios users might experience delayed responses to Nymi Band taps on an NFC
reader in a Nymi-Evidian configuration.

To resolve this issue, on the IGEL edit the All_Regions.ini file and decrease the value defined
for the Reader sSt at usPol | Peri od variable.
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8 - Updating Nymi and Evidian
Components

The Connected Worker Platform provides enhancements that support coexistence of Evidian-
integrated applications and Nymi-enabled Applications.

The section describes how to update the components in the Nymi with Evidian Solution.

8.1 - Updating the NES Software

Update the NES according to the instructions in the Nymi Connected Worker Platform—
Deployment Guide.

If you update from NES 3.3.1 or earlier, perform the following steps to update the active policy
to support Evidian enrollments.

1. Log in to the NES Administrator Console with an account that is an NES Administrator.

2. Click Pol i ci es.

3. Edit the active policy.

4. Fromthe Enrol I ment / Regi stration Destinati on list, select the option NES and
Evi di an, as shown in the following figure, and then click Save.

Enrollment / Registration Settings

Enrollment / Registration

Enrollment Only v
Permission
Enrollment / Registration NES and Evidian o
Destination
Display Band Label on a
Nymi Bands
Allow a user to re-enroll / O

re-register their Nymi
Band

Figure 192: NES and Evidian enrollment option

Note: In CWP 1.17.0 and earlier the list name is Enr ol | nent Desti nati on.
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8.1.1 - (Updates from NEE 3.3.1 and earlier only)
Modifying EAM Settings to Support Coexistence
with other Solutions

By default, when an Evidian-integrated application is not waiting for an SSO operation and a
user performs a tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated applications and Nymi-
integrated MES applications, perform the following steps in the Evidian EAM Management
Console to modify the settings in the access point profile, to prevent unexpected desktop locks
when performing a Nymi Band tap in the Nymi-integrated MES application.

1. Inthe Di rect ory view, expand EAM > Evi di an Enterprise Access Managenent
> User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cati on Manager tab, from the Def aul t acti on when t oken
renoved list, select Do not hi ng.

3. Click Appl y.

4. Right-click Def aul t Access Poi nt Profil e and select Updat e.

A user cannot perform an tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.

Update the Evidian EAM Controller software on each Evidian server in the environment.

In an LDAPS configuration, you must temporarily revert to LDAP before you start the Evidian
software update. Perform the following steps on the Evidian EAM Controller.

1. Open Registry Editor and navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork
\WGDirectory .

2. Edit Ser ver Li st , and in the Val ueDat a field, change the port number from 50001 to
55000.

3. Edit SSL, and in the Val ueDat a field, change the value from 1 to O.

The following figure provides an example of changes in the WGDirectory.
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4.

E’ Registry Editor - m]
File Edit View Favorites Help
Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\Enatel\WiseGuard\FrameWork\WGDirectory

Authentication A~ || Name Type Data
Cache a¥)(Default) REG_SZ (value not set)
Config 4] DirectoryType REG_DWORD 0x00000007 (7)
v Directory ab|RootLdapDN REG_SZ 0=EAM
E\S;PLEBED'CATED STOF | e servertist REG_SZ TW-Srv2.TW-Lab.local:55000
24)ssL REG_DWORD 0x00000000 (0)

FmkServer

NetWork

WGDirectory
Evidian

Figure 193: WGDirectory changes
Restart the Enterprise Access Management Security Services service.

Perform the following steps to update the Evidian EAM Controller software.

© 0 N o

. Log in to the server as a local administrator.
. Download and extract the Evidian software package, EAM-v10.0x.xxxxxxx.zip to a directory

on the server, (for example, the Downloads directory).

. Double-click the C:\Downloads\EAM-v10.0xxxxxX.XX\EAM.x64\INSTALL

\ESSOcontroller.msi file.

. On the W ndows protected your PC, window, click Mor e i nf o, and then click Run

anyway.
Onthe Wl cone to the EAM Controller installation assistant window, click
Next .

Onthe Li cense keys window, click Next .

On the Di r ect or y window, click Next .

Onthe Audi t dat abase server window, click Next .

Onthe Onthe Secrets I nitializati onwindow, click Next .

10.0n the Aut henti cati on net hods window, click Next .
11.0n the Sof t war e i nstal | ati on window, click Next .

The Windows Installer window appears, and the installation process begins.

12.0n the window that displays The EAM Controller is now install ed, select St art

EAM Consol e, as shown in the following figure, and then click Fi ni sh.
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Enterprise Access Management Contreller »
Enterprise

ACCESS The EAM Contraller is now installed.
Management

00O

O Evidian

Start EAM Console

: Back Cancel

13.0ptional - for LDAPS deployments only, perform the following steps to change the
configuration back to LDAPS:

a.

c.
d.

Open Registry Editor and navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork
\WGDirectory .

Edit Ser ver Li st , and in the Val ueDat a field, change the port number from 55000 to
55001.

Edit SSL, and in the Dat a Val ue field, change the value from O to 1.

Restart the Enterprise Access Management Security Service service.

14 Replace the nymi_api.dll file:

a.
b.
C.

d.

Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.
In Windows explorer, navigate to Nymi SDK installation package.

Copy the ..\nymi-sdk\windows\x86_64\nymi_api.dll file to C:\Program Files\Common Files

\Evidian\WGSS.
Restart the Enterprise Access Management Security Services service.

15.0n the Evi di an Enterpri se Access Managenent — Open Sessi on window, type
your login and password and then select the domain to which you want to log on, as shown
in the following figure. Click OK.
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Evidian Enterprise Access Management - Open Sessicn

@ Enterprise Access Management

Login: | =+ Latadmin ~ |

PEISSWDFI:I: | ............| |

Log on to: TW-LAB v

Cancel

The Evidian EAM Management Console appears.

8.3.1 - (Updates from CWP 1.15.X and earlier only)
Updating the TokenManagerStructure

The Connected Worker Platform software package includes new
TokenManagerStructure(TMS) files that support wearable and RFID authentication methods.
When you update Connected Worker Platform components from Nymi Enterprise Edition,
Nymi recommends that you replace any TokenManagerStructure file that you placed on a
terminal to override the Evidian EAM Controller configuration, and the configuration on the
Evidian EAM Controller.

The Evidian Supplementary Files directory in the Connected Worker Platform software
package includes the following TMS files:

* TokenManagerStructure-WEARABLE.xml-To configure Nymi Bands to use wearable
authentication.

» TokenManagerStructure-RFID.xml-To configure Nymi Bands to use RFID authentication.

Perform the following steps to replace the TMS configuration in your environment.

1. Log in to the Evidian EAM Management Console as an EAM Administrator.
2. From the Fi | e menu, select Conf i gurati on.

3. Onthe Aut henti cati on tab, click Sel ect , and then select the appropriate TMS file for
your configuration.

4. Click Appl y.
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Click OK.

Launch Ser vi ces.

Stop the Enterprise Access Management Security Services service.

Delete all files under C:\Program Files\Common Files\Evidian\WGSS\CacheDir.

© N o O

Note: If you get a message that you cannot delete the files, hold the Shi f t key down when you
press Del et e.

9. Start Enterprise Access Management Security Services service.

10.For each terminal in the environment that overrides the Evidian EAM Controller
authentication configuration, perform the following steps:
a) Log in to the terminal.

b) Rename the TokenManagerStructure.xml file in the C:\Program Files\Common\Evidian
\WGSS directory.

¢) Copy the new TMS file from the Connected Worker Platform package into the C:
\Program Files\Common\Evidian\WGSS directory.

d) Rename the TMS file to TokenManagerStructure.xml.
11.Log in to the Evidian EAM Management Console.

12. @
Click Account and access ri ghts managenent .

13.In the left navigation pane, expand Dormai n > Conput er s, and then select the terminal,
as shown in the following figure.

% Access point: 135-EVUAT1-LW7

- J Search request

Directory BC) EAM
-{_7] Evidian Enterprise Access Management
-{_1] Program Data
% Inbound access
% Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

o

135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

() L 1 L D B B

Binrmatricc

14.0n the Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

8.4 - Update the Centralized Nymi Agent

Perform the following steps if your environment uses a centralized Nymi Agent.
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Procedure

=

. Log in to the terminal, with an account that has administrator privileges.
2. Extract the Nymi SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as admi ni strator.

4. On the Wl cone page, click | nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl cone to the Nymi Runtinme Setup W zard page, click Next .

7. Onthe Nymi Runti me Set up page, expand Nymi Runti ne.

8. Select Nym Bl uet oot h Endpoi nt, and then selectEntire feature will be

unavai | abl e.

The following figure provides an example of the Nym  Runt i me Set up window with option to
make Nym Bl uet oot h Endpoi nt unavailable.

# Nymi Runtime 5.0.5.46 Setup ® —

Nymi Runtime Setup

X
]
Select the way you want features to be installed. @

Click the icons in the tree below to change the way features will be installed.

= — | v| Nymi Runtime
&= ~ | Nymi Agent
Nymi Bluetooth Endpoint
=2 Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

= Feature will be installed when required

4 Entire feature will be unavailable

Reset Disk Usage Back Cancel

Figure 194: Nymi Bluetooth Endpoint feature will be unavailable

9. Observe that Nyni Bl uet oot h Endpoi nt is not available, as shown in the following
figure, and then click Next .
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Nymi Runtime Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features wil be installed.

= 3v| Nymi Runtime
- =3 = | Nymi Agent
e X v

This feature requires OKB on your
hard drive, Ithas 0 of 1
subfeatures selected, The
subfeatures require OKB on your
hard drive.

Reset Disk Usage Back Cancel

Figure 195: Nymi Bluetooth Endpoint feature is not available

10.0n the Ser vi ce Account window, perform one of the following actions to choose the
account that starts the service:

» Accept the default service account NTAuthority\LocalService, click Next .

e For non-English Windows Operating Systems and for Nymi WebAPI configurations where you
install the centralized Nymi Agent on the NES server, choose the LocalSystem account from the
drop list, and then click Next .

Note: The service account must have permission to run as a service. Enable Service Log On
provides more information about how to modify the local policy to enable this permission for the
service account.

The following figure shows the Ser vi ce Account window.
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ﬁ Nymi Runtime 5.13.0.3

Service Account

Account to run system services as

T
\&J x

L

Service Account:

[ 2uthority ocal Servce ]

The service account must be allowed to "Logon as
Service™ or an error will occur,

Back Next Cancel

Figure 196: Nymi Runtime Service Account window

110nthe (Optional) Nym Infrastructure Service Account window, specify the
username and password of the Nymi Infrastructure Service Account. When you specify the
username, include the domain name, for example tw-lab\nymi_infra_service_acct.

The following figure shows the Nymi | nfrastructure Servi ce Account window.

15 Nymi Runtime 5.20.1.5 Setup X

(Optional) Nymi infrastructure service account

If you are installing a Nymi Agent on 3 dient machine, leave the service account
username and password blank.

1F you are installing a centralized Nymi Agent on a server, type the username
and password for the service account that communicates with NES.

Service account username

[tw-ablnymi_infra_service
Service account passw ord

s

Back Cancel

Figure 197: Nymi Infrastructure Service Account window
The installer creates the following files in the C:\Nymi\NymiAgent\certs folder:

« credentials-contains the encrypted credentials for the Nymi Infrastructure Service Account
« Private key, which is used to encrypt the credentials.
« Public key, which is used to encrypt the credentials.

12.0n the Ready to install page,clickl nstall.
13.Click Fi ni sh.
140nthelnstall ati on Conpl eted Successfully page, click Cl ose.
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On the Enrollment Terminal, update the Nymi Band Application, the Evidian EAM Client and
replace the nymi_api.dll file.

8.5.1 - Updating the Nymi Band Application

An update of the Nymi Band Application does not require you to remove the previous version of
the software.

Perform the following steps on the enrollment terminal.

1. Download the Nymi Band Application software to a directory on the network terminal. For
example, C:\Downloads

2. Double-click the installation file Nymi-Band-App-installer-v_ver si on, and then follow the
prompts to update the software.

8.5.2 - Updating Registry Key Settings

Review the registry key settings on the enrollment terminal and update as required.

1. Run Registry Editor.

2. Navigate to HKLM\SOFTWARE\Enatel\WiseGuard\FrameWork\Authentication and then
delete the WearableNeedsRFID registry key.

3. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlyInCloudMode.

4. Edit the GetCloudConfigDataOnlylInCloudMode key, and in the Val ue dat a field type 1.
Click OK.

5. Close Registry Editor.

8.5.3 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.
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1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxXxxXxXX\EAMX64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.
2. Double-click the C:\Downloads\EAM-v10.0xxxXxXxxX\EAMX6A\INSTALL\ESSOAgent.msi file.
3. Onthe Enterprise Access Managenent Client |nstallation,click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .
The following figure shows the Li cense Agr eenment window.

ﬁ Enterprise Access Management Client Setup — X

License Agreement
“You must agree with the license agreement below to proceed.
L

~

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

merimde  dlemn dlem smmmesfmiema af dlen Bmmmn WY NP T | R Py

| @ lacceptthe license agreement |
(Ol do not accept the license agreement

< Back Cancel

Figure 198: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.
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Destination Folder

the fallowing folder.

10 exit the Installation ‘Wizard

Destination Folder

ﬁ Enterprise Access Management Client Setup — X

Select a folder where the application will be installed. @
-

The Installation Wizard will install the files for Enterprise Access Management Client in

Toinstall into a different folder, click the Browse button, and select anather folder
You can choose notto install Enterprise Access Management Client by clicking Cancel

C\Pragram Files\Evidian\Enterprise Access Management, Browse

< Back Cancel

Figure 199: Destination Folder window

6. Onthe Sel ect Installation Type window, select Cust om and then click Next .

The following figure shows the Sel ect | nstal |l ati on Type window.

Select Installation Type
Selectthe desired installation type

O Typical
) Complete

® Custom

&
acvanced users.
]

ﬂ Enterprise Access Management Client Setup - X

The most comrmaon application features will be installed. This option

e
@E' is recommended for most users
0O
=g~

All application features will be installed. This optionis

=)
%g: recommended for the best performance.
=g~

B~ Usethis option to choase which application features you want
% _installed and where they will be installed. Recommended far
=

]

< Back Cancel

Figure 200: Select Installation Type window
7. Onthe Sel ect Feat ur es window, click Next .
The Sel ect Feat ur es window contains the existing configuration options.

8. Onthe Ready to install

following figure.

t he appl i cati on window, click Next , as shown in the
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ﬁ Enterprise Access Management Client Setup — X

Ready to Install the Application
Click Nextta begin installation.
||

Click the Back buttan to reenter the installation information or click Cancel to exit
the wizard

< Back Cancel

Figure 201: Ready to install the application
9. Onthe User account control pop-up, click Yes, as shown in the following figure.

User Account Control X

Do you want to allow this app to make
changes to your device?

‘B 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 202: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup - X

Enterprise Enterprise Access Management
Access Client has been successfully
Management installed.

Click the Finish bution to exit this installation.

O

O Evidian

< Back I Cancel

Figure 203: Evidian Client Installation Success window

8.5.4 - Confirming the Runtime dll versions

Review the Connected Worker Platform and Evidian EAM Client versions of the Nymi Runtime
file to ensure that they are the same.

Perform the following steps on the client machine.

1. From the W ndows Apps and Feat ure applet, search for the Nymi Runtime application
and make note of the version.

2. From Windows explorer, navigate to C:\Program Files\Common Files\Evidian\WGSS.

3. Right-click nymi_api.dll and select Pr operti es. On the Det ai | s tab, confirm that the
value in the product version matches the Nymi Runtime installation.

4. If the versions do not match, perform the following steps:

a) Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.
b) Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll to C:\Program Files
\Common Files\Evidian\WGSS.

5. Log in to the Evidian EAM Management Console.

Click Account and access ri ghts nmanagenent @

7. In the left navigation pane, expand Domai n > Conput er s, and then select the terminal,
as shown in the following figure.
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Access point: 135-EVUAT1-LW7

Direct -2 Search request
irectory

2@ EAM

. [+ Evidian Enterprise Access Management

-{_7] Program Data

LE, Inbound access

LE, Outbound access
Smart Card

€ Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

1-WIN7-DOMB
RFID

i

135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

() L 1 L D B B

Binrmatricc

8. On the Act i ons tab, select Del et e cache fil es, and then click Appl vy.
The cache files are deleted on the terminal and the terminal desktop locks.

8.5.5 - Configuring the Communication Protocol

If you use the enrollment terminal to also access applications, perform the following steps to

disable the legacy protocol.

About this task

Note: After you set this environment variable, user terminals cannot communicate with Nymi

Bands that use pre-CWP 1.15.x firmware.

Procedure

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he

System Envi ronnent Vari abl es.
2. Click Envi ronment Vari abl es.

3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:
a) Inthe Vari abl e Nane field, type NYMI_NEA SUPPORT_LEGACY_MODE

b) Inthe Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.

New System Variable X
Variable name; ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ o |
Browse Directory... Browse File... Cancel
Figure 204: New System Variable window
c¢) Click K.
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Update the Nymi Runtime, the Evidian EAM Client and the nymi_api.dll file on each user
terminal.

8.6.1 - Updating Nymi Runtime
Update the Nymi Runtime on the user terminal and RDP/Citrix servers that use a wearable
configuration.

Perform the following steps after internal testing has verified the compatibility of the NEA with
upgraded versions of the Nymi Components.

1. Log in to the terminal, with an account that has administrator privileges.
2. Extract the Nymi SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as admi ni strator.

4. On the Wl cone page, click I nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl cone to the Nymi Runtine Setup W zard page, click Next .

7. Onthe Nymi Runti me Set up window, click Next .

8. Onthe Servi ce Account window, perform one of the following actions to choose the
account that starts the service:

« Accept the default service account NTAuthority\LocalService, click Next .
» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .

9. Onthe (Optional) Nym Infrastructure Service Account, click Next .

Only deployments that use web-based Nymi-enabled Applications(NEAS) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

100nthe Ready to install page,clickl nstall.
11.Click Fi ni sh.
120nthel nstal |l ati on Conpl eted Successfully page, click Cl ose.

13.Replace the nymi_api.dll file that is used by the MES application with the version of the file
that is in the Nymi API C Interface distribution package.
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8.6.2 - Updating Registry Key Settings

Review the registry key settings on the user terminal and update as required.

6.

Run Registry Editor.

Navigate to HKLM\Software\Enate\SSOWatch\CommonConfig, and then delete the
StopSSOENgineONOTPFailed registry key.

Navigate to HKLM\Software\Enate\WiseGuard\AdvancedLogin, and then delete the
StartSSOENgine registry key.

Navigate to HKLM\SOFTWARE\Enatel\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlyInCloudMode.

Edit the GetCloudConfigDataOnlylnCloudMode key, and in the Val ue dat a field type 1.
Click OK.

Close Registry Editor.

8.6.3 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.

Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxXxxXxxXX\EAMx64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

. Double-click the C:\Downloads\EAM-v10.0xxxxxxxx\EAMx64\INSTALL\ESSOAgent.msi file.
. Onthe Enterprise Access Managenent Client Installation,click Next.
. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and

then click Next .
The following figure shows the Li cense Agr eenment window.
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End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement

af Alen O PO R, S | |

........... e m dn

melmdm Al Alen

| @1 acceptthe license agreement |

('l do notacceptthe license agreement

Cancel

ﬁg Enterprise Access Management Client Setup - x
License Agreement
You must agree with the license agreement below to proceed
-
S

W

Figure 205: License Agreement window

5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.

ﬁ@ Enterprise Access Management Client Setup

Destination Folder

Select a folder where the application will be installed.
1 ——

The Installation Wizard will install the files for Enterprise Access Management Clientin
the following folder.

To install into a different folder, click the Browse button, and select another folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
to exit the Installation Wizard

Destination Folder

CAPrograrm Files\Evidian\Enterprise Access Management, Browse

Cancel

X

Figure 206: Destination Folder window
6. On the Sel ect

Instal l ati on Type window, select Cust om and then click Next .

The following figure shows the Sel ect

I nstallati on Type window.
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ﬂ Enterprise Access Management Client Setup -

Select Installation Type
Selectthe desired installation type

O Typical

2
gg is recommended for most users.
=

O Complete
© Allapplication features will be installed. This option is

=
@g: recommended for the best performance.
=

® Custom
g~  Usethis option to choose which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

The mostcommon application features will be installed. This option

]

Cancel

Figure 207: Select Installation Type window

7. Onthe Sel ect Feat ur es window, click Next .

The Sel ect Feat ur es window contains the existing configuration options.
8. Onthe Ready to install the application window, click Next, as shown in the

following figure.

ﬁ Enterprise Access Management Client Setup -

Ready to Install the Application
Click Next to begin installation.

Click the Back hutton to reenter the installation information or click Cancel to exit
the wizard

X

O

Cancel

Figure 208: Ready to install the application

9. Onthe User account control pop-up, click Yes, as shown in the following figure.
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User Account Control

Do you want to allow this app to make
changes to your device?

B | 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 209: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

0 Evidian

X

< Back I Cancel

Figure 210: Evidian Client Installation Success window

8.6.4 - Configuring the Connected Worker Platform
Communication Protocol

Starting with Connected Worker Platform(CWP) 1.15, the Nymi solution supports a new, high
performance protocol over Bluetooth between the Nymi Runtime and Nymi Bands.

Perform the following steps on all user terminals (for Evidian environments on Wearable user
terminals only) where users access Nymi-enabled Applications(NEAS) to disable the legacy

Copyright ©2025 Nymi with Evidian Solution Deployment Guide v12.0 259



8 - Updating Nymi and Evidian Components

protocol. The enroliment terminal only requires the environment variable if users access NEAs
on the enroliment terminal.

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware.

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he
System Envi ronnent Vari abl es.

2. Click Envi ronnent Vari abl es.
3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:
a) Inthe Vari abl e Nane field, type NYMI_NEA_SUPPORT_LEGACY_MODE
b) Inthe Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.

New System Variable X
Variable name: ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ 0 |
Browse Directory. Browse File... Cancel
Figure 211: New System Variable window
c¢) Click &K

8.6.5 - Optimizing NFC Taps
The Evidian Access Management version EAM-v10.03b8573.4 optimizes the Evidian EAM
Client configuration for Nymi Band taps on a Bluetooth adapter by default.

When you use an NFC reader to perform Nymi Band taps, perform the following steps on each
Citrix or RDP server.

Note: EAM-v10.03b8573.4 does not support use cases that require Authentication Manager.

1. Run regedit.exe.

2. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Authentication.

3. Create a new DWord(32-bit) key named Nymi | nt ent Di scar dNf c.

4. Edit Nym | nt ent Di scar dNf ¢, change the value in the Val ue dat a field to 0, and then
click OK.

5. Create a new DWord(32-bit) key named Nymi | nt ent Di scar dPcsc. Leave the default
value 1.

6. Close Regi stry Editor.
7. Restart the Ent er pri se Access Managenent Security Services service.
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8.6.6 - Confirming the Runtime dll versions

Review the Connected Worker Platform and Evidian EAM Client versions of the Nymi Runtime
file to ensure that they are the same.

About this task
Perform the following steps on the client machine.

Procedure

1

w N

(62

. From the W ndows Apps and Feat ure applet, search for the Nymi Runtime application
and make note of the version.

. From Windows explorer, navigate to C:\Program Files\Common Files\Evidian\WGSS.

. Right-click nymi_api.dll and select Pr operti es. On the Det ai | s tab, confirm that the
value in the product version matches the Nymi Runtime installation.

. If the versions do not match, perform the following steps:

a) Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.

b) Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll to C:\Program Files
\Common Files\Evidian\WGSS.

. Log in to the Evidian EAM Management Console.

Click Account and access ri ghts nmanagenent @

. In the left navigation pane, expand Domai n > Conput er s, and then select the terminal,
as shown in the following figure.

Directory

Smart Card

Access point: 135-EVUAT1-LW7

;42 Search request

=) EAM

{_:l Evidian Enterprise Access Management
{_:l Proegram Data

: JE& Inbound access

-4 Evidian-UAT-Lab
l_=_|{_:| Computers

i = 1-WIN10-DOMA-EY
1-WINT-DOMB
135-EVUATI-LW10
2-WIN10-DOMB
2-WINT-DOMC
55-EVUAT2-LW10
55-EVUAT2-LW7T

i

B-B-E-E-8-E-E-E

(A LD EIE L1 LT Gl D

8. Onthe Acti ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.
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Update the Evidian EAM Client on each user terminal that is in an RFID-only configuration.

8.7.1 - Updating Registry Key Settings

Review the registry key settings on the user terminal and update as required.

1. Run Registry Editor.

2. Navigate to HKLM\Software\Enate\SSOWatch\CommonConfig, and then delete the
StopSSOENgineOnOTPFailed registry key.

3. Navigate to HKLM\Software\Enate\WiseGuard\AdvancedLogin, and then delete the
StartSSOENgine registry key.

4. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlylnCloudMode.

5. Edit the GetCloudConfigDataOnlylnCloudMode key, and in the Val ue dat a field type 1.
Click OK.

6. Close Registry Editor.

8.7.2 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxxXXXXX\EAMX64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.
2. Double-click the C:\Downloads\EAM-v10.0xxxxXxxX\EAMx64\INSTALL\ESSOAgent.msi file.
. Onthe Enterpri se Access Managenent Cient Installation, click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .
The following figure shows the Li cense Agr eenment window.

w
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End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement

af Alen O PO R, S | |

........... e m dn

melmdm Al Alen

| @1 acceptthe license agreement |

('l do notacceptthe license agreement

Cancel

ﬁg Enterprise Access Management Client Setup - x
License Agreement
You must agree with the license agreement below to proceed
-
S

W

Figure 212: License Agreement window

5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.

ﬁ@ Enterprise Access Management Client Setup

Destination Folder

Select a folder where the application will be installed.
1 ——

The Installation Wizard will install the files for Enterprise Access Management Clientin
the following folder.

To install into a different folder, click the Browse button, and select another folder
You can choose notto install Enterprise Access Management Client by clicking Cancel
to exit the Installation Wizard

Destination Folder

CAPrograrm Files\Evidian\Enterprise Access Management, Browse

Cancel

X

Figure 213: Destination Folder window
6. On the Sel ect

Instal l ati on Type window, select Cust om and then click Next .

The following figure shows the Sel ect

I nstallati on Type window.

Copyright ©2025

Nymi with Evidian Solution Deployment Guide v12.0

263



8 - Updating Nymi and Evidian Components

ﬂ Enterprise Access Management Client Setup -

Select Installation Type
Selectthe desired installation type

O Typical

2
gg is recommended for most users.
=

O Complete
© Allapplication features will be installed. This option is

=
@g: recommended for the best performance.
=

® Custom
g~  Usethis option to choose which application features you want
O installed and where they will be installed. Recommended for
= g advanced users.

The mostcommon application features will be installed. This option

]

Cancel

Figure 214: Select Installation Type window

7. Onthe Sel ect Feat ur es window, click Next .

The Sel ect Feat ur es window contains the existing configuration options.
8. Onthe Ready to install the application window, click Next, as shown in the

following figure.

ﬁ Enterprise Access Management Client Setup -

Ready to Install the Application
Click Next to begin installation.

Click the Back hutton to reenter the installation information or click Cancel to exit
the wizard

X

O

Cancel

Figure 215: Ready to install the application

9. Onthe User account control pop-up, click Yes, as shown in the following figure.
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User Account Control

Do you want to allow this app to make
changes to your device?

B | 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

F

Yes No

Figure 216: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.

ﬁ Enterprise Access Management Client Setup -

Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish button to exit this installation.

O Evidian

X

< Back I Cancel

Figure 217: Evidian Client Installation Success window

8.8 - Updating User Terminals

The update procedures differ for user terminals that are in a Wearable and RFID-only
configuration.

8.8.1 - Update Wearable User Terminals

Update the Nymi Runtime, the Evidian EAM Client and the nymi_api.dll file on each user
terminal.
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8.8.1.1 - Updating Nymi Runtime
Update the Nymi Runtime on the user terminal and RDP/Citrix servers that use a wearable
configuration.

Perform the following steps after internal testing has verified the compatibility of the NEA with
upgraded versions of the Nymi Components.

1. Log in to the terminal, with an account that has administrator privileges.
2. Extract the Nymi SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, right-click the Nymi Runtime Installer
version.exe file, and select Run as adm ni strat or.

4. On the Wl cone page, click I nstal | .

5. Onthe User Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. Onthe Wl come to the Nymi Runtinme Setup W zard page, click Next .
Onthe Nymi Runtinme Set up window, click Next .

8. Onthe Servi ce Account window, perform one of the following actions to choose the
account that starts the service:

~

» Accept the default service account NTAuthority\LocalService, click Next .
» For non-English Windows Operating Systems, choose the LocalSystem account from the drop
list, and then click Next .

9. Onthe (Optional) Nym Infrastructure Service Account, click Next .

Only deployments that use web-based Nymi-enabled Applications(NEAs) with a centralized Nymi
Agent require you to configure the Nymi Infrastructure Service Account.

10.0Onthe Ready to install page,clickl nstall.
11 Click Fi ni sh.
120nthelnstal l ati on Conpl eted Successfully page, click C ose.

13.Replace the nymi_api.dll file that is used by the MES application with the version of the file
that is in the Nymi API C Interface distribution package.

8.8.1.2 - Updating Registry Key Settings

Review the registry key settings on the user terminal and update as required.

1. Run Registry Editor.

2. Navigate to HKLM\Software\Enate\SSOWatch\CommonConfig, and then delete the
StopSSOENQgineOnOTPFailed registry key.
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3. Navigate to HKLM\Software\Enatel\WiseGuard\AdvancedLogin, and then delete the
StartSSOEnNgine registry key.

4. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlylnCloudMode.

5. Edit the GetCloudConfigDataOnlyInCloudMode key, and in the Val ue dat a field type 1.
Click OK.

6. Close Registry Editor.
8.8.1.3 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxXxxXxxXX\EAMx64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.

2. Double-click the C:\Downloads\EAM-v10.0xxXxXxxX\EAMX6A\INSTALL\ESSOAgent.msi file.
3. Onthe Enterpri se Access Managenent Client Install ation, click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .

The following figure shows the Li cense Agr eenment window.

ﬂ Enterprise Access Management Client Setup - *

License Agreement
“ou must agree with the license agreement below to proceed.
L

~

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

marlmdn dlemn dlem mmmsdimfmme af dlas Bmmmemda A mmmmmememd aleall e mm— e

| @ lacceptthe license agreement |
(Ol do not accept the license agreement

< Back Cancel

Figure 218: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
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The following figure shows the Dest i nati on Fol der window.

Destination Folder

the fallowing folder.

10 exit the Installation ‘Wizard

Destination Folder

ﬁ Enterprise Access Management Client Setup — X

Select a folder where the application will be installed. @
-

The Installation Wizard will install the files for Enterprise Access Management Client in

Toinstall into a different folder, click the Browse button, and select anather folder
You can choose notto install Enterprise Access Management Client by clicking Cancel

C\Pragram Files\Evidian\Enterprise Access Management, Browse

< Back Cancel

Figure 219: Destination Folder window

6. Onthe Sel ect Installation Type window, select Cust om and then click Next .

The following figure shows the Sel ect | nstal |l ati on Type window.

Select Installation Type
Selectthe desired installation type

O Typical
) Complete

® Custom

&
acvanced users.
]

ﬂ Enterprise Access Management Client Setup - X

The most comrmaon application features will be installed. This option

e
@E' is recommended for most users
0O
=g~

All application features will be installed. This optionis

=)
%g: recommended for the best performance.
=g~

B~ Usethis option to choase which application features you want
% _installed and where they will be installed. Recommended far
=

]

< Back Cancel

Figure 220: Select Installation Type window
7. Onthe Sel ect Feat ur es window, click Next .
The Sel ect Feat ur es window contains the existing configuration options.

8. Onthe Ready to install

following figure.

t he appl i cati on window, click Next , as shown in the
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ﬁ Enterprise Access Management Client Setup — X

Ready to Install the Application
Click Nextta begin installation.
||

Click the Back buttan to reenter the installation information or click Cancel to exit
the wizard

< Back Cancel

Figure 221: Ready to install the application
9. Onthe User account control pop-up, click Yes, as shown in the following figure.

User Account Control X

Do you want to allow this app to make
changes to your device?

‘B 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 222: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup - X

Enterprise Enterprise Access Management
Access Client has been successfully
Management installed.

Click the Finish bution to exit this installation.

O

O Evidian

< Back I Cancel

Figure 223: Evidian Client Installation Success window

8.8.1.4 - Configuring the Connected Worker Platform

Communication Protocol

Starting with Connected Worker Platform(CWP) 1.15, the Nymi solution supports a new, high
performance protocol over Bluetooth between the Nymi Runtime and Nymi Bands.

Perform the following steps on all user terminals (for Evidian environments on Wearable user
terminals only) where users access Nymi-enabled Applications(NEAS) to disable the legacy
protocol. The enroliment terminal only requires the environment variable if users access NEAs
on the enroliment terminal.

Note: After you set this environment variable, user terminals cannot communicate with Nymi
Bands that use pre-CWP 1.15.x firmware.

1. In the Windows search field, type env, and then from the pop-up menu, select Edit t he
System Envi ronnent Vari abl es.

2. Click Envi ronnment Vari abl es.
3. Inthe Syst em Vari abl es section, click New, and the perform the following actions:

a) Inthe Vari abl e Nane field, type NYMI_NEA SUPPORT_LEGACY_MODE
b) In the Vari abl e Val ue field, type O.
The following figure provides an example of the new variable.
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New System Variable X
Variable name: ‘ NYMI_NEA_SUPPORT_LEGACY_MODE |
Variable value: ‘ 0 |
Browse Directory... Browse File... Cancel
Figure 224: New System Variable window
c) Click OK.

8.8.1.5 - Optimizing NFC Taps
The Evidian Access Management version EAM-v10.03b8573.4 optimizes the Evidian EAM
Client configuration for Nymi Band taps on a Bluetooth adapter by default.

When you use an NFC reader to perform Nymi Band taps, perform the following steps on each
Citrix or RDP server.

Note: EAM-v10.03b8573.4 does not support use cases that require Authentication Manager.

P wNPE

6.
7.

Run regedit.exe.
Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Authentication.
Create a new DWord(32-bit) key named Nyni | nt ent Di scar dNf c.

Edit Nymi | nt ent Di scar dNf ¢, change the value in the Val ue dat a field to 0, and then
click OK.

Create a new DWord(32-bit) key named Nyni | nt ent Di scar dPcsc. Leave the default
value 1.

Close Regi stry Editor.
Restart the Ent er pri se Access Mahagement Security Servi ces service.

8.8.1.6 - Confirming the Runtime dll versions

Review the Connected Worker Platform and Evidian EAM Client versions of the Nymi Runtime
file to ensure that they are the same.

Perform the following steps on the client machine.

. From the W ndows Apps and Feat ure applet, search for the Nymi Runtime application

and make note of the version.

. From Windows explorer, navigate to C:\Program Files\Common Files\Evidian\WGSS.

Right-click nymi_api.dll and select Pr operti es. On the Det ai | s tab, confirm that the
value in the product version matches the Nymi Runtime installation.
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4. If the versions do not match, perform the following steps:

a) Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.
b) Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll to C:\Program Files
\Common Files\Evidian\WGSS.
5. Log in to the Evidian EAM Management Console.
6. @
Click Account and access rights managenent .

7. In the left navigation pane, expand Donmai n > Conput er s, and then select the terminal,
as shown in the following figure.

Access point: 135-EVUAT1-LW7

-4 Search request

=& EAM

{:] Evidian Enterprise Access Management
{7 Program Data

E Inbound access

O

Directory

©

: E Outbound access
£-&) Evidian-UAT-Lab

£ Computers

- 1-WINT0-DOMA-EV
1-WIN7-DOMB
135-EVUATT-LW10
2-WIN10-DOMB
2-WINT-DOMC
55-EVUATZ-LW10
55-EVUATZ2-LW7

Smart Card

i

e

RFID

() L 1 L D B B

Binrmatricc

8. Onthe Act i ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

8.8.2 - Update RFID-only User Terminals

Update the Evidian EAM Client on each user terminal that is in an RFID-only configuration.

8.8.2.1 - Updating Registry Key Settings

Review the registry key settings on the user terminal and update as required.

Procedure

1. Run Registry Editor.

2. Navigate to HKLM\Software\EnateNSSOWatch\CommonConfig, and then delete the
StopSSOENgineONOTPFailed registry key.

3. Navigate to HKLM\Software\Enatel\WiseGuard\AdvancedLogin, and then delete the
StartSSOEnNgine registry key.

4. Navigate to HKLM\SOFTWARE\Enate\WiseGuard\FrameWork\Directory, and then create a
new DWORD (32-bit) Val ue named GetCloudConfigDataOnlylnCloudMode.
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5. Edit the GetCloudConfigDataOnlyInCloudMode key, and in the Val ue dat a field type 1.
Click OK.

6. Close Registry Editor.
8.8.2.2 - Updating the Evidian SSO Agent

Perform the following steps with an account that has permission to install software on the
machine.

Obtain the Evidian software package from Nymi Solution Consultant or Nymi Support.

1. Install the required version of the Microsoft Visual C++ redistributable by double-clicking C:
\Downloads\EAM-v10.0xxxXxxXxXX\EAMx64\INSTALL\VCRedist_x64.msi.

Note: If the required version of Microsoft Visual C++ redistributable is already installed on the
server, a pop-up screen briefly appears, and then disappears.
2. Double-click the C:\Downloads\EAM-v10.0xxXxXxxX\EAMX6A\INSTALL\ESSOAgent.msi file.
3. Onthe Enterpri se Access Managenent Client Install ation, click Next.

4. Onthe Li cense Agreenent window, click| accept the |icense agreenent, and
then click Next .

The following figure shows the Li cense Agr eenment window.

ﬂ Enterprise Access Management Client Setup - *

License Agreement
“ou must agree with the license agreement below to proceed.
L

~

End User License Terms and Conditions
for
Evidian Licensed Products
2017-06

Installation, operation and use of all Evidian Licensed Products including
this one, are exclusively governed by and subject to, all the terms and
conditions of this Agreement, except to the extent that a separate written
license agreement that is legally binding on Evidian ("Separate
Agreement”), has been signed and applies to the Licensed Product you
wish to install. In the event that a currently valid Separate Agreement ,

merimde  dlemn dlem smmmesfmiema af dlen Bmmmmmds Ammsmammd mleall mrrmmam e

| @ lacceptthe license agreement |
(Ol do not accept the license agreement

< Back Cancel

Figure 225: License Agreement window
5. Onthe Desti nati on Fol der window, accept the default, and then click Next .
The following figure shows the Dest i nati on Fol der window.
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Destination Folder

the fallowing folder.

10 exit the Installation ‘Wizard

Destination Folder

ﬁ Enterprise Access Management Client Setup — X

Select a folder where the application will be installed. @
-

The Installation Wizard will install the files for Enterprise Access Management Client in

Toinstall into a different folder, click the Browse button, and select anather folder
You can choose notto install Enterprise Access Management Client by clicking Cancel

C\Pragram Files\Evidian\Enterprise Access Management, Browse

< Back Cancel

Figure 226: Destination Folder window

6. Onthe Sel ect Installation Type window, select Cust om and then click Next .

The following figure shows the Sel ect | nstal |l ati on Type window.

Select Installation Type
Selectthe desired installation type

O Typical
) Complete

® Custom

&
acvanced users.
]

ﬂ Enterprise Access Management Client Setup - X

The most comrmaon application features will be installed. This option

e
@E' is recommended for most users
0O
=g~

All application features will be installed. This optionis

=)
%g: recommended for the best performance.
=g~

B~ Usethis option to choase which application features you want
% _installed and where they will be installed. Recommended far
=

]

< Back Cancel

Figure 227: Select Installation Type window
7. Onthe Sel ect Feat ur es window, click Next .
The Sel ect Feat ur es window contains the existing configuration options.

8. Onthe Ready to install

following figure.

t he appl i cati on window, click Next , as shown in the
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ﬁ Enterprise Access Management Client Setup — X

Ready to Install the Application
Click Nextta begin installation.
||

Click the Back buttan to reenter the installation information or click Cancel to exit
the wizard

< Back Cancel

Figure 228: Ready to install the application
9. Onthe User account control pop-up, click Yes, as shown in the following figure.

User Account Control X

Do you want to allow this app to make
changes to your device?

‘B 5d43d20.msi

Verified publisher: Evidian SA
File origin: Hard drive on this computer

Show more details

Yes No

Figure 229: User account control

100nthe Ent er pri se Access Managenent Cient has been successfully
i nst al | ed window, click Fi ni sh, as shown in the following figure.
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ﬁ Enterprise Access Management Client Setup - X
Enterprise Enterprise Access Management
Access Client has been successfully

Management installed.

Click the Finish bution to exit this installation.

O Evidian

< Back Cancel

Figure 230: Evidian Client Installation Success window

8.9 - Updating from Nymi Enterprise
Edition 3.2.1 and Earlier

This steps in this section only apply to updates from NES 3.2.1 and earlier.

After you update all the components in the Nymi with Evidian Solution, perform the following
actions:

* Replace the token structure configuration on the Evidian EAM Controller and any Evidian
EAM Client that has a TMS file.

* Re-enroll all existing users to ensure that the Nymi Band to user association appears in the
NES and EAM databases.

8.9.1 - (Updates from CWP 1.15.X and earlier only)
Updating the TokenManagerStructure

The Connected Worker Platform software package includes new
TokenManagerStructure(TMS) files that support wearable and RFID authentication methods.
When you update Connected Worker Platform components from Nymi Enterprise Edition,
Nymi recommends that you replace any TokenManagerStructure file that you placed on a

terminal to override the Evidian EAM Controller configuration, and the configuration on the
Evidian EAM Controller.
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The Evidian Supplementary Files directory in the Connected Worker Platform software
package includes the following TMS files:

» TokenManagerStructure-WEARABLE.xmI-To configure Nymi Bands to use wearable
authentication.

» TokenManagerStructure-RFID.xml-To configure Nymi Bands to use RFID authentication.

Perform the following steps to replace the TMS configuration in your environment.

1. Log in to the Evidian EAM Management Console as an EAM Administrator.
From the Fi | e menu, select Confi gur ati on.

On the Aut hent i cat i on tab, click Sel ect , and then select the appropriate TMS file for
your configuration.

Click Appl y.

Click OK.

Launch Ser vi ces.

Stop the Enterprise Access Management Security Services service.

Delete all files under C:\Program Files\Common Files\Evidian\WGSS\CacheDir.

w N

© N o gk

Note: If you get a message that you cannot delete the files, hold the Shi f t key down when you
press Del et e.

9. Start Enterprise Access Management Security Services service.

10.For each terminal in the environment that overrides the Evidian EAM Controller
authentication configuration, perform the following steps:
a) Log in to the terminal.

b) Rename the TokenManagerStructure.xml file in the C:\Program Files\Common\Evidian
\WGSS directory.

¢) Copy the new TMS file from the Connected Worker Platform package into the C:
\Program Files\Common\Evidian\WGSS directory.

d) Rename the TMS file to TokenManagerStructure.xml.
11.Log in to the Evidian EAM Management Console.

12. @
Click Account and access rights nanagenent .

13.n the left navigation pane, expand Domai n > Conput er s, and then select the terminal,
as shown in the following figure.
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Access point: 135-EVUAT1-LW7

-4 Search request
SO o
. [-{] Evidian Enterprise Access Management

D Program Data
LE, Inbound access

L"q‘ﬁ Outbound access
smart Card € Evidian-UAT-Lab
£ Computers
-5 1-WIN10-DOMA-EV

1-WIN7-DOMB
135-EVUATT1-LW10
2-WIN10-DOMB
2-WINT-DOMC
55-EVUAT2-LW10
55-EVUAT2-LWT

Directory

10 Ll

Ll i B i B B

o OO s JOORY o O oy OO s OO e OO

Binrmatricc

14.0nthe Acti ons tab, select Del et e cache fil es, and then click Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

8.9.2 - Re-enrolling existing Nymi Band Users

After you update all the components in the Nymi with Evidian Solution from Nymi Enterprise
Edition 3.3.1 or earlier, perform the following steps for all users that have a Nymi Band that was
enrolled in Evidian prior to the update.

» Delete the Nymi Band association for the user on the Evidian EAM Controller
» Delete the user data from the Nymi Band
* Re-enroll the Nymi Band

8.9.2.1 - Deleting an RFID or Wearable Nymi Band

Perform the following steps to delete the association between and user and the Nymi Band.

Procedure

1. Put the Nymi Band on a charger and then hold the bottom button down until the User
Dat a Del et ed icon appears.
The biometric data of the user is removed from the Nymi Band.

2. In the Evidian EAM Management Console, select the Di r ect or y panel.

3. Select the search request by changing the object type to user, and theninthe Fi |l t er
field, type the username.

The following figure shows the Sear ch r equest window.
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c > BEQOwwaPablon
@ Search request
{P Search st I
Do | EA?\AK reque: 5 Corfiguration
[ Use this tool to search for objects in the directory. Objects that are found can easily be accessed
(=-{_]) Evidian Enterprise Access Management from the tree view Fiter apples to object name,
: @-{LJ Application access
i £ User A Examples:
= ser Access -if you want to find a user called ‘john doe’, type ‘john doe'
S Card =1 {] AccessPoint Profiles ~if you want to find an application whose name starts with ‘app', type 'app™
mart Car 53 Default access point profile -if you type an '@’ character, the fiter also applies to the emal address (when avaiable)
53 RFID-only
% Wearable Searchroots Select... Remove
{0 Timeslices §
= : +{] User Profiles Object type: |G User N
| @ (3 Program Data Filter: | twadmin Search Clear a
.88 Inbound access
| B Outbound access Maximum number of resuits: 50
1@ TW-Lab
Biometrics

Figure 231: Search request window

4. Select the user, and then select the RFI Dtab. What appears on the RFI Dtab and the
actions that you perform, depend on the deployment.

Wearable /
RFID-only
Mode

Two entries display, one for the user as an RFID entry and the other is a Wearable
entry.

User: tw admin
= Search request

5O 'erm

(2] Evidian Enterprise Access Management
@-{2] Application access
=2 User Access
= (] AccessPoint Profiles
3 Default access point profile
g RFID-only
53 Wearable
(] Timeslices
0-(J User Profiles
(2 Program Data
{2 Inbound access
|2 Outbound access

{3 infomation 3, Connection

Smart Card

A Administration

& Securty Profiles
I © AFD

18 Access Foints

RFID Identifier

@ sfrrocsfiardsh
-ab000622000¢3800

State Battery status

Not avaiable
Not avaiable

Refresh
Active

Assign...
Active

Lock

Information

a. Select the Wearable entry, and then click Bl ackl i st .

b. Onthe Conf i r mati on window, click Yes.
c. Onthe Conf i r mat i on window, click Yes.
d. Once blacklisted, the Del et e button appears. Click Del et e.

Secure NFC
Mode

One entry appears.

User: tw admin
= Search request

& information 3, Connection & Securty Profiles 2 Administration 38 Access Points
| pkadaun © Smart Card L © R0
fave]
O'zm RFID Identifier State Battery status Refresh
(] Evidian Enterprise Access Management @s10001021 Active Not avaiable
@-{2] Application access

=2 User Access
= AccessPoint Profiles
3 Default access point profile
g RFID-only
53 Wearable
- Timeslices
0-(J User Profiles
(2 Program Data
{2 Inbound access
|2 Outbound access

Information

Select the Serial Number entry, and then click Bl ackl i st .
. Onthe Confi r mat i on window, click Yes.

Once blacklisted, the Del et e button appears. Click Del et e.
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5.
6.

7.

In the left navigation pane, select RFI D.

From the RFI D st at e list, select Bl ackl i st ed, and then click Appl v.
For Wearable and RFID-only modes, two blacklisted entries appear for the user, one for the RFID
and one for the Wearable entry, as shown in the following figure.

RFID

Filter of RFID search
RFID state Blacklisted >

Battery status All >
[[] Show RFID tokens expiring within 10 2| days. Apply
Owner RFID Identifier State Battery status Expiration Date

HlEva-VatL 2F:20:8D:08:7... Blackisted Unkown
(O Ev2-Uatl SFDB2C433FBD6E  Blacklisted Unkown

Figure 232: Blacklisted Nymi Band

For Secure NFC mode, only one entry appears.
Delete the blacklisted Nymi Band.

« For Wearable and RFID-only modes, delete both blacklisted entries.
» For Secure NFC mode, delete the single blacklisted entry.

8.9.2.2 - Deleting User Data on Nymi Band 3

The Delete User Data process clears personal information, such as the fingerprint template
and credentials, from the Nymi Band that is currently enrolled to a user. This process also
clears the lockout during a failed authentication lockout.

Before you can re-enroll a Nymi Band, you must perform the delete user data operation.

1. Remove the Nymi Band from the wrist of the user, and then attach the Nymi Band to a

2.

charger.
On the Nymi Band, hold the bottom button. The Delete User Data message displays on the
screen, as shown in the following figure.

Note: The Nymi Band does not vibrate when you disable Hapti ¢ Feedback on Nyni Bands
for the user or active group policy in Nymi Enterprise Server(NES).

DELETE
LISER

Figure 233: Delete User Data

. Continue to hold the bottom button until the Nymi Band quickly vibrates twice and the USER

DATA DELETED message displays on the screen (after about 10 seconds), as show in the
following figure.
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USER
DATA
DOELETED

Figure 234: User Data Deleted

Biometric authentication does not work for the user after you perform a delete user data
operation. To use the Nymi Band again, the user must enroll the Nymi Band by using the Nymi
Band Application.

Note: If you delete the user data on a Nymi Band and attempt to re-enroll it, you will see the
following message,

A Nymi Band has been assigned to (user name), however it cannot be found.

To proceed, you need to delete the Nymi Band association with the user in the NES
Administrator Console.

8.9.2.3 - (Wearable and RFID Only Mode) Enrolling a Nymi Band

Before a new user or an existing user (enrolled in NES prior to an Evidian integration) can use
a Nymi Band to perform authentication events with Evidian and Evidian-integrated applications,
the user must enroll a Nymi Band by using the Nymi Band Application.

Before the user enrolls, ensure that an EAM administrator logs into the Evidian EAM
Management Console and adds the user account to the appropriate user profile.

During the enrollment process for a new user, the process updates the Nymi Enterprise
Server(NES) and Evidian databases with enrollment information.

For a user account with a Nymi Band already enrolled on the NES server prior to an Evidian
integration, the NES enrollment information is preserved and the process updates the Evidian
database with enrollment information.

The user that will enroll the Nymi Band performs the following steps on the enrolliment terminal.

1. On the Windows Login screen, log in to the computer.

2. Log into the Nymi Band Application with the username and password of the user that will
enroll the Nymi Band.

3. Follow the prompts in the Nymi Band Application to enroll the Nymi Band.
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Before the user can successfully use the Nymi Band, the user might need to login to the
terminal with their username and password to retrieve information from the Evidian EAM
Controller. The user can perform subsequent logins by using the Nymi Band.

Note: After enroliment, Nymi recommends that each user authenticate to the Nymi Band

10 times with success. If the number of authentication attempts that are required to get 10
successful authentications exceeds 15, review the information in the Nymi Connected Worker
Platform—Troubleshooting Guide for more information about how to troubleshoot Nymi Band
authentication issues.

After you make changes to a technical definition, perform the following steps to propagate the
change to the Evidian EAM Client.

In SSO Bui | der, from the Fi | e menu, select Manage updat es.
Select Post an updat e.
Close SSO Bui | der.

In the Windows System Tray, click on the Enterprise SSO (eSSO) E icon.
Click the Horre ©@licon, and then click Ref r esh, as shown in the following figure.

The Evidian EAM Client contacts the Evidian EAM Controller to retrieve new technical definitions.
7] Enterprise S50 : Single Sign-On Engine = O x

O ’ Activate Suspend (:J Refresh LI) Stop

a ~w bk

Connected User : uatadmin

Currentrole:  No selected role

Figure 235: eSSO application Home Window
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