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Preface

Nymi™ provides periodic revisions to the Nymi Connected Worker Platform. Therefore, some
functionality that is described in this document might not apply to all currently supported Nymi
products. The product release notes provide the most up to date information.

This document is part of the Connect ed Wor ker Pl at f or m(CWP) documentation suite.

The Nymi Connected Worker Platform with Evidian Guides provides information about installing the
Evidian components and configuration options based on your deployment. Separate guides are provided
for Wearable, RFID-only, and mixed Wearable and RFID-only deployments.

This guide provides information to NES and Evidian Access Management Administrators. An NES
and Evidian Access Management Administrator is the person in the enterprise that manages the
Connect ed Worker Pl atf or mwith Evidian solution in their workplace.

The following table outlines the revision history for this document.

Table 1: Revision history

Version Revision history
10 May 16, 2022 First release of this document for
CWP1.3.

* Nymi Connected Worker Platform Overview Guide

This document provides overview information about the Connect ed Wor ker Pl atform
(CWP) solution, such as component overview, deployment options and supporting documentation
information.

* Nymi Connected Worker Platform NES Deployment Guide

This document provides the steps that are required to deploy the Nymi Enterprise Server (NES).
Thisinsgtallation usesthe Ny Token Ser vi ce toingtall certificates that enable communication
between components. This document also provides information about deploying the Connected
Worker Platform in a Citrix or RDP environment.

* Nymi Connected Worker Platform Administration Guide
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Preface

This document provides information about how to usethe NES Admi ni strat or Consol e to
manage the Connect ed Wor ker Pl at f or m(CWP) system. This document describes how to
Set up, use and manage the Nymi Band™, and how to usethe Nym  Band Appl i cati on. This
document also provides instructions on deploying the Nymi Band Application and Nymi Runtime
components.

* Nymi SDK for C Developer's Guide

This document provides information about how to develop Nymi-enabled Applications by using the
Nym APl (NAPI ).
* Nymi SDK for WebSocket Developer's Guide

This document provides Nymi devel opers with an alternative way to utilize the functionality of the
Nym  SDK, over aWebSocket connection managed by aweb-based or other applications.

* Nymi Connected Worker Platform Troubleshooting Guide

This document provides information about how to troubleshoot issues and the error messages that
you might experience with the NES Admi ni strat or Consol e, the Nymi Enterprise Server
deployment, the Nymi Band, and the Ny Band Appl i cati on.

» Connected Worker Platform Release Notes

This document provides supplemental information about the Connected Worker Platform, including
new features, limitations, and known issues with the Connected Worker Platform components.

If the Nymi software or hardware does not function as described in this document, you can submit a
support ticket to Nymi, or email support@nymi.com

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the documentation
suite. Y ou can submit feedback by using support@nymi.com
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Nymi Connected Worker Platform with Evidian Access Management Solution

The Nymi-Evidian solution extends the use of the Nymi Band. With Evidian Authentication Manager,
auser can use their Nymi Band to lock and unlock a Windows desktop. With Evidian Single Sign

On (SS0), auser can use their Nymi Band to perform MES authentication events. There are several
supported deployment configurations in the Nymi-Evidian solution.

The Nymi Band supports two authentication methods in an Evidian environment:

e Wearable (NFC with Bluetooth)—During communications, tapping the Nymi Band on an NFC
reader initiates the authentication, and then the Nymi Band is cryptographically authenticated over
Bluetooth. Thisis the default authentication method.

* RFID-only—During communications, the Nymi Band isidentified by using only the NFC UID
without cryptographic authentication.

Nymi provides you with one or more TokenManager Structure.xml files, based on your configuration
needs. The TokenManager Sructure.xml file defines the supported authentication types and modules
that implement the authentication modules. The contents of the TokenManagerStructure file are loaded
on the EAM Controller and the default configuration is pushed by the EAM Controller to the EAM
Clients. To override the default authentication method on aterminal, place a different version of the
TokenManagerStructure file locally on the terminal.

The TokenManager Structure file for the Nymi Band as a Wearable device differs from the
TokenManager Sructure for the Nymi Band as an RFID-only device.

There are several supported deployment configurations in the Nymi-Evidian solution.

* Nymi Band configured as awearable device
* Nymi Band configured as an RFID-only device
* Nymi Band configured as a mixed use device

Note: This document is specific to an Evidian configuration that uses Active Directory Lightweight
Directory Servicesto provide data storage and retrieval support for directory-enabled applications.

TheConnect ed Wor ker Pl at f or mnow supports the co-existence of Nymi-direct integration, and
Evidian integration, within the same environment.

Nymi-direct integration supports:

» Nymi-enabled Application (NEAS) that make use of the Nymi SDK to perform application logons
and electron signatures.

» Operating systems and applications that support the FIDO2 standard, to perform OS logon / unlock,
application logon, and electronic signature.
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Nymi Connected Worker Platform with Evidian Access Management Solution

Evidian integration supports:

» Evidian-integrated applications, which leverage Evidian Single Sign-on (SSO) support to perform
application logins and/or electronic signatures.

» Evidian Windows logon, which makes use of Evidian to perform Windows session logon, unlock,
and relock when the user is away from the Windows terminal.

In these Evidian integration scenarios, Nymi Bands are integrated with the EAM Client and EAM
Controller.

Y ou can configure Connected Worker Platform to support either Nymi-direct integration only (default),
or to support both Nymi-direct integration and Evidian integration simultaneously.
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Environment Configuration

The section outlines the configuration requirements for the enrollment terminal and the user terminals.
Refer to the Nymi Connected Worker Platform NES Deployment Guide for details about NES
reguirements and the Nymi Connected Worker Platform Administration Guide for information about
supported NFC readers.

User Terminal Requirements

The user terminal is a Windows 10 machine that operators use to perform MES authentication tasks.
User terminals include local machines as well as machines that are connected to remotely through an
RDP session or on a Citrix server.

The user terminal requirements differ depending on the type of user terminal:

Local Wearable User Terminal « Nym Bl uetooth Endpoint andthe
Nym Agent softwareto support MES
operations.

« Evidian Enterprise Access Management (EAM)
Client, with avalid Evidian licensefile

* Nymi-supported NFC Reader

+ BLE Adapter (BLED112)

Remote Wearable User Terminal « Nym Bl uetooth Endpoi nt softwareto
support MES operations.

* EAM Client on the Citrix server or remote session
host, with avalid Evidian licensefile.

» Network accessto the centralized Nym  Agent .

Local RFID-only User Terminal « EAM Client, with avalid Evidian license file
*  Nymi-supported NFC Reader.

Network Requirements

User Terminals require a connection to the enterprise domain and bidirectional communication through
the following firewall ports:

» For an ADLDS configuration, The user terminal communicates with the listening port of the AD
LDS service. When you use the Evidian quick installer as described in this document, the port
defaults to 55000.

» Foracentralized N\ym Agent , the EAM Client communicates with the Nym  Agent machine on
default port 9120.
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Environment Configuration

» For communications between the EAM Client and EAM Controller, communication occurs on port
3644.

» Evidian LicenseFile

e Nym Band Application

* EAM Client

» Loca Administrator access or Directory Administrator Access
» Connection to the enterprise domain

* BLE Adapter (BLED112)

* Bidirectional communication ports open on the firewall.

e For an ADLDS configuration, The enrollment terminal communicates with the listening port of
the AD LDS service. When you use the Evidian quick installer as described in this document, the
port defaults to 55000.

e Foracentralized Nym  Agent , the enrollment terminal communicates with the Ny Agent
machine on port 9120.

» For management of access points from the EAM Console, communications occurs on port 3644
on the access point.
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Using the Nymi Band as an RFID-only Device

This chapter provides information about deploying the Nymi Band as an RFID-only devicein a CWP

with Evidian environment.

Note: Inan RFID-only configuration, aterminal lock does not occur when an authenticated Nymi Band

becomes deauthenticated.

Nymi-Evidian Architecture

In the configuration, two TokenManagerStructure files are used. Upload the RFID-only file to the EAM
Controller and then copy the Wearable file to the enrollment terminal

The following image represents the
used as an RFID-only device.

components in a Nymi-Evidian solution where the Nymi Band is

TCP3644
TCPR/S5000

TCPM433

EAM
Controller

>
LDAP/389

Client NEA

Authenticate Enrollment Terminal

Active
Directory
@ TCPM433
SQL
Server
. NES Administrator

Console
 ——

HTTPS/443

O

NES ~
Administrator

HTTPS/443

NES

{Nymi Websocket Interface}

 —
WS/9120 ’
Nymi

Agent

O €0

EAM

Nymi Band ClientNAPI NBE

User Terminal

Enrollment Terminal

User Terminal

The Windows 7 or Windows 10 machine where users
enroll their Nymi Band.

The workstation on which you install Nymi
components and the Evidian Access Manager (EAM)
client.
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Using the Nymi Band as an RFID-only Device

A native Windows application that is used to register
biometric, employee ID, and Nymi Band with

the enterprise. The Evidian version of the Ny mi
Band Appl i cati on integratesdirectly to the
Evidian ecosystem and facilitates communication
between NES and the Nymi Bands. The Nymi
Connected Worker Platform Administration Guide
provides more information about the Ny Band
Application.

Also known as the Evidian Client. The client-side
Evidian software that provides users with asingle sign-
on (SSO) experience at the user terminal.

Management software for the Nymi Bands within

the Nymi ecosystem. Nymi Enterprise Server (NES)
ensures the validity of the hardware in the system. NES
includesthe NES Admi ni strat or Consol e,
aweb application that administrators can use to manage
the Nymi Bands within the ecosystem.

NES includes:

» Enrollment Service - Authenticates, validates, and
authorizes certificate requests from requesters, such
astheNym Band Appli cati on and Nymi-
enabled Application(NEAS.

» Directory and Policy Service - Maintainsthe NES
database, and provides the 1S web service that
alowsthe NES Admi ni strator Consol e
to access the NES database.

* Authentication Service - Provides authentication
and authorization support for domain users and
computers. The service currently uses an Active
Directory (LDAP) interface.

Evidian Enterprise Access Management (EAM
Controller) allows centralization of User Access policy
definition and audit events. Includes Evidian Enterprise
SSO software that provides agile single sign-on (SSO).
The EAM Console application provides the interface to
perform management activities.

A server such as Windows domain controller that
provides authentication services, such as Active
Directory.

Captures the NFC ID of the Nymi Band, which isused
when an operator performs an SSO authentication
event.

Nymi Band uses Blue Tooth Low Energy (BLE)
to interact with external components and services.
Nymi Band BLE communication does not rely on

Copyright ©2022 Nymi Connected Worker Platform with Evidian RFID-Only Installation and Configuration Guide v1.0 11



Using the Nymi Band as an RFID-only Device

Blue tooth security. All security isimplemented using
strong, standard-based cryptography. A BLE adapter
(BLED112) isrequired on the enrollment terminal.

Obtain the required software files or the fileshare link for the software package from your field support
team member.

When you receive the zip file, download and extract the contents to a machine and folder that is
accessible to the NES and EAM Controller hosts.

In a Connected Worker Platform with Evidian deployment, there are two serversin the configuration,
NES and the EAM Controller.

You can install the NES software on the same server on which you plan to install the EAM Controller
software. For deployments in a production environment, Nymi recommends that you install the NES
and EAM Controller software on separate servers.

Note: Ensure that you configure NES with the HTTPS communication protocol.

The NES software isin the folder of software package that you obtained from the Nymi Solution
Consultant. The Nymi Connected Worker Platform NES Deployment Guide provides more information
about installing NES.

Enrollment in an Evidian environment requires you to enable the option NES and Evi di an inthe
active NES policy.

1. Loginto the NES Administrator Console with an account that is an NES Administrator.
2. Click Pol i ci es.

3. Edit the active policy.

4

. FromtheEnr ol | ment Desti nati on list, select theoption NES and Evi di an, asshownin
the following figure, and then click Save.
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Enrollment Settings

Enrollment Destination

NES and Evidian v
Fingerprint Required
Corporate Credentials CJ
Authentication
NFC UID Capture Mandatory v

Display Band Label on U
Nymi Bands

Figure 1: NES and Evidian enrol |l nent option

Installing the EAM Controller software
Install the EAM Controller software on a server.

Before you begin
Obtain avalid EAM licensefile.

About this task

For production deployments, it is recommended that you install the software on a dedicated server. For
simplicity, this document assumes that the NES and EAM Controller software are installed on the same
machine.

Note: Theinstalation of the controller software requires that you restart the server.

Procedure

1. Logintothe server asalocal administrator.
For ADLDS deployments, the user must have schema rights to the Active Directory.

2. Download and extract the Evidian software package, EAM-v10.0x.xxxxxxx.zip to a directory on the
server, (for example, the Downloads directory).

3. Copy the Evidian license file to the Downloads directory on the server.
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4. Double-click the C:\Downloads\EAM-v10.0x.xoooox\Sart.hta file, and onthe Open File —
Security Warni ng w ndow, click Run.

Note: Note: If you run the hta file using Microsoft Explorer, which has enhanced security settings,
you may experience issues. Create an exception, or alternatively, run the .exefile (for example,
ESSOController Setup-Dedicated.exe) directly from EAM-v10.0x. XXXX\QuicklInstall.x64\Controller
folder and then proceed to step 7.

5. For ADLDS deployments, onthe Qui ck | nstal |l ati onwindow, inthei n a dedi cat ed
ADLDS di rect ory section, click x64 besidel nstall a Control |l er,asshowninthe
following figure.

% | Evidian Enterprise Access Management X
Enterprise Quick Installation
ACCESS n 2 dedicated ADLDS dwectony:
Management
o Instzl 2 Co trolﬁrl nu | xird )
» Instal a Clent (win32 | x64)
n the Corporate Active Directory:

s Instal a Controller (win32 | x64)

-]ns_.:lc.._le‘l yindd | x64)
@ ® Read the guick start guide IE

Advanced Installation:

| 0 ]__11\’1](__11(11] o EAteIprEe ACCess Management services

& Enterpree ACCess Manadement Services - x4

6. OntheUser Account Contr ol window, click Yes.

7. OntheWel conme to the EAM Controller installation assistant window, click
Next .

8. If the Microsoft Visual C++ 2012 Update 4 redistributable is not installed on this machine, you will

seethe Pr er equi si t es window, click Next .
The Windows Installer window appears.

9. OnthelLi cense keys window, click | nport , as shown in the following figure.
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Enterprise Access Management Controller x
License keys
Provide EAM lcense «eys Lo enable soltware fealures
—

Ths software s subject to hoense. You may not use it § you do not have a icense forthis
acftware. You must agres with the tema and condiiona of the lcansa agreemant to
proceed.

You may enter each lcense key manualy or Import them from 2 file

Customar ID | Import
Feature J License key
I
I
Selecs boense Ertter your hoense key and press Add: E
Authertication Manager base . 3
|
s onon | |
|

10.In the open window, select the license file in the Downloads directory, and the click Gpen.
If the file cannot be found, ensure file type is selected as Al | Fi |l es *.*

11.0Onthe EAM Control |l er confi gurati on window, click OK.

12.0ntheLi cense keys window, click Next .

13.0n the Storage for security objects window, click Next .

14.0Onthe Dedi cat ed Di r ect ory window, click Sel ect .

15.Inthe Dedi cat ed di r ect ory window, type the username and password for a domain account
that will act as the dedicated EAM administrator.

The account must have local administrator access to the server.

Note: Select an account that has the option Passwor d Never Expi r es in the AD properties of
the user.

16.Click OK.

The domain account displays in the Cont rol | er W ndows account field, as shown in the
following figure.
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Dedicated directory
relal the dedicaled direclory server

== The EAM Controler nciudes ts own directory dedicated to the storage of S50 data and
¢ users accourts. The Controller requices @ Windows domain accourt to perform pasaword
manageme operstions.

-—

) You must select the Windows domain account used by the EAM Controller. This Windews
U‘“’“ﬁ doman sccount must have the nght to Sef Servcs Password Aequests. The password of
thia SCCoUNTt MLt Never @O

Coriroller Windows sccour [NMIadministrator | [ Select.
The sekected account must be located in the doman of this compuber

< Back Mzt > { Cancel
17.0nthe Dedi cat ed Direct ory window, click Next .

A configuration progress window and a command prompt window appear. Do not close the
command prompt window. When the configuration completes, the progress window closes.

18.0Onthe Audi t dat abase server window, select Do not install the EAM
dat abase server on this EAM Control | er,and then click Next .

Enterpnse Access Management Controller >
Audit database server
Set up a database server for EAM auck events
—

This wizand creates EAM sudil dalabase Lables in a database server nslaled on this
ﬂ‘ , | computer

L provides automated nstalstion for MySQOL, PastgreSOL and Microsoft SOL Server. Refer
o documentation when using ancther iype of RDEMS

install 3 My SGL database server dedcated to EAM audt

() Create audt databaes tablas in an edsting databage server
Select datsbase serer Microsaft SAL Server SULEXPRESS

(®) Do not instal the EAM detabase sarver on this cantraler

Fress Nexd to proceed [?;

« Back Cencel

19.0ntheSecrets I nitializationwindow,intheSecurity Passphrase andConfirm
fields, type a security passphrase, as shown in the following figure.
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Enterpnse Access Management Controller - 4
Secrets inilialization
Chooaa the sacurty admintstrator and intialze the secunty pazaphrase

—

The secudly administralor i the firt user able 1o un the EAM Console, He wil delegale
admnisbation nghts to other users. Deilly adminestraton tasks should not be paformed by
him. They should be performed by delegated administraton

Sacumy administrator’s accournt: NYMIMadminisirator J Select...

(= The securty passphrase is the foundetion of EAM secunty. The sacunty administrator wil be
askead to enter it the first tme he launches EAM Console. The passphrase must be at laast
16 characiers lorg.

Secunty passphrase: | I ]

Cortfirmn: |

< Back Need Cancel

Note: Ensure that you make a note of the passphrase as you will need to reference it when starting
the EAM Console for the first time.

20.Click Next .

21.0nthe Aut henti cati on net hods window, select RFI D aut henti cati on, and leave the
default selection Cont act | ess badge from the drop-down list, as shown in the following figure.

Click Next .
Enterpnse Access Management Controller o
Authentication methods
Choose specic authertication methods you wart to enable for the aokution

—

addiional authentcation methoda
[W] Plain passwerd authertication [T Rely on Windows session

The following authentication methode reguice the inetaliation and configuration of device
dmwers on client worksistions

’;.1 EAM ratrvely ncludes the support for plain passwond authertication, You can select
o

[®] Smart cand autherbcasicn [®] Mobie phone authertication
[m] Wearable device authentization
(] Biometncs authanticaton SoreOn-Server
Bometrics provider Lipes
[~] RFID suthertication Contactiess badge v
< Back Ned > 4 Cancel
e

22.0ntheSof t war e i nstal | ati on window, click Next .
The Windows Installer window appears, and the installation process begins.

23.0n the window that displays The EAM Control l er is now install ed, sdectStart
EAM Consol e, as shown in the following figure, and then click Fi ni sh.
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Enterprise
Access
Management

00O

O Evidian

The EAM Controller is now installed.

[w/] Stat EAM Console

24.0ntheEvi di an Enterprise Access Managenent — Qpen Sessi on window, type

your login and password and then select the domain to which you want to log on, as shown in the
following figure. Click OK.

Evidian Enterprise Access Management - Open Session

Enterprise
Access Management

Lagin: = adminstrator

Pacsward: T T e T
Log on to: NYML v

B [ Cancel
?

25.0nthe Admi ni strati on Pass-phrase window, type the 16-character passphrase that you

createdintheSecrets I nitializati onwindow, and then click OK.
The EAM Console launches, as shown in the following figure.
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) Evidian Enterprise Access Management Console - O *
File View Help

2]

~

_Q Enterprise Access Management

= m oo Lo lEle

EAM Controller: Local controller

What to do next
Install the Audit Database for the EAM Controller. Consider the following:

e You caninstall the Audit Database on the same SQL server that you use for NES.

* Onthe EAM Controller machine, ensure that the SQL service account has the right to log in locally
and isamember of the local Administrators group.

* Onthe SQL server, ensure that the SQL browsing service is running.

The Evidian EAM Installation Guide provides detailed information about how to install and configure
the audit database.

Obtaining the TokenManagerStructure file for the EAM Controller

Obtain the TokenManager Sructure-Nymi-RFID.xml file software package. Thefileislocated in the
Evidian-Supplementary-Files subdirectory. Y ou will use this file to define the RFID-only as the default
authentication method for the environment.

About this task

Defining the Authentication Method

The Nymi Band uses an authenti cation method to communicate with the Evidian Authentication
Manager and perform authentication tasks.

About this task

Perform the following steps to define the default authentication method that is used by the EAM Clients.

Procedure

1. Onthe EAM Console, from the Fi | e menu, select Conf i gur ati on.
2. OntheAut hent i cati on Tab, click the Sel ect button, as shown in the following figure.
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Configuration : O=EAM =<
Dptians Primary Admristrotors SA Server Hosts SA Server Corfigurstion
FReportrsg SSPR by Corfirmation Code Uner S Ervocliment
User Nothications Aokt Olean-Up Security Code Authenticaton
General  Defaut Volies  AUhenilication  Other User Aftrbufes  Publc Ky Suthertication

<Pamil v
doken_r

ng=""1S0-B859- 1~ 7> -

E~ cispioy_name - Mabide Aurhermcotion

amodule id="00100">
Smedbe
. e id="Tx02007>

& = VW EARABLE" deplay_name="Vearabie dewcs .

Aunheritication token descrpton Tie:

[ | [ sees ]

=~ 1 ——

3. IntheOpen Fi | e dialog, navigate to the directory that contains the TokenManagerStructure file,
and then select the TokenManagerStructure file.

Click Open.

Click Appl y, which will validate the structure of the file.
Click OK.

Close the EAM Consol e window.

Run regedit and navigate to HKEY_LOCAL MACHINE\SOF TWARE\Enatel\WiseGuard
\FrameWork\Config.

9. Edit the ManageAccessPoi nt s key and changethevaueto 1.
10.Restart the Ent er pri se Access Managenent Security Servi ces service.

© N o g A~

With Evidian Authentication Manager is enabled, when an Evidian-integrated MES application is not
waiting for an SSO operation and a user performs an NFC tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated MES applications and Nymi-
integrated MES applications, perform the following steps to modify the settings in the access point
profile, to prevent unexpected desktop locks when performing an NFC tap in the Nymi-integrated MES
application.

Perform the following stepsin the EAM Console
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Procedure
1. IntheDi r ect ory view, expand EAM > Evi di an Enterpri se Access Managenent >
User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cati on tab, fromtheDef aul t acti on when token renoved ligt,
select Do not hi ng.

3. Click Appl .

Results
A user cannot perform an NFC tap to lock the Windows session; however, the Windows session il
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.

Configuring roaming sessions
This section describes the EAM Controller configuration changes that are required to use a Nymi Band
to perform authentication events on user terminals without Blue tooth communication.

About this task

Procedure

1. Log intothe EAM Console as an Evidian administrator.

2.

Select Account and access rights nmanagenent .

3. Expand EAM > Evi di an Enterprise Access Managenent > User Access >
Access Point Profiles > Default access point profile,asshowninthe
following figure.

@ Fwdian Erterprise Access Management Console [m] *

File Directory View Help

o |BEQw AP a0 0
]
e Access point profile: Default access point profile
Deseciony _ S :’:a‘f:r request & Corfguration [3] Appliesto () Everts L
=07 Evidian Enterprise Access Management Computer security profle
#+{.] Application access [ Defait scosss point profie
=& lfser Access - Schedule: | Defauit tmeshos
et Cond =-{al AccessPont Profiles
P etk acccs pon prfie]
: 'T‘ Timeslices Sef Servico Pasaword Request Bometnca
(] User Profiles Securty Sarices Authermication Manager
7, Default user profile N
i [ Program Data M

RFID [ Activets cache Cachea Properies.

& Inbound access
E& Outbound access

[[] Delets Lmer zachs files unused fer =
& @) nymi
Time belwesn lwo dirsclory cormection |

Biometrics Time batween twa software nvent
‘Walpaper...

Authorzed autherbeaton methads Y
v < >

©

{EAM Controller: Local controlles

Figure 2: Default Access Point Profile
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4. OntheAut henti cati on Manager tab, select Al | ow Roami ng Sessi on and then click
Appl vy, as shown in the following figure.

Access point protile: Detault access point protile

; Search request & Conliguaton (5] roplesto ) Events
=€) EAM
(53] Evidian Enterprise Access h|  Computer security profie
4[] Apglication access Name: | Defoult access pont profie
S User Access
= (3] AccessPoint Profile: oAl | SR I | [=
W Default access p
{2 Timeslices Sef Service Password Flequest  Bometics  Active RFID  Aut  Locsl Adminstrators
i User Profiles Securty Sendces Autherication Manager Entereise 550 Mok Uses Degktop
# {3 Program Data
B Inbound access Lock behaviour:  Windows lock »

B Outbound access . .
5 €) Evidian-UAT-Lsb Drefanit action when token removed .Lnd\ the ssssion
Diedary before action: |0 seconds

Inactivty: automaticaly lock sersion aiter. |0 seconds [ Ovemde users

Automaticaly dose locked session shter. |0 seconds
E] Alow local cornection
[ Alow remote unblocking of tokens
[ Remermber suthertication role
A Mlow password change T Mow T change
[ Eratie smart card detection on Ciri-4k-Del E] Alow remote control {3Rentry)

Grace pesiod for administrator )
ahertication: | seeanss

[ Alow unack i alowed by user securty profile
] Mhow uriock £ the same Windows cradertial is used

:|.~’1Iow Windows domain connect

ion forly for
ncn-Active Dirsclory corfigurations)

Maxe. number of concument Windows sessions: |0 from Windows 7)
¥ you wark to define Windows sccourts which wil be mansged by
EAM, press Manage Accourts Manage Accourts..
Cance

Fi gure 3: Authentication Manager w ndow

5. Navigateto Evi di an Enterpri se Access Managenent > User access > User
Profiles > Default user profile.

6. Under the Securi ty tab, select Roanmi ng Session DurationandNo duration limt,
and then click Appl vy.

7. Closethe EAM Console.

Configuring Additional EAM Controller Administrators
It is possible to add additional administratorsto the EAM Controller.

About this task

By adding a secondary primary user, you have an additional user with accessto the EAM Controller in
the case where the primary user islocked out of the EAM Controller.

Procedure

1. Log into the EAM Console.

2. FromtheFi | e menu, select Confi gurati on, andthenclickthePri mary Adm nistrators
tab.

3. Click Add, as shown in the following figure.

Copyright ©2022 Nymi Connected Worker Platform with Evidian RFID-Only Installation and Configuration Guide v1.0 22



Using the Nymi Band as an RFID-only Device

Auscary prmary admrvtors

4. Inthe Sel ect User s window, select the Sear ch tab.
IntheFi | t er field, type the user name that you want to add, and then click Sear ch.

o

Note: You cannot use Active Directory groups, you can only add individual users.
Select the user, and then click CK.

Click Appl vy.

Click OK.

Close the EAM Console.

© o N O

EAM stores audit information in an audit database.
Consider the following:

* You caninstal the Audit Database on the same SQL server that you use for NES.

« Onthe EAM Controller machine, ensure that the SQL service account has theright to log in locally
and is amember of the local Administrators group.

* Onthe SQL server, ensure that the SQL browsing service is running.

The EAM installation package includes a SQL script that you can usein SSM S to create the audit
database.

Perform the following steps to create a EAM audit database on an existing SQL server.
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1. From the EAM installation package, obtain the MSSQLV2.sql file from the . \EAM.X64\TOOLS
\WGSvConfig\Support directory.

2. Use SSMSto connect to the SQL server.
3. Fromthe Tool s menu, select New Query.
4. Inthe New Query window, copy and paste the contents of the click Execut e.

The eamaudit database appearsin the Dat abases folder.

Install and configure the ODBC driver for SQL on the EAM Controller.

Perform the following steps on the EAM Controller

Stopthe Ent er pri se Access Managenent Security Server service
Download and install the Microsoft OLE DB Driver for SQL.

Start theEnt er pri se Access Managenent Security Server service

From the EAM ingtallation package, navigate to the .. \EAM.x6A\TOOLS\WGS vConfig folder.

© 0 A~ WDNPRF

IntheRun as a different user window, specify the username and password of the SQL
service account.

7. Under Control | er Configuration,clickConfigure |ocal audit database,as
shown in the following figure.

Hold the Shi f t key, right-click WGSRVConfig.exe, and select Run as a different user.
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(] Administration Taols
© Extend Active Directory Schema Q

@ cCreate default objects Q

Q Security configuration

@ Initialize the Primary controller Procedure

@ Initialize an associated controller

@ Publish a new Token data file 1. Inthe Select a task drop-down list,
click an entry to filker the configuration
tools that you must run for the chosen
task.

@ Define administrator credentials for Self Service
Password Request

€ Import an external key

09O ©09

€ Import/Export controller key

@ Controller configuration

@ Install an Audit V2 Database Server

Ql Configure local audit database

Ql Update Audit translation data

Ql Configure security settings

©0 0 0o

© Define a master Audit database

@ Software Installation

© configure workstation (7]

@ configure authentication by notifications - FCM (7]

™ Tnetall Fam Cliant [

Figure 4: Configure local audit database option

8. IntheUse exi sting corporate database section, nexttoNext to Data Source
Nare, click the ellipses(...).

9. Select M crosoft OLE DB Driver for SQ. Server

10.Click Next .

11.IntheDat a Li nk Properti es, perform thefollowing actions:
a) IntheSel ect or enter a server nane field, typethe name of the SQL server.

b) FromtheEnter information to log on to the server list, select the appropriate
authentication method for your configuration.

c) InStep 3,sdect Sel ect the dat abase.
d) Fromthelist, select eanaudi t .
The following figure provides an example of the Sel ect the dat abase window.
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© Import an external keu [+]
2| Data Link Properties
© Import/Export contro
Prowider Connection  Advanced Al
1. Select or enter 3 server name

r
troller configuration evi-uatsrv| z Refresh

© Install an Audit v2 0| 2 Enterinformation to log on to the server

Windows Authentication ~
@ Configure local audi
Server SPN
© Update Audit transls
© Configure security s
© Define a master Auc
[[] Lise srong sncryption for data [T] Trust sarver canficate
3, (@) Selact
ware Installation ! e e S
) Mtach a database fie 25 3 datsbase name [
@ Configure workstati
© Configure authentici
© install EAM Clent Test Connection
Install finger vein bio
R Coce_| |t
© install EAM Controller w

Figure 5: Select the database w ndow

€) Click Test Connection

f) OntheTest Connecti on Succeeded window, click OK.

g) Optionally,inSt ep 2, selecttheUse strong encryption for dataandTrust
server certificate options.

h) Click Test Connecti on.

i) OntheTest Connection Succeeded window, click OK.

i) IntheCredential to access the dat abase window, specify the username and
password of the SQL service account, and then click OK.

The Audi t Dat abase Confi gurati on window appears with information about the
database, as shown in the following figure.

Audit Database Configuration -

The controller must connect to an existing database (through
an OLE DE Provider) in order to support Audit and Reparting.

Use an existing SQL Server instance.

(®) Use existing corporate database

Data Source Name: | EV3-UIAT-5RY2\SCLEXPRESS |I|
Table name: |dbo.v_iamaudit v |
[Juse quotes
Advanced | Verify | | Apply | | Close |

Figure 6: Audit Database Configuration w ndow
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k) Onthe Audi t Dat abase Confi gurati on window, click Cl ose.
[) Click Verify.
m) On the EAM Conf i gur at i on pop-up, click OK.

12.Closethe Admi ni strati on Tool s window.

The enrollment terminal is the machine that you use to enroll Nymi Bands. This machine requires a
connected Bluegiga Bluetooth Adapter(BLED 112).

This section provides information about installing the Evidian Nymi Band Application and the EAM
Client software on the enrollment terminal.

Perform the following steps only if the Root CA issuing the NES TL S server certificate is not a Trusted
Root CA (for example, if aself-signed TLS server certificate is used for NES). Install the Root CA on
each user terminal to support the establishment of a connection with the NES host.

While logged into the user terminal as aloca administrator, usethe cer t | mapplication to import the
root CA certificate into the Trusted Root Certification Authorities store. For example, on Windows 10,
perform the following steps:

1. InControl Panel,select Manage Conputer Certifi cates.

2. Inthecert | mwindow, right-click Tr ust ed Root Certification Authorities,and
thenselect Al | Tasks > | nport.

The following figure shows the cer t | mwindow.
E certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — O X

File Action View Help

s 2[ B 0= HE
¥ Certificates - Local Computer “ || Object Type
Personal | Certificates
v Trusted Root Certification Authoritiac
| Certificates Find Certificates..
| Enterprise Trust i .
| Intermediate Certification Authc o : e
| Trusted Publishers View > Import...
| Untrusted Certificates T
| Third-Party Root Certification A Refresh
Trusted People Export List..

Client Authentication Issuers
Help

Preview Build Roots

Figure 7: certlmapplication on Wndows 10
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3. OntheWel conme to the Certificate Inmport W zard screen, click Next .
The following figure shows the Wel conme to the Certificate |nport W zard screen.

=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Figure 8: Welcone to the Certificate Inport Wzard screen

4. OntheFil e to | nport screen, click Br owse, navigate to the folder that contains the root
certificate file, select the file, and then click Qpen.

5. OntheFil e to I nport screen, click Next .
The following figure shows the Fi | € t o | nport screen.
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& ¢ Certificate Import Wizard

File to Import
Spedfy the file you want to import,

File name:
C:Wsers\ddunn\Downloads\Local Lab Root CA.cer Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialised Certificate Store (L55T)

Mext Cancel

Figure 9: File to Inport screen

6. OntheCertificate Store screen, accept thedefault value Pl ace all certificates
in the follow ng storewiththevalueTrusted Root Certification
Aut hori ti es, and then click Next .

7. OntheConpl eting the Certificate Inport W zard screen, click Fi ni sh.

For information about installing the Nymi Band Application, see the Nymi Connected Worker Platform
Administration Guide.

Note: OntheConpl eting the Nynmi Band Application Setup W zard screen, before
you click Fi ni sh, clear theLaunch Nym Band Appl i cati on option.

Install the EAM Client on the enrollment terminal.
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Before installing the EAM Client software:

Complete the steps to configure the EAM Controller.
Ensure that the machine is on the same domain as the EAM Controller.
Obtain the Evidian license file from the Nymi Solution Consultant.

Determine the Nymi Band use cases. To use the Nymi Band to unlock user terminals, you will
configure the EAM Client with Authentication Manager. To use the Nymi Band for SSO activities
only, you will configure the EAM Client with Windows Login.

Perform the following steps on the enrollment terminal.

©

Log into the host as a Domain Administrator.

Download and extract the Evidian software package, EAM-v10.0x.x000xX.Zip to a directory on the
host, for example, the Downloads directory.

Copy the license file to the Downl oads directory on the host.
Double-click the C:\Downloads\EAM-v10.0xx0000x\Sart.hta file.

Note: If you run the hta file using Microsoft Explorer, which has enhanced security settings, you
may experience issues. Create an exception, or alternatively run the .exe file directly from EAM-
v10.01x00000¢/Qui ekl nstal|.x64/Client/ESSOCIi entSetup-Dedi cated.exe Proceed to step 7.

Onthe Open File — Security warning window, click Run.

OntheQui ck I nstall ati on window, inthededi cat ed ADLDS Di r ect ory section,
click x64 besidel nstall a C i ent, asshowninthefollowing figure.

&7 Evidian Enterprise Access Management X

Enterprise  quiu mstalation
Access
Management

* Install a Cor X
o Install 3 Clie X6
@ Read the quick start quide

Advanced Installation:

Qevidian . ..o s s s
e Enterprise Access s S - X6

in a dedicated ADLDS directory:

OntheUser Account Contr ol window, click Yes.
OntheEnt er pri se Access Managenent W zar d window, click Next .

If the Microsoft Visual C++ 2012 Update 4 redistributable is not installed on this machine, you will
seethe Pr er equi si t es window. Click Next . Aninstallation progress window appears and
installs the prerequisite software.

10.0n the What do you want to do window, select i ncl udi ng advanced par anet er s, leavethe

remaining default selections, and then click Next .

11.0Onthe Sof t war e Li censes window, click | nport .
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12.In the Open window, select the license file, and then click Cpen.
If the file cannot be found, ensure file type is selected as Al | Fil es *.*
The license stored in the registry is imported.

13.0ntheEnt er pri se Access Managenent W zard screen, click OK.

14.0nthe St orage for Security Objects window,intheDi rectory Server field, type
the FQDN and port of the server where the EAM Controller was installed. For example, ev3- uat -
srvl. ev3-uat-|ab. | ocal : 55000.
The following figure provides an example of the window.

X

Enterprise Acoess Management securty objects may be stored ether n a Dedcated
drectory. or i the existng Corporate user drectory.

Enterprise Access Management Wizard

Storage for Security Obj
Select where Enteprse

Please indicate where Enterprise Access Management securty objects are stored

(©na Dedcsted deciog
‘the EAM Expected

syntaxis:
server.dns name pot (defaul port is 55000)

Drectory server: [ev3uatany ev3uatiablocal 55000

Bk Coresl

15.Click Next .
16.0ntheDet ai | ed Confi gurati on Opti ons window, expand Aut hent i cat i on, and then
select Manage access poi nt s, asshown in the following figure.

Detailed Configuration Options.
Set detailed configuration settings according to your environment

*Tracing

+ Directory

=/ Authentication
Synchronize keys o not synchronize: prompt user for Windows password
I Y el ] uthenticate computer to the controler
New registration Ono

*+Enterprise S50

*#l cache Management

Manage access points

Whether access points (computers) should authenticate when connecting to an
EAM Controller. Several security profiles can be used if option is active.

<Back Next > Cancel

17.Click Next .
18.0OntheEnt er pri se Access Managenent Cient Mbdul es window, perform the
following actions:
a) From the Authentication Mode list:
* Select Aut henti cati on Manager to use the Nymi Band to unlock the desktop and

perform SSO authentication tasks on the computer.
* Select W ndows Logi n to use the Nymi Band to perform SSO authentication tasks on the

computer only.
b) Optionaly, select Adm ni strati ve Consol e toinstal the EAM Console on the enrollment

terminal.
c) Click Next .
The following figure provides an example of the Ent er pri se Access Managenent
dient Mdul es window.
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Select the Enterprise Access Management Client modules to install on your

Enterprise Access Management Client modules @
workstation.

“—#  Select the Enterprise Access Management Client modules to install on your workstation and
k % press Nextto proceed.

Authentication mode: Authentication Manager v

Administrative workstation [[] SSPR workstation

Press Advanced for more installation options. Advanced
< Back Next > Cancel

19.0ntheEnt er pri se Access Managenent Cient installationwindow, click Next.
An installation progress window appears and installs the software.

20.0ntheRest art Conput er screen, leave the default selection Do not restart the
conput er, and theclick Fi ni sh.

Configuring the EAM client to use the Nymi Band Application

Create aregistry entry to enable the EAM Client tousethe Nym  Band Appl i cat i on to enroll the
Nymi Band.

About this task
Perform the following steps in regedit.exe.

Procedure

1. Inthe HKLM\Software\Enatel\WiseGuard\AdvancedL ogin key, create a new string value
2. Inthe Nane field, type Wear abl eEnr ol | Tool .

3. Edit the string and in the valuefield, type C: \ Program Fi | es\ Nymi \ Nynmi Band
Appl i cat i on\ NEM exe,as shown in the following figure.
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4. Navigate to HKEY_LOCAL_MACHINE\Software\Nymi\NES,

Note: If this path does not exist, create the keys.
5. Inthe NESkey, create a new string value.
6. Inthe Nane field, type URL.
7. Edit the string and in the valuefield, typeht t ps: // nes_server/ nes_servi ce_namne

Where:

* nes_server is the Fully Qualified Domain name of the NES host.

* nes_servi ce_nane is the services mapping name of the NES web application. The default
value is nes.

For example, https:/ /ev3-uat-srvl/ev3-uat-lab.local/nes

Note: The service mapping name for NES was defined during deployment.
* Close regedit.exe.

Review the Connect ed Wor ker Pl at f or mand EAM Client versionsof theNym  Runt i e file
to ensure that they are the same.

1. Fromthe W ndows Apps and Feat ure applet, searchfortheNymi Runt i ne application
and make note of the version.

2. From Windows explorer, navigate to C:\Program Files\Common Files\Evidian\WGSS.

3. Right-click nymi_api.dll and select Pr operti es. OntheDet ai | s tab, confirm that the valuein
the product version matchesthe Ny Runt i e installation.

4. |If the versions do not match, perform the following steps:
a) Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS

b) Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll to C:\Program Files
\Common Files\Evidian\WGSS

5. Onthe EAM Controller, log in to the EAM Console.

Select Account and access rights management @ .
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7. Intheleft navigation pane, expand Domai n > Conput er s, and then select the terminal, as
shown in the following figure.

Access point: 135-EVUAT1-LW7

-4 Search request
- © tan
. [+ Evidian Enterprise Access Management

[-{] Program Data
. B Inbound access

: E Outbound access
- Evidian-UAT-Lab
=-{_]) Computers

@ E 1-WIN10-DOMA-EV

i

1-WINT-DOME
135-EVUATT-LW10
2-WIN10-DOMEB
2-WINT-DOMC
55-EWUATZ-LW10
55-EWUATZ-LW7

8. OntheAct i ons tab, select Del et e cache fil es, andthen click Appl y.

The cache files are deleted on the terminal and the terminal desktop locks.

o OO s JOORY o O oy OO s OO e OO

(D LIET Bl LD BT Bl o

Overriding the authentication method

When you configure the EAM controller to use the RFID-only TokenManager Sructure.xml file,
perform the following steps to configure the enrollment terminal to use the wearabl e authentication
method.

About this task

Procedure

1. Obtain the Wearable version of the TokenManagerStructure file,
TokenManager Siructure WEARABLE.xml from the software package that you downloaded. Thefile
islocated in the Evidian-Supplementary-Files subdirectory.

2. Rename the TokenManager Structure WEARABLE.xml to TokenManager Structure.xml.

3. Copy the TokenManager Sructure.xml file to the C:\Program Files\Common Files\Evidian\WGSS\
directory.

4. Onthe EAM Controller, log in to the EAM Console.

Select Account and access rights management @ .

6. Intheleft navigation pane, expand Domai n > Conput er s, and then select the terminal, as
shown in the following figure.
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% Access point: 135-EVUAT1-LW7

- J Search request

Directory BC) EAM
. L7 Evidian Enterprise Access Management
{27 Program Data
% Inbound access
% Outbound access
Smart Card

€ Evidian-UAT-Lab
=+ Computers

= 1-WIN10-DOMA-EV
-2 1-WINT-DOMB
= 135-EVUATI-LWI0
R E
= 2-WIN10-DOME
: = 2-WINT-DOMC
5 -2 55-EVUAT2-LW10
Sl w2 55-EVUAT2-LWT

7. OntheAct i ons tab, select Del et e cache fil es, andthenclick Appl y.
The cache files are deleted on the terminal and the terminal desktop locks.

Logging into the terminal

If you installed the EAM Client with the Authentication Manager authentication mode, after you
compl ete the configuration of the EAM Client, when the terminal locks, the Windows login screen

appears with new options.

About this task

Perform the following stepsto log in.

Note: On thefirst login, you cannot log in with an NFC tap.

Procedure

1. Press Cirl-Alt-Delete.

The W ndows LoOgi n screen appears with additional options. The following figure provides an
example of the login screen.
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ol

NYMNAdministrator

B NYMRAdministrat..,

B Other user

2. Log in to the computer with your username and password.
The desktop appears.

3. Restart theterminal.

The following information provides setup and configuration information about how to configure single
sign-on for MES applications.

Note: Before you perform the stepsin this chapter, install the MES application on the enrollment
terminal according to the instructions provided by the MES application vendor. After you complete the
SSO configuration steps, you can uninstall the MES application.

Important: Follow each step in the order in which they appear.

The SSO definition captures the login screen and credentials for the application.

Perform the following steps from the enrollment terminal.

Note: For aweb application, SSO detects the application based on the windows process that runs the
application. If you run the application with more than one browser, create a new technical definition
for each supported browser that will start the application, for example, Chrome, Microsoft Internet
Explorer, Firefox, Operaetc.

1. Loginasauser thatisaEAM administrator.
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2. Navigate to C:\Program Files\Evidian\Enter prise Access Management and double-click
SSOBuilder.exe.

3. Enter the login credentials of an Evidian Administrator.

4. Inthe SSO Config - Enterprise SSO Studi o, navigateto EAM > Evi di an
Enterpri se Access Managenment > Application Access > Techni cal
definitions.

5. Right-click Techni cal Definitions andselect New Techni cal Definition,asshown
in the following figure.

% 550Config - Enterprise 550 Studic - O x
File Edit View Help

# % B2 RN

=il Enterprise Studio Configuration
S5 EAM
—1{_]) Evidian Enterprise Access Management
|-|D Application access
i @m{2] Application security objects
! 1{“__] Applications
] <o iciiions

—D Program Data Jj’ Refresh
=-{2] Evidian Enterprise Acces

{D__] Access Points
+{:_J Authorities
E{::J Blacklisted cards
+{u__] |AMForeignObjects
a1-{7) Reports
+{'2__] Requests

% Import..

[¥Enterprise SSO

Figure 10: Creating a New Techni cal Definition
6. InthePr operti es tab, provideanameinthe Techni cal Defi ni ti on namefield, and then
click OK.

7. Right-click on the new technical definition that you just created and select New W ndow, as shown
in the following figure.
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%% $50Config - Enterprise S5O Studio - O X
File Edit View Help

e LI
CIEEIAL 2 1)

=4l Enterprise Studio Configuration
= EAM
"'E Evidian Enterprise Access Management
- =] Application access
|1|@ Application security objects
(] Applications
BD Technical definitions
; Q User Access
ﬁD Program Data <! Rename
Eﬁ Evidian Enterprise Access § 52 Delete
{27 Access Points
] @ Authorities 3R Cut
{7 Blacklisted cards 4 Copy
() IAMForeignObjects [
@b Reports il Update Directory
|¥|--{u__| Requests
%, Export...
8 % Import...
mt T

-g Add to Test List

Figure 11: Creating a New Wndow for the Technical Definition

8. Inthe W ndow pr operti es window, enter a name for the window, for example, Logi n
W ndow, and from the W ndow Ty pe list, select the appropriate windows type.

Window properties X
General QOptions Detection Actions

General Window description

Choose a name and type for this window. S50 behavior depends on
the window type you select.

Window name: |Login Window|

Window type: B StandardLogin -

Window Type Description

StandardLogin:

This is the standard procedure for SSO Enabling an application.

The logon identifier, password and some additional parameters specific
to the user are sent to the associated fields.

Figure 12: Naming the New Techni cal Definition Wndow

9. Open the application that will use Evidian SSO to enter the credentials. Ensure that the SSO builder
and application windows are both visible on your desktop.
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Inthe Det ect i on tab, click and drag the target icon €2 onto the application window.

The following figure provides an example of the Det ect i on window.

General Options Detection  Actions

You have to select the window to be detected. To do so, drag and N
drop the target icon onto its title bar or inside a web page. \:‘y

\Web page
URL ‘ file.//C:\Users\administrator\Desktop‘\sample Login html

Detect browser title Configuration...

Variable URL

Sometimes, URLs differ between sessions. Use varable URL
detection to handle this.

[[]enable variable URL detection Configure.

Parameter of the web page

[ ] Look for text
In Field

i 0 "-' If window detection is not sufficient, you can
use Advanced detection to add constraints on | Advanced...
process.

0K Cancel Help

Figure 13: New Technical Definition Detection w ndow
11.Inthe Act i ons Tab, perform the following actions:
a) Click and drag the target icon besidethel dent i fi er field onto the User namne entry field of
the application.
b) Click and drag the target icon beside the Passwor d field onto the Passwor d entry field of the
application.
The following figure provides an example of the ACt i Ons tab.
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Window properties >

General Options Detection Actions

Window fields description

This window type sends the user authentication data to the fields
defined below.

Mo field is mandatore.

Identifier Eg"name" @o}
Password : 5"pass” BB

[] Do not prompt for user account

Addttional fields customization

Click on the Customize button to specify additional 8
parameters Customize...

After the S50 has been done...

(®) Do nothing (O Press the <Enter> key

(O Press the button -

QK Cancel Help
Fi gure 14: New Technical Definition Actions tab

Note: If the target icon does not detect the field, double-click the Target icon (instead of clicking and
dragging) to opena Cont r ol Det ect i on window, and then select the desired target control, for
example, an editable text option.
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B ' Control Detection K

Please select the desired control or drag and drop
the target icon onto it

@ editable text:"Enter Username” (0x85601530) ~
white space:™ (0x85601d10)
3
white space:™ (0x85601f30)
K| push button: "SUBMIT FORM" (0x85600130)

j grouping: ™ (0x856002d0)

11@ text: "Username : Nymi Password : Password” (C

white space:™ (0x85602850)

“Infobar Container” (0x85602c10) v

< >

Display all window details

Identify the control by its position in the control hierarchy.
Activate Accessibility usage
[[Juse HTML name attribute
[] Check if the control has the focus

Text conversion:

No modificaton v

II' Clear Cancel

Figure 15: Detection w ndow

12.Inthe After the SSO has been done section, select an option to perform after the SSO
action has completed, for example, select Pr ess t he but t on, and then drag and drop the
Tar get icon onto the button in the application that completes the login action such asa Subni t
button.

13.Click OK to save the configuration.

14.Right-click the newly created technical definition and click Updat e Di r ect ory, asshown in the
following figure.
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%% S50Config - Enterprise 550 Studio — O X
File Edit View Help

o LI ET~
] 53‘69‘3

=4l Enterprise Studio Configuration
=-£3 EAM
|: D Evidian Enterprise Access Management
|:|t| Application access
: |1| fz__j Application security objects
! |1| D Applications
LB fz__j Technical definitions

o ,
|| “‘E"" Lgin indow Ej New Window...
wt] User Access fc Rename
ED Program Data 7% Delete
t,t] Evidian Enterprise Access N
]n__j Access Points -ie cut
&-{2]) Authorities 22 Copy

E,]i_] Blacklisted cards

@1‘:] IAMForeignObjects
EI}D__J Reports ™ Export...

E,..f‘_—] Requests O % Import...

7]
w

i; Add to Test List

Figure 16: Update Directory with New Technical Definition

Configuring the SSO application in the EAM Console

After creating the technical definition for an MES application in SSO Builder, configure the EAM
Controller to propagate the technical definition to user terminals in the environment.

About this task

Procedure

1. Launchthe EAM Console, and log in using EAM administrator credentials.
2 _ _
Click onthe Account and Access Ri ghts Managenent icon.

3. Navigateto EAM > Evi di an Enterprise Access Managenent > Application
Access

4. Right-click Techni cal defi niti ons andthenselect New > Appli cati on.
5. Provide an application name, as shown in the following figure, and then click Appl .
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Application: New Application

£ Search request | e G 2 Aooris O Everts
= EAM & information & Configuration T User Access 2 Administrators
—-{_] Evidian Enterprise Access Management
—-{_] Application access Application
+-{_J Application security objects Name: | Def Sample Appication |

{00 Applications
=-{_J Technical definitions
MNew Application
4[] User Access
+-{ Program Data
% Inbound access
A Outbound access

£y o nymi

Figure 17: New Application Nane
6. IntheConf i gur at i on tab, select the SSOtab.

7. Onthe Met hods tab, fromtheDef aul t SSO pr opagati on net hod list, select SSO, as
shown in the following figure.

&2 Account Generation &% Accounts G Events
&) Information &9 Configuration £2 User Access & Administrators

General Account Base Account Propeties SSO  Extemal Names  Provisioning connector

Methods ~ Access Strategies OLE/Automation
SS0 propagation

Default SSO propagation method:
550

Windows authentication

OLE/Automation Select... Edi...
XenApp

VMWare View

Vault

Figure 18: Selecting Default SSO Propagati on Met hod

8. Besidethe Techni cal definiti on fidd, click Sel ect.

9. IntheSel ect Techni cal Defi niti on window, expand EAM > Evi di an Enterprise
Access Managenent > Application Access > Technical definitions,and

then select the new technical definition that was created with SSOBuilder, as shown in the following
figure.
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Select Technical Definition X

Browse Search

=) EAM
=I-{_] Evidian Enterprise Access Management
=-{.] Application access
| @-{2] Application security objects
{27 Applications
=-{Z3 Technical definitions
i-{0] User Access
+-{_]] Program Data

Figure 19: Selecting the Techni cal
10.Click OK.
11.0n the SSOtab, click Appl y to save the configuration.

12.Navigateto EAM > Evi di an Enterpri se Access Managenent > Application
Access > Application security objects > Default application profile.

13.Select User must re-aut henticate to perform SSO asshown inthefollowing figure.

Definition

Application profile: Default application profile

P Search request 5% Configuration & fopliesto ) Events

=) EAM

— {20 Evidian Enterprise Access Management Apolication Profile

-] Application access Name: Ing{gult application profile
. 2+ Application security objects

L Default Pfep

| & Default Password palicy

| 5] Default application profile
w0 Applications

=[] Technical definitions

E Def Sample Application

Configuration

General Accourt Authertication method Delegation  IP Address Constraints

[ Use password format control policy specified here fignare application default)

! Defautt Pfcp ves| |=P
+-{] User Access |

#-{ Program Data
. 8 Inbound access
LB Outbound access

1) nymi

Password generation policy:

Default Password policy | ven| |=P

[ Launch application at start+up of Enterprise S50

[+#] Show application on user's Enterprise S50 desktop
[[]When application is used, set users Unlocking level to:
[[] Mlow the userto test the application with Erterprise 550

Fi gure 20: User nust
14.Click Appl y to save.
15.Close the EAM Console.

re-aut henticate to perform SSO

Configuring SSO to use AD Credentials

By default, the configuration for a new technical definition uses separate credentials - not the credentials
of the logged in user.
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Perform the following steps to configure SSO to use the logged in AD credentials.

1. Inthe EAM Console, navigate to the technical definition and inthe Conf i gur ati on Tab, select
the Account Base tab.

2. SelecttheThe application uses the primary account option.

3. Inthe Logi n format ligt, select thelogin format of the AD credentials.

After you configure SSO for the MES application on the enrollment terminal, optionally, remove the
MES application according to the vendor instructions.

An Operator uses auser terminal to perform an authentication event, such as an e-signaturein an MES
application that was devel oped with the Nymi API, and the EAM Client software.

The Nymi Evidian solution supports the use of the Nymi Band to perform authentication events on an
MES application that islocal to the user terminal or on a Citrix server/RDP session host that a user
terminal connects to.

The machines on which you install the EAM Client depends on how the user accesses the MES
application and how the user uses the Nymi Band.

* When the user accesses an MES application that you installed on the user terminal, install the EAM
Client on the user terminal.

* When the user accesses an MES application on an RDP sessions host or Citrix server, install the
EAM Client on the RDP sessions host or Citrix server.

*  When auser uses the Nymi Band to unlock the user terminal, install the EAM Client on the user
terminal.

Before installing the EAM Client software:

e Complete the stepsto configure the EAM Controller.

» Ensurethat the machine is on the same domain as the EAM Controller.

* Obtain the Evidian license file from the Nymi Solution Consultant.

» For RDP session hosts and Citrix servers, ensure that the host is configured with the FQDN.
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1. Loginto the host as a Domain Administrator.

2. Download and extract the Evidian software package, EAM-v10.0x.)00xxxxx.zip to a directory on the
host, for example, the Downloads directory.

3. Copy thelicensefile to the Downloads directory on the host.
4. Double-click the C:\Downloads\EAM-v10.0xxxxooxi\Sart.hta file.

Note: If you run the hta file using Microsoft Explorer, which has enhanced security settings, you
may experience issues. Create an exception, or alternatively run the .exe file directly from EAM-

v10.01xxooox/Qui ki nstall.x64/Client/ESSOClientSetup-Dedi cated.exe Proceed to step 7.
5. Onthe Open File — Security warning window, click Run.

6. OntheQui ck Installation window, inthededi cat ed ADLDS Di r ect ory section,
click x64 besidel nstall a d i ent, asshown inthefollowing figure.

& Evidian Enterprise Access Management X
Enterprise Quick Installation

Access
Management

in a dedicated ADLDS directory:

Advanced Installation:

Qevidian . ..o s s s
e Enterprise Access services - x64

7. OntheUser Account Control window, click Yes.
8. OntheEnt er pri se Access Managenent W zar d window, click Next .

9. If the Microsoft Visual C++ 2012 Update 4 redistributable is not installed on this machine, you will
seethe Pr er equi si t es window. Click Next . An installation progress window appears and
installs the prerequisite software.

10.0n the What do you want to do window, selecti ncl udi ng advanced par anet er s, leavethe
remaining default selections, and then click Next .

11.0nthe Sof t war e Li censes window, click | nmport .

12.1n the Open window, select the license file, and then click Open.
If the file cannot be found, ensure file type is selected as Al | Fi |l es *.*
The license stored in the registry is imported.

13.0ntheEnt er pri se Access Managenent W zard screen, click OK.

14.0nthe St orage for Security Cbjects window,intheDi rectory Server field, type
the FQDN and port of the server where the EAM Controller was installed. For example, ev3- uat -
srvl. ev3-uat-1ab. | ocal : 55000.

The following figure provides an example of the window.
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Enterprise Access Management Wizard

X
‘Storage for Security Objects
DR ety s

Management securty objects may be stored ether n a Dedicated
existing Corporate user drectory.

Enterprise
J=] drectory. or

Please indicate where Enterprise Access Management securty objects are stored

(©na Dedcsted deciog
‘the EAM Expected

syntaxis:
server.dns name pot (defaul port is 55000)

Drectory server: [ev3uatan] ev3uatiablocal 55000

15.Click Next .
16.0ntheDet ai | ed Confi gurati on Opti ons window, expand Aut hent i cat i on, and then
select Manage access poi nt s, asshown inthefollowing figure.

Detailed Configuration Options.
Set detailed configuration settings according to your environment

*Tracing
+ Directory
=/ Authentication
Synchronize keys o not synchronize: prompt user for Windows password
I Y el ] uthenticate computer to the controler
New registration Ono
*+Enterprise S50
*#l cache Management
Manage access points
Whether access points (computers) should authenticate when connecting to an
EAM Controlle. Several securty profies can be used f option is active.

<Back Next > Cancel

17.Click Next .
18.0OntheEnt er pri se Access Managenent Client Mdul es window, perform the
following actions:
a) From the Authentication Mode list:
* Select Aut henti cati on Manager to use the Nymi Band to unlock the desktop and

perform SSO authentication tasks on the computer.
* Select W ndows Logi n to use the Nymi Band to perform SSO authentication tasks on the

computer only.
b) Optionaly, select Adm ni strative Consol e toinstall the EAM Console on the enrollment

terminal.
¢) Click Next .

The following figure provides an example of the Ent er pri se Access Managenent
dient Mdul es window.
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Select the Enterprise Access Management Client modules to install on your

Enterprise Access Management Client modules @
workstation.

“»  Select the Enterprise Access Management Client modules to install on your workstation and
L % press Nextto proceed.

Authentication mode: Authentication Manager v

Administrative workstation [[] SSPR workstation

Press Advanced for more installation options. Advanced
< Back Next > Cancel

19.0ntheEnt er pri se Access Managenent Cient installationwindow, click Next.
An installation progress window appears and installs the software.

20.0ntheRest art Conput er screen, leave the default selection Do not restart the
conput er, and theclick Fi ni sh.

Setting the NES URL
Create aregistry entry to enable the EAM Client to connect to NES.

About this task
Perform the following steps to define the NES URL.

Procedure

1. Openregedit.exe
2. Navigate to HKEY_LOCAL_MACHINE\Software\Nymi\NES.
Note: If this path does not exist, create the keys.
3. Inthe NESkey, create anew string value.
4. Inthe Nane field, type URL.
5. Edit the string and in the valuefield, typeht t ps: / / nes_server/ nes_servi ce_namne

Where:
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* nes_server is the Fully Qualified Domain name of the NES host.

* nes_ser Vi ce_nane is the services mapping name of the NES web application. The default
value is nes.

For example, https:/ /ev3-uat-srvl/ev3-uat-lab.local/nes

Note: The service mapping name for NES was defined during deployment.
* Close regedit.exe.

RFID-only terminals use roaming sessions to perform MES authentication tasks with SSO.

1. Open regedit.exe

2. Navigateto HKEY _LOCAL_ MACHINE\SOFTWARE\Enatel\WiseGuar d\FrameWor K\Authenti cation.
3. Createanew REG_DWORD value named Roani ngSessi onAl | owedFor SSOwith avaue of 1.
4. Closeregedit.

If you installed the EAM Client with the Authentication Manager authentication mode, after you
compl ete the configuration of the EAM Client, when the terminal locks, the Windows login screen
appears with new options.

Perform the following stepsto log in.
Note: On thefirst login, you cannot log in with an NFC tap.

1. Press Cirl-Alt-Delete.

The W ndows Logi n screen appears with additional options. The following figure provides an
example of the login screen.
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ol

NYMNAdministrator

2. Log in to the computer with your username and password.
The desktop appears.

3. Restart theterminal.

Install and configure the MES application according to the MES documentation.

If the MES application instructs you to copy the nymi_api.dll file to adirectory location, ensure that you
copy the version from the Nymi SDK distribution package.

To enable the user terminal to use SSO and the Nymi Band with the MES application, refresh the eSSO
application.

Perform the following steps on the machine on which you installed the MES application and the EAM
Client software.

L onauser Termi nal, open the Enterprise SSO (eSSO) by clicking on the BAtaskbar icon
2. Click the Home @licon, and then click Ref r esh.

This enables the EAM Client to communicate to the EAM Controller to retrieve new technical
definitions.

The following figure shows the eSSO Honme window.
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A Enterprice 550 : Single Sign-On Engine - o x

é}wm "amcndd)swo

Connected User 1 Administrator =
cad tF

Currentrole : Mo selected role

< >
Ready

Fi gure 21: eSSO application Honme W ndow

" OntheAccount tab @ anew entry appears. If not, right-click the table and clear the Hi de
application w thout credential option.

The following figure shows the Account tab.

T Enterprise 550 Single Sig

0@ 90¢
@»‘oﬂcaw

[ Def sample cation | ¥ Hide applications without credential VA

Open S505wdio...

Fi gure 22: eSSO Account tab
. Navigate to your login page of the application.
. If your application uses credentials that are separate from the LDAP credentials or Windows login,

theEnt erpri se SSO — Security Data Col | ect window appears. Inthe User nare and
Passwor d fields, type the credentials that are required by the application, and the click OK.
The following figure provides an example of the login screen

Evidian Enterprise 550 Session - Re-authentication

Enterprise
Single Sign-On

logn: [ V]
Password: |
Log on to: NYMI

Cancel

Fi gure 23: SSO Logi n screen
. Close the SSO application.

If a Nymi Band is authenticated, you can now use your Nymi Band to perform authentication events
in the SSO application.
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Note: Sometimes it may take several attemptsto get the behaviour of the detect to work as desired. To
update the configuration, on the User Terminal you can modify the Detection tab to be more generic
using wildcards, or more specific using regex detection. Detection is application-specific. Depending
upon your application, you may need to modify settings that are not specified in this document.

If you change the technical definition at alater time, it is necessary to right-click the technical definition
and select Updat e Di r ect or y and delete the Evidian cache.

Perform the following steps when a user has enrolled their Nymi Band in a domain that is different from
the domain where the user terminal is run.

1. Runregedit.

2. In the HKLM\Softwar e\Enatel\WiseGuar d\FrameWor K\Directory, right-click
Possi bl eDomai nsLi st , and then select Modi fy. . .

3. IntheVal ue Dat a field, type the NETBIOS name for each domain that contains users, comma
separated, that will log in to the user terminal.

4. Click OK.

Exanpl e

This example shows a user terminal that supports authentication tasks from Nymi Band
users that are amember of domains UAT1B-Lab and UAT1A-Lab.
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B Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Enatel\WiseGuard\FrameWeork\Directory
vL SOFTWARE || Name Type Data
R Caphyon "".( _' REG_SZ (value not set)
E:f‘::: 28| BlobCompression REG_DWORD 0x00000001 (1)
DefaultUserEnvironn #o| DirectoryType REG_DWORD 0x00000001 (1)
Dolby | DirectoryUsage REG_DWORD 000000001 (1)
o Enatel #a| EnterpriseUserAuthentication REG_DWORD 000000001 (1)
SSOWatch Wa| GSSEncryption REG_DWORD 0x00000000 (0)
Lo | WiseGuard 2| GSSSignature REG_DWORD 0x00000000 (0)
! _Debug ab|PossibleDomainsList REG_SZ UAT1B-LAB, UAT1A-Lab
AdvancedLogi 3b|RootldapDN REG_SZ DC=B,DC=UAT-1,DC=local
BioEnroll
Debug
; ExtendedMani
v FrameWork
AccessPoin
Audit
Figure 24: Configuring Miulti-Domai n Access

Enrolling a Nymi Band

Before anew user or an existing user (enrolled in NES prior to an Evidian intergation) can use a Nymi
Band to perform authentication events with Evidian and Evidian-integrated MES applications, the user
must enroll a Nymi Band by using the Nymi Band Application.

About this task

During the enrollment process for anew user, the process updates the NES and Evidian databases with
enrollment information.

For a user account with a Nymi Band already enrolled on the NES server prior to an Evidian integration,
the NES enrollment information is preserved and the process updates the Evidian database with
enrollment information.

The user that will enroll the Nymi Band performs the following steps on the enrollment terminal.

Procedure

1. Onthe Windows Login screen, log in to the computer.

2. LogintotheNym Band Appl i cati on with the username and password of the user that will
enroll the Nymi Band.

3. Follow the promptsinthe Ny Band Appl i cati on to enroll the Nymi Band.
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Results

Before the user can successfully use the Nymi Band, the user might need to login to the terminal with
their username and password to retrieve information from the EAM Controller. The user can perform
subsequent logins by using the Nymi Band.

Note: After enrollment, Nymi recommends that each user authenticate to the Nymi Band 10 times with
success. If the number of authentication attempts that are required to get 10 successful authentications
exceeds 15, review the information in the Nymi Connected Worker Platform Troubleshooting Guide for
more information about how to troubleshoot Nymi Band authentication issues.

Manage the Nymi Band

This section provides information about administrative tasks related to the Nymi Band, that an EAM
administrator can perform, including what to do when a user no longer needs the Nymi Band, what to
do when a user loses their Nymi Band, how to assign atemporary Nymi Band to a user, and what do to
when auser finds their lost Nymi Band.

Viewing the Nymi Band Associated with a User
Perform the following steps to view information about the Nymi Band that is enrolled to a user.

Procedure

1. Inthe EAM Console, select the Di r ect or y panel.

2. Select the search request by changing the object typeto user andthenintheFi | t er field, type
the username.
The following figure shows the Sear ch request window.

o Evidian Enterprise Access Management Console - g =
File Directery View Help

= ) + —
TR @
Search request
B Search request A o A
= IR & Carbgren
i i Use this tool to search for objects in the directory. Objects that are found can easiy be sccessed
=[] Evidian F:nte.rpruse Access Managerment [ from the ree view, Filer i s b chiect X
#-[.0 Application access c )
=L User Access -if you want to find a user called ‘john doe’, type ‘john doe’
= {3 AccessPoint Profiles - if you want to find an application whose name starts with ‘apg’, type 'app™
RFID A Defoult seeess peint profile -if you type an '8 character, the filter also apphies to the email address (when available)
& [ Timeslices
(53 User Profiles Search root: Select... Remove
8, Default user profile
» ) = {3 Program Data Object type: | (5 User -
iometrics & Inbound access Filter: |R¢ﬂﬂ¢ | S
& Outbound access
= mymi Masimum umber of results: |
% [ Computers
Pt 5 (& Domain Controllers
D:i": + [ ForeignSecurityPrincipals
#-{o] Keys
-—

Fi gure 25: Search request w ndow
3. Click Sear ch.
4. Select the user, and then select the RFI D tab.

Figure 26: RFID tab for a user
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User: UATAdmin

=2 Search request
= 2 evi-ustadmin
(& UATAdmin
= eam
= {5 Evidian Enterprise Access Management
= (3] Apphication sccess
= [ Application security objects
8, Default Prep
£ Default Password policy
a5 Default application profile
& (3 Applications
1 (2 Technical definitions
(3 User Access
% ([ Program Data

'BW[&m[iMﬁﬂu]ﬁm[kmm\fw

| B SessonDelegaton | () MobleDevices | (D) Smart Cad @FRD | @ Bometncs O Events
RFID Identifier ___ State Battery status [ Refresn
@fsFozmaseraes Actve Hot avalable -
7973 T LEDICCER Actve Not avalable

Two entries display, one for the user as an RFID entry and the other is a wearable entry.

Returning a Nymi Band

When a user no longer requires their Nymi Band, perform the following steps, which allows you to

assign another user to the Nymi Band.

About this task

This procedure removes the association between the user and the Nymi Band in EAM and deletes the

biometric data from the Nymi Band.

Procedure

1. Put the Nymi Band on a charger and then hold the bottom button down until the User

Del et ed icon appears.

Dat a

The biometric data of the user is removed from the Nymi Band.
2. Inthe EAM Console, select the Di r ect or y panel.
3. Select the search request by changing the object typeto user andthenintheFi | t er field, type

the username.

The following figure shows the Sear ch r equest window.

o Evidian Enterprise Access Management Console
File Directery View Help

o |EE0 2 F 200

Search request

D B Search request
5 € EAM
=[] Evidian Enterprise Access Management
#-[.0 Application access
=L User Access

= (3 AccessPoint Profiles

e

RHD ‘E Default access point profile

~ .\f’Carrmnn fad

Use this tool to search for objects in the directory. Objects that are found can easily be accessed
| from the tree view. Filter applies to object name.

Examples:

-if you want to find a user called John doe’, type ‘john doe’
-if you want to find an application whoss name starts with "apg, type 'spp™

-if you type an '@’ character, the filter also applies to the email address (when available)

& [ Timeslices
=-{00] User Profiles ot | Select... Remove
8, Default user profile

Byl % [ Program Data Object type: | (5} User v

& oo, e e 1
=@ nymi Maxamam pumber of results: 50

#-{) Computers L
. +-{3] Domain Centrallers
:‘:?c': s &l ForeignSacul:ty‘:?rincipal;
-— = (& Keys
Fi gure 27: Search request w ndow
4. Click Sear ch.
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5. Select the user, and then select the RFI D tab.
Figure 28: RFID tab for a user

User: UATAdmin

=-P ?‘I""‘"‘q”“‘ (2] infoemation | &, Connection | & Securty Profles | B Admnistaton | ket Aophcation Access #= Accounts
B ed-ustadmin £, Sesson Delegation O Mobie Devices | (D) Smant Card @ rFD O Bometncs O Everts

+- (& UATAdmin
RFID Identifier State Battery status Refresh
@ sroamaseraes Actve Notavalable |
72T T LEDICCER Actve Hot avalabie L

cu
[ Default Prep
& Default Password policy
s Default application profile
=-{a] Applications
+ (3 Technical definitions
4 [ User Access
# [ Program Data

Two entries display, one for the user as an RFID entry and the other is a wearable entry.
6. Select the Wearable entry, and then click Bl ackl i st .
7. OntheConfi r mat i on window, click Yes.

8. OntheConfi r mati on window, click Yes.
The RFID and Wearable entries are blacklisted.

9. Select the wearable entry, and then click Del et e.
10.0Onthe Confi r mat i on window, click Yes.
11.Select the RFID entry, and then click Del et e.
12.In the left navigation pane, select RFI D.

13.Fromthe RFI D st at e list, select Bl ackl i st ed, and then click Appl y.
Two blacklisted entries appear for the user, one for the RFID and one for the Wearable, as shown in

the following figure
Filter of RFID search
RFID state Blackisted v
Battery status  all hd
[] show RFID tokens expiring within 10 2 days. T hpply
Owner RFID Identifier  State Batterystatus  Expiration Date
f"“EvZUa(l 2F:2D:8D:08:7... Blackiisted Unkown
g Ev2-Uatl SFDB2C433FBD6E  Blackiisted Unkown

Fi gure 29: Blacklisted Nym Band
14.Select the RFID entry, and then click Del et e.
15.Select the Wearable entry, and then click Del et e.

Perform the following steps to remove the Nymi Band association to the user in NES.

1. Inthe NES Administrator Console, select Sear ch.

2. Inthe Sear ch page, select the User s Option.

3. Inthe Sear ch field, type the full or partial username, first name, or last name of the user.

4. Click Sear ch. The Sear ch page displaysthe user, or alist of usersthat match the search criteria.
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5. Select the Domain\username link of the user. to open the User Det ai | s page.

6. Inthe Nymi Band table, to theright of the Nymi Band that you want to delete, click Di sconnect .
On the Disconnect page, scroll down and then click Di sconnect .

7. OntheD sconnect screen, scroll to the bottom and select Di sconnect .

Handling a lost Nymi Band
When a user loses their Nymi Band, perform the following steps to disable the Nymi Band in EAM and

prevent another user from using the Nymi Band.
About this task

After completing these steps, enroll and assigh a new Nymi Band to the user.

Procedure

1. Inthe EAM Console, select the Di r ect or y panel.
2. Select the search request by changing the object typeto user andthenintheFi | t er field, type

the username.
The following figure shows the Sear ch r equest window.
O Evidian Enterprise Access Management Console - g =
File Directery View Help
o |@H0w 202G o @

Search request

Direct A Search request
irectory L O Eam

RFID

& [ Timeslices

= {0 Program Data
[ Inbound access
& Outbound access

=@ nymi
= Computers

+-{3] Domain Centrallers

Biometrics

Mobile

= > G ke

=[] Evidian Enterprise Access Management

#-[.0 Application access
=L User Access
= {0 AccessPoint Profiles

g Default access point profile

= {2 User Profiles
8, Default user profile

Devices + [ ForeignSecurityPrincipals

~ .\9 Configuration fad

Use this tool to search for objects in the directory. Objects that are found can easily be accessed
| from the tree view. Filter applies to object name.

Examples:

-if you want to find a user called John doe’, type ‘john doe’
-if you want to find an application whose name starts with ‘app’, type 'spp™

-if you type an '@ character, the filter also apphes to the emai address (when avaiable)

Search root: [ | Sedact... Remeove
Object type: | &) User w

rier: [Rerue | o] [Gesa
Maximum rusmber of results: 50 |

Fi gure 30: Search request w ndow
3. Click Sear ch.
4. Select the user, and then select the RFI Dtab.

Fi gure 31:

RFID tab for a

user

User: UATAdmin

=2 Search request

= (3] Application security objects
B, Default Plep
£ Default Password policy
a5 Default application profile
#-{a] Applications
& (& Technical definitians
{3 User Access
% [ Program Data

[ womaton | B Connecton | i SecuyFrodles | 2, Admeisimmon | At Appbcstion Access |z Accounts

2 — e R
+
= EAM RFID Identifier State Battery status | mefesh |
= {5 Evidian Enterprise Access Management @fsFozmaseraes Active Notavadable | : -
= {5 Application access o 7973 716002 Actve Hot avalable | Assion...
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© N o »

Two entries display, one for the user as an RFID entry and the other is a wearable entry.
Select the Wearable entry, and then click Bl ackl i st .

Onthe Confi r mat i on window, click Yes.

Select the wearable entry, and then click Del et e.

Onthe Confi r mat i on window, click Yes.

The Nymi Band is blacklisted in EAM. If the another user attempts to use the Nymi Band for
authentication tasks result in an error stating that the certificate on the Nymi Band has been revoked.

Note: After blacklisting the Nymi Band, do not delete Nymi Band from the user. If you delete the
Nymi Band, another user can enroll the Nymi Band.

Perform the following steps to remove the Nymi Band association to the user in NES.

© gk~ whNpE

In the NES Administrator Console, select Sear ch.

Inthe Sear ch page, select the User s Option.

Inthe Sear ch field, type the full or partial username, first name, or last name of the user.

Click Sear ch. The Sear ch page displays the user, or alist of users that match the search criteria.
Select the Domain\username link of the user. to openthe User Det ai | s page.

In the Nymi Band table, to the right of the Nymi Band that you want to delete, click Di sconnect .
On the Disconnect page, scroll down and then click Di sconnect .

Onthe Di sconnect screen, scroll to the bottom and select Di sconnect .

When you find alost Nymi Band, perform the following steps to allow another user to use the Nymi
Band.

Put the Nymi Band on a charger and then hold the bottom button down until the User Dat a

Del et ed icon appears.

The biometric data of the user is removed from the Nymi Band.

Inthe EAM Console, select the Di r ect or y panedl.

Select the search request by changing the object typeto user andthenintheFi | t er field, type
the username.

The following figure shows the Sear ch request window.

Copyright ©2022 Nymi Connected Worker Platform with Evidian RFID-Only Installation and Configuration Guide v1.0 58



Using the Nymi Band as an RFID-only Device

O Evidian Enterprise Access Management Console - g =
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Fi gure 32: Search request w ndow

Click Sear ch.

Select the user, and then select the RFI D tab.
Select the RFID device, and then click Del et e.
Select the wearable device, and then click Del et e.

N o g s

Results
The Nymi Band is available for enrollment and assignment to a new user.

Removing the user association to the Nymi Band in NES
Perform the following steps to remove the Nymi Band association to the user in NES.

Procedure

1. Inthe NES Administrator Console, select Sear ch.

2. Inthe Sear ch page, select the User s Option.

3. Inthe Sear ch field, type the full or partial username, first name, or last name of the user.

4. Click Sear ch. The Sear ch page displaysthe user, or alist of usersthat match the search criteria.
5. Select the Domain\username link of the user. to openthe User Det ai | s page.

6. Inthe Nymi Band table, to the right of the Nymi Band that you want to delete, click Di sconnect .

On the Disconnect page, scroll down and then click Di sconnect .
7. OntheDi sconnect screen, scroll to the bottom and select Di sconnect .
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Upgrading Nymi and Evidian Components

TheConnect ed Wor ker Pl at f or mprovides enhancements that support coexistence of Evidian-

integrated MES applications and Nymi-integrated MES applications.

The section describes how to update the components in a Connected Worker Platform with Evidian

solution and post update configuration changes that are required to allow existing users to use the Nymi

Band to perform authentication events.

Upgrading the NES software

Upgrade the NES according to the instructions in the Nymi Connected Worker Platform Administration

Guide.

If you upgrade from an NES 3.2.x or earlier version, perform the following steps to update the active

policy to support Evidian enrollments.

1. Loginto the NES Administrator Console with an account that is an NES Administrator.

2. Click Pol i ci es.
3. Edit the active policy.
4

. FromtheEnr ol | mrent Desti nati on list, select theoption NES and Evi di an, asshownin

the following figure, and then click Save.

Enrollment Settings

Enrollment Destination

NES and Evidian v

Fingerprint Reguired

Corporate Credentials
Authentication

NFC UID Capture

Display Band Label on
Nymi Bands

Mandatory v

Fi gure 33: NES and Evidi an enrol |l ment option
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By default, when an Evidian-integrated MES application is not waiting for an SSO operation and a user
performs an NFC tap, the desktop locks.

If user terminals need to simultaneously support Evidian-integrated M ES applications and Nymi-
integrated MES applications , perform the following steps to modify the settings in the access point
profile, to prevent unexpected desktop locks when performing an NFC tap in the Nymi-integrated MES
application.

Perform the following stepsin the EAM Console

1. IntheDi rect ory view, expand EAM > Evi di an Enterpri se Access Managenent >
User Access > AccessPoint Profiles > Default Access Point Profile.

2. Onthe Aut henti cat i ontab, fromthe Def aul t acti on when token renoved list,
select Do not hi ng.

3. Click Appl .

4. Right-click Def aul t Access Poi nt Profil e andselect Updat e.

A user cannot perform an NFC tap to lock the Windows session; however, the Windows session still
locks when the Nymi Band deauthenticates or when the user is away from the user terminal.

The Connected Worker Platformsoftware package includes new TokenManagerStructure(TMS)

files that support wearable and RFID authentication methods. When you upgrade Connected Worker
Platform components, it is recommended that you replace any TokenManagerStructure file that you
placed on aterminal to override the EAM Controller configuration, and the configuration on the EAM
Controller.

The Evidian Supplementary Files directory in the Connected Worker Platform software package
includes the following TM Sfiles:

» TokenManager Structure-WEARABLE.xml-To configure Nymi Bands to use wearable authentication.
» TokenManager Sructure-RFID.xml-To configure Nymi Bands to use RFID authentication.

Perform the following steps to replace the TM S configuration in your environment.
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Procedure

1. Logintothe EAM Console asan EAM Administrator.

2. FromtheFi | e menu, select Conf i gur ati on.

3. Onthe Aut hent i cati on tab, click Sel ect , and then select the appropriate TM S file for your
configuration.

Click Appl y.

Click OK.

Launch Ser vi ces.

StoptheEnt er pri se Access Managenent Security Services service

Delete all files under C:\Program Files\Common Files\Evidian\WGSS\CacheDir.

Note: If you get a message that you cannot delete the files, hold the Shi f t key down when you
press Del et e.

9. Start Ent er pri se Access Managenent Security Services service

10.For each terminal in the environment that overrides the EAM Controller authentication

configuration, perform the following steps:

a) Logintotheterminal.

b) Rename the TokenManager Sructure.xml file in the C:\Program Files\Common\Evidian\WGSS
directory.

c) Copy the new TMSfile from the Connected Worker Platform package into the C:\Program Files
\Common\Evidian\WGSS directory.

d) Rename the TMSfileto TokenManager Sructure.xml.

11.0n the EAM Controller, log in to the EAM Console.
12

© N o gk~

Select Account and access rights management @ .

13.In the left navigation pane, expand Domai n > Conput er s, and then select the terminal, as
shown in the following figure.

Access point: 135-EVUAT1-LW7
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JE& Inbound access
JE& Outbound access
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RFID

1-WIN10-DOMA-EV

1-WIN7-DOMB
Binmnatrics

Directory

i

135-EVUATI-LW10
2-WIN10-DOME
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55-EVUATZ-LW10
55-EVUAT2-LWT
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14.0nthe Act i ons tab, select Del et e cache fil es, andthenclick Appl y.

The cache files are deleted on the terminal and the terminal desktop locks.

Anupgrade of theNym Band Appl i cat i on does not require you to remove the previous version
of the software.

Perform the following steps on the enrollment terminal.

1. Download the Nym Band Appl i cat i on software to adirectory on the network terminal. For
example, C:\Downloads

2. Double-click the installation file Nymi-Band-App-installer-v_ver si on, and then follow the
prompts to update the software.

Review the Connect ed Wor ker Pl at f or mand EAM Client versionsof theNym  Runt i e file
to ensure that they are the same.

1. Fromthe W ndows Apps and Feat ure applet, searchfortheNym Runti me application
and make note of the version.

2. From Windows explorer, navigate to C:\Program Files\Common Files\Evidian\WGSS.

3. Right-click nymi_api.dll and select Pr operti es. OntheDet ai | s tab, confirm that the value in
the product version matchesthe Nym Runt i e installation.

4. If the versions do not match, perform the following steps:
a) Rename the nymi_api.dll in C:\Program Files\Common Files\Evidian\WGSS.

b) Copy the C:\Program Files\Nymi\Nymi Band Application\nymi_api.dll to C:\Program Files
\Common Files\Evidian\WGSS

5. Onthe EAM Controller, log in to the EAM Console.

Select Account and access rights management @ .

7. Intheleft navigation pane, expand Domai n > Conput er s, and then select the terminal, as
shown in the following figure.
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% Access point: 135-EVUAT1-LW7
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8. OntheAct i ons tab, select Del et e cache fil es, andthen click Appl y.

The cache files are deleted on the terminal and the terminal desktop locks.
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L

Upgrading Nymi Components on the User Terminals and Remote NEA
hosts

Upgradethe Ny Runt i me . For user terminal that use awearable configuration .

About this task
Perform the following steps after internal testing has verified the compatibility of the NEA with
upgraded versions of the Nymi Components.

Procedure

1. Loginto theterminal, with an account that has administrator privileges.

Extract the Nym  SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exefile.
OntheWel core page, click I nstal | .

OntheUser Account Control page, click Yes.

The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

OntheWel come to the Nymi Runtime Setup W zard page, click Next .
OntheNym Runti ne Set up window, click Next .

Onthe Ser vi ce Account window, click Next .

. OntheReady to install page clicklnstall.

10.Click Fi ni sh.

11.0nthel nstal | ati on Conpl eted Successfully page clickC ose.

ok wbd
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12.Replace the nymi_api.dll file that is used by the MES application with the version of thefilethat isin
theNym APl C I nterface distribution package.

This stepsin this section only apply to upgrades from NES 3.2.1 and earlier.

After you upgrade all the components in the Connected Worker Platform with Evidian solution,
additional steps are required to allow existing Nymi Band usersto use the Nymi Band with Evidian. The
procedure differs depending on where the Nymi Band was enrolled prior to upgrade.

After you upgrade all the components in the Connected Worker Platform with Evidian solution, a
user with aNymi Band that was enrolled in NES prior to the upgrade, must log in to the Nymi Band
Application on the enrollment terminal.

Ensure that the user is wearing their authenticated Nymi Band.

The Nymi Band Application detects that the user enrollment exists in the NES database and
automatically updates the Evidian database with enrollment information.

1. Onthe Windows Login screen, log in to the computer.
2. Inthe systemtray, right-click the ESSO Cr edenti al Manager . Theicon may be hidden behind
the” (caret).
If you do not see the icon, perform the following steps:
a) Startthe ESSO Cr edenti al Manager by double-clicking C:\Program Files\Evidian
\Enter prise Access Management\ESSOCredential Manager.exe

b) OntheEvi di an Enterprise SSO — Open Sessi on window, log in with credentials of
the user.

¢) Check the system tray for theicon.
3. Select Manage Wear abl e Devi ces.., asshown in the following figure.

Windows Session Accoun its...
Mobile Devic

Manage Wearable Devices...

Access a Colleague's Workstation...

Manage Session Delegation...

Manage reports...

Fi gure 34: Manage Warabl e Devi ces nenu option
4. Onthe Manage wear abl e devi ces window, click Add...
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5. On the login window, type the username and password of the user that will enroll the Nymi Band,
and then click OK.

6. Onthe Aut hent i cati on Manager window, click Yes, and then wait until the Nym  Band
Appl i cati on starts.

7. LogintotheNym Band Appl i cati on with the username and password of the user that will
enroll the Nymi Band.

TheNyni Band ApplicationdisplaysSavi ng user setti ngs whilether enrollment
completesin the Evidian database. Closethe Nymi  Band Appl i cat i on when the enrollment
completes.

After you upgrade al the components in the Connected Worker Platform with Evidian solution,
perform the following steps for all users that have a Nymi Band that was enrolled in Evidian prior to the
upgrade.

» Deletethe Nymi Band association for the user on the EAM Controller
e Delete the user datafrom the Nymi Band
* Re-enroll the Nymi Band

Perform the following steps to delete the association between and user and the Nymi Band.

1. Put the Nymi Band on a charger and then hold the bottom button down until the User Dat a
Del et ed icon appears.
The biometric data of the user is removed from the Nymi Band.

2. Inthe EAM Console, select the Di r ect or y panel.

3. Select the search request by changing the object typeto user andthenintheFi | t er field, type
the username.

The following figure shows the Sear ch request window.
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Fi gure 35: Search request
4. Click Sear ch.

~ .\f’Carrmnn

Use this tool to search for objects in the directory. Objects that are found can easily be accessed
| from the tree view. Filter applies to object name.

Examples:

-if you want to find a user called John doe’, type ‘john doe’
-if you want to find an application whose name starts with ‘apg, type 'spp™

-if you type an '@’ character, the filter also applies to the email address (when available)

Search reot: |
Object type: | &) User w

Filter: [choe

f
]

Maximum number of results: 50

w ndow

5. Select the user, and then select the RFI D tab.

Figure 36: RFID tab for a

user

User: UATAdmin
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8, Default Prep
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(L) User Access
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RFID Identer state Battery status [Refen |
@Fo2manerass Actve Notavadable | - 5
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\

¥ Accounts
O Everts

Two entries display, one for the user as an RFID entry and the other is a wearable entry.
6. Select the Wearable entry, and then click Bl ackl i st .
7. Onthe Confi rmati on window, click Yes.

8. OntheConfi r mat i on window, click Yes.
The RFID and Wearable entries are blacklisted.

9. Select the wearable entry, and then click Del et e.
10.0Onthe Conf i r mat i on window, click Yes.
11.Select the RFID entry, and then click Del et e.
12.1n the | eft navigation pane, select RFI D.

13.Fromthe RFI D st at e list, select Bl ackl i st ed, and then click Appl v.
Two blacklisted entries appear for the user, one for the RFID and one for the Wearable, as shown in

the following figure
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RFID

Filter of RFID search
RFID state Blacklisted >

Battery status |l 7
[[] show RFID tokens expiring within 10 S| days. Apply
Owner RFID Identifier State Battery status Expiration Date

HIEvaVat1 2F;20:8D:0B:7...  Blackiisted Unkown
(9 Ev2-Uatl SFDB2C433FBD6E  Blacklisted Unkown

Figure 37: Blacklisted Nym Band
14.Select the RFID entry, and then click Del et e.
15.Select the Wearable entry, and then click Del et e.

Before anew user or an existing user (enrolled in NES prior to an Evidian intergation) can use a Nymi
Band to perform authentication events with Evidian and Evidian-integrated MES applications, the user
must enroll a Nymi Band by using the Nymi Band Application.

During the enrollment process for a new user, the process updates the NES and Evidian databases with
enrollment information.

For a user account with a Nymi Band already enrolled on the NES server prior to an Evidian integration,
the NES enrollment information is preserved and the process updates the Evidian database with
enrollment information.

The user that will enroll the Nymi Band performs the following steps on the enrollment terminal.

1. On the Windows Login screen, log in to the computer.

2. LogintotheNym Band Appl i cati on with the username and password of the user that will
enroll the Nymi Band.

3. Follow the promptsintheNym Band Appl i cat i on to enroll the Nymi Band.

Before the user can successfully use the Nymi Band, the user might need to login to the terminal with
their username and password to retrieve information from the EAM Controller. The user can perform
subsequent logins by using the Nymi Band.

Note: After enrollment, Nymi recommends that each user authenticate to the Nymi Band 10 times with
success. If the number of authentication attempts that are required to get 10 successful authentications
exceeds 15, review the information in the Nymi Connected Worker Platform Troubleshooting Guide for
more information about how to troubleshoot Nymi Band authentication issues.
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This section provides information about how to enable logging and how to troubleshoot common issues.

Perform the following steps to enable logging in Evidian.

Leaving on the Debug On option is not recommended as it can generate alot of log entries.

Launchregedi t. exe.

Navigate to HKEY _LOCAL_MACHINE\SOF TWARE\Enatel\WiseGuard\.
Rename Debug to Debug_.

Rename _Debug to >Debug.

Close regedit.exe.

gk wDdPE

Logsfiles are generated in C:\Program Files\Common Files\Evidian\WSGG\Logs.

This error message appears when you start Manage \Wear abl e Devi ces.

Thiserror isatypical error when the EAM Client cannot communicate with the EAM Controller, for
one of the following reasons:

» Poor network connection between the EAM Client and EAM Controller
» Technica Admin account has expired.

However, occasionally this can be caused when the password of the technical admin account has
expired.
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To resolve the issue where the password of the technical admin account has expired, perform the
following steps to reset the password for the security settings account.

1. Launch WGSRVConfig.exe, which isin the EAM Install package in the .\EAM-v10.X
\EAM.X6A\TOOLS directory.

2. Onthe Admi ni stration Tool s, select Confi gure security settings

3. Change the Directory and Access point account to the new login and password.

This message appears when you use EAM.

The license on the EAM Client and the EAM Controller has expired.

Obtain a new license file and perform the following actions:

1. Loginto the server with domain admin credentials (example: server = Ev-UAT-Srv1).
Launch C:Program Files\Common Files\Evidian\WGSS\WGConfig.exe..
Onthe Account Control window, click Yes.

OntheConfi gurati on Assi stant,selectEnterpri se Access Managenent, and then
click Next .

Onthe Sof t war e Li censes window, click | nport .
6. Navigate to the license file and then click OK.

Wb

o

Note: If you prompt to replace the license keys, click Yes.
7. On the confirmation window, click OK.
8. Click Cancel to close the window.

This error message appears on the W ndow Logi n screen.

The EAM Security Services serviceis not running.

Start the service by performing the following actions:

1. Log into the machine with your username and password.

2. Openthe Ser vi ces applet, double-click Ent er pri se Access Management Security
Servi ces.

3. Ensurethat the St art up Type issetto Aut omat i ¢, and then click OK.
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4. StarttheEnt er pri se Access Managenent Security Servi ces service. Ensurethat
the status of the service displays Running.

Enrollment of the Nymi Band using the Nymi Band Application fails as security settings could not be
created.

Network issues
The Nymi Band is aready associated with another user in the EAM Controller.

To resolve the issue when the Nymi Band is already associated with anotherr user, follow the
instructions in the Returning a Nymi Band section to remove the Nymi Band association in the EAM
Controller. Retry the enrollment using the Nymi Band Application.

After completing enrollment of the Nymi Band using the Nymi Band Application, there are two Active
Bands associated to the user in the EAM Console.

The association between the user and the previously issued Nymi Band was not removed in theEAM
Controller.

Follow Returning a Nymi Band to remove the outdated Nymi Band association in the EAM Controller.

An enrolled Nymi Band can lock a user terminal but cannot unlock the terminal.

The unlock function reliesonthe Ny Band Appl i cati on andtheNynmi Band
Appl i cati on version of the nymi_api.dll file that is used by Evidian. The DLL used by Evidian must
match theNynmi  Band Appl i cati on version.

1. Ensurethat the nymi_api.dll file has been copied from the C:\Program Files\Nymi\Nymi Band
Application to C:\Program Files\Common\Evidian\WGSS,

2. Deletethe Nymi certificate files by performing the following steps:
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o

Navigate to C:\Windows\system32\config\systempr ofil e\appdata\r oami ng\Nymi\NSL\hVVoGgxI 8\.
Delete the ksp directory.
c. Changethe startup type of the Ent er pri se Access Managenent Security
Ser vi ces serviceto Di sabl ed.
d. StoptheEnt erpri se Access Managenent Security Services sevice.
e. Log back into the computer.
f. Changethe startup type of the Ent er pri se Access Managenent Security
Ser vi ces serviceto Enabl ed.
g. StarttheEnt erpri se Access Management Security Services service

c

In an Citrix/RDP session, if a user closes the SSO authentication window that appears when the they tap
their Nymi Band against the NFC reader whilein the MES application, the SSO authentication window

does not appear on a subsequent Nymi Band tap.
The SSO process closes.

Restart the Enterprise SSO application. For example:

» From the Windows search field, type Ent er pri se SSO, and then open the application. On the
Evi di an Enterprise SSO - Open Sessi on window, type your username and password
and then click OK.

» Log out of the remote session and then log back in. Whenthe Evi di an Ent erprise SSO -
Open Sessi on window appears, tap the authenticated Nymi Band against the NFC reader.

ESSO Credential Manager icon does not appear in the system tray.

The ESSO Credential Manager application is not running. This can occur after you disable the
Enterprise Access Manager Security Servi ces service and then stop the service.

To resolve thisissue, perform the following actions:

1. Navigate to C:\Program Files\Evidian\Enter prise Access Management.
2. Double-click ESSOCredentialManager.exe.
3. When prompted, log in with your username and password.
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This error message appears when you tap your Nymi Band against the NFC reader to re-authenticate the
SSO session.

The following figure provides an example of the error message.

- _ _
& Evidian Enterprise 550 Authentication > i

| Authentication error: you are not allowed to close this user
ses55i0m,

The Nymi Band user islogged into the terminal but SSO was started with the EAM administrator
username and password, and not the user account that is associated with the Nymi Band that is
performing the M ES authentication operation.

1. Right-click SSOonthe Syst em Tr ay and then select St op.

2. Right-click SSOonthe Syst em Tr ay and then select St ar t . When prompted, type the username
and password of the user account that is associated with the Nymi Band that is performing the MES
authentication operation.
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