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Preface

Preface

Nymi™ provides periodic revisions to the Nymi Connected Worker Platform. Therefore, some
functionality that is described in this document might not apply to all currently supported Nymi
products. The product release notes provide the most up to date information.

Purpose
This document is part of the Connect ed Wor ker Pl at f or m(CWP) documentation suite.

This document provides the steps that are required to deploy the Nymi Enterprise Server (NES).
Thisinstallation usestheNym  Token Ser vi ce toinstall certificates that enable communication
between components. This document also provides information about deploying the Connected Worker
Patform in a Citrix or RDP environment.

Audience

This guide provides information to NES Administrators. An NES Administrator is the person in the
enterprise that manages the Connect ed Wor ker Pl at f or mfor their workplace.

Revision history

The following table outlines the revision history for this document.

Table 1: Revision history

10 May 16, 2022 First version of this guide for the
CWP 1.3 release. Thisincludesthe
following changes:

* Moving upgrade instructions
from the Nymi Connected
Worker Platform Administration
Guide.

e Added information about how to
prevent NES offloading in I1S.

20 June 15, 2022 Updated to address changesin
IGEL support that start with the
CWP 1.3.1release.

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 4



Preface

Version Date Revision history

3.0 December 16, 2022 Third version of this guide for

the CWP 1.3.3 release. Updated

to include details about how to
configure an enrollment terminals to
skip Evidian enrollmentsin a shared
Nymi Enterprise Server(NES)
environment.

* Nymi Connected Worker Platform Overview Guide

This document provides overview information about the Connect ed Wor ker Pl atform
(CWP) solution, such as component overview, deployment options and supporting documentation
information.

e Nymi Connected Worker Platform Administration Guide

This document provides information about how to usethe NES Admi ni strat or Consol e to
manage the Connect ed Wor ker Pl at f or m(CWP) system. This document describes how to
Set up, use and manage the Nymi Band™, and how to usethe Nym  Band Appl i cati on. This
document also provides instructions on deploying the Nymi Band Application and Nymi Runtime
components.

* Nymi SDK for Linux Developer's Guide

This document provides information about how to develop Nymi-enabled Applications by using the
Nym APl (NAPI ).
* Nymi SDK for C Developer's Guide

This document provides information about how to develop Nymi-enabled Applications by using the
Nym APl (NAPI ).
* Nymi SDK for WebSocket Developer's Guide

This document provides Nymi devel opers with an alternative way to utilize the functionality of the
Nymi  SDK, over aWebSocket connection managed by aweb-based or other applications.
e Nymi Connected Worker Platform Troubleshooting Guide

This document provides information about how to troubleshoot issues and the error messages that
you might experience withthe NES Admi ni st rat or Consol e, the Nymi Enterprise Server
deployment, the Nymi Band, and the Nyni  Band Appl i cati on.

» Connected Worker Platform Release Notes

This document provides supplemental information about the Connected Worker Platform, including
new features, limitations, and known issues with the Connected Worker Platform components.

If the Nymi software or hardware does not function as described in this document, you can submit a
support ticket to Nymi, or email support@nymi.com

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 5
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Preface

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the documentation
suite. You can submit feedback by using support@nymi.com
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Deploy Connected Worker Platform

TheConnect ed Wor ker Pl at f or misan authentication solution that minimizes the impact of
compliance and security requirements on manufacturing workflows. It combines a wearable component,
the Nymi Band, with enterprise software, creating a secure authentication solution.

The Connected Worker Platform contains three elements: device hardware, infrastructure and solution.
The device hardware refers to the Nymi Band and firmware. Infrastructure consists of software, such as
SDK, Nymi Enterprise Server and Nymi Band Application, that runs on terminals and servers.

The host on which you deploy the NES software must meet the following minimum software and
hardware requirements.

The following sections define the hardware and software requirements to consider before you deploy
NES.

NES has the following software requirements.

* Microsoft Windows Server 2016 or 2019
e Microsoft IIS

» Microsoft SQL Server 2016 and later

» Microsoft .NET Framework 4.8

Note: Microsoft SQL Server Express 2017 and Microsoft .NET Framework 4.8 are bundled in the NES
installer.

The NES hardware requirements differ based on the nature of user operations, load and other software
that is deployed on the same server. The following section lists the recommendations for minimum
hardware requirements.

e 1-5000 users:

e 4CoreCPU

« 8GB RAM

» 20GB free disk space
¢ 5000-10000 users.

e 4CoreCPU
« 16GB RAM
e 40GB free disk space

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 7



Deploy Connected Worker Platform

The section summarizes the minimum software and hardware requirements for the Nymi Band
Application.

«  Windows 10, 64-bit
*  Windows 7, 64-bit

Note: It isrecommended to use 125% scaling and 1920 x 1080 screen resolution for the terminal
hosting the Nymi Band Application.

* 4GB RAM

» 5GB free disk space

e 2 core CPU (recommended)

* 1USB 2.0 port

* Bluetooth Low Energy (BLE) radio antenna, present in Bluegiga BLED112 BLE adapter.

Nymi Lock Control supportsthe following operating system versions:
*  Windows 10, 64-bit
Other considerations:

e Nym Lock Control isasingledomain solution. All terminals must be on the same domain as
the Nymi Enterprise Server host, not across separate domains.

« Nym Lock Control userscanlock the desktop of auser terminal and the desktop of a
Microsoft Remote Desktop Connection and Citrix when Network Level Authentication (NLA) is
disabled.

» Each user terminal requires a connected Bluetooth Low Energy (BLE) radio antenna, such asa
Bluegiga BLE adapter..

CWP 1.3 supports the following operating systems on which you caninstall Nymi Runt i me and use
the Nymi Band to perform authentication tasks in an MES application.

» Windows 10 x86-64, including on Citrix, RDP, and VMWare Horizon
*  HP ThinPro x86-64, including on VMWare Horizon
* IGEL OSV10, including IGEL Thin Client on Citrix

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0



Deploy Connected Worker Platform

The Connected Worker Platform enables administrators and users to manage Nymi Bandsin an
enterprise setting. The Connected Worker Platform is comprised of Nymi-specific components and
enterprise components, as shown in the following figure.
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Deploy Connected Worker Platform

This guide Connected Worker Platform consists of the following components. Smart Distancing
and Contact Tracing components are described in the Nymi Smart Distancing and Contact Tracing
Installation and Configuration Guide.

Table 2: Connected Worker Platform Components Covered in this Guide

Component Description

Enrollment Terminal Windows 10 machine that users access to enroll their
Nymi Band.
Nymi Band Application (NBA) A Windows application that you install on the

enrollment terminal and is used to enroll a new
user and link them to their Nymi Band. The Ny ni
Band Appl i cati on requiresthe Nymi
Runt i me application, whichthe Nymi  Band
Appl i cat i on automaticaly installs.

Nymi Runtime A Windows application that you install on the
enrollment termina and user terminals. Ny i
Runt i me includesthe Ny Agent and Ny ni
Bl uet oot h Endpoi nt components. Ny ni
Runt i me supports communication between
NES, the Nymi Band, NEAs, the Ny Band
ApplicationandNym Lock Control.

User Termina Windows 10 machine on which you install Nymi
components that allow users to perform authentication
tasks with the Nymi Band.

Nymi Band A wearable device that is activated by the assigned
user's biometrics. An authenticated Nymi Band

is Bluetooth Low Energy (BLE) and Near Field
Communication (NFC)-enabled. See the Nymi Band
section in this guide for more information.

Nymi-enabled Application Developers can create corporate applications that
integrate with Connected Worker Platform by using
theNyni APl . These applications are called
Nymi-enabled Applications (NEAS) and include
Manufacturing Execution Systems (MES), Single
Sign-On (SSO), and Human Machine Interface (HMI)
applications. An NEA requires the Nymi Runtime
software.

Nymi Lock Control A Windows application that allows the user to unlock
their terminal without entering their username and
password.

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 11



Deploy Connected Worker Platform

Nymi Enterprise Server (NES)

Includes the following services:

A Management server and collection of services
that providesthe NES Adni ni strat or
Consol e and coordinates communication
between the Nymi Band and the customer identity
ecosystem (Active Directory) to manage policies
and certificates.

Enrollment Service (ES) - authenticates, validates,
and authorizes certificate requests from requesters,
such asthe Nymi Band Application and NEAS.
Directory and Policy Services (DPS) - maintains
the NES database, which contains alist of Active
Directory (AD) users and the Nymi Bands that

are associated with each user. Provides 11S web
services, which allows the NES Administrator
Console access to the NES database.
Authentication Service (AS) - provides
authentication and authorization support for domain
users and computers. AS uses adapters to interface
with external directory and database systems,

such as an AD adapter to interface with Active
Directory.

Domain Controller (DC)

Windows server with external directory and database
systems, such as Active Directory.

Connected Worker Platform Deployment in Citrix Environment

The following figure provides an overview of the Connect ed Wor ker Pl at f or mcomponents that
areinstalled in a Citrix environment.

Copyright ©2022
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Fi gure 2: Connected Worker Platform conponents in a Gtrix environment

In Citrix and RDP environments, the user launches an NEA that isinstaled on a remote session host.
Different user sessions run their own NEA instance. In this configuration the NEA communicates with a
centralized Nymi  Agent , which isinstalled on a single machine or a cluster of two or more machines
in the environment.

This figure shows the following configuration:

e TheNym Bl uet oot h Endpoi nt isinstalled on each Citrix client. TheNyni Bl uet oot h
Endpoi nt service on each Citrix client communicateswiththe Nym  Agent service, whichis
installed on a separate host, on websocket port 9120.

e TheNym Agent isinstalled in an central location that is accessible to al user terminals, for
example on the NES server.

» Annbe.toml fileisinstalled on the Citrix client, and is configured with the location of the Ny mi
Agent .

» An NEA runs on the Citrix server and includes the nymi_api for communicating with Nymi Bands.

TheConnect ed Wor ker Pl at f or msupport deployments in RDP Environments.

The following figure provides an overview of the Connect ed Wor ker Pl at f or mcomponents that
areinstalled in an RDP environment.
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Fi gure 3: Connected Worker Platform conponents in a RDP environnent

In RDP environments, the user launches an NEA that isinstalled on a remote session host. Different
user sessions run their own NEA instance. In this configuration the NEA communicates with a
centralized Ny Agent , which isinstalled on a single machine or a cluster of two or more machines
in the environment.

This figure shows the following configuration:

e TheNym Bl uet oot h Endpoi nt isinstalled on each RDPclient. TheNym Bl uet oot h
Endpoi nt service on each RDP client communicates withthe Nym  Agent service, whichis
installed on a separate host, on websocket port 9120.

e TheNym Agent isinstalled in an central location that is accessible to al user terminals, for
example on the NES server.

* Annbetoml fileisinstalled on the RDP client, and is configured with the location of the Ny mi
Agent .

* An NEA runs on the RDP server and includes the nymi_api for communicating with Nymi Bands.

The Connect ed Wor ker Pl at f or mrelies on several certificates to ensure secure
communications.

The following figure provides a high-level overview of the certificates that the Connect ed Wor ker
Pl at f or mrequires.
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Figure 4: Certificates required in a Connected Wrker Platform environment

e TLScertificate: Allowsthe use of HTTPS for secure connectivity to NES by following components:

e Nym Band Application

* Nymi-enabled Application

* Nymi Agent

« NES Administrator Console when accessed through aweb browser.

* NESL2 certificate: Allows NES to issue NEA certificatesviaNym Token Servi ce(NTS).

* NEA certificate(not shown): Allows NEAs authentication to Nymi Bands and establishment of a
secure communication channel over BLE.

* Nymi Band certificate: Allows Nymi Band authentication to NEAs and establishment of a secure
communication channel over BLE.

* NESL1 certificate: Provided to Nymi Bands during enrollment time to bind the Nymi Bands to the
NES and NEAs of an enterprise.

* Nymi Infrastructure Root CA certificate: The root of trust of the Nymi infrastructure PKI1 (which
issuesthe NES L1, NES L2 and NEA certificates).

* Root CA Certificate (TLS): Certificate for the root-of-trust for the public key infrastructure (PK1)
that issuesthe TL S certificate. The steps to import the Root CA Certificate (TLS) are required only if
itisnot already in the Trusted Root Certification Authority store of the machines, for example, if an
untrusted private root CA isused to issue the TL S certificate. The steps are not required if atrusted
public root CA or atrusted private root CA (for example, an enterprise root CA) is used to issue the
TL S certificate.
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Deploy Connected Worker Platform

Print this table and record key information that you are required to provide during the NES deployment.

Table 3: Deployment Configuration Information

Configuration attribute Configuration value

Country code (for certificates):

NES Admin Group hame:

Userswho are part of the NES Admin Group:

NetBIOS (Pre-Windows 2000) Domain name

NES hostname:

NES Service Mapping name (NES service name):

NES Admin service mapping name:

Enrollment service mapping name:

NES Administrator Console website (https.//FQDN_nes server/nes_service_name)

(Provideto IT Admin)

NES supports HTTP and HTTPS communication. It is recommended to configure NES to use HTTPS to
secure communication.

Contact your Nymi Solution Consultant to plan the certificate configuration.

1. Nymi providesthe NES Level 2 (L2) certificate for use by the Nymi Token Service (NTS) to issue
authentication tokens. This certificate is imported when you import the Fullchain Certificate, as
described later in this document. Contact your Nymi Solution Consultant to obtain this certificate.

2. For HTTPS deployments, NES also requires a TL S certificate to alow secure communications
between clients and NES over HTTPS. The NES Administrator is responsible for obtaining this
certificate from a public root certificate authority, or an enterprise certificate authority, which is
trusted by all the clients.

If the TLS certificate is not issued by a trusted root CA (e.g. if a self-signed certificate is used in a
lab deployment), then the signed CA certificate needs to be imported into every client machine
that communicates with NES (i.e. every machine that runs the NBA, an NEA, and access the NES
Administration web interface from a browser). The process of importing the TLS and signed CA
certificates are described later in this document.

The following conditions should be considered when obtaining a TL S certificate for the deployment.

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 16
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Procedure

1. The TLS certificate should be aweb site certificate.

2. For environments where a public URL is specified for NES services, a subjective aternative name
(SAN) must be specified for the public URL. When setting the SAN, there are two options: a
wildcard TLS certificate with SAN *.dns_domain, or a certificate that specifies the FQDN for the
public URL and every individual server's FQDN.

3. Thefollowing Key Usage characteristics should be set: Digital Signature, KeyEncipherment,
DataEncipherment.

4. Thefollowing Enhanced Key Usage characteristic should be set: Server Authentication.

Certificates Expiration Dates

NES makes use of a number of certificates. Each certificate has an expiration date. Record the
expiration date of each certificate as you go through the deployment procedure, and keep this for your
records. Certificates must be renewed before expiration to avoid disruption of CWP services. For more
details on certificate management, see the Connected Worker Platform Administration Guide.

Table 4: Certificate expiry dates

L2 Certificate

e L2 certificate expiration date can be viewed using
certlm.msc.

(For HTTPS Deployments) TL S Server Certificate

¢ Certificate expiration date is dependent on the
certificate.

Deploy NES
The following sections provide information about how to deploy NES.

Deployment Checklist
The following deployment checklist includes items to consider when planning the NES deployment.

Table 5: Production environment Deployment Checklist

| Domain Controller Configuration i

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 17



Deploy Connected Worker Platform

Task Status

On the Domain Controller (DC), create the following domain user and group accounts:

e Security Group for NES Administrators. For example, NES_Admins

* Create a Group Policy Object (GPO) to configure the URL to the NES host on all computers
in the domain.

(For secure LDAP Deployments) Configure Active Directory for LDAPS

Firewall Configuration

Depending on the NES configuration, ensure that the HTTP/HTTPs port is open for
bidirectional communications between NES and machines in the environment with an installed
Nymi Component, for example, the enrollment terminal, user terminals, Nymi agent server etc.

NES Host Configuration

(For HTTPS Deployments) Obtain TL S certificate.

Add a dedicated Windows Server 2016 or Windows Server 2019 machine to the domain for use
as the NES host.

InServer Manager, instal the following roles and features:
¢ Web Server (11S) with the latest version of ASP.NET 4.x role services.

(For HTTPS Deployments) Inl | S Manager :

¢ Import the TL S certificate.
e Add HTTPS site bindings by using the imported TL S certificate.

Install certificates using the Fullchain file.

Run the NES install file (install.exe) and configure NES to use above configurations.

Client Configuration

Certificate and Enrollment URL:

¢ For deployments with HTTPS configured, if the TLS certificate is not issued by atrusted
Root CA, then add the certificate o f the Root CA into the Trusted Root Cert store of every
client machine. Todo this, runcert | m nsc asan Administrator, and then import the
certificate into the Trusted Root Cert store of every client and server machine.

« Perform the following configuration one time, on a client computer. From aweb browser,
gotohttps://FQDN_nes_server/ nes_servi ce_nane, login, and then
configure the URL in the default policy.

Connected Worker Platform integrates with a Windows domain structure. Before you install NES,
review the following section to prepare the environment.

Perform the following actions to prepare the Domain Controller for the NES deployment.
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Deploy Connected Worker Platform

1. Create agroup that contains the users who will act as NES Administrators. For example, agroup
named NES_admi ns.

When you create the group, in the G oup Type section, select Secur i t y. The selection for the
G oup Scope depends on the configuration of the environment.

* Ina single domain environment, choose a group scope according to your IT policy.
* In a multi-domain environment:

* When you select Uni ver sal , you can add users and groups from any domain to the NES
admins group.
* When you select G obal , you can only add users and groups that are local to the domain.
If users in multiple domains require admin access to NES, you must create a global group in
each domain with NES admin users, and add the NES admin users to this group.
2. Record the administrator group name and alist of user accounts that you added this group, in the
Configuration Attribute Valuestable.

Perform the following actions to prepare the NES host for the NES deployment.

1. Designate ahost in the environment for NES. Record the full name of the NES host in the
Configuration Settings Attribute Values table.

Note: Ensure that the host is not a Domain Controller (DC).

2. Extract the contents of the NES Deployment package that was provided to you by your Nymi
Solution Consultant, into the C:\nestemp\ folder. The package extracts the following files into the
folders:

» AccessControl

* AuthenticationService
* NEnrollment

* nes

* NesCmdinstall

* Neslnstaller

* NesSysteminfo

* PreRequisites

NES supports HTTP and HTTPS for communication between NES services. It is recommended to use
HTTPS. To complete prerequisite activities for NES deployment, install Micraosoft Internet Information
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Server (11S) and Microsoft ASP.NET on the NES host, and then import the TLS server certificate into
I1S for secure deployments (HTTPS).

This section describes how to install 11S and ASP.NET on the NES host.

7.
8.

9

Openthe Ser ver Manager application, and thenclick Add rol es and f eat ures.
OntheBef ore You Begi n page, click Next .

OntheSel ect installation type page leavethe default value Rol e- based or

f eat ur e- based i nstall ati on, andthenclick Next .

OntheSel ect destination server page leavethe default selection Sel ect a server
fromthe server pool, seectthehostintheServer Pool list box, and then click Next .

Onthe Sel ect server rol es page click Wb Server (I119).
The Add features that are required for Wb Server (11YS) dialogbox appears
and provides a summary of tools that are required to install IIS.

OntheAdd features that are required for Wb Server (I11S) diaog box, click
Add Feat ures.

Onthe Sel ect server rol es page, click Next .
OntheSel ect feat ures page, click Next .
OntheWeb Server Role (I1S) page, click Next .

10.0Onthe Sel ect rol e servi ces page, expand Wb Server (I1S) > Wb Server >

Application Devel oprment, andthenselect Application Initialization.

11.Select the latest available version of ASP.NET 4.x.

Note: NES supports ASP.NET 4.4 and later.

a) OntheAdd features that are required for ASP. NET diaog box, click Add
Feat ur es.

The following figure shows the Sel ect rol e servi ces page.
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Before You Begin
Installation Type
Server Selection
Server Roles
Features

Web Server Role (IIS)

Confirmation

Figure 5: Sel ect

Select the role services to install for Web Server (IIS)

Role services

[] 1S Client Certificate Mapping Authenticatio ™

[7] 1P and Domain Restrictions
[} URL Authorization
[] Windows Authentication
4 Application Development
[] .NET Extensibility 3.5

Application |

[] Asp
[ ] ASP.NET 3.5

[ e |

] cal
ISAPI Extensions
ISAPI Filters

1 Coamrnr Cida lnrldns

<]

role services page with ASP. NET and Application

Initialization selected
b) OntheSel ect rol e servi ces page, click Next .

The following figure provides an example of the Sel ect Rol e servi ces page, with
ASP. NET selected.

features are also installed.

ASP.NET 4.5
4 Web Server (lIS)

4 Web Server

ISAPI Filters

4 NET Framework 4.5 Features

Add features that are required for ASP.NET 4.5?

You cannot install ASP.NET 4.5 unless the following role services or

4 Application Development
ISAPI Extensions

NET Extensibility 4.5

Include management tools (if applicable)

‘ Add Features Cancel ‘

Deploy Connected Worker Platform

DESTINATION SERVER
DC-01.Nymi.local

Description

ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Web applications using
managed code. ASP.NET 4.5 is not
simply a new version of ASP. Having
been entirely re-architected to
provide a highly productive
programming experience based on
the .NET Framework, ASP.NET
provides a robust infrastructure for
building web applications.

Figure 6: Add features that are required for ASP. NET
12.0ntheConfirminstal |l ati on sel ecti ons page, clickl nstal | .
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Thel nstal | ati on Progr ess page appears and provides the status of the IIS installation,
which takes several minutes. When the installation completes, click Cl 0Se. Restart the host, if
prompted.

For HTTPS deployments, import the TLS server certificate obtained for the NES host. If the TLS server
certificate is not signed by a Trusted Root CA, then you also need to import the Root CA certificate.

Note: The following procedure assumes that the TLS server certificate and the associated private key
are packaged in the same file. Depending on how the private key for your certificate is generated, your
procedure might differ. If you have already imported the certificate or you do not require step-by-step
instruction, proceed to Adding HTTPS site bindings.

Perform the following stepsinthel I S Manager to import the TLS server certificate and the
associated private key.

9.

Inthe Connect i ons navigation pane, click Conput er _Nane, andtheninthel | S section,
double-click Server Certificates.

Note: If you cannot find Ser ver Certi fi cat es, click the Feat ur es Vi ewtab, which
appears at the bottom of the window.

Inthe Act i ons navigation pane, on the right side of the window, click | nport .

Inthel mport Certifi cate window perform the following actions:

a) IntheCertificate file (.pfx) field, click the€dlipsis(...) button, change the extension
list to *.*, browse to the location of the TL S certificate, select the certificate file, and then click

Open.
b) Inthe Passwor d field, type the password that was used to encrypt the private key, and then

click OK.
c) IntheSel ect Certificate Storelist, select Web Hosti ng.
d) Click CK.
MinimizellS.
Perform the following stepsusingthe Certi fi cat e MMCto import the Root CA certificate (if
needed).

From the Window start menu, type Manage Conput er, and then select Manage Conput er
certificates.

OntheUser Account Control diaog, click Yes.

ExpandCertificates - Local Computer > Trusted Root Certificate
Aut hority.

Right-click Certi fi cat es,andthensdlect All Tasks > | nport.

10.0OntheWel come to the Certificate Inport W zard page, click Next .
11.0ntheFil e to | nport page, click Browse.
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12.Fromthedroplist, select Al | Files *.*.

13.Navigate to the folder that contains the .pemfile for the root CA certificate.
14.Select the .pem, and then click Open.

15.0ntheFil e to | nport page, click Next .

16.0ntheCertifi cate Store page leavethe default selection Tr ust ed Root
Certificate AuthoritiesinthePl ace all certificates in the follow ng
st or e, and then click Next .

17.0ntheConpl eting the Certificate Inport W zard page, click Fi ni sh.
18.0OntheCertificate Inport W zard diaog, click OK.
19.Closethecer t | mwindow.

HTTPS provides TL S-encrypted communication between the NES host and the host that an
administrator uses to connect to the NES Administrator Console web application.

Perform the following stepsin| nt ernet | nformati on Servi ce Manager (IISManager) to
add HTTPS bindings to the NES website.

If you have aready created the bindings or you will use HTTP only, proceed to Importing a Fullchain
Certificate.

1. Inthe Connect i ons navigation pane, click Computer_Name > Sites.
2. Right-click Def ault Web Site, andthenselect Edit Bi ndi ngs.
3. Click Add.
The Add Site Bi ndi ng dialog box opens.
4. IntheAdd Site Bi nding diaog perform thefollowing actions:
a) FromtheType ligt, select ht t ps.
b) Inthel P Addr ess field, leave the default setting Al | - Unassi gned.
¢) InthePort field, leave the default setting 443.
d) LeavetheHost nane field blank.
€) FromtheSSL certi fi cat e list, select the TLS certificate that you imported.
The following figure provides an example of the Add Si t e Bi ndi ng dialog.
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Add Site Binding ? X
Type: IP address: Port:
https v | |All Unassigned v | |443
Host name:

[ ] Require Server Name Indication

SSL certificate:

*.nymi.lab.local Select... View...

oK Cancel

Figure 7: Add Site Binding D alog

f) Click the Vi ew button, and identify the expiration date of the TL S certificate (see the line Valid
from (start date to expiration date).

0) Record the expiration date in the Certificate Expiration Date table.

h) Click OK.

5. OntheSi t e Bi ndi ngs didog, click Cl ose.

To support certificate management in Connect ed Wor ker Pl at f or m you must install and
configure the certificates. Nymi provides you with a zipped certificate file package that contains a
PKCS12 file. The password for the PKCS12 fileis provided to you separately.

The PKCS12 file (fullchain.p12) excludes the password, but contains the following certificates:

* Root certificate
e L1 certificate

e L2 certificate

e L2 private key

Perform the following steps to import the certificates on the NES host.

Perform the following steps to import the certificates on the NES host.
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1. Extract the certificate zip file to a directory.
2. Right-click the fullchain.p12 certificate file and then select | nst al | PFX.
3. IntheOpen File - Security Warni ng dialog, click Open.

The Certificate Import Wizard dialog box opens.

4. OntheWel conme to the Certificate Inmport W zard screen,intheSt or e
Locat i on page, select Local Machi ne.

5. Click Next .
6. OntheUser Account Contr ol window, click Yes.

7. OntheFil es to inport page, perform the following actions ensure that the fullchain.p12 file
appearsin the File name field, and then click Next .

8. OnthePrivate Key Protection page inthePassword field, type the Nymi-provided
private key password, and then click Next .

9. OntheFil es to inport page, ensure that the fullchain.pl2 file appearsin the File name field,
and then click Next .

10.0ntheCertifi cate Store page leavethe default option Automatically select the certificate
store based on the type of certificate, and then click Next .

This options ensures all the certificates in the certification path (Root, Intermediate) are placed in the
correct store.

11.0ntheConpl eting the Certificate Inport W zard page, click Fi ni sh.
12.0ntheCertificate Inmport W zard diaog, click OK.

Perform the follow stepsto move the L2 certificate from the Persona Certificates folder to the
Intermediate Certification folder.

1. Fromthe W ndows Start Menu, type Manage Conput er, and then select Manage
Conputer Certificates.

The cer t | mwindow appears.
2. OntheUser Account Control diaog, click Yes.
3. Navigateto Per sonal > Certifi cates folder.

4. Expand I nterredi ate Certification > Certificates,andthen movethe NESL2
CA certificatefrom Per sonal > Certificatestothel nternmedi ate Certification
> Certificates folder.

You can move the file by dragging and dropping it from one folder to the other folder.

5. Inlnternmediate Certification > Certificates verify that NESL2 CA certificate

has a key.
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When the L2 certificate has a key, a key symbol displays in the upper-left corner of the L2 certificate
icon.

6. Record the expiration date of the NES L2 CA certificate (shown in the Expiration Date column) in
the Certificate Expiration Dates table.

7. Closethecert | mwindow.

After you install and configure 11S, install and configure NES. Y ou can configure NES in one of the
following ways:

* Using the NES Service Suite Wizard and specifying each configuration option.

» Using the NES Service Suite Wizard and loading configuration options from a .ninst file.

» Using the NESCmdinstall.exe file to load configuration options from a .ninst file, from a command
prompt.

Perform the following steps to install required third party software and the NES Services Suite.

Note: Theinstalation process prompts you to install Microsoft .NET Framework 4.8 and SQL Server
Express, if the applications are not previoudy installed on the NES host. If your environment already
has a SQL Server that is not locally installed on the NES server and you will create the database on that
SQL server, you can skip the SQL Server Expressinstallation.

1. Log into the host with a domain user account that has local administrator rights.

Note: For the best user experience with the NES installation wizard, resolution of 1920 x 1080 and
100% scaling is recommended.

Inthe C:\nestemp\NeslInstaller folder, run install.exe.
OntheUser Account Control diaog, click Yes.
OntheQpen File — Security Warni ng page, click Run.

OntheNESg2. | nstaller Setup page review the Microsoft NET EULA, and then click
Accept .

6. OntheOpen File - Security Warni ng dialog, click Run.
The installer installs .NET.

7. Restart the host when the installation process prompts you.

8. If theinstallation process does not continue after the restart, rerun C:\nestemp\Nesl nstaller
\install.exe.

9. OntheOpen File - Security Warni ng dialog, click Run.
10.0Onthe Application Install Security Warni ng pop-up, clickl nstall .

o r wDd
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Application Install - Security Warning X
Publisher cannot be verified. ”j,’
Are you sure you want to install this application? :ﬁ

Name:
MES Installer

From (Hover over the string below to see the full domain):
C:\tempnes-Release-2.4.0.4\Nes|nstaller

Publisher:
Unknown Publisher

Install Don't Install

While applications can be useful, they can potentially harm your computer. If you do not trust the
source, do not install this software, More Infermaticn...

Fi gure 8: Security Warning

AnNESg2. Installer Setup pageappears, and a status bar displays the progress of the
installation.

11.0n the Open File — Security Warni ng page, click Run.

12.0ntheUser Account Control dialog, page, click Yes.

13.1f the SQL Server application ison adifferent server, thel nstal | Prerequi si t es dialog
appears. Click No to continue with the software installation.
When you configure NES in the following section, you provide connection information for the
remote SQL Server.

14.1f the installer does not detect a version of SQL Server on the host, thel nst al |
Pr er equi si t es dialog appears. Perform of the following actions:

a) Toinstal SQL Express, click Yes.
b) If aversion of SQL server exists on the machine, click No.

After the third party software installation completes, the installation process performs a prerequisite
check and the Pr er equi si t e Check dialog appears.

 If the prerequisites check fails, the installer provides you with more information. Review the
information, and then click Exi t . Correct any prerequisite requirements before running the
installation again.

* If the prerequisite check is successful, the Pr er equi si t e check dialog briefly appears, then
closes and the NES Set up wizard opens. See the Configuring NES Services section for information
on the installation wizard.

The following figure showsthe Pr er equi si t es Check dialog.
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Testing M5 Installation

1I5 Installation DK

Testing 115 Management

1% Managemen LR

Testing Domain

Domain 0K

Testing Mandatory Dependencies ...
Mandatory Dependencies ... (i

Prerequisites satisfied.

Prereguisites saticfied.
Figure 9: Prerequisites Check Dial og

Note: If you see an error message indicating that the installer was not run with adomain user, you did
not run the installer under a domain user account. To resolve this, you must goto Add or Renove
Pr ogr ans and uninstall M crosoft SQL Ser ver . When prompted to select the features to
remove, select all features. When the uninstall completes, log in to the NES host as a domain user and
then run setup.exe again.

Additiona Information

» During NES installation, the process of creating the NES database on the NES server, provides users
with administrative privileges to the database. It is recommended that you create a second database
user with view access to the audit tables after NES deployment.

e During installation, the installer may disappear and then resume. Thisisnormal behavior as
processes are working in the background.

After the NES Set up wizard completes the installation of .NET and SQL server, the wizard configures
and installs the NES Service Suite.

The following configuration settings values in the Configuration Attribute values table are required:

* NetBIOS Domain name
* NES admin group hame
* NESL2 certificate CN

The following figure provides an example of the NES Set up wizard.
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Start Welcome to the Nymi Enterprise Server Setup Helper.

Location
s

Enterprise

This tool is designed to assist you in setting the correct
configuration values for the server and services.

Certificates

Database

Review Settings

Install

Figure 10: NES Setup Help w zard

Perform the following actions to configure the NES Services Suite.

Note: Thel nport Setti ngs button alowsyou to load a configuration file to install NES. Creating
the configuration file to deploy a subsequent NES is explained later in this document.

Procedure

1. Intheleft navigation pane, select Locat i on, and then perform the following actions:

a) Inthel nstal | Root field, leave the default location C:\inetpub\wwwroot or, to select an
alternate installation path for the NES services, click the ellipses and navigate to the folder.

b) Inthel nst ance Nane field, type a descriptive name for the NES web application instance
name, for example NES.
This step optional, but recommended. The name cannot contain spaces. Record the Instance
Name in the Configuration Attribute Values table.

c) Click theTest button to determine the status of the installation. The test result specifies the type
of installation, and the paths for the Authentication Service, NES, and Enrollment Service. The
service locations are based on the value specified in the | nst ance Nane field.
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The following figure provides an example of the Locat i on page.
Back Next

File Location

Start Install Root: C:linetpubiwwwroott I:‘ I:l

Location Instance Name (optional)  Nymi_NES
s Test Results:
Success

Enterprise New Installation

Certificates Services path:
Authentication: C:\inetpub\wwwrootiNymi_NES\AuthenticationService

Enroliment: C:\inetpub\wwwroot\Nymi_NES\NEnroliment
NES: C:linetpub\wwwroot\Nymi_NES\NES

Database
Review Settings

Install

Figure 11: Location page in the NES Setup w zard
2. Intheleft navigation pane, click | I S, and then perform the following actions:
a) Fromthel | S web si t e drop-down list, leave the default selection Def ault Wb Site.

Alternatively, to install the services on a different existing IIS website, select another website from
the list.

b) Inthe Appl i cati on Pool drop-down list, leave the default setting: NES App Pool .

Note: When upgrading NES from a previous NES release, the default Application Pool appears
as Def aul t App Pool . It is recommended that you select an application pool that is
dedicated to NES.

The Application Pool is used to isolate groups of applications for security, stability and
performance reasons. To simplify the deployment of NES, it is recommended to create a
dedicated Application Pool for NES.

c) IntheAppl i cation Pool |dentity drop-down list, select an existing identity or leave the
default setting: Net wor kSer vi ce.

If you want to run the application from a custom user account that is under an application pool,
select Speci fi cUser from the drop-down list and perform the following actions:

* Inthe User Nane field, type the username using the domain\ username format.
* Inthe Passwor d field, type the password for the user.
* Click the Test button to ensure that the credentials of the user are valid.

d) IntheComuni cati on Protocol section, select acommunication protocol for the
deployment. The installer uses available site bindings in 11S to determine the protocol which can
be selected.

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 30



Deploy Connected Worker Platform

HTTPS is recommended to ensure secure communication and is required for CWP with Evidian
deployments. If an HTTPS address is not available, review Adding HTTPS site bindings to add a
HTTPS site binding.

Note: HTTP is not encrypted. Sensitive information is sent in plain text.
e) IntheServi ce Mappi ng area, review the recommended mapping names for each service. If
required, edit the mapping and specify a name that does not contain spaces.

Note: Service mapping defines the relative address of each of the web services (web apps)
that run on the server. Record the names of the NES and Enrollment service mappings in the
Configuration Attribute Values table.

The following figure provides an example of the | | S Set up page.

Back Next IIS Setup

Start IIS web site:

Default Web Site
Location
Application Pool:

s Nes App Pool

Enterprise Application Pool Identity:

NetworkService
Certificates
Communication Protocol

Database © 3 HTTPS O & HTTP

Review Settings

Install

Service Mapping

Authentication: Nymi_NES_AS
Nes Admin: Nymi_NES
Enroliment: Nymi_NES_ES

Figure 12: 1S Setup page in the NES Setup w zard

The following figure displays the warning that appears when you select HTTP as the
communication protocol.
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Back Next 1IS Setup

Start IIS web site:

Default Web Site
Location
Application Pool:

s Nes App Pool

Enterprise Application Pool Identity:

NetworkService

Certificates

Communication Protocol
Database O @ HTTPS @ G HTTP

. . HTTP is not encrypted. Sensitive information will be sent in plain text. NES
Review Settings will not redirect HTTP traffic to HTTPS.

Install

Service Mapping

Authentication: Nymi_NES_AS
Nes Admin: Nymi_NES
Enroliment: Nymi_NES_ES

Figure 13: I1S Setup Page HTTP Warning
3. Intheleft navigation pane, click Ent er pri se, and perform the following actions:
a) Inthe LDAP protocol section, select LDAP or LDAPS

By default, LDAP is selected for the communication protocol. For secure LDAP, ensure Active
Directory on the Domain Controller is configured for LDAPS, and that appropriate certificates are
imported on the NES server.

4. Inthe Domainstable, by default the domain in which the NES host resides appears. Add additional
domains when Nymi Band users reside in different domains and when usersin other domains will
manage NES. After configuring the domain(s), click Test to verify the domain(s) can be reached.

Note: NES understands domain trust relationships, therefore when configuring multiple domains
in the same forest, specify the domain name but it is not necessary to specify a separate username
and password. The Application Pool Identity selected in the IIS window needs to be a member of
one of the domains. Similarly, a domain in a different forest that has two-way trust with the domain
in which the application pool identity resides does not need separate accounts specified. If used,
separate accounts must be part of the domain that is being configured, and have low privilege. For
example, they should not be part of the Domain Administrators account group. Set the password to
never expire so that the connection is always available.

To add additional domains and domain groups to the NES configuration, perform the following

steps:

a) Inthe Domai n table, on an empty ling, type the NetBIOS (Pre-Windows 2000) name of the
domain that contains the user accounts.

b) Type adomain username and password for the domain when the domain is not in the same forest
as the NES domain and atwo way trust does not exist.
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c) PressEnter.
d) PressTest to confirm that the domain is reachable.

The following figure provides an example of the Ent er pri se Set up page.

Back Next Enterprise Setting

Start LDAP Protocol
@ LDAP

Location (O Secure LDAP (LDAPS)

s

Domains: Domain Account Password l:l
Enterprise test-lab.local
Certificates
Database
Review Settings Test Domains Result
Success - all domains are found.
Install
NES Admin Groups: | Group Name I:l

NES_admins
Please enter NES Admin Group Name

Test NES Admin Groups Result
Success - all groups are found.

Figure 14: Enterprise page in the NES Setup w zard

5. IntheNes Admi n G oups table, enter the NES admin group name by right clicking in the field,
select Add and then typing the name of the group. In a multi-domain configuration where you have
configured multiple global NES Admin groupsin different domains, add each group.

6. Intheleft navigation pane, click Cer ti f i cat es, and then perform the following actions for
issuing certificates using the NTS method:

a) IntheCertificate Expiry field, leave the default value for the length of time that the NEA
tokens remains valid. The default is 14 days.

b) FromtheLevel One Certifi cate ligt, select the CN value of the L1 certificate from the
list.
The L1 certificate name is in the form ent er pri se_nane NES L1 CA.

¢) FromtheLevel Two Certifi cat e list, select the CN of the L2 certificate.

The following figure provides an example of the Cer ti f i cat es page.
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il Rl Certificates
Start Certificate Issuing Method: Nymi Token Service (NTS)

Location Certificate Expiry: 14.00:00:00

Level One Certificate: | Nymi Eval NES L1 CA

s

Level Two Certificate: |Nym‘ Eval NES 12 CA

Enterprise

Certificates

Database

Review Settings

Install

Figure 15: Certificates page in the NES Setup w zard

7. Intheleft navigation pane, click Dat abase The Database page provides database configuration
settings that enable NES to create a database. Perform the following actions to ensure that NES
can create the database. The steps required differ depending on whether the SQL server uses SQL
authentication or Windows authentication.

¢ Windows Authentication

a.

Leave the | nt egr at ed Secur ity option selected. This sets the security property in the
Connection StringtoTrue.

The default connection string for SQL Express is Dat a Sour ce=.

\ SQLEXPRESS; I ni tial Catal og=Nyni.{0};Integrated

Security=True; Mul ti pl eActi veResul t Set s=Tr ue

If required, update the connection string with the database instance that you want to use,
instead of the default SQL Express 2012. Refer to https://docs.microsoft.com/en-us/dotnet/
framework/data/adonet/connection-string-syntax for more information about defining the
connection string.

Click Test to verify that the database connection string is valid and NES can connect to the
database server.

Note: If you do not use an existing database, the test reports that the database does not exist.
NES creates the database during the installation process.
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In Manage Dat abase Logi ns section, click the Veri fy User s button to ensure that
NES can create users with access to the SQL database.

The table displays the default account settings for the Appl i cati on Pool and

Appl i cation Pol i cy identity settings that were defined on the | | S page appear. By
default, the Ser vi ce t ype login is an account that provides NES with access to the SQL
database. The Audi t or t ype login is an account that provides a user with access to view
the NES audit tables. For additional information about adding, editing and deleting database
users or accounts, see Managing Database Logins.

e SQL Authentication

a.

b.

Clear the | nt egr at ed Secur ity option. This sets the security property in the
Connection StringtoFal se.

If required, update the connection string with the database instance that you want to use
instead of the default SQL Express 2012. Refer to https://docs.microsoft.com/en-us/dotnet/
framework/data/adonet/connection-string-syntax for more information about defining the
connection string.

In the SQL LOQi n section, enter the username and password, and then click Ver i f y to
ensure the provided credentials are valid.

Click Test to verify that the database connection string is valid and NES can connect to the
database server.

Note: If you do not use an existing database, the test reports that the database does not exist.
NES creates the database during the installation process.

The following figure provides an example of the Dat abase Set up page for Windows
Authentication.
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Back Database Setup
Connection String:

Integrated Security

Data Source=.\SQLEXPRESS;Initial Catalog=Nymi.{0};Integrated
Security=True;MultipleActiveResultSets=True

Start

Location

IS

Enterprise

Certificates
Test Connection String Result:

Database Server Connected, Database does NOT Exist ‘

Review Settings Manage Database Logins:

The service account is used by NES to access the database. The auditor account can be used to retrieve

Install information from the NES database. When editing or adding logins, the domain account can be a user
account or group account. Additionally, individual user accounts can be created to provide full access to the
database.

Type Login User Status
Service NT AUTHORITY\SERVICE  Service_DbUser Exists in DB
Auditor TEST-LAB\Administrator ~ Auditor_Nymi_NES

Verify Users Result:
No Errors Found.

Fi gure 16: Database Setup page in NES Setup wi zard for W ndows
Aut henti cati on

8. Intheleft navigation pane, click Revi ew Set t i ngs. The parameters for the NES installation are
displayed for final review.

a) Click Test to verify the configuration. Review the test results and address any errorsiif
applicable.

9. Intheleft navigation pane, click | nst al | . The Install page provides different options depending on
the status of the installation.

Table 6: Install page Options

Install Installs a fresh installation of NES.

Upgrade Upgrades an existing installation of NES.
Apply Settings Apply settings to an existing NES installation.
Export Settings Export the configuration file for NES settings.
Exit Exit installation wizard without installing NES.

10.For anew instalation, click thel nst al | button.
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Back [ Install

Start

Locati

lis

Enterprise

Certificates

Database

Review Settings

Install

Figure 17: Install NES page in NES Setup wi zard

Note: If the NES installation fails with the error message "Cannot Allow Access to certificate: 'Nymi
Eval NES L2 CA' for account: 'NT AUTHORITY\SERVICE'".", additional troubleshooting actions

are required for the fullchain certificate. Save the NES configuration using EXport Setti ngs
and close the NES installer. Delete the L1 and L2 certificates from the intermediate certificate
authority, and re-import the fullchain certificate following Importing a Fullchain Certificate. Move the
L2 certificate from the personal certificate store to the intermediate certificate store and re-run the
NES installer using the saved NESconfiguration file. On the Start page, the Import Settings button
allows you to load a configuration file to install NES.

11.When the installation completes, perform one of the following actions:
a) Closethe NES Set up wizard.
b) Click Export Setti ngs tosavethe NES configuration settings for future deployments.
The section Saving the NES configuration for silent installations provides more information.
Saving the NES Configuration File for Silent Installations
The NES Setup wizard provides you with the ability to save the NES configuration to afile. The NES

configuration file allows you to perform a silent installation of the NES host, with the configuration
settings that you have defined during a previous NES deployment.

About this task
The NES configuration can be saved and used for afuture NES deployment.
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1. Inthe C:\nestemp\NeslInstaller folder, run install.exe.

2. OntheLocat i on tab, inthel nst ance Nane field, type the instance name that was specified
during the deployment.

3. OntheDat abase tab, click Test andVeri fy User s toload the database information.
4. Onthel nstal | tab, click Export Settings.
5. OntheExport Setti ngs dialog, perform the following actions:

a) IntheFi | e Name section, click the ellipses, and then navigate to the location where you want
to save the configuration file.

The default location is the Documents folder for the logged in user.

1. In the Nane field, type the file name. The default file name is the Instance Name of the NES
configuration.
2. Click Save. The configuration file is saved as a file with a .ninst extension.
b) Inthe Encr ypti on section, select one of the following options:

* None, to save the configuration file without encrypting sensitive information.
* Machi ne, to save the configuration with machine encryption.

Note: This saves the file with machine-specific encryption; therefore, you can only load the
configuration file on the same machine on which you save the configuration.

* Private key, tosave the configuration and encrypt the configuration file with a private
key.
Note: This option allows you to load the configuration file with the generated private key file,
on a different machine.

NES Setup can create a new private key for you or you can use an existing private key.

* To use an existing private key, click the Ellipsis, and then navigate to the location of the
file. Select the file, and then click Qpen.

* To create a new private key file, click New. Navigate to the location where you want to
save the file. In the Name field, type the file name. The default file name is the Instance
Name for the configuration. Click Save. Click OK. The configuration file is saved as a file
with a .key extension.

¢ Click OK.
¢) Click &K

Perform the following stepsinthel nt ernet I nformati on Services (11S) Manager
application to verify that the authentication configuration is correct.

1. Onthe Connect i ons navigation pane, expand Conput er _Name > Si t es, select Def aul t
Web Si t e, and then double-click Aut hent i cat i on.
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2. Inthe Aut hent i cat i on pane, ensurethat Anonynous Aut henti cati on istheonly enabled
option.
The following figure provides an example of the Aut hent i cat i on pane with only the
Anonynous Aut henti cati on option enabled.

Connections
< - 7 |8

E:ZJ Stast Page Group by: No Grouping -
v .83 MW-516 (QA-Lab\ddunn) =

@ Authentication

..[Z) Application Pools Name Status Response Type
v. @/ Sites Anonymous Authentication
v & Default Web Site ASP.NET Impersonation Disabled
| aspnet_client Forms Authentication Disabled HTTP 302 Login/Redirect

[ NEnrollment
¥ nes

Fi gure 18: Authentication pane with Anonynous Authentication enabl ed

Use Windows group policies to modify the registry on each network terminal to specify the address of
the NES web application.

The user that creates the group policy requires domain administrator rights. Create a group that contains
all the user terminals that require this change.

Perform the following actions to create a group policy object to change the registry.

=

On aDomain Controller, openthe G oup Pol i cy Managenent panel.

Expand For est > Donai ns, right-click the domain that contains the hosts, and then select
Create a GPOin this domain, and Link it here.

In the Narre field, type Nymi .

Inthe Source Starter GPOfield, leave the default value (none).

Click OK.

Expand the domain and select Nyni . Click OK.

Onthe Scope tab, under Security Filtering, perform thefollowing actions:
a) Select Aut henti cated Users.

b) Click Renpve.

¢) OntheG oup Pol i cy Managenent confirmation window, click OK.

d) On the warning window, click OK.

e) Click Add.

N

N o gk~ w
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f) OntheSel ect Users, G oups and Conput er s window, type the name of the group
that contains the user terminals, click Check Nanes, and then click OK.
The group appears in the Security Filter section.

8. OntheSet ti ng tab, right-click Conput er Confi gurati on, and then select Edi t .
9. Expand Conput er Configuration > Preferences > Wndows Settings.
10.Right-click Regi st ry, and then select New > Regi stry Item
The New Regi stry Properti es window appears.
11.Fromthe Act i on list, select Cr eat e.
12.Fromthe Hi ve list, leave the default value HKEY_LOCAL_MACHI NE.
13.Inthe Key Pat h field, type SOFTWARE\ Ny i \ NES.
14.IntheVal ue nane section, type URL.
15.IntheVal ue Dat a fidld, typehtt ps:// nes_server/ NES servi ce_nane/

where:

* nes_server is the FQDN of the NES host. The FQDN consists of the
<host nane>. <domai n>. You can also find the FQDN by going to the terminal where
NES was deployed and viewing the properties of the system. The nes_ser ver is the Ful |
conputer nane.

* NES_servi ce_nane is the name of the service mapping for NES in IIS, which maps a virtual
directory to a physical directory.

The website that you specified in the Val ue Dat a field is the address of the NES Administrator
Console website that NES Administrators access to manage NES. Record the value in the
Configuration Attribute Values table.

New Registry Properties -
| General Commen |
Vo
Action: |Create v |
Hive: | HKEY_LOCAL_MACHINE v |
Key Path: | SOFTWARENymi\NES []
Value name
[oefaut  [URL |
Value type: |REG_SZ v|
Value data: | https://server-2.nymi.lab/nes |
| OK ] | Cancel | | Apply | | Help

Figure 19: URL properties page
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16.Click OK.

Perform the following steps when you use acentralized Nym  Agent . Use Windows group policiesto
modify the registry on user terminalsto enable Ny Bl uet oot h Endpoi nt to communicate with
theremote Nym  Agent .

The user that creates the group policy requires domain administrator rights. Create a group that contains
all the user terminals that require this change.

Create agroup policy object to update the registry.

L

On aDomain Controller, openthe G oup Pol i cy Managenent panel.

Expand For est > Donai ns, right-click the domain that contains the hosts, and then select
Create a GPOin this domain, and Link it here.

Inthe Narre field, type Ny Agent .

Inthe Source Starter GPOfield, leave the default value (none).

Click OK.

Expand the domain and select Nyni  Agent . Click OK.

Onthe Scope tab, under Security Filtering, perform thefollowing actions:
a) Select Aut henti cated Users.

b) Click Renpve.

¢) OntheG oup Pol i cy Managenent confirmation window, click OK.

d) On the warning window, click OK.

e) Click Add.

f) OntheSel ect Users, G oups and Conput er s window, type the name of the group

that contains the user terminals, click Check Nanes, and then click OK.
The group appears in the Security Filter section.

8. OntheSet ti ng tab, right-click Conput er Confi gurati on, and then select Edi t .
9. Expand Conput er Configuration > Preferences > Wndows Settings.
10.Right-click Regi st ry, and then select New > Regi stry Item
The New Regi stry Properties window appears.
11.Fromthe Act i on list, select Cr eat e.
12.Fromthe Hi ve list, leave the default value HKEY LOCAL_MACHI NE.
13.Inthe Key Pat h field, type SOFTWARE\ Ny i \ NES.
14.IntheVal ue name section, type Agent Ur | .
15.IntheVal ue Dat a field, typews: / / Nymi Agent : port/ socket / websocket

where:

N

N o gk~ w
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e Nyni Agent is the FQDN of the Nym Agent host.

* port is the port number

* socket isthe name of the socket

» websocket is the communication protocol that connects the Nymi Band Application to the
Nym Agent . You can choose any name for this mapping, but it is recommended that you
specify a name that is descriptive.

The IP address that you specified in the Val ue Dat a field is the address of the Ny Agent
that the N\ymi Band Appl i cati on connects to. Record the value in the Configuration Attribute
Values table.

16.Click OK.

Y ou can configure NES based on values that are defined in a configuration file. The option to create a
configuration file (.ninst file) is available to you when you perform an NES configuration by using the
NES Setup wizard. Y ou can configure NES from the command line or with the NES Setup wizard.

Before installing NES using the Silent Installer, perform the following:

» Log into your machine with adomain user account that has local administrative privileges
« Copy and extract the installation files to the machine

The installation package contains the .NET 4.8 software and Microsoft SQL Server Express 2017 in the
following directories:

* NET 4.8 software: ..\Neslnstaller\DotNetFX48\

Note: The .NET software may require you to restart your computer.
» Microsoft SQL Server Express 2017: ..\PreRequisites\Sgl Express

Note: During the installation, accept all defaults. The Silent Installer creates all Microsoft SQL
Server users automatically. Onthe Dat abase Engi ne Confi gur ati on screen, add additional
users that require access to the audit reports in the SQL database.

Perform the following steps to install Nymi Enterprise Server (NES) from command line, by using the
configuration values defined in an ninst file.

Before perform a silent installation NES by using a configuration file, perform the following actions:

* Log into your machine with adomain user account that has local administrative privileges

» Copy and extract the installation package to the machine

» Install .NET. Theinstallation package contains the .NET 4.8 software and Microsoft SQL Server
Expressin the following directories. .NET 4.8 software: ..\NesInstaller\DotNetFX48\ . The .NET
installation may require you to restart your computer.
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* Install SQL Expressif you do not have an existing MS SQL Server to store the NES database.
The installation package contains Microsoft SQL Server Express 2019 in the following location: ..
\PreRequisites\Sgl Express During the SQL installation, accept all defaults. The installation process
creates all Microsoft SQL Server users automatically. On the Database Engine Configuration screen,
add additional users that require access to the audit reportsin the SQL database.

Nymi provides a sample .ninst file located in the NES release folder in the following location: bundle-
folder\NesCmdinstall\. Also included in the sample file is an example of how to configure NESin a
multiple domain environment.

Toinstall NES using the silent installer:

1. Copy the .ninst files and if created, the private key file to the C:\nestemp\nes-Rel ease-X.X.X.X
\NesCmdlnstall directory.

2. Open acommand prompt as an Administrator and change the path to C:\nestemp\nes-Rel ease-x.X.X.X
\NesCmdinstall directory.

3. TypeNesCndl nstal |l .exe --config path_to config file\ninst filenane
[--key path to _private key file\filenane] --all owwarnings
where:
* ni nst_fil enane is the name of the NES configuration file.
« path_to_config_fil e istheabsolute or relative path to the configuration file.
 path_to_private_key_fil eistheabsolute or relative path to the key file.

Note: Use the --key parameter with the pat h_t o_pri vat e_key_fi | e to install the private
keys manually.

For example, to configure NES when the configuration file and private key file are in the C:
\nestemp\nes-Release-x.x.Xx.X\NesCmdInstall directory, type NesCndl nstal | . exe --config
NTS. ni nst --key nes. key --all ownar ni ngs

4. OntheUser Account Control diaog,click Yes.

Installation log files are located in C:\Program Data\Nymi\NesCmdinstall\log directory. The
installation process provides output to the screen as well as installation log files.

Perform the following steps to install Nymi Enterprise Server (NES) with the NES Setup Wizard, by
using the configuration values defined in an ninst file

1. Inthe NES Setup Wizard, onthe St art screen, click | nport Setti ngs.
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2. Inthe Open window, navigate to the directory that contains the ninst configuration file, and then
double-click the .ninst file.
A Loaded Successf ul | y message appears on the screen.

3. OntheRevi ew Setti ngs tab, click Test
The window displays a SUCC€SS message when the configuration file values are valid or displays
error messages when the configuration file requires correction.

4. If theRevi ew Setti ngs test did not report errors, onthel nst al | tab, click I nstal I .
5. When the installation completes, close the NES Setup wizard.

Configure 1S to ensure that NES applications are always available to service the requests, and not off-
loaded.

Perform the following stepsin| nt ernet | nformati on Servi ce Manager (1S Manager).

1. Inthe Connect i ons navigation pane, expand Conput er _Name > Application Pool s
> Default Web Sit e, andthen perform the following steps to determine the application pool
name for each NES application.

a) Select thenes application, and then in the Act i ons menu on the right side of the window,
select Basi ¢ Settings.

b) IntheEdi t Appl i cati on window, make note of the value that appearsin the
Application Pool fied, andthen click OK.

c) Selectthenes_AS application, and theninthe Act i ons menu on the right side of the window,
select Basi ¢ Setti ngs.

d) IntheEdit Appl i cati on window, make note of the value that appearsin the
Application Pool fied, andthen click OK.

e) Selectthenes_ES application, and then inthe Act i ons menu on the right side of the window,
select Basi ¢ Settings.

f) IntheEdit Appli cati on window, make note of the value that appearsin the
Application Pool fied, andthen click OK.

The following figure provides an example of the Basi ¢ Set t i NngS menu option and the Edi t
Appl i cat i on window.
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Figure 20: Edit Application w ndow

Inthe Connect i ons navigation pane, expand Conput er _Nanme > Application Pool s,

Application  Connection Machine Key

48|
put
ing

Pages and
Controls

=
o=

Request
Filtering

right-click the application pool for the NES applications, and then select Advanced Setti ngs,
as shown in the following figure.

File View Help
‘Connections

Q- |® |8
5 Start Page

493 EV3-UAT-SRVZ (EV3-UAT-LAB\ev3-UATAdmin)

i-+[2} Application Paols
a.[%]| Sites
b € Default Web Site

GQ' Application Pools

This page lets you view and manage the list of application pools on the server. Application paols are associated with worker |

applications.

Filter: - Go - kg Show All | Group by: Mo Grouping -
MName = Status  NETCLRV.. Managed Pipel... Identity Applications
Q.NETV‘LS Started w40 Integrated ApplicationPoolld... 0
L} NETw45 Classic  Started 4.0 Classic ApplicationPoolld... 0
) DefaulthppPool  Started w40 Integrated ApplicationPoolld... 1
Panl tarterd A0 Interated evi-uat-lab\evi-u.. 30

[ Add Application Pool..

Start
@ Stop
2 Recycle..
[=]  Basic Settings...
Recycling...

Advanced Settings..

Rename

X Remove
View Applications

@ Hep

Set Application Pool Defaults...

Fi gure 21: Advanced Settings nenu option
Inthe Advanced Setti ngs window, perform the following actions.
a) Inthe Gener al section, confirmthat the. NET CLR Ver si on valueisv4.0.
b) Inthe Gener al section, fromtheSt art Mde list, select Al ways Runni ng.

¢) InthePr ocess Mbdel section, forthel dl e Ti neout

d) Click OK.

(m nut es) value, typeO.
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The following figure provides an example of the Advanced Settings w ndow.
Advanced Settings _

4 (General) ~
nable 32-B Applications. alse
Managed Pipeline Mode Integrated
Name Nes App Pool
Queue Length 1000 =
| Start Mode AlwaysRunning ||
4 CPU
Limit (percent) 0
Limit Acticn NoActicn
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967293
Processor Affinity Mask (64-bit ¢ 4204367295
4 Process Model
[» Generate Process Model Event L
Identi ev3-uat-lab\ev3-uatadmin
dle Time-out Action erminate
Load User Profile False
Maximum Worker Processes 1 v

Idle Time-out (minutes)
[idleTimeout] Ameunt of time (in minutes) a worker process will remain i...

Fi gure 22: Advanced Settings w ndow

Note: If the NES applications use different application pools, configure the Advanced Setti ngs

option for each application pool.

4. IntheConnect i ons navigation pane, expand Conput er _Name > Application Pools >

Defaul t Wb Sit e, and then perform the following steps.

a) Right-click nes and then select Manage Application > Advanced Settings.
b) Onthe Advanced Setti ngs window, fromthePr el oad Enabl ed list, select Tr ue.
c) Click OK.

d) Right-click nes_AS and then select Manage Application > Advanced Setti ngs.

€) Onthe Advanced Setti ngs window, fromthePr el oad Enabl ed list, select Tr ue.
f) Click OK.

g) Right-click nes_ES and then select Manage Application > Advanced Setti ngs.

h) Onthe Advanced Setti ngs window, fromthePr el oad Enabl ed list, select Tr ue.
The following figure provides an example of the Advanced Setti ngs window.
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Advanced Settings \L-

4 (General)
Application Pool Nes App Pool

Physical Path C\inetpub\wwwroot\nes\NES
Physical Path Credentials

Physical Path Credentiale | ogon ClearTexd
Preload Enabled im

Virtual Pat nes

Enabled Protocols http

Preload Enabled
[preloadEnabled] If true, preload feature is enabled for the application

Fi gure 23: Advanced Settings w ndow
i) Click OK.

5. Closel | S Manager .

This section provides information on creating SPNs for NES. After installing NES, it isrequired to
create SPNs for the Application Pool Identity account. Creating SPNs requires sufficient privileges.

Note: If the Application Pool Identity account is changed, the SPNs need to be re-registered with the
new identity account. Re-registering the SPNs involves two steps

1. Removing the old SPNs registered under the old Application Pool Identity account
2. Register the SPNs with the new Application Pool Identity account.

To remove an SPN registered under the old Application Pool Identity, complete the following.

Note: To check the existing SPN entries associated with the App Pool Account, run the
command set spn -1 %onput ernamre% | <App_Pool _Identity>.Onlyinclude
<App_Pool _Identity>if the Application Pool identity is not alocal account, such as
NetworkService, or Local System.

Open acommand prompt as an Administrator and type:

e setspn -d HTTP/ %onput er name% %onput er name% and
e setspn -d HITP/ %onput er name% %user dnsdonai n% %€ onput er nane%

where:
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* % onput er name%is the computer name of the NES server.

* Yuser dnsdomai n%is the DNS name or Fully Qualified Domain Name (FQDN) of the domain.

* App_Pool _l denti ty is the App Pool Identity used for the NES installation. Replace the last
argument with the application pool identity if an AD account is used as the appliction pool identity.

To create SPNsfor asingle node of NES, complete the following.

Open a command prompt as an Administrator and type:

e setspn -S HITP/ %onmput er nanme% <% onput ernane% | App_Pool Identity>
and

e setspn -S HITP/ Y%onput er nane% %user dnsdonmai n% <%onput er nane% |
App_Pool _ldentity>

where:

* %€onput er name%is the computer name of the NES server.
* Yuser dnsdomai n%is the DNS name or Fully Qualified Domain Name (FQDN) of the domain.

* App_Pool _l denti ty is the App Pool Identity used for the NES installation. Replace the last
argument with the application pool identity if an AD account is used as the application pool identity.

Note: If NES is not configured for traffic on the standard ports (HTTP/80, HTTPs/443) , it is

important to specify the port while completing the setspn command. e,g. set spn -S HITPs/

wi nserver: 8443 w nser ver, if it is listening on port 8443 instead of 443. If the user account that
performed the install is a member of a different domain, replace %userdnsdomain% with the domain of
the NES server.

For an NES cluster, create an SPN for each NES node, the FQDN of the each NES node, and the public
FQDN of each NES node.

1. Open acommand prompt as an Administrator and typeset spn - S HTTP/ %€onput er nane
% port# %onput ernane% App_Pool _ldentity

where you replace:

e App_Pool | dentity is the service account.

* por t # specifies the port when the default service port is not used. If NES is not configured for
traffic on the standard ports (HTTP/80, HTTPs/443), it is important that you specify the port. e,g.
setspn -S HTTPs/winserver:8443 winserver, if it is listening on port 8443 instead of 443.
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2. Typesetspn -S HITP/ %gonput er nane% user domai nport# %onput er nanme
% App_Pool _ldentity

where you replace:

e user domai n is the domain name of the NES instance.
e App_Pool _I denti ty is the service account.

* port # specifies the port when the default service port is not used. If NES is not configured for
traffic on the standard ports (HTTP/80, HTTPs/443), it is important that you specify the port. e,g.
setspn -S HTTPs/winserver:8443 winserver, if it is listening on port 8443 instead of 443.

3. If the NetBIOS domain name differs from the public FQDN of the NES cluster, type
setspn -S HITP/ %¢onput er name% publ i cdonmai nport # %onput er nane

% App_Pool ldentity

where you replace:

e publ i cdonai nis the FDQN domain name of NES cluster.
e App_Pool Identity isthe service account.

* port # specifies the port when the default service port is not used. If NES is not configured for
traffic on the standard ports (HTTP/80, HTTPs/443), it is important that you specify the port. e,g.
setspn -S HTTPs/winserver:8443 winserver, if it is listening on port 8443 instead of 443.

Manage the database logins using the Add, Edit and Delete buttons.

The Dat abase pagein the installation wizard enables you to configure settings that apply applied to
the database. Y ou can manage the Database L ogins settings by adding, editing and deleting information.

The Database window enables you to configure settings that apply to the database. In the Connection
String area, if the connection uses Integrated Security and the Security property isset to Tr ue, you can
add Database L ogins.

To add anew user perform the following steps:

1. Inanempty row of the Manage Dat abase Logi ns table, right-click and select Add. The
Sel ect User Credenti al s window appears.

2. FromthelLogi n Type drop-down list, select Auditor or User.

* Auditor — Provides the database user with read-only access to the database
» User — Provide the database user with full control access to the database

3. IntheDomai n Account field, type the domain name followed by the user account or group
account.

Note: Ensure that a backslash separates the domain and account user or group.
4. IntheDat abase User field, type the name of the database user.
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5. Click K.

6. Onthe Database page, click theVer i fy User s button to ensure that the new user isvalid. The
Database Login is added to the Manage Dat abase Logi ns area. This Database Login is added
to the SQL database when you are finished configuring the NES Setup Wizard. Proceed to the
I nstal |l tab,andand press| nstal | or Upgr ade.

To edit a database login, perform the following steps:

1. IntheManage Dat abase Logi ns table, right-click and select Edi t .
2. Modify thefields as required.

Note: You cannot change the Login type for a service login account.

3. Click K.

Y ou can delete any Auditor login that you have added.

Inthe Manage Dat abase Logi ns area click the row that you want to delete and right-click.
From the drop-down box, select Del et e.
Enter Del et e.

Click OK to confirm the deletion.
The selected login is deleted.

A DN PR

An NES Administrator uses aweb browser on a network device to connect to the NES Administrator
Console.

Perform the following steps to connect to the NES Administrator Console and the System Diagnostics
page.
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1. Connect to the NES Administrator Console in a browser by
typinghtt ps: // nes_server/ NES_servi ce_narme or
http://nes_server/NES servi ce_nane

depending on the NES configuration, where:
* nes_server is the Fully Qualified Domain Name (FQDN) of the NES host.

* NES_ser vi ce_nane is the service mapping name for the NES web application. The default
service mapping name is nes.

For example, htt ps: // server-2. nym . | ab/ nes.

Note: The service mapping name for NES is defined during deployment. Contact the person who
performed the deployment to obtain the NES service mapping name value.

2. ClicktheSi gn i n button.

The Sign in dialog opens. Enter username and password.

3. Verify the username has administrative access by observing Pol i ci es, and Sear ch inthe main
menul.

The Nymi Connected Worker Platform Troubleshooting Guide provides information about how to
resolve issues that you might encounter when you try to access the NES Administrator Console.

Hardening is the process of reducing vulnerabilities by eliminating attack vectors and condensing the
system's attack surface. Hardening NES can be based on enterprise I T policy or any industry standard
hardening guideline.

esnure that the Application Pool Identity account has access to the encryption key.

Nymi has taken steps to harden I1S according to the CIS Microsoft 11S 10 Benchmarks from the Centre
for Internet Security (CIS).

To harden the SQL server based on an industry standard hardening guideline, for example, CIS
Microsoft SQL Server Benchmarks, you must secure the external authenticator private keys by
encrypting columns, and optionally by securing the usernames.

Perform the following steps on the NES host to encrypt the columns.

1. Edit the C:\inetpub\wwwroot\NESINENr ol Iment\web.config file, and perform the following steps:
a) Search for the string Sql Connecti onStri ng.
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a rwbd

8.

9.

b) Add Col umm Encryption Setti ng=Enabl ed; withinthe <value> </value> attribute
tags, as shown in the following example:

<setting name="Sqgl ConnectionString" serializeAs="String">

<value>Data Source=\SQLEXPRESS;initial catalog=Nymi.{0} ;Integrated Security=True;
MultipleActiveResultsSets=True;

Column Encryption Setting=Enabled;</value> </setting>

c) Savethefile.

Download and install the SQL Server Management Studio (SSMS) software.
Open SSMS by usingtheRun as Admi ni strat or option.

Click Connect > Dat abase Engi ne.

OntheConnect to Server page, if you are using SQL authentication, type the server name and
your credentials, and then click Connect , otherwise, click Connect .

Expand Dat abases > Nymi . NES > Security > Al ways Encrypted Keys. Right
click Col um Mast er Key, and then select New Col unm Mast er Key.

OntheNew Col untm Mast er Key window, perform the following actions:

a) Inthe Nane field, type aname for the key.
For example, CMK_Local Machi ne.

b) IntheKey st or e field, select W ndows Certificate Store — Local Machi ne.
The following figure shows the New Col utm Mast er Key page.

=8 New Column Master Key - [m] x
Selectapage (T scipt ~ @ Help
Mame: |CMK__Dc:aIMacnine|
Key store: Windows Certificate Store - Local Machine ~ Refresh
=sued To lssued By Espiration Thumbprint

Date
F9036E199B445A4714B528...
Aways Encrypted ... | Always Encrypted ... | 2015-05-25 DEADB1DVIET36201FADGCS...
Mpways Encrypted ... | Always Encrypted ... | 2015-09-25 737TD168ECTFDIZB08TZFCE...
Aways Encrypted ... | Always Encrypted ... | 2015-05-25 6BD8446D8F3ESF405B35E5A. ..
localhost localhost 2023-10:08 21E62CE3BAT414B133BD12C..
MNymi Inc. Symantec Class 3 ... | 20150217 AZ63BAEBDDEDFIEDSA3IGEE. ..

Connection

Fi gure 24: New Columm Master Key page
c) Click Generate Certificate.
d) Click OK.
WhileinNym . NES > Security > Always Encrypted Keys,right-click Col um
Encrypti on Keys, and then select New Col unm Encrypti on Key.
OntheNew Col unm Encrypti on Key page, perform the following actions:
a) Inthe Nane field, type aname for the key.
For example, CEK_Local Machi ne.
b) Inthe Col unn mast er key field, select the name of the column master key that you created.
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For example, CMK_Local Machi ne.
The following figure shows the New Col urm Encrypti on Key page.

a2 New Column Encryption Key - O X

Belectarwe T sowt ~ @ Heb

Name: CEK_LocalMachine

Column master key: CMK_LocalMachine w Refresh

Column encryption keys protect your data. and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "New Column Master Key" page.

Fi gure 25: New Col um Encryption Key page
¢) Click CK.
10.In the left navigation pane, expand Dat abase > Nymni . NES > Tabl es.

11.Under tables, right-click nub. Pri vat eKey St or e, and then select Encr ypt Col urms.
The Al ways encr ypt ed wizard opens.

12.0nthel nt r oduct i on page, click Next .
13.0Onthe Col utm Sel ect i on page, perform the following actions:

a) Enable Apply one key to all checked col utms and ensure that
CEK Local Machi ne appearsin thelist to theright.
b) Inthetable, select PEM and then fromthe Encrypti on Type ligt, select Randoni zed.
¢) Inthetable, select DER, and then fromthe Encr ypt i on Type list, select Randoni zed.
The following figure shows the Col uim Sel ect i on page.
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= Always Encrypted (=1 .

_ | Column Selection

W Help

Fun Settings | Apply one key to all checked columns: CEK_LocalMachine w

Encryption Type (4 Encryption Key '

Mame State Encryption Type Encryption Key

o PEM 1 Randomized = CEK_LocalMa.

v DER . w| CEK_LocalMa... =

Show affected columng only

Fi gure 26: Columm Sel ecti on page
d) Click Next .
14.0nthe Mast er Key Confi gurati on page, click Next .
15.0nthe Run setti ngs page, leavethe default value Proceed to fi ni sh now, and then
click Next .
16.0n the Summar y page, review the results, and then click Fi ni sh.
17.Close SSIVS.

Ensure that NES Application Pool Identity has access to the encryption key:

1. Open Manage Conputer Certificates.

2. Expand Per sonal , and then right-click Al ways Encrypted Certifi cat e andthen select
Al'l Tasks > Manage Private Keys.ThePerm ssions for Al ways Encrypted
Certifi cat e window appears.

3. Click Add.

4. IntheSel ect Users, Conputers, Service Accounts, or G oups windows, type
the Application Pool Identity account, and the select Check Nanes.

5. Click CK.
6. Click CK.

Y ou have the option to encrypt the usernames in the audit.UserCore table and the nub.UserCore table.

1. Encrypt the audit.UserCore table by performing the following steps:
a) InTabl es, right-click audi t . User Cor e, and then select Encr ypt Col umms.
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b) On the Introduction page, click Next .
c) Enable Apply one key to all checked col utms and ensure that
CEK Local Machi ne appearsin thelist to theright.

d) Inthe Tabl es, select user nane, and then fromthe Encr ypti on Type list, select
Determnistic.

€) Click Next .

f) OntheMaster Key Confi gurati on page, click Next .

g) OntheRun setti ngs page, leave the default setting Proceed to fi ni sh now, and then
click Next .

h) Onthe Summrar y page, review the results, and then click Fi ni sh.
2. Encrypt the nub.UserCore table by performing the following steps:

a) InTabl es, right-click nub. User Cor e, and then select Encr ypt Col umms.

b) On the Introduction page, click Next .

c) Enable Apply one key to all checked col utms and ensure that
CEK _Local Machi ne appearsin thelist to theright.

d) IntheTabl es, select user nane, and then fromthe Encr ypti on Type list, select
Det ermini stic.

€) Click Next .

f) OntheMaster Key Confi gurati on page, click Next .

g) OntheRun setti ngs page, leave the default setting Pr oceed t o fi ni sh now, and then
click Next .

h) Onthe Summar y page, review the results, and then click Fi ni sh.

There are three types of user terminalsin a CWP environment:

o User terminal for NEAs - where a user performs repetitive tasks that require authentication, possibly
by using an NEAS, such as an MES applications. The user terminal can also be locked or unlocked
using Nymi Lock Control.

» Enrollment terminal - where users enroll their Nymi Bands using the Nymi Band Application.

» User terminal for NESadministration - where NES Administrators can connect to the NES
Administrator Console to manage NES.

The following sections describes the tasks that you need to perform to prepare each user terminal.

Before a user can enroll and authenticate the Nymi Band, the NES Administrator must perform the
following actions on at least one machine in the environment (the enrollment terminal). Y ou cannot use
athin client as an enrollment terminal.

1. Insert the Nymi-supplied Bluetooth adapter into an available USB port.
2. Import the Root CA certificate.
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3. Install the Nymi Band Application. The Nymi Band user requires physical accessto the network
terminal.
4. Setthe NES_URL registry key.

Note: The Nymi Band Application includesthe Nym  Runt i e software.

Perform the following stepsto install the Nymi Band Application on each enrollment terminal that you
will use to enroll and authenticate users to their Nymi Bands.

Y ou can perform a customizable installation, or a silent installation.

Note: The BLE driver isinstaled with the installation of Nymi Runtime. The BLE driver may also be
installed separately by going to the Nymi SDK package and installing the BleDriver .msi file.

Perform the following steps to install the Nymi Band Application on a network device.

1. Download the Nymi Band Application package.
2. Double-click to run the Nymi-Band-App-installer-v_ver si on.exeinstaller.

3. Follow the prompts in the Nymi Band Application installation wizard and when prompted, install all
the prerequisite packages and BLE device driver from Silicon Labs.

4. IntheW ndows Ser vi ces applet, confirm that you can seethe Nym  Agent and Nymi
Bl uet oot h Endpoi nt services, and that the status of each serviceis Runni ng.

5. Close the Nymi Band Application.

Perform the following stepsto install or upgrade the Nymi Band Application silently, for example,
when you want to install the software remotely by using a software distribution application.

1. Savethe Nymi Band Application package, provided to you by your Nymi Solution Consultant.
2. Launch the command prompt as administrator.
3. From the folder that contains the Nymi Band A pplication, type Nymi-Band-App-installer-
v_ver si on.exe/exenoui /q
Where you replace Ver Si on with the version of the Nymi installation file.

The installation command returns to a command prompt immediately, and the installation
completes silently. When the installation completes, the Nymi Band Application and Ny mi
Runt i me applications appear in the Pr ogr am and Feat ur es applet.
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Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /7 option
with the /passive option in the installation command.

After youinstall theNymi  Band Appl i cat i on, ensure that the enrollment process uses the correct
NES URL.

1. Run regedit.exe
2. OntheUser Account Control window, click Yes.
3. Navigateto HKEY_LOCAL_MACHI NE > Software > Nymi .

Note: If you installed the Nymi Band Appl i cat i on on a Citrix server, set navigate to
HKEY_CURRENT_USER instead of HKEY_LOCAL_MACHINE

4. Right-click NES, and then select New > String val ue.
Inthe Val ue field, type URL.

6. Double-click URL andinthe Val ue Dat a field, typehtt ps:// nes_server/
NES servi ce_nane/ orhttp://nes_server/NES_servi ce_name depending on the
NES configuration

where:

* nes_server isthe FQDN of the NES host. The FQDN consists of the
host name. domai n_nane. You can also find the FQDN by going to the server on which
you deployed NES viewing the properties of the computer. The nes_ser ver is the value that
appears in the Ful | conput er nane field.

* NES_servi ce_nane is the name of the service mapping for NES in IIS, which maps a
virtual directory to a physical directory. You can choose any name for this mapping, but it is
recommended that you specify a name that is descriptive to the Connected Worker Platform, for
example, NES.

7. Click OK.

o

Nymi supports using the same NES server to enroll usersin Evidian and non-Evidian environments
simultaneously.

On the enrollment terminal which does not enroll usersto an Evidian EAM Controller, perform the
following steps.

1. Launchregedit.exe
2. Navigateto HKEY_LOCAL_MACHINE\SOFTWARE\Nymi
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Right-click NES and then select New > String val ue.

Inthe Nane field, type Hi deEvi di anEnr ol | ment Err or
Edit the key and then in the Val ue dat a field, type Tr ue.

Click OK.

Close Registry Editor.

N o gk~ w

User terminal's are machines that users use to perform daily tasks with the Nymi Band.

Perform the following steps only if the Root CA issuing the NES TL S server certificate is not a Trusted
Root CA (for example, if aself-signed TLS server certificate is used for NES). Install the Root CA on
each user terminal to support the establishment of a connection with the NES host.

While logged into the user terminal as aloca administrator, usethe cer t | mapplication to import the
root CA certificate into the Trusted Root Certification Authorities store. For example, on Windows 10,
perform the following steps:

1. InControl Panel,select Manage Conputer Certificates.

2. Inthecert | mwindow, right-click Trust ed Root Certification Authorities,and
thenselect Al I Tasks > I nport.

The following figure shows the cer t | mwindow.
ﬁ certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — O X

File Action View Help

s 2[ B 0= HE
¥ Certificates - Local Computer “ || Object Type
Personal | Certificates
v Trusted Root Certification Authoritiac
| Certificates Find Certificates..
| Enterprise Trust i .
| Intermediate Certification Authc o : e
| Trusted Publishers View > Import...
| Untrusted Certificates T
| Third-Party Root Certification A Refresh
Trusted People Export List..

Client Authentication Issuers

Preview Build Roots Help

Figure 27: certlmapplication on Wndows 10
3. OntheWel come to the Certificate Inmport W zard screen, click Next .
The following figure shows the Wel cone to the Certificate |nport W zard screen.
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=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Figure 28: Wl cone to the Certificate Inport Wzard screen

4. OntheFil e to I nport screen, click Br owse, navigate to the folder that contains the root
certificate file, select the file, and then click Qpen.

5. OntheFil e to I nport screen, click Next .
The following figure shows the Fi | € t o | nport screen.
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& ¢ Certificate Import Wizard

File to Import
Spedfy the file you want to import,

File name:
C:Wsers\ddunn\Downloads\Local Lab Root CA.cer Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)
Microsoft Serialised Certificate Store (L55T)

Mext Cancel

Figure 29: File to Inport screen

6. OntheCertificate Store screen, accept thedefault value Pl ace all certificates
in the follow ng storewiththevalueTrusted Root Certification
Aut hori ti es, and then click Next .

7. OntheConpl eting the Certificate Inport W zard screen, click Fi ni sh.

Before a user can use a Nymi-enabled Application, the NES Administrator must perform the following
actions on the user terminal:

1. Insert the Nymi-supplied Bluetooth Adapter into an available USB port. The Bluetooth Adapter is
used to detect Nymi Bands as they move in and out of Bluetooth signal range, and is primarily used
for communication with the band during enrollment, Windows unlock, MES signing, aswell as
monitoring signal strength for presence.

2. Attach aNymi-verified NFC reader into an available USB port.

3. Install the NEA.
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The Bluetooth Low Energy (BLE) radio antennain a BLED112 USB Adapter provides seamless
Bluetooth capability between the Nymi Band and devices such as alaptop computer.

To ensure optimal system performance, place the Bluetooth Adapter in alocation that meets the
following criteria:

» clear line of sight to the Nymi Band.

» on the same side of the computer that you wear your Nymi Band.

e near the computer keyboard.

Note: The presence of liquids between the Nymi Band and BLE adapter negatively affects

the Bluetooth signal quality. Thisincludes beverages and the human body. If BLE taps behave
unexpectedly, consider another placement for the BLE adapter, or edit the Nymi Bluetooth Endpoint

configuration file to adjust the signal strength thresholds to perform a BLE tap (see Edit the nbe.toml
File).

Perform the steps in the following section to install Nymi Lock Cont r ol on user terminalsin the
environment and configure NESto enable Nyni  Lock Cont r ol support.

On each user terminal that will useNymi Lock Contr ol tolock and unlock the terminals, you must
create aregistry key that defines the path to NES and install the Nyrmi  Lock Cont r ol application.

Create a GPO to push the NES URL registry key to each user terminal, or perform the following stepsto
manually create the registry key on the user terminal.

Run regedit as an administrator.

1. Navigate to HKEY_LOCAL_MACHINE\Software\Nymi\NES.

Note: If this path does not exist, create the keys.
2. Inthe NESKkey, create a new string value.
In the Narre field, type URL.
4. Edit the string and in the valuefield, typeht t ps: // nes_server/ nes_servi ce_nane

Where:

w

* nes_server is the Fully Qualified Domain name of the NES host.

* nes_servi ce_nane is the services mapping name of the NES web application. The default
value is nes.

For example, https:/ /ev3-uat-srvl/ev3-uat-lab.local/nes

Note: The service mapping name for NES was defined during deployment.
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* Close regedit.exe.

Perform the following steps on each user terminal in the environment.

Copy the NymiLockControl-installer-vw.x.y.z to a directory on the user terminal.
Right-click NymiLockControl-installer-vw.x.y.zand select Run as adm ni strat or.
OntheUser Account Control window, click Yes.

OntheWel come to Nymi Lock Control Setup W zard window, click Next .

OntheSel ect Installation Fol der window, perform the following actions: optionaly,
click Br owse and select a different installation folder, and then click Next

a) Optionally, click Br owse, navigate to a new installation folder, and then click Sel ect
Fol der
b) Click Next .
6. OntheReady to Install window,clickl nstall .
7. OntheConpl eting the Nymi Lock Control Setup W zard window, click Fi ni sh.

o wDdPE

TheNyni Bl uet oot h Endpoi nt application enables BLE functionality for Nymi Lock Control
and BLE tap. Editingthe Nymi Bl uet oot h Endpoi nt configuration file adjusts the behavior of
these features.

Note: Nymi Lock Control functions with a BLE radio antenna or NFC reader. The settings described in
this section refer to Nymi Lock Control with a BLE adapter only, and not an NFC reader.

Nymi Lock Control and BLE tap behavior is dependent on the distance between the Nymi Band and
the BLE radio antenna. The distance between the radio antenna and the Nymi Band is represented by
changesin the Received Signal Strength Indication (RSSI) value, and is determined by measuring the
radio signals received by the BLE radio antenna. Close distances between the Nymi Band and BLE
radio antennaresult in stronger signals, and far distances result in weak signals. BLE tap and Nymi
Lock Control actions occur when the trends in changing RSSI values reach a certain threshold defined
intheNyni Bl uet oot h Endpoi nt configuration settings.

The default RSSI valuesused by Nymi - Bl uet oot h Endpoi nt may not be optimal for certain
users. For example, under default settings the user terminal may unlock when the user istoo far away, or
the user terminal may accidentally lock while the user is present. In these cases, the BLE radio antenna
iStoo sensitive, not sensitive enough, or the placement of the BLE adapter prevents the Nymi Band
from being read consistently. Edit the Nymi Bl uet oot h Endpoi nt configuration settings on a user
terminal to adjust for these discrepancies.

To adjust the sensitivity of BLE tapsand Nym  Lock Contr ol , edit the Received Signal Strength
Indication (RSSI) valuesinthe Ny Bl uet oot h Endpoi nt configuration file, nbe.toml.
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Note: The nbe.toml file described in this section is only used to apply adjustments to Nymi Lock
Control and BLE tap behavior with a BLE radio antenna (ex. USB adapter). If the nbe.toml fileis
renamed or deleted, Nymi Lock Control and BLE taps behave under the default settings described in
Editing the nbe.toml File on page 63.

Editing the nbe.toml File

A backup configuration fileisinstalled on the user terminal whenthe Nymi Bl uet oot h Endpoi nt
isinstalled or updated. Thisfile, nbe.default.toml, contains the default values that control BLE tap
behavior with the Nymi Band and BLE adapter. Use the values in the nbe.default.toml file as atemplate
for the nbe.toml file. These files are located in C:\Nymi\Bluetooth Endpoint\ on Windows, and /usr/bin/
nbe.toml on HP Thin Pro.

Note: Nymi Bl uet oot h Endpoi nt will only recognize RSS! values in the nbe.toml file. Retain a
backup of auseful configuration by copying the nbe.toml file and renaming it.

Table 7: Default configuration settings for Nymi  Lock Control and BLE tap intent

nbe.toml Entry | Default Value Description
agent_url "ws://127.0.0.1:9120/ Identifies the location of the agent URL. The default
socket/websocket" value shown in thistable is generated if the agent is

installed locally. If the agent URL isinstalled centrally
(viaremote installation), the hostname of the URL will be
different.

(do not change)

Theagent_url must be present when using an
nbe.toml file.

rssi_window_tap 10 This determines the duration the Nymi Band must be
within tap-distance of the BLE radio antennato complete
atap.

A larger value increases the duration required to perform
and decrease the sensitivity.

rssi_window_long S0 This determines the frequency that Nyni Bl uet oot h
Endpoi nt checks the distance between the BLE radio
antennaand the Nymi Band. Nym Bl uet oot h
Endpoi nt trackstrendsin these changesto trigger a
Nymi Lock Control action, suichaskeep unl ocked
when present,|l ock when away, orunl ock
when present.
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nbe.toml Entry

rssi_tap threshold

Default Value

0
(must be 0 or negative)

Description

This determines the range at which atap event will occur.
A smaller negative value means a closer distance to the
BLE antenna.

BLE tap isdisabled by default (value = 0). Enter a
non-zero, negative number to enable BLE tap. Nymi
recommends an RSSI value of -42.

If the Nymi Band maintains a minimum distance specified
by rssi_tap threshold, for aduration rssi_window_tap, a
BLE tap is performed.

rssi_cutoff_close

-70
(must be O or negative)

This determines the outer range of the close distance-
threshold (excluding tap distance) for Nymi Lock Control.

Enter O to bypass the proximity functionality of Nymi
Lock Control.

If the Nymi Band maintains a close distance to the BLE
radio antenna and the RSSI values measured are within
the rssi_cutoff _close value, Nymi Lock Control keepsthe
user terminal unlocked.

If the Nymi Band moves away from the BLE radio
antenna, and the RSSI values measured are on a
decreasing trend and goes from the rssi_cutoff_close
valueto the rssi_cutoff_far value, Nymi Lock Control
locks the user terminal .

rssi_cutoff far

-75
(must be negative)

This determines the outer range of the far distance-
threshold (excluding tap distance) for Nymi Lock Control.

If the Nymi Band moves towards the BLE radio antenna,
and the RSSI values measured are on an increasing
trend and goes from the rssi_cutoff _far value to the
rssi_cutoff_close value, Nymi Lock Control unlocksthe
user terminal.

1. Make acopy of the C:\Nymi\Bluetooth_Endpoint\nbe.default.toml file (On HP Thin Pro, /usr/bin/

nbe.default.toml), and name the file nbe.toml.
Edit the nbe.toml file with atext editor.
Edit the RSSI valuesin the file. Refer to the descriptions in the table above.
Save the nbe.toml file.
Restart theNym Bl uet oot h Endpoi nt .

o wDd

On Windows:

a. Press the Windows key on the keyboard, or click the start button on the toolbar. Enter "Services"
in the search bar. The Services application window appears.
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b. Search for Nym Bl uet oot h Endpoi nt in the Services application.
c. Right-click Nym Bl uet oot h Endpoi nt and restart it.

On HP Thin Pro:

a. Stop the Nym Bl uet oot h Endpoi nt service by typingki | l al | -9 nbed.
b. Start the Nym Bl uet oot h Endpoi nt by typing/ usr/ bi n/ nbedstart.

Oncerestarted, the Ny Bl uet oot h Endpoi nt application will be updated with the edits made
in the nbe.toml file. Updated BLE tap intent and Nym  Lock Cont r ol settings will be implemented
on the user terminal. If the nbe.toml fileis not present, Nymi - Bl uet oot h Endpoi nt behaves under
default settings.

Edit the active policy in NES to enablethe use of Ny Lock Control .

Users can use an authenticated Nymi Band to unlock user terminals, when Ny Lock Control is
installed on the user terminal.

Note: If youenabled Nymi  Lock Contr ol in NES after users already enrolled their Nymi Bands,
the Nymi Band user must log into the Ny Band Appl i cat i on to receive the update in the group
policy. TheNyni Band Appl i cati on will prompt the user to create an internal security key,
which alow the Nymi Band to operate with Ny Lock Contr ol .

After youinstall theNyni  Band Appl i cat i on, ensure that the enrollment process uses the correct
NES URL.

1. Run regedit.exe
2. OntheUser Account Control window, click Yes.
3. Navigateto HKEY_LOCAL_MACHI NE > Software > Nynmi .

Note: If you installed the Nymi Band Appl i cat i on on a Citrix server, set navigate to
HKEY_CURRENT_USER instead of HKEY_LOCAL_MACHINE

4. Right-click NES, and then select New > String val ue.
Inthe Val ue field, type URL.

6. Double-click URL andinthe Val ue Dat a field, typehtt ps:// nes_server/
NES service_nane/ orhttp://nes_server/NES servi ce_namne depending on the
NES configuration

where:

o
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* nes_server is the FQDN of the NES host. The FQDN consists of the
host name. donmai n_nane. You can also find the FQDN by going to the server on which
you deployed NES viewing the properties of the computer. The Nes_ser ver is the value that
appears in the Ful | conput er nane field.

* NES_ser vi ce_nane is the name of the service mapping for NES in IIS, which maps a
virtual directory to a physical directory. You can choose any name for this mapping, but it is
recommended that you specify a name that is descriptive to the Connected Worker Platform, for
example, NES.

7. Click OK.

To unlock virtual desktops with Nymi Lock Control, configure Client IP Caching on the user terminal.

Perform the following steps to support desktop unlock with the Nymi Band in avirtual desktop

environment.

1. Runregedit.exe

2. Navigateto HKEY_LOCAL_MACHINE\SOFTWARE\Nymi.

3. Right-click Nymi Lock Control, and then select New > DWORD (32-bit).

4. IntheVal ue field, type Cached i ent | p.

5. Double-click O i ent Cachel p andintheVal ue Dat a field, type 00000001.
6. Click OK.

Note: Thisfunctionality is not supported in a shared remote desktop environment such as Citrix Virtua
Applications. In such an environment, this setting causes unpredictable behavior when more than one
user is connected to an NEA at the same time.

Nym Runti me facilitates communication between NES and the Nymi Bands.

Install theNymi  Runt i me on each user terminal on which you will also install a Nymi-enabled
Application. Y ou can perform a customizable installation or a silent installation.

Note: Nymi Lock Control and the Nymi Band Application automatically install Nymi Runtime,
machines with Nymi Lock Control or Nymi Band Application, it is not necessary for you to install the
Nymi Runtime application.

Perform the following steps to install or upgrade Nymi Runt i me on anetwork device, on which you
want to install a Nymi-enabled application.
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Log into the terminal, with an account that has administrator privileges.

Extract the Nym  SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exefile.
OntheWel cone page, click I nst al | .

OntheUser Account Contr ol page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

OntheWel come to the Nym Runtime Setup W zard page, click Next .
OntheNym Runtine Set up page, click Next .

Onthe Servi ce Account window, click Next .

. OntheReady to install pageclickl nstall.

10.Click Fi ni sh.

11.0nthel nst al | ati on Conpl eted Successful |y page, click C ose.

12.Inthe W ndows Ser vi ces applet, confirm that you can seethe Nymi Agent and Ny mi
Bl uet oot h Endpoi nt services, and that the status of each serviceis Runni ng.

akrwbdE

© © N O

Perform the following stepstoinstall or upgradethe Nymi Runt i e and the BLE adapter drivers
silently, without user intervention.

Log in to the network terminal with an account that has administrator privileges.
Extract the Nymi API distribution package.
L aunch the command prompt as administrator.

Change to the ..\nymi-sdk\windows\runtime folder, and then type: "Nymi Runtime Installer
version.exe" /exenoui /q

Where you replace Ver Si 0on with the version of the Nymi Installation file.

AW DNPRE

Note: Ensure that you enclose the command in double quotes.

The installation command returns to a command prompt immediately, and the installation
completes silently. When the installation completes, Nyrm  Runt i me appears in the Pr ogr am
and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /7 option
with the /passive option in the installation command.
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The silent installation process creates an installation log file in the %temp% directory named Nymi
Runtime_ver si on_ti ne.log

Kafkarequiresa TLS certificate that isissued by atrusted public CA or trusted enterprise CA. If this
isnot possible, for example in a POC or Pilot environment), then you can use a TLS certificate that is
issued by an untrusted root CA. Additional steps are required and described in the following sections.

Note: Self-signed certificates with Kafka are not supported.

Install Nymi Edge Agent on the user terminals in your environment that are on the same domain as
NES.

* Install the latest version of OpenSSL for Windows and add the bin directory isincluded in the
system path.
» The Nymi Edge Agent package has been extracted to a central location.

Perform the following steps on each user terminal:

1. Copy the extracted edgeagents folder to the user terminal.
The folder contains the following files:

* decrypt.key file, which is used to decrypt the SASL and NES usernames and passwords.

* edgeagents-service-x64-ver si on.msi file, which installs the Nym Edge Agent software on
a thick client user terminal and uses the parameters detailed in the edge_agents.conf file.

* edgeagents-terminal-service-x64-ver si on.msi file, which installs the Nym  Edge Agent
software on a RDP sessions host/ Citrix server and uses the parameters detailed in the
edge_agents.conf file.

* secretutil.cmd file, which is Windows command utility that encrypts secrets.

 edge agents.conf file, which used to configure the parameters of the Nymi  Edge Agent
installation, and includes keys generated from the PowerShell utility.

» KafkaCA.pemfile, which is a default client truststore certificate.

2. Perform the following steps to generate the secret keys by using the secretutil.cmd file.

a) Click the St art menu and type cnd. Right-click Cormand Pronpt andclick Run as
adm ni strator.

b) Change the directory that contains the extracted Nymi  Edge Agent installation package. For
example, the C:\edgeagents folder.
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c) Initialize secretutil.cmd with the following command:

secretutil.cnmd -init
d) Use the secretutil.crnd command to encrypt the sasl username and password.

1. By default, the username is ctca. Type the following command to encrypt the username in an
output file.

secretutil.cnd -enc ctca>OUTPUT FI LE NAME. t xt

where OQUTPUT FI LE NAME. t Xt is the name of the file that contains the encrypted
username.
2. Type the following command to encrypt the SASL password.

secretutil.cnd -enc PASSWORD>OUTPUT FlI LE NAME 2.t xt

where PASSWORD is the password specified by the person who implemented the server side
components when they ran the init-crypto command and OUTPUT FI LE NAME 2.t xt is
the name of the file that contains the encrypted password.
The output files contain the secret keys used in the edge_agents.conf file.
3. Perform the following steps to update the edge_agents.conf file with the secret keys that you created
in the previous step.
a) Open the edge_agents.conf file with atext editor.
b) Update the value for the key sasl.username. It isthe encrypted value in the username output text
file.

sasl . user nanme=[ encr ypt ed user nane]

C) Update the value for the key sasl.password. It is encrypted value in the password output text file.

sasl . passwor d=[ encr ypt ed passwor d]

4. Save the edge_agents.conf file.
5. For Kafka TLS certificates that are issued from an untrusted CA only, perform the following stepsto
install the Kafka Truststore.

a) Obtain the Kafka Broker root CA certificate from the person who implemented the CWP cluster.
Thefileis stored in the CWP deployment package, in the cwp/certs folder.
b) If required, rename the Kafka Broker root CA cert to KafkaCA.pem.
¢) Backup the KafkaCA.pem certificateinthe Ny Edge Agent instalation directory.
d) Replacethe default KafkaCA.pemfileintheNym Edge Agent installation package directory
with the new KafkaCA.pem certificate file that you obtained from the implementation engineer.
6. Open the edge_agents.conf, and ensure that the value defined inthe sasl . ca. pat h key isC:
\Nymi\Edge_Agents\certs\KafkaCA.pem.
7. Edit the following configuration parameters in the edge agents.conf file.

Producer Specific Properties:

* boot strap. servers, which defines a list of host and port pairs of Kafka brokers.
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NES Specific Properties:

* nes. ur |, which specifies the NES URL.
* agent. url, which specifies the Nym  Agent URL. When you do not specify a value, Nym
Edge Agent will pick up the local N\ym Agent URL.

Save the edge_agents.conf file.

Note: Ensure the edge_agents.conf file is configured prior to installing edge_agents.msi. This
configuration file can then be copied to different machines being installed with Nym Edge
Agent .

Run the installer file edgeagents-service-x64-ver si on.msi.

The Nymi Edge Agent application is installed without any user interactions in the C:\Nymi
\Edge_Agents folder and the .Nymi Nymi Edge Agent service appears with a Running status in
Windows Services.

Note: The section Edge Agent Log Files provides information about Nym Edge Agent log files.

NES Administrators can use any user terminal with aweb browser to access the NES Administrator
Console.

An NES Administrator is not required to perform any configuration tasks on the user terminal before
accessing the NES Administrator Console.

This section provides information about installing and configuring Nymi components in Citrix and RDP
environments.

There are three types of user terminalsin a CWP environment:

Centralized Nymi Agent host - Machine that hoststhe Nyni Agent service and provides an inter
Citrix/RDP client - Machine that a user logs into and then perform repetitive authentication tasks in
applications, such as MES applications that are hosted on a remote session.

Thin client - Machine that a user uses to connect to server-based environments, such as virtual
desktops. These servers host desktops and MES applications that are displayed over the network to
the thin client machine.

Remote session host - Citrix or RDP session host on which you install MES applications. Local
clients connect to the remote session host to perform authentication tasks.

Enrollment terminal - Machine on which the user enrolls their Nymi Band by using the Nymi Band
Application.

User terminal for NES administration - Machine on which NES Administrators can connect to the
NES Administrator Console to manage NES.

The following sections describes the tasks that you need to perform to prepare each machine.
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Before a user can enroll and authenticate the Nymi Band, the NES Administrator must perform the
following actions on at least one machine in the environment (the enrollment terminal). Y ou cannot use
athin client as an enrollment terminal.

1. Insert the Nymi-supplied Bluetooth adapter into an available USB port.

2. Import the Root CA certificate.

3. Install the Nymi Band Application. The Nymi Band user requires physical accessto the network
terminal.

4. Setthe NES URL registry key.
Note: The Nymi Band Application includesthe Nym  Runt i me software.

Perform the following stepsto install the Nymi Band Application on each enrollment terminal that you
will useto enroll and authenticate users to their Nymi Bands.

Y ou can perform a customizable installation, or a silent installation.

Note: The BLE driver isinstalled with the installation of Nymi Runtime. The BLE driver may also be
installed separately by going to the Nymi SDK package and installing the BleDriver .msi file.

Perform the following steps to install the Nymi Band Application on a network device.

1. Download the Nymi Band Application package.
2. Double-click to run the Nymi-Band-App-installer-v_ver si on.exeinstaler.

3. Follow the prompts in the Nymi Band Application installation wizard and when prompted, install al
the prerequisite packages and BLE device driver from Silicon Labs.

4. Inthe W ndows Ser vi ces applet, confirm that you can seethe Nymi  Agent and Ny mi
Bl uet oot h Endpoi nt services, and that the status of each serviceis Runni ng.

5. Close the Nymi Band Application.

Perform the following stepsto install or upgrade the Nymi Band Application silently, for example,
when you want to install the software remotely by using a software distribution application.

1. Savethe Nymi Band Application package, provided to you by your Nymi Solution Consultant.
2. Launch the command prompt as administrator.
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3.

From the folder that contains the Nymi Band Application, type Nymi-Band-App-installer-
v_ver si on.exe/exenoui /q

Where you replace Ver Si on with the version of the Nymi installation file.

The installation command returns to a command prompt immediately, and the installation
completes silently. When the installation completes, the Nymi Band Application and Ny mi
Runt i me applications appear in the Pr ogr am and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /7 option
with the /passive option in the installation command.

After youinstall theNymi  Band Appl i cat i on, ensure that the enrollment process uses the correct
NESURL.

o

7.

Run regedit.exe
OntheUser Account Contr ol window, click Yes.
Navigateto HKEY _LOCAL MACHI NE > Software > Nymi .

Note: If you installed the Nymi Band Appl i cat i on on a Citrix server, set navigate to
HKEY_CURRENT_USER instead of HKEY_LOCAL_MACHINE

Right-click NES, and then select New > String val ue.
Inthe Val ue field, type URL.

Double-click URL and inthe Val ue Dat a field, typeht t ps: // nes_server/
NES servi ce_nane/ orhttp://nes_server/ NES_servi ce_name depending on the
NES configuration

where:

* nes_server isthe FQDN of the NES host. The FQDN consists of the
host name. domai n_nane. You can also find the FQDN by going to the server on which
you deployed NES viewing the properties of the computer. The nes_ser ver is the value that
appears in the Ful | conput er nane field.

* NES_servi ce_nane is the name of the service mapping for NES in IIS, which maps a
virtual directory to a physical directory. You can choose any name for this mapping, but it is
recommended that you specify a name that is descriptive to the Connected Worker Platform, for
example, NES.

Click OK.

Nymi supports using the same NES server to enroll usersin Evidian and non-Evidian environments
simultaneously.
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On the enrollment terminal which does not enroll usersto an Evidian EAM Controller, perform the

following steps.

1. Launchregedit.exe

2. Navigateto HKEY_LOCAL_MACHINE\SOF TWARE\Nymi

3. Right-click NES and then select New > Stri ng val ue.

4. Inthe Nane field, type Hi deEvi di anEnr ol | ment Err or
5. Edit the key and then inthe Val ue dat a field, type Tr ue.

6. Click OK.

7. Close Registry Editor.

Perform the following steps only if the Root CA issuing the NES TL S server certificateisnot a
Trusted Root CA (for example, if aself-signed TLS server certificate is used for NES). Install the Root
CA on each user terminal on which you installed Nyni Bl uet oot h Endpoi nt to support the
establishment of a connection with the NES host.

While logged into the user terminal as aloca administrator, usethe cer t | mapplication to import the
root CA certificate into the Trusted Root Certification Authorities store. For example, on Windows 10,
perform the following steps:

1. InControl Panel,select Manage Conputer Certificates.

2. Inthecert | mwindow, right-click Trust ed Root Certification Authorities,and
thenselect Al I Tasks > I nport.

The following figure shows the cer t | mwindow.
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E certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — O X

File Action View Help

= 27 80 c= HmE

.,»,}] Certificates - Local Computer ~ || Object Type
| Personal | Certificates
v | Trusted Root Certification Authoritias
| Certificates Find Certificates..
| Enterprise Trust i .
| Intermediate Certification Authc o : Aie e
| Trusted Publishers View > Import...
| Untrusted Certificates T
| Third-Party Root Certification A Refresh
| Trusted People Export List..
Client Authentication Issuers
Help

| Preview Build Roots

—tt

Fi gure 30: certlmapplication on Wndows 10
3. OntheWel conme to the Certificate Inmport W zard screen, click Next .
The following figure shows the Wel cone to the Certificate |nport W zard screen.

=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Figure 31: Welcone to the Certificate Inport Wzard screen

4. OntheFil e to | nport screen, click Br owse, navigate to the folder that contains the root
certificate file, select the file, and then click Qpen.

5. OntheFil e to I nport screen, click Next .
The following figure shows the Fi | € t o | nport screen.
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& ¢ Certificate Import Wizard

File to Import
Spedfy the file you want to import,

File name:
C:Wsers\ddunn\Downloads\Local Lab Root CA.cer Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialised Certificate Store (L55T)

Mext Cancel

Figure 32: File to Inport screen

6. OntheCertificate Store screen, accept thedefault value Pl ace all certificates
in the follow ng storewiththevalueTrusted Root Certification
Aut hori ti es, and then click Next .

7. OntheConpl eting the Certificate Inport W zard screen, click Fi ni sh.

For example, install the Ny Agent application on the same machine as NES.

Install the Nym  Agent application, whichisincluded inthe Nym Runt i e installation package,
on amachine in the environment.
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About this task
When youinstall the Nymi  Runt i me software, you can chooseto install the Nyni  Agent
application only.

Procedure

1. Logintotheterminal, with an account that has administrator privileges.

2. Extractthe Nymi  SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exefile.
4. OntheWel cone page, click | nstal | .
5

. OntheUser Account Control page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

. OntheWel cone to the Nym Runtine Setup W zard page, click Next .
. OntheNyni Runtinme Set up page, expand Nymi  Runti ne.

. Sdlect N\ymi Bl uet oot h Endpoi nt,andthenselectEntire feature will be
unavail abl e.

o N O

The following figure provides an example of the Nym  Runti me Set up window with option to
make Nym Bl uet oot h Endpoi nt unavailable.

#7 Nymi Runtime 5.0.5.46 Setup ® — X

Nymi Runtime Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

=] =) v| Nymi Runtime
=3 ~ | Nymi Agent
Nymi Bluetooth Endpoint
= Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

= Feature will be installed when required

4 Entire feature will be unavailable

YWSE

Reset Disk Usage Back Cancel

Figure 33: Nynmi Bluetooth Endpoint feature will be unavail able

9. Observethat Nymi Bl uet oot h Endpoi nt isnot available, as shown in the following figure,
and then click Next .
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|
Nymi Runtime Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

= "j'l MNymi Runtime
= ~ | Nymi Agent
Nymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

Reset Disk Usage Back Cancel

Figure 34: Nym Bluetooth Endpoint feature is not avail able
10.0nthe Servi ce Account window, click Next .
11.0ntheReady to install page clickl nstall.
12.Click Fi ni sh.
13.0Onthel nstal |l ati on Conpl eted Successful ly page, click Cl ose.

Note: TheNym Agent must be able to receive incoming WebSocket connections on TCP port

9120 (used for communication with NBE). If theNymi  WebAPI isin use, it must also be able to
receive incoming WebSocket connections on the TCP port configured for Nymi WebAPI  connections
(default 80 when using the ws protocol, and default 443 when using the wss protocol). See the Nymi API
WebSocket | nterface Guide for information about configuring this port. Please ensure that these ports
are open in the firewall on the server running the Ny Agent .

This section describes how to prepare Citrix/RDP and thin clients.

Before a user can use a Nymi-enabled Application, the NES Administrator must perform the following
actions on the user terminal:
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1. Insert the Nymi-supplied Bluetooth Adapter into an available USB port. The Bluetooth Adapter is
used to detect Nymi Bands as they move in and out of Bluetooth signal range, and is primarily used
for communication with the band during enrollment, Windows unlock, MES signing, aswell as
monitoring signal strength for presence.

2. Attach aNymi-verified NFC reader into an available USB port.

3. Install the NEA.

The Bluetooth Low Energy (BLE) radio antennain a BLED112 USB Adapter provides seamless
Bluetooth capability between the Nymi Band and devices such as alaptop computer.

To ensure optimal system performance, place the Bluetooth Adapter in alocation that meets the
following criteria:

» clear line of sight to the Nymi Band.
* on the same side of the computer that you wear your Nymi Band.
» near the computer keyboard.

Note: The presence of liquids between the Nymi Band and BLE adapter negatively affects

the Bluetooth signal quality. Thisincludes beverages and the human body. If BLE taps behave
unexpectedly, consider another placement for the BLE adapter, or edit the Nymi Bluetooth Endpoint
configuration file to adjust the signal strength thresholds to perform a BLE tap (see Edit the nbe.toml
File).

Install theNymi Bl uet oot h Endpoi nt , whichisincludedinthe Ny Runt i ne installation
package, on each Citrix or RDP client in the environment. When you install theNym  Runt i e
software, you can chooseto install the Ny Bl uet oot h Endpoi nt only.

1. Loginto theterminal, with an account that has administrator privileges.

2. Extractthe Nym SDK distribution package.

3. From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exefile.

4. OntheWel come page, click I nstal | .

5. OntheUser Account Control page click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

6. OntheWel cone to the Nym Runtinme Setup W zard page, click Next .

7. OntheNym Runtime Set up window, expand Ny Runti ne.

8. Select N\ym  Agent ,andthensdlectEntire feature will be unavail abl e, asshown
in the following figure.
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#2 Nymi Runtime 5.1.1.439 Setup —

Nymi Runtime Setup
Select the way you want features to be installed,

Click the icons in the tree below to change the way features will be installed.

[ Qvl Mymi Runtime
Mymi Agent

=1 Wil be installed on local hard drive

=38 Entire feature will be installed on lecal hard drive

ur
g8 Feature will be installed when required
Entire feature will be unavailable
<
Browse. ..
Reset Disk Usage Back Cancel

Figure 35: Nym Agent feature will be unavail able

9. Observethat Nymi  Agent isnot available, as shown in the following figure, and then click Next .
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47 Nymi Runtime 5.0.5.46 Setup — X ‘
Nymi Runtime Setup /

| ="\ 1

Select the way you want features to be installed. }/

Click the icons in the tree below to change the way features will be installed.

— - Qvl Nymi Runtime
(X -]

Q

4

Nymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

m
T

Reset Disk Usage Back Cancel

Figure 36: Nym Agent feature is not available
10.0nthe Servi ce Account window, click Next .
11.0ntheReady to install page clickl nstall.
12.Click Fi ni sh.
13.0Onthel nstal |l ati on Conpl eted Successful ly page, click C ose.

Installing Nymi Bluetooth Endpoint on a Thin Client

Thin clients are used to connect to server-based environments, such as virtual desktops, where processes
are powered. These servers host desktops and applications, and displays them over the network to the
thin client machine. The client machine that communicates with a Nymi Band requiresis the Ny ni

Bl uet oot h Endpoi nt installed locally, however installing software on thin clients differ between
machines and operating systems. As aresult, the installation instructions for Nym Bl uet oot h
Endpoi nt onathin clientswill differ aswell. Please refer to the release notes for installation
instructions for a particular machine.

Installing NBE on an HP Thin Pro
Follow the instructions below to manually install Nyni Bl uet oot h Endpoi nt manually. Retrieve
the installation file nbed x.y.z_ amd64.deb from Nymi.

About this task
Retrieve the installation file nbed_x.y.z_amd64.deb from Nymi.
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1. Switch your user modeto Admi ni st r at or from the system menu, or log in by entering an the
credentials of a person in the domain admin group.

a) Right-click the desktop or click St art .

b) Click Switch to Adm ni strat or fromthe menu. You will be prompted to enter the
administrator password.

The screen is surrounded by a red border when in administrator mode.

2. Extract thefile, nbed_x.x.z_amd64.deb, from the Nymi distribution package and save it to the
machine. Where x.y.z isthe version of the file. Note the file path.

3. Unlock read/write accesswith X Ter mi nal .
a) Click Start andgotoTool s.
b) Click X Ter m nal .
c) Typef sunl ock

4. InX Ter m nal changethe directory to the file location of nbed-cron x. y. z_amd64.deb and
install the extracted file.

dpkg -i nbed x.y.z and64. deb

Where you replace X. Y. Z with the actual version number of the file.
5. Reboot the client.

Usethe UMS server to host the Ny Bl uet oot h Endpoi nt package and perform the installation
of the application on IGEL thin clients.

Follow the instructions below to upload the Nym Bl uet oot h Endpoi nt package to the Universa
Management Suite (UMS) server.

Obtain the installation package from Nymi.

1. Extract theinstallation package to a machine that has access to the UMS Console.
2. Connect to the UMS Console.

3. InUMS Console, right-click the Fi | es folder in the left navigation pane, and then select New
File.
The New fi | e window appears.

4. IntheFi | e Sour ce section, select the appropriate source option, for example, Upl oad Local
File to UMS Server, andthen navigate to the folder location that contains the nymi.tar.bz2
file, select thefile, and then click Open.

5. Click K.
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6. Right-click the Fi | es folder in the left navigation pane, and then select New Fi | e.
The New fi | e window appears.

7. IntheFi | e Sour ce section, select the appropriate source option, for example, Upl oad Local
File to UMS Server ,andthen navigateto thefolder location that contains the nymi.inf file,
select thefile, and then click Open.

8. Click CK.

Results

The following figure provides a example of the Files folder with the files. Make note of the valuein
Downl oad URL field for each file, as you will require isinformation in the Customizing the Custom
Partition section.

Z- IGEL Universal Management Suite 6

OHEE®

server - 10.0.1.61 Files
¥ /- IGEL Universal Management Suite & Name 1) o Client path Classification Last update of file v ion
B nymiinf > 1 ¥ Undefined
B nymitarbz2 d y Undefined

B nymiinf
B nymitarbzz

Figure 37: Files w ndow

Creating a Profile and Custom Partition
Perform the following instructions to create a profile and partition on the UMS server for the Ny mi
Bl uet oot h Endpoi nt software installation.

Procedure

1. Connect to the UMS Console, right-click the Profiles folder, and then from the context menu, select
New Profile.
The New Pr of i | e window appears.

2. IntheProfi | e Name field, type Nymi .
3. IntheDescri ptionfield, typel nstall the Nym Custom Partition.
The following figure provides an example of the New Pr of i | € window.
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New Profile

Profile Name
Description

Inherits Settings from

L Devices (1)

IGEL 0S 11 11.04.100.01

Figure 38: New Profile wi ndow

4. Click OK.
The Set up window opens.

5. Navigateto Syst em > Fi rmnwar e Custom zation > Custom Partition >
Partition.

6. Unlock theEnabl e Parti ti on setting by clicking the orange triangle so that it turns blue, and
then select Enabl e Partiti on.

7. Unlock the Si ze setting by clicking the orange triangle so that it turns blue. For the size value, type
12M

8. Leavethe mount point valueas/ cust om

9. InthePartitions Paraneters list, click[ +] (Add).
A dialog box appears.

10.1n the Add box, perform the following actions.
a) Inthe Nare field, type AGENT_URL.
b) IntheVal ue field, typews: / / agent _host : 9120/ socket / websocket

where agent _host is the IP address of the server on which you installed the Nym  Agent .
c) Click OK.

The following figure provides an example of Ny partition window.
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n * Firmware Customization ™ Custom Partiion ™ Partition
This feature requires an active Enterprise Management Pack subscription.
€) .+ Y Enable Pariiion
Size

Mount Point

Partitions Parameters

REWE
AGENT_URL

. Time and Date

» [ Update
» [ Remote
» [ Remote
‘ Remaote q
» I Power Options

Search

Apply and send to device Cancel

Figure 39: Partition w ndow
d) Click Save.

Customizing the Custom Partition
After you create the Nymi partition, perform the following actions in the UM S Console to customize the
Nym Bl uet oot h Endpoi nt installation.

About this task

Procedure

1. Fromthe Conf i gur at i on navigation pane for the partition, navigateto Fi r mnar e
Custom zati on > Custom Conmands > Base.
A dialog box appears.
2. Perform the following actionsin Ny Base Conmands dialog box.
a) Unlockthel nitiali zati on setting by clicking the orange triangle so that it turns blue.
b) Inthel nitializati on fidd, typenodpr obe cdc-acm
c) UnlocktheFi nal I nitialization Comrand setting by clicking the orange triangle so
that it turns blue.
d) IntheFinal Initialization Comrand field, type/ cust onf nyni / cust onpart -
nym init
e) Click Save.
The following figure provides an example of the Nym  Base Conmands window.
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System ® Firmware Customization » Custom Commands » Base

Initialization

Configuration

User Interface

Netw:

Security

. Time and Date
» I Update
» [ Remote
» [l Remote

‘ Rem

» I Power Option After s configuration

Final initialization c and

lcustompart-nymi init

Apply and sendto device

Figure 40: Nyni Base Conmands
3. From the Configuration navigation pane, under the Fi r mnvar e Cust oni zat i on folder, select
Downl oad.

4. InthePartitions Data Sources section, click[ +] (Add).
A dialog box appears.

5. Perform the following actionsin the Add window.

a) Inthe URL field, type the Download URL path for the nymi.inf file.
For example, ht t ps: // 10. 0. 1. 61: 8443/ uns_fil etransfer/nym .inf

b) Inthe User nane field, type the username of a user that has access to the UM Sfile transfer
location.

¢) Inthe Passwor d field, type the password for the user account that has access to the UM Sfile
transfer location.

d) IntheFi nal Acti on field, type/ cust om nymi / cust onpart-nyni init.
e) Click K.

6. Click Save.

Assigning the Profile to iGel Devices

Assign the Nymi profile to the IGEL devices.
About this task

Perform the following stepsin the UMS Console.

Procedure

1. Intheleft navigation pane, select Profil es > Nyni .

2. Inthe Assi gned bj ect s pane, click [ +] Add.
The Sel ect Assi gnabl e Obj ect s window appears.
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>

In the left pane, expand Devi ces, select the IGEL clients, and then click the > button.
Click OK.

OntheUpdat e ti me? window, select Now, and then click OK.
The Nymi Bl uet oot h Endpoi nt package installs on the selected IGEL client.

After the installation completes on the IGEL client, reboot the IGEL client.

TheNym Bl uet oot h Endpoi nt file usesthe nbe.toml file to define the location of aremote
Nym Agent

Perform the following steps to specify the URL to the remote Nym Agent .

Make a copy of the C:\Nymi\Bluetooth Endpoint\nbe.default.toml file (On HP Thin Pro, /usr/bin/
nbe.default.toml), and name the file nbe.toml.

Edit the nbe.toml file with atext editor.

Edit the default agent _ur | parameter and replace the default 1P address (127.0.0.1) with the
FQDN of the machine that is running the remote Nynmi  Agent .

For example:
agent_url = "ws://agent.nymi.com:9120/socket/websocket"

where agent . nym . comis the FQDN of the remote Nym  Agent machine.
Save the nbe.toml file.
Restart theNyni Bl uet oot h Endpoi nt .

On Windows:

a. Press the Windows key on the keyboard, or click the start button on the toolbar. Enter "Services
in the search bar. The Services application window appears.

b. Search for Nym Bl uet oot h Endpoi nt in the Services application.

c. Right-click Nymi Bl uet oot h Endpoi nt and restart it.

On HP Thin Pro:

a. Stop the Nymi Bl uet oot h Endpoi nt service by typingki | I al | -9 nbed.
b. Start the Nym Bl uet oot h Endpoi nt by typing/ usr/ bi n/ nbedstart.

On HP Thin Pro only, revert the file system to read-only access.

a) OpenX Term nal .
b) Type:

f sl ock

¢) Closetheterminal.

. On HP Thin Pro only, Revert to User mode from the system menu, or log in using the credentials of

aperson in the user domain group.
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Perform the following steps to create atext file that containsthe Nym  Agent URL, and then use
G oup Policy Preferences topushthefileto each Citrix or RDP client.

Perform the following steps on the domain controller.

1. Onthe domain controller, create file named nbe.toml.
2. Edit the nbe.toml file with atext editor and add the following line:
agent _url = "ws://agent_server: 9120/ socket/websocket"

where agent _ser ver is the FQDN of the host on which you install the Nym  Agent software,
for example, the NES host that you recorded in the Configuration Attribute Values table.

3. Edit the RSSI (Received Signal Strength Indicator) valuesin the nbe.toml file to configure Ny mi
Lock Contr ol behavior and enable BLE tap. Refer to Edit the nbe.toml File in the Nymi
Connected Worker Platform Administration Guide for default and suggested values.

4. UseGroup Policy Preferences topushthenbetoml fileto the C:\nymi\Bluetooth Endpoint
\ directory on each Citrix or RDP client that accesses the solution.

Perform the following steps on the RDP sessions host/ Citrix server.

Copy the NymiLockControl-installer-vw.x.y.z to a directory on the user terminal.
Right-click NymiLockControl-installer-ww.x.y.zand select Run as admi ni strat or.
OntheUser Account Contr ol window, click Yes.

OntheWel cone to Nym Lock Control Setup W zard window, click Next .

OntheSel ect Installation Fol der window, perform the following actions: optionaly,
click Br owse and select a different installation folder, and then click Next

a) Optionally, click Br owse, navigate to a new installation folder, and then click Sel ect
Fol der

b) Click Next .
6. OntheReady to Install window,clickl nstall .
7. OntheConpl eting the Nymi Lock Control Setup W zard window, click Fi ni sh.

o kr wbdPE

Edit the active policy in NES to enablethe use of Nymi Lock Control .
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Users can use an authenticated Nymi Band to unlock user terminals, when Ny Lock Control is
installed on the user terminal.

Note: If youenabled Nymi  Lock Contr ol in NES after users already enrolled their Nymi Bands,
the Nymi Band user must log into the Nymi Band Appl i cat i on to receive the update in the group
policy. TheNyni Band Appl i cati on will prompt the user to create an internal security key,
which alow the Nymi Band to operate with Ny Lock Contr ol .

After you install the Nymi applications, create aregistry key to define the NES URL on the RDP
session host/ Citrix server.

1. Run regedit.exe

2. OntheUser Account Control window, click Yes.

3. Navigateto HKEY_LOCAL_MACHI NE > Software > Nynmi .

4. Right-click NES, and then select New > String val ue.

5. IntheVal ue field, type URL.

6. Double-click URL andinthe Val ue Dat a field, typehtt ps:// nes_server/

NES service_nane/ orhttp://nes_server/NES servi ce_nane depending on the

NES configuration

where:

* nes_server is the FQDN of the NES host. The FQDN consists of the
host nanme. donmai n_nane. You can also find the FQDN by going to the server on which
you deployed NES viewing the properties of the computer. The Nes_ser ver is the value that
appears in the Ful | conput er nane field.

* NES_ser vi ce_nane is the name of the service mapping for NES in IIS, which maps a
virtual directory to a physical directory. You can choose any name for this mapping, but it is
recommended that you specify a name that is descriptive to the Connected Worker Platform, for
example, NES.

7. Click K.

TouseNym Lock Control tolock and unlock a RDP session host or Citrix server, disable
Network Level Authentication (NLA)

Perform the following steps on each RDP/Citrix client.

1. Runregedit.exe
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FromtheFi | e menu, select Connect Networ k Registry

Type the name of the RDP session host or Citrix server, and then click OK.

Navigaate to HKLM\SYSTEM\CurrentControl Set\Control\Terminal Server\WinSations\RDP-Tcp
Edit the Securi t yLayer key and change the valueto O.

Click OK.

Close regedit.exe.

No g rwDd

Kafkarequiresa TLS certificate that isissued by atrusted public CA or trusted enterprise CA. If this
is not possible, for examplein a POC or Filot environment), then you can use a TL S certificate that is
issued by an untrusted root CA. Additional steps are required and described in the following sections.

Note: Self-signed certificates with Kafka are not supported.

Install Nymi  Edge Agent onthe RDP session host / Citrix server in your environment that is on the
same domain as NES.

» Install the latest version of OpenSSL for Windows and add the bin directory isincluded in the
system path.

e TheNym Edge Agent package has been extracted to a central location.

» If an untrusted root CA issues the NES certificate, you must import the root CA certificate for the
untrusted root. Importing the Root CA certificate provides more information.

Perform the following steps on the RDP session host / Citrix server:

1. Copy the extracted edgeagents folder to the RDP session host / Citrix server.
The folder contains the following files:

* decrypt.key file, which is used to decrypt the SASL and NES usernames and passwords.

* edgeagents-service-x64-ver si on.msi file, which installs the Nymi  Edge Agent software on
a thick client user terminal and uses the parameters detailed in the edge_agents.conf file.

» edgeagents-terminal-service-x64-ver si on.msi file, which installs the Nynm  Edge Agent
software on a RDP sessions host/ Citrix server and uses the parameters detailed in the
edge_agents.conf file.

* secretutil.cmd file, which is Windows command utility that encrypts secrets.

» edge_agents.conf file, which used to configure the parameters of the Nyrm Edge Agent
installation, and includes keys generated from the PowerShell utility.

» KafkaCA.pemfile, which is a default client truststore certificate.

2. Perform the following steps to generate the secret keys by using the secretutil.cmd file.
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a) Click the St art menu and type cnd. Right-click Cormand Pr onpt and click Run as
adm ni strator.

b) Change the directory that containsthe extracted Nymi  Edge Agent installation package. For
example, the C:\edgeagents folder.

¢) Initialize secretutil.cmd with the following command:

secretutil.cnd -init

d) Usethe secretutil.cmd command to encrypt the sasl username and password.

1. By default, the username is ctca. Type the following command to encrypt the username in an
output file.

secretutil.cnd -enc ctca>OUTPUT FI LE NAME. t xt

where OQUTPUT FI LE NAME. t Xt is the name of the file that contains the encrypted
username.
2. Type the following command to encrypt the SASL password.

secretutil.cnd -enc PASSWORD>OUTPUT FI LE NAME 2.t xt

where PASSWORD is the password specified by the person who implemented the server side
components when they ran the init-crypto command and OUTPUT FI LE NAME 2.t xt is
the name of the file that contains the encrypted password.
The output files contain the secret keys used in the edge_agents.conf file.
3. Perform the following steps to update the edge_agents.conf file with the secret keys that you created
in the previous step.
a) Open the edge agents.conf file with atext editor.

b) Update the value for the key sasl.username. It is the encrypted value in the username output text
file.

sasl . user nanme=[ encr ypt ed user nane]

¢) Update the value for the key sasl.password. It is encrypted value in the password output text file.

sasl . passwor d=[ encr ypt ed passwor d]

4. Savethe edge agents.conf file.
5. For Kafka TLS certificates that are issued from an untrusted CA only, perform the following steps to
install the Kafka Truststore.
a) Obtain the Kafka Broker root CA certificate from the person who implemented the CWP cluster.
Thefileis stored in the CWP deployment package, in the cwp/certs folder.
b) If required, rename the Kafka Broker root CA cert to KafkaCA.pem.
c) Backup the KafkaCA.pem certificateinthe Nym Edge Agent installation directory.
d) Replacethe default KafkaCA.pemfileinthe Ny Edge Agent installation package directory
with the new KafkaCA.pem certificate file that you obtained from the implementation engineer.

6. Open the edge agents.conf, and ensure that the value defined inthesasl . ca. pat h key isC:
\Nymi\Edge Agents\certs\KafkaCA.pem.
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7. Uncomment thelinel auncher . node = 1.
8. Edit the following configuration parameters in the edge_agents.conf file.

Producer Specific Properties:
* boot strap. servers, which defines a list of host and port pairs of Kafka brokers.

NES Specific Properties:

* nes. ur |, which specifies the NES URL.
* agent . url, which specifies the N\ym  Agent URL. When you do not specify a value, Nym
Edge Agent will pick up the local N\ym Agent URL.

9. Savethe edge agents.conf file.

Note: Ensure the edge_agents.conf file is configured prior to installing edge_agents.msi. This
configuration file can then be copied to different machines being installed with Nym Edge
Agent .

10.Run the installer file edgeagents-terminal-services-x64-ver si on.msi.
The Nymi  Edge Agent application is installed in the C:\Nymi\Edge_Agents folder and an Ny mi
Edge Agent service starts. Each time a user logs in to a Citrix or RDP session, an Ny Edge
Agent Launcher process starts and the Nym  Edge Agent service startsan Nym  Edge
Agent process.

Note: In Task Manager,the Nym Edge Agent Launcher process appears as Ny mi
Edge Agent in the list of processes.

When the user session ends, the additional Nym  Edge Agent and Nym Edge Agent
Launcher processes terminate.

Note: The section Nymi Edge Agent Log Files provides information about Nym  Edge Agent log
files.

Install Nymi  Edge Agent asNES.

» Install the latest version of OpenSSL for Windows and add the bin directory isincluded in the
system path.
« TheNym Edge Agent package has been extracted to a central location.

» If an untrusted root CA issues the NES certificate, you must import the root CA certificate for the
untrusted root. Importing the Root CA certificate provides more information.

Perform the following steps on the RDP session host / Citrix server:

1. Copy the extracted edgeagents folder to the RDP session host / Citrix server.
The folder contains the following files:

* decrypt.key file, which is used to decrypt the SASL and NES usernames and passwords.

Copyright ©2022 Nymi Connected Worker Platform Deployment Guide v3.0 91



Deploy Connected Worker Platform

* edgeagents-service-x64-ver si on.msi file, which installs the Nymi  Edge Agent software on
a thick client user terminal and uses the parameters detailed in the edge_agents.conf file.

* edgeagents-terminal-service-x64-ver si on.nmsi file, which installs the Nymi  Edge Agent
software on a RDP sessions host/ Citrix server and uses the parameters detailed in the
edge agents.conf file.

* secretutil.cmd file, which is Windows command utility that encrypts secrets.

» edge_agents.conf file, which used to configure the parameters of the Nym Edge Agent
installation, and includes keys generated from the PowerShell utility.

» KafkaCA.pemfile, which is a default client truststore certificate.
2. Perform the following steps to generate the secret keys by using the secretutil.cmd file.

a) Click the St art menu and type cnd. Right-click Cormand Pr onpt and click Run as
admi ni strator.

b) Change the directory that containsthe extracted Nymi  Edge Agent installation package. For
example, the C:\edgeagents folder.

¢) Initialize secretutil.cmd with the following command:

secretutil.cnd -init

d) Usethe secretutil.cmd command to encrypt the sasl username and password.

1. By default, the username is ctca. Type the following command to encrypt the username in an
output file.

secretutil.cnd -enc ctca>OUTPUT FI LE NAME. t xt

where OQUTPUT FI LE NAME. t Xt is the name of the file that contains the encrypted
username.
2. Type the following command to encrypt the SASL password.

secretutil.cnd -enc PASSWORD>QUTPUT FI LE NAME 2.t xt

where PASSWORD is the password specified by the person who implemented the server side
components when they ran the init-crypto command and OUTPUT FI LE NAME 2.t xt is
the name of the file that contains the encrypted password.

The output files contain the secret keys used in the edge_agents.conf file.
3. Perform the following steps to update the edge_agents.conf file with the secret keys that you created
in the previous step.
a) Open the edge agents.conf file with atext editor.
b) Update the value for the key sasl.username. It is the encrypted value in the username output text
file.

sasl . user name=[ encr ypt ed user nane]
¢) Update the value for the key sasl.password. It is encrypted value in the password output text file.

sasl . passwor d=[ encrypt ed passwor d]

4. Savetheedge agents.conf file.
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5. For Kafka TLS certificates that are issued from an untrusted CA only, perform the following stepsto
install the Kafka Truststore.

a) Obtain the Kafka Broker root CA certificate from the person who implemented the CWP cluster.
Thefileis stored in the CWP deployment package, in the cwp/certs folder.
b) If required, rename the Kafka Broker root CA cert to KafkaCA.pem.
c) Backup the KafkaCA.pem certificateinthe Nym Edge Agent installation directory.
d) Replacethe default KafkaCA.pemfileinthe Ny Edge Agent installation package directory
with the new KafkaCA.pem certificate file that you obtained from the implementation engineer.
6. Open the edge_agents.conf, and ensure that the value defined inthe sasl . ca. pat h key isC:
\Nymi\Edge_Agents\certs\KafkaCA.pem.
7. Uncomment thelinel auncher . node = 1.
Uncomment thelinel auncher . vimwar ehor i zon and change the value to 1.

9. Uncomment thelinel auncher . vimwar ehori zon. r enot ei pnode, and set the value to one of
the following numbers, depending on your configuration .

e If the HKEY_CURRENT_USER\ Vol atil e Environment\Vi ewd i ent | P_Address
key defines the remote IP address, set the value to 1.

e If the HKEY CURRENT_USER\ Vol ati |l e Environnent
\ Vi end i ent _Br oker _Renot e_| P_Addr ess key defines the remote IP address, set the
value to 0.

10.Edit the following configuration parametersin the edge_agents.conf file.

Producer Specific Properties:

©

* boot strap. servers, which defines a list of host and port pairs of Kafka brokers.
NES Specific Properties:

* nes. ur |, which specifies the NES URL.
* agent . url, which specifies the Nym  Agent URL. When you do not specify a value, Nym
Edge Agent will pick up the local N\ym Agent URL.

11.Save the edge agents.conf file.

Note: Ensure the edge_agents.conf file is configured prior to installing edge_agents.msi. This
configuration file can then be copied to different machines being installed with Nym Edge
Agent .

12.Run the installer file edgeagents-terminal-services-x64-ver si on.msi.
The Nymi  Edge Agent application is installed in the C:\Nymi\Edge_Agents folder and an Ny mi
Edge Agent service starts. Each time a user logs in to a VMWare Horizon session, an Ny mi
Edge Agent Launcher process starts and the Nym Edge Agent service starts an Nym
Edge Agent process. When the user session ends, the additional Nym Edge Agent and Nym
Edge Agent Launcher processes terminate.

Note: The section Edge Agent Log Files provides information about Nym Edge Agent log files.

TheNyni Edge Agent servicerunsunder the Network Service account. Nymi recommends that
you encrypt the decrypt.key file with EFS on each host after you install the Nym  Edge Agent
application.
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Nymi provides you with a script to perform the encryption.

>

Run Power Shell as an administrator.
Enable the ability to run a script file in one of the following ways:

* By setting the execution policy to Renot eSi gned.
a. From Power Shell, type get - execut i onpol i cy.

The output displays the current execution policy setting.
b. Type set - executi onpol i cy Renot eSi gned, and when prompted, type Y

The execution policy is set to RemoteSigned.
MSDN provides more information about how to modify execution policy settings.
* By unblocking the script file.

a. From Power Shell, type unbl ock-file c:\ Nym \ Edge_Agent s\t ool s\ encrypt -
wi t hEFS. ps1

MSDN provides more information about how to unblock script files.
Change to the c:\Nymi\Edge_Agents\tools directory.
Type \encrypt-withEFSpsl -file ..\conficerts\decrypt.key

Optional, usethe set - execut i onpol i cy command to set the execution policy to the original
value.

Take the following into consideration when configuring the Nyrmi WebAPI andthe Ny Agent ina
physical environment.

Ensure that both components have connectivity to NES.

Each component needs a distinct TCP port.

Determine how to configure transport layer security, either by configuring it on the server or by
offloading.

If thereisa Network Address Tranglation (NAT) between the Ny WebAPI and the Ny i
Agent ,theNyni Agent and the client machines use the subcribe operation. See the Nymi API
guide that is appropriate for your system for more information.

Each component can co-locate with the NES (ensure that distinct TCP ports are being used).

Take the following into consideration when configuring the N\ym WebAPI and the Nymi  Agent ina
Citrix or RDP environment.

In thistype of environment, the remote client is used to connect to a Nymi-enabled Application.
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Ensure that the following requirements are met:

« Nymi Bluetooth Endpoint isinstalled on the same machine that is running the remote client software
» The Nymi-enabled Application has knowledge of the remote session address, so it can connect to the
correct Nymi Bluetooth Endpoint.

In order to ensure continuous service delivery in a production environment, Nymi Server components
can be deployed in a highly-available configuration. These components includes the Nymi Enterprise
Server,theNym  Agent (if deployed on centralized servers), and the Ny WebAPI (if enabled).
This section of the guide provides deployment information for setting up a centralized NES cluster
and aNymi Agent cluster for high availability and scalability. The centralized NES and Nymi Agent
clustering architecture is defined in Centralized Deployment Reference Architecture For NEE versions
25,26and 3.2.

This guide will focus on NES and Nymi Agent clusters deployment. However, the following will not be
covered:

e SQL Server AlwaysOn Availability Group Deployment

» Hardening of SQL Server like TLS communication and SQL Server transparent data encryption
(TDE)

* Load balancer deployments; contact your Nymi Solution Consultant for more information.

For high availability deployments, the deployment process includes the following steps.

1. Deploy SQL AlwaysOn Availability Group: aminimum of two SQL Server instances (SQL Server
2012+ Enterprise Edition, SQL Server 2016+ Standard Edition) with synchronous commit. The
deployment will also need an additional server as the quorum witness depending on the quorum
modes.

2. Deploy NES instances.

Note: When you configure NES, onthel | S tab, ensure that you specify the service account for the
Application Pool ldentity.

Configure aload balancer for the NES cluster nodes and make note of the |P address and URL.
Deploy the Nymi Agent instances.

5. Configure the load balancer for the Nymi Agent cluster.

> w

For NES cluster deployments, a SQL Server AlwaysOn Availability Group with at least two SQL
Server instances, two or more NES servers, and aload balancer is required.
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The deployment steps for SQL Server AlwaysOn Availability Group is beyond the scope of this
document. Refer to this Microsoft documentation for details. Before the SQL Server AlwaysOn
Availability Group deployment, perform the following prerequisites:

Designate a SQL Server instance as the primary replica during deployment.

Use the provided database DDL script to create the NES database on the primary replica.
Enable TCP on port 1433 for client connections on each SQL Server instance.

Windows authentication is enabled on each SQL Server Instance.

SQL Server Browser service' s start mode is set to automatic on all SQL Server nodes.
SQL Server agent service' s start mode is set to automatic on all SQL Server nodes.

Designate the name and | P address for the Availability Group Listener, thiswill be used for NESto
connect to the NES database.

8. Thereisavalid AD account for NES to connect to the NES database. The account needs to have
read/write permission on the NES database. To use Kerberos authentication, the SQL Server Service
Principal Name (SPN) needs to be set for all SQL Server nodes and the AG Listener under the
account.

9. Toenable SQL Server transparent data encryption (TDE) in the Availability Group, create a master
key and import the master key into every SQL Server instance.

No g kcwbdpE

After prerequisite completion, follow Microsoft documentation to deploy the Availability Group. In
order to alow automatic failover of the Availability Group, there must be at least one secondary replica
configured for synchronous commit with the primary replica.

This section includes information for deploying NES instances for the NES cluster deployment.

Ensure that the Subject Alternative Names(SANS) for the TL S certificate has the DNS entries for all the
FQDNSs.

1. Follow the stepsin the Installing NES section to install NES on the individual servers. For the
deployment, the following information is applicable:

a) Forthe NES _URL value, use the fully qualified domain name (FQDN) of the NES virtual server
instead of the FQDN of the individual server.
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b) Use the name or address of the respective SQL Server AlwaysON Availability Group listener
for the NES database connection. In addition, the database connection string should include
I nt egrat edSecurity=SSPl; Ml ti Subnet Fai | over =Tr ue

¢) If you use SSL offloading for NES cluster, ensure that you enable HTTP.
Note: When there is a dedicated link between the load balancer and NES that cannot be
intercepted, use HTTP off-loading.

2. Follow the stepsin Setting Service Principal Names and ensure that you set the Service Principal
Name(SPN) to the service account.

Follow documentation for the load balancer used in your environment for configuring the NES cluster
(virtual server) and ensure the following is configured correctly.

Include al the NES instances as the backend servers for the virtual server.
Configure the cluster in active-active mode
Make source I P based session affinity (persistence) is configured.

For Layer 7 load balancer, SSL/TLS offloading can be configured for NES 3.2, and SSL/TLS
bridging can be configured for NES 2.5, 2.6 and 3.2.

5. The URL for the liveness test of the NES instancesis: <nes_admin_service>/nes/ping where
<nes admin_service> isthe name of the NES Admin service.

Y

Follow this section for configuring SSL/TLS bridging.

1. Each NESinstance has HTTPs enabled with avalid TLS certificate for the instance during the
installation

2. Thereisavalid TLS certificate for the cluster's FQDN

3. Thecluster’s|P addressis allocated to the load balancer and is bound to the cluster’s FQDN in the
respective DNS.

4. Import the TL S certificate into the load balancer, and bind it to the NES cluster.

5. When applicable, ensure the signing CA certificate(s) for each NES instance’s TLS certificate is
trusted by the load balancer

6. Configure the load balancer to use the HTTPs URL s of theindividual NES instance.

The following steps are applicable for configuring SSL/TLS offloading for NES.
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1. Each NES instance has HTTPs enabled during the installation.
2. Thereisavalid TLS certificate for the cluster’s FQDN.

3. Thecluster’s|P addressis allocated to the load balancer and is bound to the cluster’s FQDN in the
respective DNS.

4. Import the TL S certificate into the load balancer, and bind it to the NES cluster.
5. Configure the load balancer to use the HTTP URLs of the individual NES instance.

For aNymi Agent cluster, two or more servers are required. The following section includes information
for deploying the Nymi Agent cluster.

1. When the Nymi cluster needs to support thin-client or RDP, the cluster must be configured in active-
passive mode.

2. When the Nymi Agent cluster does not need to support thin-client, RDP, and WebApi, the cluster
can be configured in active-active mode.

3. When the Nymi Agent cluster needs to support WebApi, two clusters must be configured on the
same load balancer (or load balancer cluster). One cluster for the websocket service on port 9120,
and one for the WebApi. Whether both the clusters can be configured in active-active mode or not
will depend on the capability of the load balancer. The same session affinity/persistence needs to be
applied across the two clusters.

4. Itisnot possible to use WebApi in thin-client or RDP environments.

Follow Installing the Nymi Agent to install the Nymi Agent on individual servers.

Follow documentation for the load balancer used in your environment for configuring the Nymi Ageny
cluster (virtual server) and ensure following is configured correctly:

1. Include al the Nymi Agent instances as the backend servers for the virtual server.
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The virtual server’'s service port should be TCP/9120.
The backend server port should be TCP/9120.
Configure the virtual server in active-active modeif it does not need to support thin-client, RDP.

Ensure the source | P based session affinity (persistence) is configured when the virtual server is
configured in active-active mode.

6. For liveness tests on the backend servers, use TCP connection test on port 9120 of the backend
servers.

7. Configure the livenesstest for the Nymi Agent instances to use TCP connection on the designated
websocket port.

gk wbd

For WebApi, two clusters are required, one for the websocket service on port 9120, and one for the
WebA pi. Whether the cluster can be configured in active-active mode or not will depend on the
capability of the load balancer. If the load balancer supports session affinity across multiple virtual
servers (for example, with Citrix Netscaler’ s Persistence Groups, and F5's Match Across options), it

is possible to configure both Nymi Agent clusters in active-active mode. Active-active mode will also
require source | P based session affinity so that all the traffic from a specific source IP will be directed to
the same Nymi Agent instance in both clusters.

Follow documentation for the load balancer used in your environment for configuring the virtual server
for the websocket service on port 9120 and ensure the following is configured correctly:

Include al the Nymi Agent instances as the backend servers for the virtual server.
The virtual server’s service port should be TCP/9120.
The backend server port should be TCP/9120.

For liveness tests on the backend servers, use TCP connection test on port 9120 of the backend
servers.

5. Configure the virtual server in active-active mode or active-passive mode according to the capability
of the load balancer as specified above.

oD PRE

In addition to the virtual server for the the websocket service on port 9120, an additional virtua server
for the the WebApi service on the load balancer must be configured as follows:
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Include al the Nymi Agent instances as the backend servers for the virtual server.
The virtual server’s service port should be TCP/443 for SSL/TLS offloading.

The backend server port should be TCP/<WebApi_port>, where <WebApi_port> isthe WebApi
service port on the Nymi Agent instances

For liveness tests on the backend servers, use TCP connection test on the backend server port
<WebApi_port>.

Configure the virtual server in active-active mode or active-passive mode according to the capability
of the load balancer as specified above.

When alayer 7 load balancer is used, it is recommended to configure SSL/TL S offloading for the
WebApi virtual server asfollows:

o kr wbdPE

Configure the backend server’s WebApi to use plain websocket without TLS.

Configure the virtual server to connect to the backend servers without TLS

Ensure thereisavalid TLS certificate for the virtual server’s FQDN

Ensure the virtual server’s |P addressis alocated to the virtual server’s FQDN.

Import the TLS certificate into the load balancer, and bind it to the WebApi virtual server.
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Deploy Smart Distancing and Contact Tracing

Connect ed Wor ker Pl at f or mincludes many components, which together provide a Smart
Distancing and Contact Tracing(SDCT) container clustered service that addresses contact tracing, smart
reminders, and attestations requirements to support a safe workplace environment.

The following section provides an overview of the Connect ed Wor ker Pl at f or mwith the SDCT
service.
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Figure 41: Connected Worker Platformw th SDCT Environnent

Enrollment Terminal Terminal on which youinstall the Nym  Band
Appl i cati on. User accesstheNym  Band
Appl i cati on toenroll to aNymi Band. The Ny ni
Band Appl i cati on asoinstalsthe Ny mi
Runt i e application.

Contact Tracing Events When a user wearing an authenticated Nymi Band

staysin close proximity to another user wearing
an authenticated Nymi Band for approximately 15
cumul ative minutes over a 24-hour period.

User Terminal A thick or thin client that is used by a Nymi Band
user to perform daily tasks. When you install Ny i
Lock Control andNym Runti e on the user
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terminal, users can lock and unlock the user terminal
with an authenticated Nymi Band.

TheNyni Edge Agent isinstaled oneach
user terminal in the environment and establishes
BLE communication with Nymi Bands via Ny mi
Bl uet oot h Endpoi nt andtheNym Agent
servicesthat areinstalled by Nymi - Runt i ne.

Nym Edge Agent retrieves contact tracing

data from Nymi Bands within 3-4 meters of the user
terminal. Nym  Edge Agent sendsthedatato the
Kafka processing system in the Kubernetes cluster.

Provides container cluster deployment, orchestration,
scaling, failover and management for the SDCT
container clusters. The Kubernetes cluster includes:

» At least one master node and one or more secondary
nodes on which Zookeeper resides. Also referred to
asthe control plane. The control plane consists of
control plane master nodes that manage Kubernetes
controllers, such as replication controller, endpoint
controller, namespace controller, and service
accounts controller. A control plane may consist
of one or more master nodes (control plane master
nodes) to run across multiple computers for high
availability, however only one master node may be
active at atime.

» Three or more worker nodes on which the
brokers and Kafka reside. The worker nodes
run containerized applications and host pods
(components of an application's workload).

Each node consists of':

» kubelet, which ensures that containers are
running in apod

» kube-proxy, which directs network traffic to and
from pods

» container runtime, which runs the containers.

Each node is managed by the control plane.
Typically, there are several nodesin acluster, and a
pod typically has one container.

Zookeeper sends jobs to the brokers. SDCT
interacts with 5 services in the cluster: bootstrap,
broker-0, broker-1, broker-2, and Cont r act
Traci ng APl (CTAPI).

» Contact Tracing Service, which includes:
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» CTAPI isthe part of Contact Tracing Service
that provides the contact tracing dashboard and
an API to access contact tracing graph data.

- Contact Tracing Processor isthe
part of Contact Tracing Service that generates
contact tracing graph data from contact tracing
events.

Kafka, receives and processes contact tracing

datafromNym Edge Agent . TheKafka

processing system and the Cont act Tr aci ng

Pr ocessor transform contact tracing data and

then send the data to the CWP Database.

Kafka Connect Cluster contains Kafka Connect

Nodes. Each Kafka Connect Node contains a

JDBCConnector.

JDBCConnector uses Kafka Connect to store

authentication and temperature information events

in the CWP Database. The configuration of the

JDBCConnector determines how the information

that is retrieved from the Nymi Band (and published

on Kafka) is stored in the CWP Database.

Stores information about contact tracing, Nymi Band
authentication, temperature sensing, and Health
Attestation results that are received from CTCS.
Contact tracing data contains information from the
Nymi Enterprise Server for contact tracing purposes.

Provides the CWP Administrator with the following
tools to manage the SDCT environment.

bash to create and manage the Kubernetes cluster.
kubectl (AWS only) to manage the Kubernetes
cluster and services.

Contact Tracing Dashboard, a web-based
application that allows you to visualize and
analyze contact tracing data from the CWP
Database for employees that are enrolled in the
Contact Tracing program. Use the Contact Tracing
Dashboard to view the relationships between
contact tracing events from different users. Contact
Tracing Dashboard retrieves events in the CWP
Dat abase viaCTAPI .

Review the following sections for infomration about hardware, software, and firewall port requirements,
aswell as how to prepare the Kubernetes Administration Terminal and create the CWP Database.
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This section describes the hardware and software requirements for Smart Distancing and Contact
Tracing.

» Microsoft SQL Server Management Studio
*  Windows 2016
*  Windows 2019

Note: Refer to the Nymi Connected Worker Platform NES Deployment Guide for more information
about NES requirements and deployment information.

Review the following requirements for the user terminals on which you install Nymi Edge Agent.
» Supported Operating Systems:

*  Windows 10 64-bit
e TLS1.2enabled
* Oracle Java SE Runtime 8 32-bit or 64-bit (included in Oracle JDK 1.8.x)
* OpenSSL (latest version)
» Resides on the same domain as NES
» Root CA certificate for NES and Kafka

Review the following requirements for the user terminal that you use to access the Kubernetes cluster:

» OSthat supports kubectl and bash terminal, including Windows 10 64-bit with Linux Bash Shell
» Oracle JavaJDK 8 or later (32-bit or 64-bit)
» Javascript-enabled browser, such as Microsoft Edge, Google Chrome, Safari, or Mozilla Firefox

The requirements for the Amazon Linux 2 Kubernetes Cluster deployment include:

» Control plane node: AWS Elastic Kubernetes Services (EKS)

»  Worker node: EC2 instance with Amazon Linux I OS (ex. t3.xlarge, t4g.large), 4-core CPU, 16 GB
RAM, 512 GB SSD

e Sdlf signed or CA-issued TLS certificates for Kafka and CTAPI .

Note: TLS certificate for CTAPI and Kafka can be the same, but the SubjectAlternativeNames must
include all of the FQDNs.
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The Contact Tracing, Health Attestation and Temperature Alert features store datain a Microsoft SQL
database that supports TLS 1.2 and later.

The following Microsoft SQL versions are supported:

e SQL Server or SQL Server Express 2016
o SQL Server or SQL Server Express 2017
o SQL Server or SQL Server Express 2019

If your NES database is one of these supported versions, you can deploy the CWP Database on the SQL
server with the NES instance.

Note: SQL Server / SQL Express 2016 and SQL Server / SQL Express 2017 require a patch to provide
TLS 1.2 support. Microsoft provides more information.

CWP requires DNS or /etc/hosts file entries for the following components.

Note: nanmespace isthe namespace of CWP and domnmai n isthe public domain name that you will
define for the KAFKA_BROKER_PUBLI C_DOVAI N environment variable.

Host Purpose

Kubernetes APl Server Endpoint Required when joining a node to the cluster and by kubtctl,
should be the same as the server specified in ~/.kube/
admin.conf.

Kafka bootstrap server Can be any valid DNS name of your choice.

broker.nanmespace.svc.cluster.local For internal Kafka Client access to Kafka Bootstrap Server.

broker-0.broker.nanmespace.svc.cluster.local For internal kafka client access to kafka broker O.

broker-1.broker.nanmespace.svc.cluster.loca For internal kafka client access to kafka broker 1.

broker-2.broker.names pace.svc.cluster.local For internal kafka client accessto kafka broker 2.

FQDN_CWP_web_server For web accesstotheHeal t h Check
Appl i cati on. The FQDN of the virtual server on which
theHeal t h Check Appli cati on Serviceresides.

Note: The FQDN that you choose must match the Subject
Alternative Name for the CWPWEB TLS certificate.

FQDN_CTAPI For web access to the Contact Tracing Dashboard. The
FQDN of the virtual server on which CTAPI resides.

Note: The FQDN that you choose must match the Subject
Alternative Name for the CTAPI TLS certificate.
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Load Balancers For a managed Kubernetes cluster in AWS or Azure, the
deployment process creates load balancers for the Kafka
bootstrap server, Kafka brokers, CTAPI andtheHeal t h
Check Appli cati on service. The DNS entries that
arerequired for the public | P addresses of the |oad balancers
differ based the configuration:

¢ When you use static | P addresses, define atype A record
for the | P address of the load balancer.

¢ When you use dynammic | P addresses, definea CNAME
record for the FQN of the load balancer.

Firewall Port Requirements
The following tables outline the port requirements for the Connect ed Wor ker Pl at f orm
components.

Table 8: Control Plane Nodes Firewall Port Requirements

TCP Inbound 443 Kubernetes Cluster
Dashboard service

TCP Inbound 6443 (overridable) Kubernetes API Cluster
server

TCP Inbound 2379-2380 etcd server client  kube-apiserver, etcd
Cluster

TCP, UDP Inbound 53 Core DNS Cluster

TCP Inbound 179 BGP routing Calico CNI

TCP Inbound 9500 Longhorn CSI Cluster

(for self-managed
Kubernetes Clusters

TCP Inbound 9090 Prometheus API Frontend
access

TCP Inbound 9100 Prometheus Node Cluster
Exporter

TCP Inbound 22 ssh remote access

Table 9: Worker Nodes Firewall Port Requirements

TCP Inbound 10250 kubelet APl Sdf, Control plane
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TCP Inbound 10255 kubelet API read- Control plane
only

TCP Inbound 10256 Health check Control plane

TCP Inbound 179 BGProuting, for pod Pods
to pod networking

TCP Inbound 22 sshfor deployment administrators
and maintenance

TCP Inbound 30090-30094 Kafka Broker Nym Edge

(internal access) Agent
TCP Inbound 31443 CTAPI Web service Client, Load
(external access) Balancer

Table 10: Load Balancer Firewall Port Requirements

TCP Inbound 9092 Load balancer for Nym Edge
Kafka Broker Agent

TCP Inbound 443| CTAPI Web service| cont act
Traci ng
Dashboar d,

Heal t h Check
Applicati on,

NES Administrator
Console

Table 11: Kafka Connect Requirements

TCP Inbound 29092 JDBC Connector Worker Nodes,
Contact Tracing
Service

Table 12: CWP Database Requirements

TCP Inbound 1443 SQL database JDBC Connector,
Contact Tracing
Service
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The environment requires TL S certificates to gain secure access to the Kubernetes cluster, the
Contact Traci ng Dashboar d andtheHeal t h Check Application.

Create a TL S certificate for Kafka.
Before you generate and install the TL S certicate, create a certificate that:

* Isin PKCS#12 format.

» Containsthe TLS certificate, the private key of the certificate, and the certificate of the signing
authority.

» Has extended key usage Server Authentication. (1.3.6.1.5.5.7.3.1) and Client Authentication
(1.3.6.1.5.5.7.3.2).

» Has subject aternative names that match the FDQNSs of the following internal and external Kafka
broker listeners:

* broker-0.broker.nanespace.svc.cluster.local
* broker-1.broker.nanespace.svc.cluster.local
» broker-2.broker.nanespace.svc.cluster.local
e namespace-broker-0.donai n
* namnespace-broker-1.donmai n
e namespace-broker-2.donai n

where:

* namnespace isthe namespace of CWP.
* dormai n isthe public domain name that you will later define for the
KAFKA BROKER _PUBLI C_DOMAI N environment variable.

Create a TLS certificates for the CTAPI andtheHeal t h Check Appl i cati on Service.
Before you generate and install the TLS certificate, create a certificate that:

* Isin PKCS#12 format.
» Containsthe TLS certificate, the private key of certificate, and the certificate of the signing authority.

The following section provides a high level overview of the deployment, installation and configuration
process.

1. Review the required firewall ports, and update as required.
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2. Install Nymi Runti me, Nyni Bl uet oot h Endpoi nt,and Nynmi Agent .

a) Install Nynmi Bl uet oot h Endpoi nt onthe user terminal used to collect contact tracing data
from Nymi Bands.

b) Instal Nyni  Agent on the terminal used to access the Contact Tracing Dashboard (for
example, the server).
For users running Citrix or RDP, install the Nym Agent on the Contact Tracing server.

3. Install bash.exe (Ubuntu). Refer to Installing Bash on the Kubernetes Administration Terminal on
page 109.

4. Deploy an AWS with EKS Kubernetes Cluster. Refer to Deploy A Kubernetes Cluster in AWS
Using EKS on page 116.

5. Create the SQL database for Contact Tracing. Refer to Creating the CWP Database and tables on
page 112.

6. Prepare the Kubernetes environment for Contact Tracing services. This process involves obtaining
certificates and editing environment variables. Refer to Customize the Kubernetes environment for
SDCT on page 120.

a) Set up the service account password.

b) Install TLS certificates for Kafkaand CTAPI. Refer to Preparing Certificatesto install SDCT on
page 120.

C) Set up environment variables. Refer to ENV variables.

7. Encrypt passwords to Kubernetes components. Refer toEncrypting the Passwords for Kubernetes
Components on page 133. Verify that the passwords in the env file are updated.

8. Launch Kubernetes (refer to Launching the Kubernetes Environment on page 134), then ensure
the Kubernetes cluster is running.

kubect| get pods -A

9. Install N\ymi  Edge Agent onadomain-joined (NES) terminal. Refer to .Installing and Running
the Contact Tracing Collection Agent. Y ou will need to:
a) Encrypt the SASL username and password.
b) Encrypt the truststore password.
¢) Update TLS certificates.
d) Update the edge agents.conf file to include the newly encrypted username and password.
e) Install Nymi Edge Agent and configure the environment variables.

10.Enable SDCT componentsin Nymi Enterprise Server.
On Nymi Enterprise Server, go to the NES Administrator Console and enable Smart Distancing and
Contact Tracing.

11.Update the configuration settings on the Nymi Bands by having Nymi Band users log into Nymi
Band Application.

If you do not have aLinux system, install Linux Bash shell on a user terminal in your environment that
will act as the Kubernetes Administration Terminal.
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Before you perform these steps, ensure that Oracle JDK 8 or later isinstalled on the terminal.

The following procedure describes how to install Linux Bash Shell on a Windows 10 machine.

Note: You will need to restart the computer to apply changes to the terminal.

1. Loginto Windows as an administrator.
2. GotoProgranms and Features.
Start > Control Panel > Prograns > Prograns and Features
3. Select Turn W ndows Features On or Of.
A window appears with a list of Windows features.
4. Select Vi rtual Machi ne Pl at f or mand W ndows Subsystem for Li nux, andthen
click OK.
Windows will search for and install the required files. Restart the terminal to apply the changes.
5. Perform the following steps to obtain Uount u fromtheM cr osoft Store.
a) FromtheSt art menu, typeM crosoft Store,andthenselect M crosoft Store.
b) Inthe Sear ch field, type Ubunt u.
¢) From thelist of apps that appear. select the Ubunt u application without the version number.

Note: The Ubunt u application without the version number contains the most recent version.
You may choose an earlier version if it is more applicable for your system.

d) Click Get .
A window appears that prompts you to sign in. You may skip this by closing the pop-up
window.
The Ubunt u application downloads in the background.

€) When complete, click Launch.
An Ubunt u windows appears and installs Ubuntu.

f) AttheEnter a new UNI X user nanme prompt, type a new username.

g) AstheNew passwor d and Ret ype new password prompt, type a password for the user.

6. FromtheM crosoft Store, searchfor theW ndows Ter ni nal application.

7. Click Cet
The W ndows Ter m nal application installs.

Toopenbash, gotothe St art menu and type bash.

Alternatively, you can open W ndows Ter mi nal , click on the dropdown arrow from the top tool bar,

and then select W ndows Power shel | or Ubunt u.
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Y our Nymi Solution Consultant provides you with packages that contains severa files and scripts to
assist you in the SDCT and Kubernetes configuration and deployment.

e edgeagents-x64.u. v+wx-yz. zi p - Containsthe filesto deploy and configure Ny Edge
Agent onthe User Terminal/Collection Agent.

e cwp-deployment-1.3.u. bc - Contains the files to deploy and configure CWP in the Kubernetes
cluster.

* cwp-deployment-update-1.3.u. bc - Contains the files to update CWP in the Kubernetes cluster.

1. Download and extract the edgeagents-x64.v+wx- yz. zi p package to acentral location that is
accessible to the user terminals.
The edgeagents folder is created.

2. For anew install, download and extract the file cwp-deployment-1.3.v. bc to acentral location
that is accessible to the Kubernetes Administration Terminal, and then copy to the folder to the
Kubernetes Administration Terminal.

For example, the cwp-deployment-1.3.x.y folder is created that contains the cwp and deployfolders.

Note: The folder in which you extracted the CWP 1.3 installation package is referred to as the CWP
1.3 deployment folder (CWP_12_depl oynment _f ol der) in this guide.

3. For an upgrade, download and extract the file cwp-deployment-update-1.3.v. de to a central
location that is accessible to the Kubernetes Administration Terminal, and then copy the folder to the
Kubernetes Administration Terminal.
For example, the cwp-deployment-update-1.2.X.y folder is created that contains the the cwp and kube
folders.

Note: The folder in which you extracted the CWP 1.3 upgrade package is referred to as the CWP 1.3
deployment folder (CWP_12_depl oynent _f ol der) in this guide.

Throughout the deployment process, you will perform configuration tasks that you will be required to
remember later on.

Use the following table to keep track of values for variables that you define during the deployment.

Table 13: Environment Variable Values

Variable Name When Used Value

CT_DB_CATALOG The SQL database name for
contact tracing. Required when you
configure the .env file.

CT_DB_USERNAME Required when you configure the
.envfile.
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CT_DB_PWD Define this value when you run the
init-crypto script.

CT_DB_INSTANCE Required when you configure the
.envfile,
KAFKA_BROKER The public domain. Required when

PUBLIC DOMAIN you configure the .env file.

Creating AD Group for Health Check Application Access

Create anew Active Directory group with alist of Health and Safety users and groups that require
administrative access to the Health Check Application

About this task
When creating the Active Directory group:

Procedure

1. FortheG oup Type, select Security
2. Forthe Gr oup Scope, select the option according to your I T policy.

Prepare the Database
Before you deploy CWP, prepare the SQL database.

Creating the CWP Database and tables
Perform the following stepsin SSMSto create the CWP Dat abase and tables, and then ensure that
CTAPI can to connect to the NES and SQL database.

Before you begin

» Ensure that the extracted CWP deployment package isin acentral location.

About this task
Perform the following steps on a machine that has SSM S installed and has access to the NES database
server.

Procedure
1. Navigatetothe CWP_12_ depl oynent _f ol der \cwp\ctprocessor folder in the shared location,
and then copy the the ct-mssgl.sql fileto alocal directory.

2. Navigatetothe CWP_12 depl oynent _f ol der \kafka-connect\config folder in the shared
location, and then copy the auth-mssgl.sql fileto alocal directory.

3. Open SSMS, and then login to the SQL Server.
4. Right-click the SQL instance, and the select Pr operti es.
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Inthe Cbj ect Expl orer,select Security

Select SQL Server and W ndows Aut henti cati on Mdde, and then click OK.

Inthe Gbj ect Expl or er right-click Dat abases, and the select New Dat abase.

Name the database Cont act Tr aci ng, and then click OK.

Record the value that you specify in the SDCT Variables table for the variable CT_DB_CATALOG
9. Inthe Obj ect Expl orer,gotoSecurity > Logins.

10.Right-click Logi ns and click New Logi n.
ALogin - Newwindow appears.

11.0nthe Gener al page, perform the following actions.
a) Specify alogin name.
Record the value that you specify in the SDCT Variables table for the variable
CT_DB_USERNAME.
b) Click SQL Server authenti cati on and enter apassword.

Record the value that you specify in the SDCT Variables table for the variable CT_DB_PWD
12.0nthe Ser ver Rol es page, select DBCr eat or , and leave the default option Publ i c.
13.0Onthe User Mappi ng page, perform the following actions.

a) Inthe Map column, select the checkbox beside the CWP database, that you created previoudly.
b) Inthe Dat abase rol e nmenbershi p for CWP section at the bottom of the window, select
db_owner and leave the default selection publ i ¢ enabled.
c) Click OK.
14.FromtheFi | e menu, select Open > Fil e. . ., navigateto folder that contains the ct-mssgl.sql
script file that you downloaded, and then click Open.
The script opens in the query window.

15.0n the menu bar, click Execut e.

© N o u

The script creates a table for Contact Tracing proximity events with the username and password that
you specified previously.
The script creates the dbo.CovidContacts table.

16.FromtheFi | e menu, select Open > Fi |l e. . ., navigate to folder that contains the auth-mssqgl.sql

script file that you downloaded, and then click Open.
The script opens in the query window.

17.0n the menu bar, click Execut e.

The script creates the SQL table for authentication events with the username and password that you
specified previously.
The script creates the and dbo.AuthInfo table.

18.Close SSMS.

The following figure shows SSM S with the new CWP Dat abase and the Message window after
successfully executing the ct-mssqgl.sql script.
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,_5; ct-mssqgl.sgl - EV3-UAT-SRV2\SQLEXPRESS.ContactTracing (EV3-UAT-LAB\ev3-uatadmin (53)) - Microsoft SQL Server Management Studio
File  Edit View Project Tools Window  Help

- |?-°EI3' 'dH#|J§NEWQUEWE®nmx%DM| |' '|@| '|P 'lmﬁﬁlz
| [ b et 3285 0| S @ | = 7| =

Object Explorer MR Wl ct-rnssqlsgl - EV3-\ev3-uatadmin (33)) + X
T USE [ContactTracing]
C b~ -
onne L KY O 50
= i@ EV3-UAT-SRV2\SOLEXPRESS (SOL Server 14.0.1000 - EV3-U; JrEE Object: Table [dbo].[CovidContacts] Script Date: 2821-84-17 2:28::
= Databases SET ANSI_NULLS ON
3 System Databases GO
5 17 Database Snapshots SET QUOTED_IDENTIFIER ON
+ @ Mymines 60 . ) )
. ) = IF NOT EXISTS (SELECT * FROM sys.objects WHERE object_id = OBJECT_ID(N'[dbe].|
+ @ Myminesadmin L BEGIN
= W ContactTracing “CREATE TABLE [dbo].[CovidContacts](

+ Database Diagrams [source_mac] [char](12) NOT NULL,
+ Tables [remote_mac] [char](12) NOT NULL,
+ Views [create_time] [bigint] MOT NULL,
+ External Resources [rssi] [float] NOT MULL,
5l Synonyms CONSTRAINT [PK_CovidContacts] UNIQUE NONCLUSTERED
+ Programmability !
. [source_mac] ASC,
+ Service Broker -
[remote_mac] ASC,
+ Storage [create_time] ASC
+ Security JWITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_DUP_KEY = OFF, Al
+ Security ) OM [PRIMARY]
+ Server Objects END
+ Replication GO
s W PolyBase SET ANSI_PADDING ON
+ Management 60 . . .
. [rEREEE Object: Index [IX covidcontacts sourcel] Script Date: 2821-84-17 2:
+ XEvent Profiler
100% ~ 4
@i Messages

Commands completed successfully.

Completion time: 20Z1-0&-30T17:51:07.3808258-04:00

Figure 42: SSMS with ContactTraci ng Dat abase

Creating Tables for Health Attestation and Temperature Alerts
If your environment uses the Health Attestation and Temperature Alerts features, run the Nymi-
provided SQL scriptsto create the appropriate tables.

Before you begin

e The user that creates the database must have db_owner or db_ddladmin privilege to the CWP
Dat abase.

» Ensure that the extracted CWP deployment package isin a central location.

About this task

Perform the following steps from a computer that has SSM S installed and access to the SQL Server with
the CWP Dat abase.
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1. Open SSMS and connect to the SQL server.

2. Navigatetothe CWP_12_depl oynent _f ol der \cwp\cwpweb\config folder in the shared
location.

3. Copy the mssgl.sql fileto local directory.

4. Navigatetothe CWP_12_ depl oynent _f ol der \cwp\kafka-connect\config folder in the shared
location.

5. Copy the temp-mssgl.sql fileto alocal directory.
6. Inthelocal directory, double-click on the mssgl.sql file.

A new query window appears.

7. Click the Execut e button.
The script creates the dbo.NymiAttestationInfo and dbo.JwtStore tables.

8. Inthelocal directory, double-click on the temp-mssgl.sql file.

A new query window appears.

9. Click the Execut e button.
The script creates the dbo.NymiTemplnfo table.

Ensure that the TCP/IP is enabled fo the SQL instance.

Perform the following actionsinthe SQL Server Confi gurati on Manager application.

1. Intheleft navigation pane, expand SQL Ser ver Networ k Confi gur ati on, and then select
the appropriate Protocols for the SQL Server option.

In the right pane, select TCP/IP, and then right-click and select Enabl ed.
Double-click TCP/ I P.

Inthe TCP/ | P Properti es window, select thel P addr esses tab.
Navigate to the | PALL section, and then for the TCP port value, type 1433.
Click OK, and then click Appl y.

On the prompt to restart the SQL services, click OK.

Restart SQL server services.

© N kWD

To implement Smart Distancing and Contact Tracing, you must deploy a Kubernetes cluster with at
least physical computer or virtual machine that acts as the worker node.

For high availability, the number of control plane master nodes that you require depends on how the
ETCD cluster is deployed. There are two choices:
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* Inastacked Kubernetes production environment with bundled ETCD cluster. There must be at |east
3 control plane master nodes.

» InaKubernetes environment that uses an external ETCD cluster. There must be at least 2 control
plane master nodes.

Note: ETCD isan open source distributed key-value store that manages data for Kubernetes. ETCD isa
guorum based system. The number of nodes required in an N-node cluster isN/2 + 1.

Table 14: Number of Nodes Required for High Availability

|l Ol B~ W]DN
Al W|lWIDN]DN
NI NP PFP]|] O

Deploy A Kubernetes Cluster in AWS Using EKS

The following diagram provides an overview of the CWP Kubernetes cluster deployment architecture
for AWS EKS.
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Kubernetes deployment in AWS with EKS includes the following steps:

1. Createa AWSVPC for EKS Cluster
2. Createa ESK Cluster

Note: Itisvery important to keep the env file after the deployment. It contains crucial parameters
required for removing the cluster and VPC.

To create an EKS cluster, you require an available VPC.

The VPC should include subnets across multiple available zone in the respective AWS region. In a
production environment, consider using 3 or more availability zones when possible.

The VPC may include both public and private subnets. The following table summarize the subnet
configurations:

Table 15: VPC Subnet Configurations

Subnet Configuration Detail Application

Both public and private subnets Public subnet for ELB and Private Internet facing
subnets for EKS worker nodes

Public subnets only Public subnet for ELB Internet facing
and EKS worker nodes

Private subnets only Private subnets for the EKS Not for internet facing
worker nodes. This configuration
requiresaNAT Gateway to
allow nodes to access internet

Perform the following steps to create the Kubernetes client when using AWS.

1. On the Kubernetes Administration Terminal, open abash terminal and change to the
CWP_12 depl oynent _f ol der /deploy/kube/client folder.

2. Type./init-client -a aws-region -c cluster nane
Where:

* aws-r egi on defines the AWS region where the cluster resides.
* cl uster nane defines the name of the EKS cluster.

Perform anew VPC deployment by using thecr eat e- vpc script.
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Perform the following steps on the designated initial master node.

1. Onthe Kubernetes Administration Terminal, open a PowerShell or bash terminal and change to the
CWP_12 depl oynent _f ol der /deploy/kube/init/aws folder in the shared location.

2. Type./create-vpc -region aws-region [-public] [-private] [-cidr
net wor k_Cl DR]

where:

* -aws-regi on - Defines the AWS region on which to create the VPC.

* -public - Creates a public subnet in each availability zone, up to a maximum of 3 availability
zones may be used

* -private - Creates a private subnet in each availability zone, up to a maximum of 3 availability
zones may be used

e —cidr net wor k__Cl DR- Defines the network CIDR of the VPC. It is recommended to use a class
A private network CIDR with 16 bit blocks.

For example, the following command creates a VPC with private subnets in the designated
region US- east-2:./create-vpc -region us-east-2 -private -cidr
10. 120. 0. 0/ 16

This command distributes the network CIDRs of the subnet according to the size of the CIDR blocks
on the VPC. The size of the network CIDRs will be 1/16 of the size of the VPCs.

Create anew EKS cluster by using thecr eat e- ¢l ust er script:

Perform the following steps on the designated initial master node.

1. Openabash terminal and changeto the CWP_12 depl oynent _f ol der /deploy/kube/init/aws
folder.

2. Type./create-cluster [-public] [-private] -adnmin|-a
kuber net es_adnmi n

where:

* - publ i c -Is specified if the respective VPC has public subnet.
* -privat e -Is specified if the respective VPC has private subnet. This also enables - publ i c.

» kuber net es_adm n - Defines the Kubernetes administrator account that manages the
Kubernetes cluster. You can define any valid account name. The default value is kube- adm n.

For example,

* To create an EKS cluster with a VPC that has both public and private subnets, type . / Cr eat e-
cluster -private
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* To create a VPC with only public subnets, type . / cr eat e-cl uster -public

AWS EK S automatically creates an Elastic Load Balancing (ELB) for a LoadBalancer type service.
An AWS Network Load Balancer at layer 4 of the OSI model load bal ances the network traffic.

you can use an Ingress controller instead of an external load balancer. This guide does not document the
use of an ingress controller.

Perform the follow steps to customize the Kubernetes environment.

SDCT requires TL S certificates to secure communications.

Perform the following steps on the Kubernetes Administration Terminal.

1. Copy the CTAPI TLS certificates (PKCS12) intothe CWP_12 depl oynment _f ol der /cwp/certs
folder, and then rename the certificatefiletot | s. pf x.

Note: The deployment script will extract values fort | S. crt andt| s. key from the certificate.

2. Copy the Kafka TL S certificate (PKCS12) into the CWP_12_depl oynent _f ol der /cwp/certs
folder, and then rename the Kafka certificate fileto kaf ka-t | s. pf x.

When you run the ./init-crypto script, you are prompted to specify the TLS certificate password.

Nymi-supplied scripts create the environment based on variables that you define in the .env file.

The .env contains environment variables that are common to al environments. The file .env includes
the credentials and | P addresses of the domain, NES, and the Contact Tracing Dashboard. Refer to the
SDCT Variablestable for the values that you recorded during the SQL database and domain setup.

1. On the Kubernetes Administration Terminal, in Windows Explorer, navigate to
CWP_12 depl oynent _f ol der \deploy\kube folder.

2. Edit the .env file and configure the values to match your environment.

The following table summarizes the general configuration variables.
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Specifiesthe list of CWP components to deploy.
The default valueis

=(zookeeper broker ctapi ctprocessor cwpweb kafka-
connect)

Specifiesthe URL that an NES Administrator uses to
accesstheNES Adm ni strator Consol e
in aweb browser.

Specify the value in the format

https://nes_i p_address/service_na
Y ou can aso find these values by running the NES
installer on the NES server, and then selecting the
Revi ew Setti ngs tab.

For example:

=https://10.0.4.167/nes

TE.

Specifies the LDAP protocol that used in the domain,
| dap or| daps.

Specifies the port on which Kubernetes uses to
connect to the domain. Type 389 for LDAP or 636
for LDAPS.

Specifies the | P address of the Active Directory
domain controller.

Specifies the base Distinguished Name (DN) to use
to search LDAP. Thefirst DC should be the Active
Directory domain (ie. CORP_LDAP_DOVAI N.

For example:

="DC=qga-lab,DC=local"

Specifiesthe LDAP group that has accessto AWS.
The default value is Domain Users, which you can
change if necessary.

Specifies the LDAP group that contains users that
require administrator access to the Cont act
Traci ng Dashboard.
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Specifies the name of the Health and Safety AD
group. Use commas to separate multiple group
names.

Note: Usersin this group have administrator access
to the Health Check Application.

Specifies FDQN of the Active Directory domainin
which NES resides.

For example:

=ga-lab.local

Specifies the service account, which isan Active
Directory domain account that is a member of the
NES administrator group.

For example:

=adeed

Specifies the DN of the CORP_LDAP_USER that is
used by LDAP.

The format should consist of the name of an object
and the LDAP designator.

For example:

="CN=adeed,CN=Users,DC=qga-lab,DC=local"

Specifies password of the service account. Do

not type avalue for this variable. Theinit-crypto
command will encrypt the password and update the
file with the appropriate value.

Thisvalue is dependent on the NES certificate trust.

If thisvalueis O certificate validation is disabled for
TL S connections. Nymi recommends that you specify
avalue of 1.

The following table provides information on the configuration parameters that are specific to Kafka.
Modify values if your configuration uses values that differ from the default.

Required. Specfies the public domain for the
Kubernetes cluster, to allow machinesthat areon a
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different domain from the Kubernetes cluster, access
to the Kubernetes cluster. Y ou can obtain this value
from the SDCT Environment Variables

Specifies the Kafka broker listener port for external
client. The default value is

=9092

Specifies the Kafka broker listener port for internal
client. The default value is

=29092

Specifies the Kafka broker listener port between
broker instances. The default valueis

=9095

Specifies the node port on which the kafka broker
bootstrap service connects to the external load
balancer. The default valueis

30090

Specifies the Kafka broker listener protocol in the
Kubernetes cluster. The default valueis

=ssL

Specifies the Kafka broker listener protocol outside
the kubernetes cluster. The default value is

=SASL_SSL

Specifies the Kafka broker listener protocol between
the broker instances. The default valueis

=SSL

Specifies the Kafka broker TLS certificate keystore
password. Do not type avalue for this variable. The
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init-crypto command will encrypt the password and
update the file with the appropriate value.

Specifiesthe Kafka SASL admin password. Do

not type avalue for this variable. Theinit-crypto
command will encrypt the password and update the
file with the appropriate value.

Specifiesthe CT Processor password. Do not type
avalue for this variable. The init-crypto command
will encrypt the password and update the file with the
appropriate value.

Specifiesthe Nym  Edge Agent password. Do
not type avalue for this variable. The init-crypto
command will encrypt the password and update the
file with the appropriate value.

Bootstrap node port. The default valueis

30090

Comma separated list of secure protocols. The default
valueis

TLSv1.3,TLSv1.2

Lists the cipher suites. Leave the default value

"TLS ECDHE_ECDSA_WITH_AES 256 GCM_SHA38
TLS ECDHE RSA_WITH_AES 256 GCM_SHA384,
TLS ECDHE_ECDSA_WITH_AES 128 GCM_SHA256|
TLS ECDHE_RSA_WITH_AES 128 GCM_SHAZ256,
TLS ECDHE_ECDSA_WITH_CHACHA20_POLY 1305 |
TLS ECDHE RSA_WITH_CHACHA20_POLY 1305 SH

TLS DHE RSA_WITH_AES 128 GCM_SHA256"

=+

CPU request for Kafka-connect.

Defines the memory request for Kafka-connect.
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Defines the CPU limits for Kafka-connect.

Defines the memory request for Kafka-connect.

The following table provides information about the variables that you defined when you configured
the CWP Dat abase. Use the SDCT Variables table to obtain the values that are specific to your

environment.

Specifiesthe |P address of the machine that is hosting
the CWP Database.

For example:

=10.0.4.102

Specifies the port for the SQL database. The default
valueis

=1433

Specifies name of the SQL instance, on which you
created the CWP Dat abase.

For example:

=SQLEXPRESS

Specifies the location of the Cont act Tr aci ng
catalogue, where various schema and mappings are
kept in an SQL environment. Thisvalue is the name
that you specified for the CWP Dat abase.

For example:

=ContactTracing

The SQL server schemafor the CWP Dat abase.
If thisis not particularly defined, use the defaullt,
dbo.

=dbo

Specifies the SQL username to use to log into the
CWP Dat abase.
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For example:

=ct sa

Specifies password of the SQL database user. The
init-crypto script prompts you for this password and
then encrypts the password. It is not necessary to type
the password.

Specifies the location of the TLS signing CA
certificate.

Determinesif the script should skip Certificate
verification. Acceptable values are True or False.

Specifes the port on which the Health Check
Application connects to the CWP Database. The
default value is 443.

The environment variables defined in these file provides values to the ConfigM aps that are used by the
CWP components. ConfigMaps are defined in kube/cwp/base.in/config.yml folder.

Nymi-supplied scripts create the environment based on variables that you define in the .prod-env file.

The .prod-env contains environment variables that are customer environment-specific.

1. Onthe Kubernetes Administration Terminal, in Windows Explorer, navigate to
CWP_12 depl oynent _f ol der \deploy\kube folder.

2. Edit the .prod-env file and configure the values to match your environment.

The following table summarizes the general configuration variables.

Defines the global namespace. Leave the default
value cwp.

Defines the global namespace. Leave the default
value production.

Specifies the docker hub repositories where images
for the respective environment are stored. Leave this
variable undefined.
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Definesthe internal port on which Kafka connectsto
the boostrap server. Leave the default value

broker.${ CWP_NAMESPACE} .svc.cluster.local :
${KAFKA_BROKER_INTERNAL_PORT}

Note: The
KAFKA BROKER | NTERNAL _PORT isdefined
inthe .envfile.

Defines the Zookeeper servers in the Kubernetes
cluster. Leave the default value

""zookeeper-0.zookeeper.
${CWP_NAMESPACE} .svc.cluster.local: 2888:3888;

zookeeper-1.zookeeper.${ CWP_NAMESPACE}

.svc.cluster.local :2888:3888;zookeeper-2.zookeeper.
${ CWP_NAMESPACE} .svc.cluster.local: 2888:3888"

Specifies the number of initial Zookeeper replicas.
The default valueis 3.

Specifies the number of initial Kafkareplicas. The
default valueis 3.

Specifies the number of initial Verne replicas. The
default valueis 3.

Specifies the number of initial Web replicas. The
default valueis 1.

Specifies the number of initial CT replicas. The
default value is 3.

Specifies the maximum number of initial Zookeeper
replicas. The default valueis 6.

Specifies the maximum number of initial Kafka
replicas. The default valueis 9.

Specifies the maximum number of initial Verne
replicas. The default value is 9.

Specifies the maximum number of initial Web
replicas. The default valueis 9.

Specifies the maximum number of initial CT replicas.
The default valueis 9.
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Defines the minimum number of Zoopkeeper replicas
to always have available. The default value is

$(($ZOOKEEPER_REPLICAS/2 + 1))

Defines the minimum number of Zoopkeeper replicas
to always have available. The default value is

$((SKAFKA_REPLICAS/2 + 1))

Defines the minimum number of Verne replicas to
always have available. The default valueis

$((3VERNE_REPLICAS/2 + 1))

Specfies the minimum number of Web replicas to
aways have available. The default valueis 1.

Specifies the minimum number of CT replicasto
aways have available. The default valueis 1.

Specifies the persistent volume size for Zookeeper
data. The default valuesis

8Gi

Specifies the persistent volume size for Kafka data.
The default valuesis

32Gi

Specifies the persistent volume size for Verne data
The default valuesis

8Gi

Specifies the persistent volume policy to reclaim
disk space. Supported values are Delete, Retain or
Recycle. The default valueis

Delete
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Note: Most systems do not support Recycle.

Specifies the number of hours to retain the Kafka log
file entries. The default valueis

1

The default valueis

3

The default valueis

3

The default valueis

1

The default valueis

$((KAFKA_TOPIC_MULTIPLIER*KAFKA_REPLICAS]

The following table summarizes variables that control the resource requests and limits.

Specifies the amount of CPU initially requested by
Zookeeper in milliCPUs. The default valueis

100m

Specifies the amount of memory initialy requested
by Zookeeper in mebibytes. The default valueis

512Mi
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Specifies the maximum amount of CPU that
Zookeeper can request in milliCPUs. The default
valueis

200m

Specifies the maximum amount of memory that
Zookeeper can request in mebibytes. The default
valueis

1024Mi

Specifies the amount of CPU initially requested by
the Zookeeper Broker in milliCPUs. The default
valueis

1000m

Specifies the amount of memory initialy requested
by the Zookeeper Broker in mebibytes. The default
vaueis

1024Mi

Specifies the maximum amount of CPU that the
Zookeeper Broker can request in milliCPUs. The
default valueis

2000m

Specifies the maximum amount of memory that the
Zookeeper Broker can reguest in mebibytes. The
default valueis

4096Mi

Specifies the amount of CPU initially requested by
Vernein milliCPUs. The default valueis

1000m
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Specifies the amount of memory initialy requested
by Verne in mebibytes. The default valueis

1024Mi

Specifies the maximum amount of CPU that Verne
can request in milliCPUs. The default valueis

2000m

Specifies the maximum amount of memory that the
Verne can request in mebibytes. The default valueis

4096Mi

Specifies the amount of CPU initially requested by
the CTProcessor in milliCPUs. The default valueis

200m

Specifies the amount of memory initialy requested
by CTProcessor in mebibytes. The default valueis

2564Mi

Specifies the maximum amount of CPU that
CTProcessor can regquest in milliCPUs. The default
valueis

1500m

Specifies the maximum amount of memory that the
CTProcessor can request in mebibytes. The default
valueis

1024Mi
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Specifies the amount of CPU initially requested by
Kafka Connect in milliCPUs. The default valueis

100m

Specifies the amount of memory initialy requested
by Kafka Connect in mebibytes. The default valueis

2564Mi

Specifies the maximum amount of CPU that Kafka
Connect can request in milliCPUs. The default value
is

1000m

Specifies the maximum amount of memory that the
Kafka Connect can request in mebibytes. The default
valueis

512Mi

Specifies the amount of CPU initially requested by
CTAPI in milliCPUs. The default valueis

100m

Specifies the amount of memory initialy requested
by CTAPI in mebibytes. The default valueis

245Mi

Specifies the maximum amount of CPU that CTAPI
can request in milliCPUs. The default valueis

1000m
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Specifies the maximum amount of memory that the
CTAPI can request in mebibytes. The default value
is

2048Mi

Specifies the amount of CPU initially requested by
CWWeb in milliCPUs. The default value is

200m

Specifies the amount of memory initialy requested
by CWWweb in mebibytes. The default valueis

512Mi

Specifies the maximum amount of CPU that CWWeb
can request in milliCPUs. The default valueis

1000m

Specifies the maximum amount of memory that the
CWWeb can request in mebibytes. The default value
is

2048Mi

3. Savethefile.

The logging environment variables are described in the Troubleshooting chapter.

An RSA key pair protects the password of the Active Directory account that is used asa Connect ed
Wor ker Pl at f or mservice account. The password is encrypted using the public key and is stored in
the env file. The private key is passed to the CWP containers for decrypting the password.

This section describes the instructions to harden the passwords that are contained in the env file and
accessed during installation of the Kubernetes components.
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Note: Run the ./init-crypto script, beforeyou runthe. / cwp env_nane up command.

Ensure that you only run the init-crypto script once, unless the .env and certs directory is overridden.

1. On the Kubernetes Administration Terminal, open abash terminal, and then change to the ../deploy/
kube directory.

2. Type./init-crypto env_nane.
3. When prompted, specify the password for each Kubernetes component.
The script encrypts the following passwords and stores them in the /
conkeyr ef =" prod_nanes/ cwp_depl oy" /deploy/kube/.env environment variable file:

* CORP_LDAP_PASSWORD - Password used to log into the NES Administrator Console.

* KAFKA _SSL_KEYSTORE_PASSWORD - Kafka broker TLS certificate keystore password.
* KAFKA_SASL_ADM N_PASSWORD - Kafka SASL admin password.

» KAFKA_SASL_CTPROCESSOR_PASSWORD - Kafka password for the CT Processor.

* KAFKA_SASL_CTCA_PASSWORD - Kafka password for the Nym  Edge Agent .

Ensure that the extracted CWP installation package has been copied to the Kubernetes Administration
Termina.

The instructions in this section enables you to launch the Kubernetes environment with 3 nodes.

1. Onthe Kubernetes Administration Terminal, open abash terminal, and then change to
CWP_12 depl oynent _f ol der /deploy/kube folder.

2. Initialize the client by typing one of the following commands:

* For bare-metal deployments, type . /i ni t-cl i ent - m user @mast er - node
Where:
e mast er - node is the address of the initial master node

* user isa user on the node.
* For AWS deployments, type . /i nit-client -a aws-region -c cluster nanme

Where:
* aws-r egi on is the AWS region where the cluster resides, and
e cl uster name is the name of the EKS cluster
3. Update the environment by typing. / cwp updat e prod update
4. Launch the environment by typing. / cwp prod up.
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After you launch the Connect ed Wor ker Pl at f or mplatform and terminate the respective
containers, ensure that you save the contents of the following data folders under the host(s):

 runtime/kafka/data/kafka.
* runtime/zookeeper/data/Zookeeper .
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Review the following information to plan your upgrade. Infrastructure refersto NES, the Nynmi  Band
ApplicationandtheNym Runti ne software.

* You can upgrade the Nymi Components (NES, Nynmi  Band Appl i cation, Nym Runti e,
and Nymi Band firmware) in any order.

* Youcanupgrade NES, Nyrmi Band Application,andNyni Runti ne directly from NEE
3.21,33xand CWP1.2.1.

e CWHP 1.3 NES supportsthe CWP 1.2.1 and Nymi Enterprise Edition 3.3.x Nym Band
Applicati on.

*  When you upgrade the Nymi Band Application, you must also upgrade NES before performing any
enrollments.

* You can use aNymi Band 3.0 with CWP 1.3 firmware only on user terminals that use the Ny i
Runt i me that isincluded with CWP 1.3.

* You cannot use aNymi Band 2.0 in a CWP 1. 3 infrastructure.

e You canuse aNymi Band 3.0 with NEE 3.2.1, NEE 3.3.0 or CWP 1.2.1 firmwarein CWP 1.3
environment; however, new functionality introduced in an NEE or CWP version that is newer than
the firmware is not available.

e You cannot use aNymi Band 3.0 with CWP 1.3 firmwarein aNEE 2.6.1, NEE .3.2.1 or NEE 3.3.x
environment.

*  When you upgrade from NEE 3.3.x and earlier, you must re-enroll the Nymi Band.

Y ou can upgrade earlier versions of NES to the current version of NES. To upgrade a NES
implementation that uses ADCS/NDES to manage certificates, you must refer to the Nymi Connected
Worker Platform Migration Guide for detailed information on migrating to the Nymi Token Service
(NTS) for NES certificate i ssuance method.

Nym Token Servi ce (NTS) issues authentication tokens to NEAs that alow the NEAS, including
theNym Band Appl i cati on, to authenticate to Nymi Bands that are enrolled in the enterprise.
NTS provides you with asimplified, secure deployment that does not require ADCS/NDES user
accounts and reliance on specific user account permission requirements in AD security policies.

To upgrade a previous version of NES that uses NTS, perform the following steps:

Note: For upgrades from NES 2.X, Microsoft .NET framework will be upgraded to Microsoft .NET
Framework 4.8.

1. Extract the NESinstallation package to alocal directory on the NES host.
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2. From the directory that contains the extracted NES installation package, run ..\NesInstaller
\install.exe.

3. OntheUser Access Contr ol window, click Yes.
4. OntheQpen File - Security warni ng window, click Run.

5. If applicable, onthe User Access Control page, review the Microsoft NET EULA, and then

click Accept . Complete the .NET installation and continue with the NES installation.
6. OntheApplication Install Security Warni ngwindow, click I nstal | .
7. OntheOpen File - Security warni ng window, click Run.
8. On theleft navigation pane, click Locat i on, and then perform the following steps.

a) Inthel nstall Root field, confirm that the path to the NES servicesis correct, asit was
specified during the initial deployment.
The default location is C:\inetpub\wwwroot.

b) Inthel nst ance Nane field, type the descriptive name that was specified during the initial
deployment for the NES web application instance name. For example, NES. See Configuration
Attribute Valuesin the Nymi Connected Worker Platform NES Deployment Guide.

Note: Ensure that the values that you specify in the | nst al | Root and | nst ance Nane
match the values that you specified when you deployed the previous version of NES. When
the values that you specified in the | nst al | Root and | nst ance Nane are correct, the
Locat i on test results will show Install Type: Update/ Re-Install. If there is no match for the
values entered, the Locat i on test results will show New Installation for the Install Type. The
following figure provides an example of the Locat i on window for an NES upgrade.
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File Location
Cinetpubiwwwrean

NES

s

Success
STERIT Upsdate / Re-Irstall
Certificates Services path:

Authentication: ClinetpulliwwwrootNESIAUthenticationService
Database Enroliment: C:linetpublwwwrootINES\NEnrallmnt
NES: CilinetpubiwwarootiNESINES

Review Settings

Install

Figure 44: Update / Reinstall installation type
9. Ontheleft navigation pane, click I nstal | .
10.Click Updat e.

Note: If the update option is not available, the | nst al | Root or | nst ance Nanme fields on the
Locat i on tab are not the same values that were specified when you deployed the previous NES
version.

11.0n the Level Two certificate warning window, click OK.

12.0Onthe Updat e NES window, click Yes to reapply the configuration.
The | nst al | window display the status of the upgrade process.

13.When the Install window displaysthel nstal | ati on Conpl et e message, close the Ny mi
Set up window.

Upgrading the Enrollment Terminal

Upgrade the Nymi Band Application on each enrollment terminal in the environment.

Upgrading the Nymi Band application
Upgrades from a previous version are supported.
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Y ou are not required to remove the previous version before installing the newer version. You can
upgradethe Nynmi  Band Appl i cati on by using the installation wizard or silently from a command
prompt.

Note: Before performing an upgrade of the Nymi  Band Appl i cati on, kill al user sessions for
logged in users who are not performing the upgrade.

Perform the following stepsto install or upgrade the Nymi Band Application silently, for example,
when you want to install the software remotely by using a software distribution application.

1. Savethe Nymi Band Application package, provided to you by your Nymi Solution Consultant.
2. Launch the command prompt as administrator.
3. From the folder that contains the Nymi Band Application, type Nymi-Band-App-installer-
v_ver si on.exe/exenoui /q
Where you replace Ver Si on with the version of the Nymi installation file.
The installation command returns to a command prompt immediately, and the installation

completes silently. When the installation completes, the Nymi Band Application and Ny mi
Runt i me applications appear in the Pr ogr am and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /7 option
with the /passive option in the installation command.

Perform the following steps to upgrade the Nymi Band Application on each network terminal that you
will useto enroll and authenticate users to their Nymi Bands.

1. Download the Nymi Band Application software to a directory on the network terminal. For example,
C:\Downloads

2. Double-click the installation file Nymi-Band-App-installer-v_ver si on, and then follow the
prompts to update the software.

Upgradethe Ny Runt i mesoftware on user terminals that use the Nymi Band to perform
authentication tasks. In Citrix/RDP environments, update the Nym  Runt i mesoftware on server
that acts asthe centralized Ny Agent . In environments that use the Smart Distancing and Contact
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Tracing or the Temperature Alert feature, install Nymi Edge Agent on the user terminalsin your
environment that are on the same domain as NES.

Upgrades from a previous version are supported.

Y ou are not required to remove the previous version before installing the newer version. You can
upgradethe Ny Runt i me by using the installation wizard or silently from a command prompt. In
Citrix/RDP

Perform the following steps to install or upgrade Ny Runt i me on anetwork device, on which you
want to install a Nymi-enabled application.

o wDdPE

© © N

Log in to the terminal, with an account that has administrator privileges.

Extract the Nym  SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exe file.
OntheWel comne page, click I nst al | .

OntheUser Account Contr ol page, click Yes.
The installation wizard appears. If the installation detects missing prerequisites, perform the steps
that appear in the prerequisite wizards.

OntheWel cone to the Nym Runtine Setup W zard page, click Next .
OntheNym Runtine Set up page, click Next .

OntheServi ce Account window, click Next .

OntheReady to install page clickl nstall.

10.Click Fi ni sh.
11.0nthel nstal | ati on Conpl eted Successful ly page, click C ose.
12.Inthe W ndows Ser vi ces applet, confirm that you can seethe Nynmi  Agent and Ny mi

Bl uet oot h Endpoi nt services, and that the status of each serviceis Runni ng.

Perform the following steps to install or upgradethe Nymi Runt i me and the BLE adapter drivers
silently, without user intervention.

1. Log into the network terminal with an account that has administrator privileges.
2. Extract the Nymi API distribution package.
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3. Launch the command prompt as administrator.

4. Changeto the ..\nymi-sdk\windows\runtime folder, and then type: "Nymi Runtime Installer
version.exe" /exenoui /q

Where you replace Ver Si 0on with the version of the Nymi Installation file.
Note: Ensure that you enclose the command in double quotes.

The installation command returns to a command prompt immediately, and the installation
completes silently. When the installation completes, Ny Runt i me appears in the Pr ogr am
and Feat ur es applet.

Note: Alternately, you can track the progress by performing an unattended installation, which
displays the installation screens but does not require user intervention by replacing the /7 option
with the /passive option in the installation command.

The silent installation process creates an installation log file in the %temp% directory named Nymi
Runtime ver si on_ti ne.log

Follow the instructions below to manually install Nym Bl uet oot h Endpoi nt manually. Retrieve
theinstalation file nbed x.y.z amd64.deb from Nymi.

Retrieve the installation file nbed_x.y.z_amd64.deb from Nymi.

1. Switch your user modeto Admi ni st r at or from the system menu, or log in by entering an the
credentials of a person in the domain admin group.

a) Right-click the desktop or click St art .
b) Click Switch to Adm ni strat or fromthe menu. You will be prompted to enter the
administrator password.

The screen is surrounded by a red border when in administrator mode.

2. Extract thefile, nbed_x.x.z_amd64.deb, from the Nymi distribution package and save it to the
machine. Where x.y.z isthe version of the file. Note the file path.

3. Unlock read/write accesswith X Ter mi nal .
a) Click Start andgoto Tool s.
b) Click X Ter mi nal .
¢) Typefsunl ock

4. InX Term nal change the directory to the file location of nbed-cron_x. y. z_amd64.deb and
install the extracted file.

dpkg -i nbed _x.y.z_and64. deb

Where you replace X. Y. Z with the actual version number of the file.
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5. Reboot the client.

Review this section to determine how to update the user terminals and Kubernetes environment when
thereisanew CWP release.

On each user terminal, you must upgrade the Nymi Runtime, remove the current version of Ny mi
Edge Agent,andtheninstall thenew Nym Edge Agent version.

Note: The Nymi Connected Worker Platform NES Deployment Guide describes how to update the
Nymi Runtime.

Install theNym Edge Agent andtheNym Runti me software on User Terminals or the RDP
session host / Citrix server in the environment to collect information from Nymi Bands.

The installation process differs for local and RDP/Citrix configurations:

* Inalocal configuration, install Nym  Edge Agent andtheNym Runt i me application on each
thick client user terminal. The Nymi Connected Worker Platform Administration Guide provides
detailed information about how toinstall Nymi Runt i ne.

* Inaremote configuration install:

e Nynmi Edge Agent onaRDP session host or Citrix server, which installs the Edge Agent
service. When auser logs into a remote session, one EdgeAgentsL auncher process and one
EdgeAgents process start for each user session.

* Nym Bl uetooth Endpoi nt application on each thin client user terminal.

* Nym Agent application on any server in the environment.

The Nymi Connected Worker Platform NES Deployment Guide provides detailed information
about how to install and configurethe Nymi Bl uet oot h Endpoi nt andthe Nyni  Agent
application for configurations that use RDP or Citrix.

Install N\ymi  Edge Agent onthe RDP session host / Citrix server in your environment that is on the
same domain as NES.

* Install the latest version of OpenSSL for Windows and add the bin directory isincluded in the
system path.

e TheNym Edge Agent package has been extracted to a central location.

 If an untrusted root CA issues the NES certificate, you must import the root CA certificate for the
untrusted root. Importing the Root CA certificate provides more information.
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Perform the following steps on the RDP session host / Citrix server:

1. Copy the extracted edgeagents folder to the RDP session host / Citrix server.

The folder contains the following files:

decrypt.key file, which is used to decrypt the SASL and NES usernames and passwords.
edgeagents-service-x64-ver si on.msi file, which installs the Nymi  Edge Agent software on
a thick client user terminal and uses the parameters detailed in the edge_agents.conf file.
edgeagents-terminal-service-x64-ver si on.msi file, which installs the Nym  Edge Agent
software on a RDP sessions host/ Citrix server and uses the parameters detailed in the
edge_agents.conf file.

secretutil.cmd file, which is Windows command utility that encrypts secrets.

edge_agents.conf file, which used to configure the parameters of the Nym Edge Agent
installation, and includes keys generated from the PowerShell utility.

KafkaCA.pem file, which is a default client truststore certificate.

2. Perform the following steps to generate the secret keys by using the secretutil.cmd file.
a) Click the St art menu and type cnd. Right-click Cormand Pr onpt and click Run as

adm ni strator.

b) Change the directory that containsthe extracted Nymi  Edge Agent installation package. For

example, the C:\edgeagents folder.

¢) Initialize secretutil.cmd with the following command:

secretutil.cnd -init

d) Usethe secretutil.cmd command to encrypt the sasl username and password.

1. By default, the username is ctca. Type the following command to encrypt the username in an
output file.

secretutil.cnd -enc ctca>OUTPUT FI LE NAME. t xt

where OQUTPUT FI LE NAME. t Xt is the name of the file that contains the encrypted
username.
2. Type the following command to encrypt the SASL password.

secretutil.cnd -enc PASSWORD>OUTPUT FI LE NAME 2.t xt

where PASSWORD is the password specified by the person who implemented the server side
components when they ran the init-crypto command and OUTPUT FI LE NAME 2.t Xt is
the name of the file that contains the encrypted password.

The output files contain the secret keys used in the edge_agents.conf file.

3. Perform the following steps to update the edge_agents.conf file with the secret keys that you created
in the previous step.

a) Open the edge agents.conf file with atext editor.
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b) Update the value for the key sasl.username. It isthe encrypted value in the username output text
file.

sasl . user name=[ encr ypt ed user nane]

¢) Update the value for the key sasl.password. It is encrypted value in the password output text file.

sasl . passwor d=[ encr ypt ed passwor d]

4. Savethe edge agents.conf file.
5. For Kafka TLS certificates that are issued from an untrusted CA only, perform the following stepsto
install the Kafka Truststore.
a) Obtain the Kafka Broker root CA certificate from the person who implemented the CWP cluster.
Thefileis stored in the CWP deployment package, in the cwp/certs folder.
b) If required, rename the Kafka Broker root CA cert to KafkaCA.pem.
¢) Backup the KafkaCA.pem certificateinthe Nyrmi  Edge Agent instalation directory.
d) Replacethe default KafkaCA.pemfileinthe Ny Edge Agent installation package directory
with the new KafkaCA.pem certificate file that you obtained from the implementation engineer.
6. Open the edge_agents.conf, and ensure that the value defined inthesasl . ca. pat h key isC:
\Nymi\Edge_Agents\certs\KafkaCA.pem.
7. Uncomment thelinel auncher . node = 1.
8. Edit the following configuration parameters in the edge_agents.conf file.
Producer Specific Properties:

* boot strap. servers, which defines a list of host and port pairs of Kafka brokers.
NES Specific Properties:

* nes. ur |, which specifies the NES URL.
* agent . url, which specifies the N\ym  Agent URL. When you do not specify a value, Ny mi
Edge Agent will pick up the local Nym  Agent URL.

9. Savethe edge agents.conf file.

Note: Ensure the edge_agents.conf file is configured prior to installing edge_agents.msi. This
configuration file can then be copied to different machines being installed with Nyni  Edge
Agent .

10.Run the installer file edgeagents-terminal-services-x64-ver si on.msi.
The Nymi  Edge Agent application is installed in the C:\Nymi\Edge_Agents folder and an Ny i
Edge Agent service starts. Each time a user logs in to a Citrix or RDP session, an Ny  Edge
Agent Launcher process starts and the Nyrm  Edge Agent service starts an Nym  Edge
Agent process.

Note: In Task Manager,the Nymi Edge Agent Launcher process appears as Ny mi
Edge Agent in the list of processes.

When the user session ends, the additional Nymi  Edge Agent and Nym Edge Agent
Launcher processes terminate.

Note: The section Nymi Edge Agent Log Files provides information about Nymi  Edge Agent log
files.
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Install Nymi Edge Agent on the user terminals in your environment that are on the same domain as

NES.

» Install the latest version of OpenSSL for Windows and add the bin directory isincluded in the
system path.
» The Nymi Edge Agent package has been extracted to a central location.

Perform the following steps on each user terminal:

1. Copy the extracted edgeagents folder to the user terminal.

The folder contains the following files:

decrypt.key file, which is used to decrypt the SASL and NES usernames and passwords.
edgeagents-service-x64-ver si on.msi file, which installs the Nymi  Edge Agent software on
a thick client user terminal and uses the parameters detailed in the edge_agents.conf file.
edgeagents-terminal-service-x64-ver si on.ms file, which installs the Nyni  Edge Agent
software on a RDP sessions host/ Citrix server and uses the parameters detailed in the
edge_agents.conf file.

secretutil.cmd file, which is Windows command utility that encrypts secrets.

edge_agents.conf file, which used to configure the parameters of the Nym Edge Agent
installation, and includes keys generated from the PowerShell utility.

KafkaCA.pem file, which is a default client truststore certificate.

2. Perform the following steps to generate the secret keys by using the secretutil.cmd file.
a) Click the St art menu and type cd. Right-click Command Pr onpt and click Run as

adm ni strator.

b) Change the directory that contains the extracted Ny Edge Agent installation package. For

example, the C:\edgeagents folder.

c) Initialize secretutil.cmd with the following command:

secretutil.cnd -init

d) Usethe secretutil.cmd command to encrypt the sasl username and password.

1. By default, the username is ctca. Type the following command to encrypt the username in an
output file.

secretutil.cnd -enc ctca>OUTPUT FI LE NAME. t xt

where OQUTPUT FI LE NAME. t Xt is the name of the file that contains the encrypted
username.
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2. Type the following command to encrypt the SASL password.
secretutil.cnd -enc PASSWORD>QUTPUT FI LE NAME 2.t xt

where PASSWORD is the password specified by the person who implemented the server side
components when they ran the init-crypto command and OUTPUT FI LE NAME 2.t Xt is
the name of the file that contains the encrypted password.

The output files contain the secret keys used in the edge_agents.conf file.
3. Perform the following steps to update the edge_agents.conf file with the secret keys that you created
in the previous step.
a) Open the edge agents.conf file with atext editor.

b) Update the value for the key sasl.username. It isthe encrypted value in the username output text
file.

sasl . user nanme=[ encr ypt ed user nane]
¢) Update the value for the key sasl.password. It is encrypted value in the password output text file.

sasl . passwor d=[ encr ypt ed passwor d]

4. Savetheedge agents.conf file.

5. For Kafka TLS certificates that are issued from an untrusted CA only, perform the following steps to
install the Kafka Truststore.

a) Obtain the Kafka Broker root CA certificate from the person who implemented the CWP cluster.
Thefileis stored in the CWP deployment package, in the cwp/certs folder.

b) If required, rename the Kafka Broker root CA cert to KafkaCA.pem.

c) Backup the KafkaCA.pem certificateinthe Nym Edge Agent installation directory.

d) Replacethe default KafkaCA.pemfileintheNym Edge Agent installation package directory
with the new KafkaCA.pem certificate file that you obtained from the implementation engineer.

6. Open the edge agents.conf, and ensure that the value defined inthesasl . ca. pat h key isC:
\Nymi\Edge Agents\certs\KafkaCA.pem.

7. Edit the following configuration parameters in the edge_agents.conf file.
Producer Specific Properties:
* boot strap. servers, which defines a list of host and port pairs of Kafka brokers.
NES Specific Properties:

* nes. url, which specifies the NES URL.

* agent . url, which specifies the N\ymi  Agent URL. When you do not specify a value, Ny mi
Edge Agent will pick up the local Nym  Agent URL.

8. Savethe edge agents.conf file.
Note: Ensure the edge_agents.conf file is configured prior to installing edge_agents.msi. This

configuration file can then be copied to different machines being installed with Nym Edge
Agent .

9. Runtheinstaller file edgeagents-service-x64-ver si on.msi.
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The Nymi Edge Agent application is installed without any user interactions in the C:\Nymi
\Edge_Agents folder and the .Nymi Nymi Edge Agent service appears with a Running status in

Windows Services.

Note: The section Edge Agent Log Files provides information about Nym  Edge Agent log files.

Update the CWP environment

Nymi provides you with scripts to update the CWP environment, including environment variables and

services.

In CWP 1.2, some environment variable names have changed. The script renames the CWP 1.1
environment variable names to the new environment variable names. The following table provides alist
of the CWP 1.1 environment variables names and the corresponding new variable name.

\

Note: When you update to CWP 1.2, existing contact events remain unchanged in the Contact Tracing

Dashboard.

NES SAM_ACCOUNT_USER_DOMAIN

CORP_LDAP_DOVAI N

Specifies FDQN of
the Active Directory
domain in which
NES resides.

For example:

=ga-lab.local

NES_SAM_ACCOUNT_USERNAME

CORP_LDAP_USER

Specifies the service
account, which is

an Active Directory
domain account that
isamember of the
NES administrator

group.
For example:

=adeed
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CWP11 CWP 12 Purpose

NES _SAM_ACCOUNT_PASSWORD CORP_LDAP_PASSWORD Specifies password
of the service
account. Do not

type avaluefor this
variable. Theinit-
crypto command
will encrypt the
password and update
the file with the
appropriate value.

Nymi provides customers with an update package that updates the configuration and installs new
services.

» Ensure that you copied the extracted CWP update package to the Kubernetes Administration
Terminal.

Note: Thefolder in which you extracted the CWP 1.2 update package is referred to as the CWP 1.2
deployment folder (CWP_12_depl oynent _f ol der).

» Ensurethat you know the path to the CWP 1.1.x deployment folder, referred to asthe mast er
depl oynment f ol der . For example /cwpall.

Perform the following steps from the Kubernetes Administration Terminal, in abash terminal.

1. Changetothe CWP_12_ depl oynent _f ol der /deploy/kube/updates folder, and then type. /
updat e prod CAP_mast er _fol der.
The update script revises the environment variables in the mast er depl oynent fol der
and creates a backup of the original deployment configuration files in .CwWp.cwp folder in the home
folder (~/) of the current user. The backup file/folder format is: dat et i me-cwp-1.2-update. Where
dat et i me is in the formatt i me yyyynmdd. HHVM For example 10:35AM October 11 2021 will
be: 20211011.1030.

2. Editthenast er depl oynent f ol der /deploy/kubel.env file, and then specify values for the
following environment variables:

Specifiesthe DN of the
CORP_LDAP_USERthat is used by
LDAP.
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The format should consist of the name
of an object and the LDAP designator.

For example:

="CN=adeed,CN=Users,DC=0ga-
|lab,DC=local"

Specifies the name of the Health and
Safety AD group. Use commas to
separate multiple group names.

Note: Usersin this group have
administrator access to the Health
Check Application.

3. Editthemast er depl oynent f ol der /deploy/kube/.prod-env file, and then modify values for
the following environment variables to match your environment, as appropriate:

Specifies the amount of CPU initially requested by
Kafka Connect in milliCPUs. The default valueis

100m

Specifies the amount of memory initialy requested
by Kafka Connect in mebibytes. The default valueis

2564Mi

Specifies the maximum amount of CPU that Kafka
Connect can request in milliCPUs. The default value
is

1000m

Specifies the maximum amount of memory that the
Kafka Connect can reguest in mebibytes. The default
valueis

512Mi
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4. Changetothermast er depl oynment f ol der /deploy/kube folder, and thentype. / cwp pr od

updat e
The new CWP services are deployed.

Nymi provides you with a utility that enables you to update the firmware on one or multiple Nymi
Bands. Thisutility isintended to be used in an unattended or batch mode, which simplifies the process
of updating alarge number of Nymi Bands. During the update process, the utility provides the operator
with high-level status information about the process. The upgrade process generates a log file that
details the Nymi Bands that were updated, including serial numbers and firmware versions.

When you run the update utility, it determinesif there are any Nymi Bands in the vicinity that are on
charge and require an update. The firmware update utility only updates Nymi Bands with an older
firmware.

If the utility detects a Nymi Band that requires a firmware update, the utility performs the following
actions:

Preparesto install the update. The Nymi Band screen displays STAND BY .
Transfers the firmware to the Nymi Band. The Nymi Band screen displays DOWNL OAD with a
progress bar.

Restarts the Nymi Band and applies the firmware update to the Nymi Band. The Nymi Band screen
displays messages about the update progress.

The Nymi Band displays SUCCESS, for abrief period of time, after it is updated.

When the utility completes a Nymi Band update, the utility scans for other Nymi Bands in the
vicinity (within Bluetooth range) that require an update. If a Nymi Band is found, the update is
started on another Nymi Band.

The utility keeps running until terminated by the user.

Note: If the Nymi Band uses recovery firmware, the messages that are displayed during afirmware
update may be different than what is indicated above.

Nymi recommends that you update the firmware on a maximum of five Nymi Bands at one time.
Attempting to update more than five concurrently may require the user to stop and manually restart
the utility.

Y ou may heed to disable or extend sleep mode on the Windows computer to prevent the utility from
terminating when the computer goes to sleep. When the utility terminates, Nymi Bands that were

in the process of downloading software will revert back to the previous firmware version. If the
firmware update terminates, restart the fw_updater utility, which will restart the upgrade process on
Nymi Bands, that are on charge, require an update, and are within Bluetooth range.
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* Todisplay additional help information while using the firmware update utility, run the
f w_updat er _gol d_v<ver si on>. exe application with the --help argument.

* Thefw_updat er_gol d_v<ver si on>. exe utility requires the Nymi Band to bein close
proximity of the Bluetooth adapter(s) before the firmware update transfers to the Nymi Band. The
range varies with the environment, and the default range is approximately 6-18 inches. The default
rangeislimited to avoid unintended updates of Nymi Bands. If an increased rangeis desired, run the
f w_updat er _gol d_v<ver si on>. exe utility with the --rssi <value> argument, with <value>
having arange of -50 to -99. A lower RSSI value (closer to -99) provides longer range, while alarger
value (eg. -50) will decreaseit. By default avalue of -60 is used.

* A Nymi Band with a charging cradle or multiple Nymi Bands to update

e A USB hub with one or more (up to a maximum of five) Bluetooth adapters plugged into it

» One charging cradle for each Nymi Band

» The executable file has the same version number as the fw_updater utility executable file
(fw_updater_gold_v<version>.exe)

*  Windows 10 computer

During afirmware update, the utility provides you with update and status information, such as:

* Firmware version

*  Number of available BLE adapters

»  Number of in progress updates

e Total number of Nymi Bands that are updated during the session.

Perform the following steps to concurrently update the firmware on multiple Nymi Bands.

1. Download and extract the firmware package into adirectory of your choice on a Windows computer.
For example, C:\Nymi_firmware.

2. If the Windows machine hasthe Ny Band Appl i cationorNyni Runtime installed onit,
stoptheNymi Bl uet oot h Endpoi nt service.
3. Plug the USB hub into an electrical outlet, and then into a USB port on the Windows machine.

4. Put up to five Nymi Bands on charge. Plug each charging cable and up to five Bluetooth adapters
into the USB hub. Double-click thef w_updat er _gol d_v<ver si on>. exe executable in the
filefolder.

Note: If you put a drained Nymi Band on charge, the charging icon appears, and the upgrade
process starts when there is a sufficient battery charge on the Nymi Band.
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On start up, the application scans the Bluetooth adapters on the USB hub for a Nymi Band that has
a firmware version that is older than the version in the firmware package, or a Nymi Band with
recovery firmware. A firmware transfer starts for each detected Nymi Band.

5. The Nymi Band automatically restarts when the download completes, and then completes the
firmware update process. A brief SUCCESS message appears.
As each Nymi Band firmware update completes, take the completed Nymi Band off charge and plug

in another Nymi Band that requires updating. The firmware update utility continues to scan for
Nymi Bands that require an update.

6. To stop the application, pressCt r | +C.

7. If required, restart the Nymi Bluetooth Endpoint service before using the Nymi Band Application or
an application that usesNyni  Runt i ne.

After you update a Nymi Band with version NEE 3.3.x and earlier firmware, you must re-enroll the
Nymi Band

At any time during the firmware update process, you can view firmware log file information. The
result_log.csv is available in the same directory where the fw_updater_gold v<version>.exefileis
executed. Y ou can provide this file to Nymi Support when troubleshooting is required. Alternatively,
if a--log argument was provided using a command line, then the log is available in the directory
determined by the user.

The fw_updater.log file contains system diagnostic information about actions that are run during Nymi
Band firmware upgrades. Thisfileis required by Nymi Support to help resolve Nymi firmware issues
regarding upgrades.

Nymi creates a maximum of 5 rotating log files. Each of these log files cannot exceed 10MB.
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The following section provides information about the Nymi-provided CWP deployment scripts.

Thedepl oy/ kube/ i ni t/ bar e/ env file contains the environment variables that are used during

the Kubernetes deployment.

Important variables for bare-metal installation include:

» K8S_ VERSI ON, which defines the Kubernetes version to install
e CLUSTER_NANE, which defines the name of the Kubernetes cluster

Thecr eat e- cl ust er startsadditional scripts during different stage of the deployment:

The script that installs kubernetes and is invoked with
sudo. The script supports the following options:

- C - Installs a Kubernetes master node. When this
option is excluded, the script installs a Kubernetes
worker.

- d - Installs and uses Docker for the container
runtime instead of the default container runtime
cont ai ner d.

- X - Disables the Control Plane Node isolation
mode. When you use this option, you cannot run
pods on the control plane nodes

This script creates the initial Control Plane Master node
in anew kubernetes cluster or join nodes to an existing
Kubernetes cluster. It needs to be invoked with sudo
and can take the following command line options:

- C - Initialize kubernetes cluster on the initial
master node

- S - Joins a secondary master to a kubernetes
cluster

- W- Joins aworker node to a kubernetes cluster

- evAPI _server _f gdn - Specifiesthe FQDN
of the control-plane API Server endpoint. The
default valueiskube- api - ser ver withIP
address that is mapped to the first Control Plane
Master node.
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¢ -t kubeadm t oken iscluster token for
anode to join the cluster> Thisis required for
secondary master nodes and worker nodes

» -h hash iscluster key hash for anode to join the
cluster. Thisisrequired for secondary master nodes
and worker nodes

Thedepl oy/ kube/ i ni t/ aws/ env file contains the environment variables that are used for the
installation.

The important variables for AWS include:

e CLUSTER_NANME - Name of the Kubernetes cluster.

* AWS_REG ON- AWSregion on which to install the EKS cluster.

* | NSTANCE_TYPE - AWS EC2 instance type to use for EKS worker nodes.

e M N _WORKER_ NODES: - Auto-scaling parameter that defines minimal number of worker nodesin
the cluster.

» DESI RED_WORKER_NCDES - Auto-scaling parameter that defines the number of worker nodesin
the cluster.

*  MAX_WORKER _NODES - Auto-scaling parameter that defines the maximal number of worker nodes
in the cluster

 ROOT_VOLUME_SI ZE - Disk size of each node in Gigabyte
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