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Preface

Preface

This document is part of the Connected Worker Platform documentation suite.

Purpose

The Nymi Connected Worker Platform—FIDO2 Deployment Guide provides information about
how to configure Connected Worker Platform and FIDO2 components to allow authenticated
users to use the Nymi Band to perform authentication operations.

Audience

This guide provides information to CWP Administrators and Administrators of FIDO2 relying
parties, including Microsoft Azure AD, Okta, Ping and Duo, that use Nymi Bands as FIDO2
authenticators to authenticate users.

Revision history
The following table outlines the revision history for this document.
Table 1: Revision history

1.0 May 6, 2022 First release of this document.

2.0 February 2, 2023 Second release of this
document. Updated to include
information about how to use the
Nymi Band with Microsoft Azure
AD.

3.0 September 30, 2024 Third release of this document.
Updated to include details about
Standalone Mode Nymi Band and
CWP Mode Nymi Band.
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Version Date Revision history

4.0 September 9, 2025 Fourth release of this

document. Updates include:

* Changes to the Using the
Nymi Band to Log into Web
Applications with Microsoft
Credentials section to include
information about how to
prepare the user terminal to
reduce the number of clicks
that the user performs before
they can perform the Nymi
Band tap.

* Introduction of
Troubleshooting chapter.

The Nymi documentation suite includes the following guides:

Nymi Connected Worker Platform—Overview Guide

This document provides overview information about the Connected Worker Platform (CWP)
solution, such as component overview, deployment options, and supporting documentation
information.

Nymi Connected Worker Platform—Deployment Guide

This document provides the steps that are required to deploy the Connected Worker
Platform solution.

Separate guides are provided for authentication on iOS and Windows device.
Nymi Connected Worker Platftorm—Administration Guide

This document provides information about how to use the NES Administrator Console to
manage the Connected Worker Platform (CWP) system. This document describes how to
set up, use and manage the Nymi Band™, and how to use the Nymi Band Application. This
document also provides instructions on deploying the Nymi Band Application and Nymi
Runtime components.

Nymi SDK Developer Guide—NymiAPI(Windows)

This document provides information about how to develop Nymi-enabled Applications by
using the Nymi API(NAPI).
Nymi SDK Developer Guide—Webapi(Windows)

This document provides information about how to understand and develop Nymi-enabled
Applications (NEA) on Windows by utilizing the functionality of the Nymi SDK, over a
WebSocket connection that is managed by a web-based or other application.
Connected Worker Platform with Evidian Installation and Configuration Guide
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The Nymi with Evidian Solution—Deployment Guide provides information about how to
deploy the Nymi with Evidian solution components.

 Nymi Connected Worker Platform—Troubleshooting Guide

This document provides information about how to troubleshoot issues and the error
messages that you might experience with the NES Administrator Console, the Nymi
Enterprise Server deployment, the Nymi Band, and the Nymi Band Application.

* Nymi Connected Worker Platform with Evidian Troubleshooting Guide

This document provides overview information about how to troubleshoot issues that you
might experience when using the Nymi solution with Evidian.

e Connected Worker Platform with POMSnet Installation and Configuration Guide

The Nymi Connected Worker Platform—POMSnet Installation and Configuration Guides
provides information about how to configure the Connected Worker Platform and POMSnet
components to allow authenticated users to use the Nymi Band to perform authentication
operations in POMSnet.

* Nymi Band Regulatory Guide

This guide provides regulatory information for the Generation 3 (GEN3) Nymi Band.
e Third-party Licenses

The Nymi Connected Worker Platform—Third Party Licenses Document contains
information about open source applications that are used in Nymi product offerings.
» Connected Worker Platform Release Notes

This document provides supplemental information about the Connected Worker Platform,
including new features, limitations, and known issues with the Connected Worker Platform
components.

If the Nymi software or hardware does not function as described in this document, you can
submit a support ticket to Nymi, or email support@nymi.com

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the
documentation suite. You can submit feedback by using support@nymi.com
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What is FIDO27?

FIDO?2 is standard for password-less authentication that offers a fast and secure way to log
into a Microsoft Account without entering credentials such as a username and password.

By eliminating the use of passwords, FIDO2 provides ease of use for end users who often
have to manage the credentials for a large number of user accounts, and the inherent security
issues that results from password reuse. For the enterprise IT system owners, the use of
FIDO2 reduces the cost of IT system maintenance due to security breaches, and the help desk
costs that are associated with managing password resets.

FIDO2 makes use of public / private key pairs(FIDO passkeys), instead of passwords, to
authenticate to back-end applications and identity systems. The private key is used to prove
the identity of the user, and the key is stored on the FIDO authenticator for the user, A FIDO
authenticator is typically a hardware device in the form of a key fob, a USB device, or a Nymi
Band. The public key is stored on the back-end application or identity system, and is tied to
the user account. The public key allows the back-end to authenticate the user by verifying a
signature generated using the user’s private key.

FIDO2 is designed so that a single FIDO authenticator, like a Nymi Band, can be used to store
the private keys of a large number of back-end applications and identity systems. Furthermore,
the FIDO2 design ensures that user privacy is maintained by preventing the correlation of
multiple user accounts to a single user, even though the same FIDO authenticator is used to
store the FIDO2 private keys of those accounts.

The FIDO2 standards are managed by the FIDO (Fast IDentity Online) Alliance (https://
fidoalliance.org/) and is backed by major companies in the technology industry.

The Nymi Band combines key elements of the FIDO2 specification to create a secure,
convenient and private solution for logging into a Microsoft Account with continuous Nymi
biometric authentication.

The FIDO Alliance maintains a certification program to ensure interoperability of FIDO2-
capable devices and services, and that all FIDO2 devices meet the necessary security
requirements.

The Nymi Band is:

* A certified FIDO2 authenticator.
» Certified as Microsoft-compatible.
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Use Cases and Workflow

At the beginning of the work day, the user wears their Nymi Band, and authenticates to the
Nymi Band by using biometrics. Applications can access all FIDO passkeys that are stored on
the Nymi Band while the Nymi Band remains authenticated.

A user can use an authenticated Nymi Band to perform the following activities during a typical
day for a Nymi Band FIDO2 user:

* Log into their Windows machine that is joined to an Azure Active Directory domain
(including hybrid-joined machines) by using the FIDO passkeys for their Azure Active
Directory account, which are stored on the Nymi Band. To perform the login, the user
wears their authenticated Nymi Band and places the Nymi Band over an NFC reader that
is connected to the Windows machine. The login does not require any other form of user
interaction, including a PIN entry.

Note: Log in is possible even in situations where the machine does not have a network
connection.

» Tap their Nymi Band against an NFC reader to log into:

» Microsoft online services, for example Office 365, Outlook, and SharePoint.
» Applications like Salesforce and Google.

» Single-sign-on platforms, such as Ping, Okta, and Duo. The user can log on through
recent versions of all major web browsers.

Note: The user can register for FIDO passkeys with additional applications, and store the
FIDO passkeys on their Nymi Band.

At the end of the work day, the user takes off their Nymi Band. The Nymi Band immediately
deauthenticates, and applications cannot access the stored FIDO passkeys until the user
authenticates to the Nymi Band again.
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Prerequisites

Review this section for information about supported NFC readers and prerequisite
requirements.

Nymi-Supported NFC Readers

Nymi only supports PC/SC NFC readers. The following technical requirements are required for
NFC readers that will be used with the Connected Worker Platform:

e 1S0O14443A compatibility
* PC/SC compatibility
» Operation frequency of 13.56 MHz

Nymi recommends the HID 5022 USB Reader for its superior performance. It is fully
compatible with the Nymi Band and also supports many other smart card technologies and
NFC-enabled devices. Should this reader not address your organization's use case in some
way, please contact your Nymi Solution Consultant for additional options.

CWP supports the following NFC readers:

e HID Omnikey 5022

« ACS ACR122U

* Systec CONNECT BOX

+ Elatec TWN4 LEGIC NFC USB

e HID Omnikey 5127CK Mini

« ACS ACR1252U

e ldentiv CLOUD/uTrust 3700 F

» RFldeas WAVE ID Nano SDK 13.56MHz CSN Black Vertical USB Reader

Operating System and Web Browser
Requirements

To use Nymi Bands for FIDO2, you require at a minimum the following web browser versions.
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Operating System Web Browser

Windows 10 « Edge (new, Chromium-based): all versions
Windows 11 » Edge (legacy): Windows 10 version 1903
e Chrome: 76
» Firefox: 66
macOS Safari: macOS 10.15.2
iOS /iPadOS Safari: i0S 13.3 /iPadOS 13.3

Nymi provides you with a Nymi Band in either Standalone Mode or CWP mode. Before a user
can use their Nymi Band to perform tasks with their FIDO2 passkeys, the user must enroll to
the Nymi Band and register their Nymi Band as a FIDO2 authentication method for the relying

party.

Enrollment is the process of associating user with a Nymi Band. An administrator is not strictly
required to be present while a new user enrolls a new Nymi Band; however, for security
purposes, a corporate policy might require supervision.

The enrollment process differs for each mode:

» Standalone Mode Nymi Band—Users can immediately enroll their fingerprint to the Nymi Band
without the need to access additional applications.

* CWP Mode Nymi Band—Users must access the Nymi Band Application on the Nymi Band
Application Terminal to enroll their fingerprint to the Nymi Band. The enrollment process
associates the Nymi Band with the identity of the user in Active Directory. The enroliment
process stores information about the Nymi Band and the Nymi Band user in the Nymi
Enterprise Server(NES) database.

After the user completes enrollment, the user registers their Nymi Band as a FIDO2
authentication method for the relying party. The registration process is the same for a
Standalone Mode Nymi Band and a CWP Mode Nymi Band. The registration process writes
information that identifies the Nymi Band to user association in the FIDO2 application and the
Nymi Band stores the FIDO2 passkeys.

The registration steps differs depending on the FIDO2 application. You can find more
information about the registration in this document, within the applicable FIDO2 application
chapter.
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You can determine the Nymi Band mode by putting the Nymi Band on your wrist
and pressing any button. A Standalone Mode Nymi Band displays a fingerprint icon

®

A CWP Mode Nymi Band displays a setup code similar to the following image

Enrolling a Standalone Mode Nymi Band

You can use a enrolled Standalone Mode Nymi Band with FIDO2, SEOS and Legic technologies
to complete authentication activities with a Nymi Band tap.

To enroll a Standalone Mode Nymi Band, the user wears the Nymi Band, and then performs the
following steps:

1. When the Fi nger pri nt icon to appear on the Nymi Band screen, as shown in the
following image, place their finger on the fingerprint sensor and the fingerprint bezel that
surrounds the sensor.

—

Q

Figure 1: FINGERPRINT

2. When the LI FT FI NGER message appears on the screen, lift their finger from the sensor
and bezel.

When the TOUCH SENSOR message appears on the screen, place their finger on the sensor and
bezel.

The following figures show the LI FT FI NGER and TOUCH SENSOR messages.
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LIFT
FINGER

Figure 2: LIFT FINGER

Figure 3: TOUCH SENSOR
3. Repeat the steps to lift their finger and touch the sensor and bezel, as prompted.

The fingerprint process evaluates and captures 15 images of the fingerprint, and then performs one
of the following actions:

» If the process determines that the images that were captured are acceptable to create a template,
then the Nymi Band creates a securely-stored mathematical template of the image, and then
deletes the images.

» If the process determines that the images that were captured are not acceptable to create a
template, then the Nymi Band deletes all images and requires the user to repeat the fingerprint
capture process.

« If the process is unable to create a template after three attempts, the process fails and the Nymi
Band displays See Admin. In this situation, you must perform a delete user data operation on the
Nymi Band and retry the enroliment. The Nymi Connected Worker Platform—Administration Guide
describes how to perform the delete user data operation.

After you enroll your Nymi Band, you must register the Nymi Band

Enrolling a CWP Mode Nymi Band

To enroll a CWP Maode Nymi Band, the user puts on their Nymi Band and logs into the Nymi
Band Application on the enrollment terminal with their corporate credentials.

The Nymi Connected Worker Platform—Administration Guide provides more information about
the enrollment process. After enroliment, the user can access supported FIDO2 applications
and store passkeys on the Nymi Band.
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Using the Nymi Band to Log Into
Web Applications with Microsoft
Credentials

User can use the Nymi Band as a security key to sign into web-based application that rely on
Microsoft credentials, such as Microsoft Office 365.

Adding the Nymi Band into the
Authentication Methods Policy

Configure the Nymi Band as security key that supports passwordless authentication.

About this task
Perform the following actions in the Azure Console.

Procedure
1. Create a group for the users in your organization that use the Nymi Band to perform
authentication.

2. Navigate to Azure Active Directory > Security > Authentication nethods
> Aut hentication nmethod policy.

3. In the Met hods table, click FI DO2 Securi ty.
4. On the Basi cs tab, perform the following actions:
a) Set Enabl e to Yes.

b) In the Tar get section, click Add users and gr oups, and then select the group that
you created.

c) Click Save.

5. Navigate to Security > Conditional Access > Authentication Strengths,
and then click New Aut henti cati on Strengt h, as shown in the following figure.

6. Create a strength with the following attributes:
a)
7. Edit the Access policy and assign the authentication strength.
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To reduce the number of clicks that a user requires to log into applications with a Nymi Band
tap, optimize the options available on the user terminal.

Options to consider include:

» Limiting the Sign in options
» Disabling security key access from Bluetooth Devices

Reducing the Number of Sign In Options

Perform the following actions on each user terminal to reduce the number of sign in options
that are available for a user, which reduces the mouse clicks the user must perform before
they can perform authentication operations with the .

Nymi recommends that you leave only the Security key and at least one other sign in option
(Password) available.

1. Instruct the user to log into the user terminal.

2. From the Search bar, type Sign-in options, and then click Open, as shown in the following

figure.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0
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& » Apps Documents Web Settings People

Best match

I p .‘Signfin options

System settings

Apps

f Snipping Tool >

1 Discord >
H Sticky Notes >

Ex  System Information >

Settings

© Storage settings >

Change the resolution of the

= display f
i\iy Manage BitLocker >
Microsoft Web Search
Q Si - See more search results >
Store (3)
Search
.= Q swlgn-m options [ T D

Folders Photos

&

Sign-in options

System settings

>

Figure 4: Sign-in Options

3. If the Facial Recognition (Windows Hello) option is configured, click Renove, as shown in

the following figure.

Facial recognition (Windows Hello)
sign in with your camera (Recommended)

Automatically dismiss the lock screen if Windows recognises your face.

[ Enhance facial recognition protection

Improve pratect

gainst spocfing face materials. Sign-in errors might increase. Learmn more

Select your preferred Hello camera
Ifyc multiple compatible cameras, you can specify which one should be used by default.

Make your sign-in more personal Improve recognition

Remove this sign-in option Remove

Figure 5: Remove Facial Recognition option

4. Expand the Fi ngerprint Recognition (W ndows Hel | o) option. If the option is

configured, click Renove:

Copyright ©2025
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Tf"\\ Fingerprint recognition (Windows Hello) A
& Sign in with your fingerprint scanner (Recommended)

Set up another finger Add a finger

Remove this sign-in option Remove

Figure 6: Remove Fingerprint Sign-in Option

5. Expand the Pi n( W ndows Hel | 0) option. If the option is configured, perform the
following steps:
a) Click | forgot ny PIN, as shown in the following figure.

: PIN Windows Helo) .

Figure 7: | forgot my PIN option
b) Onthe Are you sure? window, click Cont i nue, as shown in the following figure.

Microsoft account X

Are you sure?
You should only reset your PIN if you forgot it or it stopped working.

If you reset your PIN, apps might require you to sign in again, and any data that's
managed by an organization could be lost.

If your PIN still works but you want to change it anyway, go to Start > Settings >
Accounts > Sign-in options and under PIN, select Change.

Figure 8: Are you sure window
c) Click Cancel , as shown in the following figure.
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Are yc

" setupa PIN

Figure 9: Cancel setup PIN option
d) OntheDi d you nmean to cancel PINwindow,clickl'll setup my PIN
| at er, as shown in the following figure.

Copyright ©2025
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Microsoft account X

Did you mean to cancel PIN?

Having a PIN on your device makes things easier—like unlocking, or signing in to your
favorite apps. We think you'll like it.

Create PIN |

Figure 10: I'll setup my PIN later option
The Si gn i n options window should appear similar to the following:

= - = [m] X
= Settings

Accounts > Sign-in options
Ways to sign in

Facial recognition (Windows Hello)
This option is currently unavailable

@ We couldn't find a camera compatible with Windows Hello Face

Use your face to sign in to Windows, apps, and
services

Fingerprint recognition (Windows Hello)
Sign in with your fingerprint scanner (Recommended)

T(’:(IQ

Use your fingerprint to sign in to Windows, apps and

A Set up
services

PIN (Windows Hello)
Sign in with a PIN (Recommended)

Use a PIN to sign in to Windows, apps, and services Set up

Related links

ﬁ Security key "

Sign in with a physical security key

p Password A

Sign in with your account's password

You're all set up Change
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Disabling Security Key Access From Bluetooth
Devices

Disable the ability to access a saved passkey from Bluetooth devices such as a tablet, iPad,
iPhone, or android device.

About this task

When a user can access a saved passkey from the Bluetooth-enabled device, the user might
see one of the following Si gn I n wi ndows.

& Windows Security X

Sign in with your passkey

To sign in to "login.microsoft.com”, choose a device with a saved

®

passkey. .?

(o]0] iPhone, iPad, or Android device

o= Use a saved passkey for login.microsoft.com

More choices ] Windows Hello or external security key

oo BF : : . 122 Use a phone or tablet
| It iPhone, iPad, or Android device (L]
Security key
Next Cancel

To disable passkey access from Bluetooth-enabled devices, perform the following steps on
each user terminal.

Procedure

1. Open Devi ce Manager .
2. Expand Bluetooth.

3. Right-click I ntel (r) Wrel ess Bl uetooth, and then select Di sabl e devi ce, as
shown in the following figure.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0 19



Using the Nymi Band to Log Into Web Applications with Microsoft Credentials

& Device Manager
File Achon View Help
e M HEHD = B kXE
w M
y Uy Awdeo nputs snd outputs
» B Audio Processing Objects (APOs)
» g Batteries
» 4| Biometric devices
~ ) Bluetooth
B Bluetocth Device (RFCOMBM Protocol TDD)
(3 Intel(R) Wireless Bluer- '

) Microsoft Bluetooth | Update driver
) Microsoft Bluetooth | Disable device
» @ Cameras Uninstall device
s [l Computer
» P Dellinstrumentation Scan for hardware changes

3 o Disk drives

3 [ Display adapters Properties

4. Close Devi ce Manager .

Microsoft - Adding the Nymi Band as a
Security Key

Perform the following steps to add the Nymi Band as a security key.

About this task
Perform the following steps a Windows user terminal.

Procedure

1. Plug the NFC reader into the user terminal.

2. From a browser log into the Of fi ce 365 | ogi n page, and click to Vi ew Account as
shown in the following figure.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0
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&

6 L Search ®

Nymi Inc.

Welcome to Microsoft 365 Debbie

DRedmon

Figure 11: View Account
3. On Security Info,click Updat e | nfo, as shown in the following figure.

Security info

2

Keep your verification methods and security
info up to date.

UPDATE INFO >

Figure 12: Edit Security Info

4. Onthe Security I nfo window, click Add a sign in method, as shown in the
following figure.

Security info

These are the methods you use to sign into your account or reset yo

Default sign-in method:

Figure 13: Edit Security Info

5. From the Add a met hod list, select Security Key, as shown in the following figure, and
then click Add.

Add a method

Figure 14: Edit Security Info

6. If the configuration requires multifactor authentication to make changes, on the Security
Key window, click Next , as shown in the following figure. Complete your multifactor
verification.
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Security key X

To set up a security key, you need to sign in with two-factor

authentication.
s | IR

Figure 15: Security Key window

7. Fromthe Security Key pop-up, click NFC Devi ce, as shown in the following figure, and
then click OK.

Security key

Cancel

Figure 16: Security Key
8. Onthe Security Key window, click Next , as shown in the following figure.

Security key X

Have your key ready.

When you choose Next, you will be prompted to tap your security key
on the reader. Then, touch the button or sensor on your security key
to finish setting up your device

For more detailed instructions, visit your key manufacturer's website.

o | D

Figure 17: Security Key window - Have your key ready

9. Onthe Create a passkey or pop-up,click Use a different device, asshownin
the following figure, and then click OK.
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Create a passkey on a phone or tablet

create a passkey for login.microsoft.com

Save another way

Scan this QR code with a camera on the device where you want to

Cancel

Figure 18: Create a passkey on a phone or tablet

100n the Setting up your
figure, and then click Next .

Setting up your new sign-in
method

Your device will open a window to finish setting up
your security ke

Cancel Next

new si gn i n net hod window, as shown in the following

Figure 19: Setting up your new sign in method

11.0n the Choose where to save your

passkey window, click Use a phone,

tabl et, or security key, as shown in the following figure.
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Choose where to save your passkey for
login.microsoft.com

[::] Use a phone, tablet, or security key >

E Use an external security key >

Cancel

Figure 20: Choose where to save your passkey

120nthe Creat e a passkey window, as shown in the following figure, and then click
Wndows Hell o or external security key.

Figure 21: Create a passkey
13.0n the W ndows Secur i ty windows that appear, click K.

14.0n the Cont i nue set up window, as shown in the following figure, tap your Nymi Band on
the NFC reader.

Windews Security X

Continue setup

Tap your security key on the reader or
insert it into the USB port.

Figure 22: Continue setup window

Note: You might need to tap and hold theNymi Band on the NFC reader for up to 10 seconds.
15.0n the Ent er Passwor d window, type your password, and then click Si gn i n.
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B® Microsoft
kkoralla@nymi.com

Enter password

Because you're accessing sensitive info, you need to
verify your password.

Figure 23: Enter Password window
16.0n the Security Key page, type identifying name for the Nymi Band, and then click

Next .
Security key X
Mame your security key. This will help distinguish it from other keys.
‘ .'.1'.| Nymi Band |

| cancel m

Figure 24: Security Key Identifier

Results
On the Office 365 login window, the Nymi Band identifier appears as a security key in the list
of sign in methods.

Logging Into Office 365 with a Nymi
Band

You can log into Office 365 with a Nymi Band tap on an NFC reader.

Procedure

1. Plug the NFC reader into the user terminal.

2. On a Windows user terminal, open the browser.

3. Navigate to the Office 365 login page.

4. Onthe Si gn i n page appears, type your username and then click Next , as shown in the
following figure.

Note: Some applications use Login Hints to suppress this window. Application Prompts User for
Username provides more information.
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B8 Microsoft
Sign in

dredmond@nymi.com

Can’t access your account?

Next

Q Sign-in options

Figure 25: Sign-in options

5. When the Maki ng sure it's you window appears, tap your Nymi Band against the
NFC reader.

L T e ——

Making sure it's you

Fieate tign = ta "lgn mroeak com’

This request comes from the app “msedge sxe” by Microsof

8

Touch your security key.

Figure 26: Making sure it's you window

Results
Login succeeds.

Microsoft - Removing the Nymi Band as
a Security Key

Perform the following steps to remove the Nymi Band as a security key. For example, when a

user re-enrolls their Nymi Band, when you assign a new Nymi band to a user, or you to use the
Nymi Band as an authenticator.
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1. Plug the NFC reader into the user terminal.

2. From a browser log into the Of fi ce 365 | ogi n page, and click to Vi ew Account as
shown in the following figure.

P - e,

| @ el £ Search

Nymi Inc.

Welcome to Microsoft 365 Debbie

Figure 27: View Account
3. On Security Info,click Updat e | nf o, as shown in the following figure.

Security info

o4

Keep your verification methods and security
info up to date.

UPDATE INFO >

Figure 28: Edit Security Info
4. Onthe Security i nfo window, click Del et e beside the entry for the Nymi Band.

After you remove the Nymi Band as a security key, the next steps you take depend on the
reason you removed the Nymi Band as a security key and the Nymi Bandmode. The following
table provides more information.
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Reason

Re-enrollment

Standalone Nymi Band

Put the Nymi Band on charge
and perform the delete user
data operation. Instruct the
user to enroll their Nymi Band.
The section Enrollment of a
Standalone Mode Nymi Band
provides mode information.

Using the Nymi Band to Log Into Web Applications with Microsoft Credentials

CWP Mode Nymi Band

Put the Nymi Band on charge
and perform the delete user data
operation, and then remove the
Nymi Band to user association

in Nymi Enterprise Server(NES).
Instruct the user to access the
Nymi Band Application Terminal,
and then perform an enrollment.

Note: In Connected Worker
Platform(CWP) 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.

Assign the Nymi Band to a new
user

Put the Nymi Band on charge
and perform the delete user
data operation. Instruct the new
user to enroll the Nymi Band.
The section Enrollment of a
Standalone Mode Nymi Band
provides mode information.

Put the Nymi Band on charge,
perform the delete user data
operation, and then remove the
Nymi Band to user association

in NES. Instruct the user to
access the Nymi Band Application
Terminal, and then perform an
enroliment.

Note: In CWP 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.

Discontinue the use of this Nymi
Band as an authenticator.

Put the Nymi Band on charge
and perform the delete user data
operation.

Put the Nymi Band on charge,
perform the delete user data
operation, and then remove the
Nymi Band to user association in
NES.

The Nymi Connected Worker
Platform—Administration Guide
provides more information.
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Using the Nymi Band to Log into
Windows Desktop

User can use the Nymi Band as a security key to sign into a Microsoft Account on a computer
that is running Windows 11 or Windows 10 (version 1903 or higher) by performing an NFC tap
with their authenticated Nymi Band on the Microsoft Azure login screen.

Pre-requisites for Hybrid Azure Active
Directory

You can use the Nymi Band in a Hybrid Azure Active Directory(AAD) environment.
Review the following requirements for Hybrid AAD.

* Windows 10 User terminals must run version 2004 or later.
*  Windows Domain controllers with the following patches:

* Windows 2016—KB4534307
* Windows 2019—KB4534321

e Domain controllers with AES_ 256 _HMAC_SHAL encryption enabled when you enable
the Networ k Security: Configure encryption types allowed for
Ker ber os policy.

» Active Directory server that you synchronize to Microsoft Entra ID by using Microsoft
Entra Connect.

» User account that have the following Microsoft Entra attributes,which you populate
through Microsoft Entra Connect:

« onPremisesSamAccountName (accountName in Microsoft Entra Connect)
* onPremisesDomainName (DomainFQDN in Microsoft Entra Connect)
» onPremisesSecurityldentifier (objectSID in Microsoft Entra Connect)

(Hybrid Azure only) Enabling Security
Key Login on Devices

In an Hybrid Azure environment, you must enable security key login on user terminals.

Perform one of the following actions to enable security key login on the user terminals:
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» Perform the following steps on each user terminal to create the registry key:

1. Navigate to HKLM > Software > Policies > Mcrosoft > FI DO
2. Create a new DWORD (32 bit) value named enableFIDODevicelLogin
3. Set the value to 1.

» Use Group Policy Objects(GPO) to push the changes to each user terminal. The following
table summarizes the policy settings:

Comput er Use Windows Hello for Enabled
Configuration > Business

Admi nistrative

Tenpl ates > W ndows

Component s > W ndows

Hel | o for Business

or

User Configuration

> Administrative
Tenpl ates > W ndows
Component s > W ndows
Hel | o for Business

Conput er Use cloud Kerberos trust for on- Enabled
Configuration > premises authentication

Admi ni strative

Tenpl ates > W ndows

Component s > W ndows

Hel | o for Business

Conput er Use a hardware security device Enabled
Configuration >

Adm ni strative

Tenpl at es > W ndows

Conmponent s > W ndows

Hell o for Business

You can

To create registry key on each user

Enabling a FIDO2 Credentials In Azure
Active Directory

Procedure

1. Loginto M crosoft Entra.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0 30



Using the Nymi Band to Log into Windows Desktop

2. Navigate to Security > Authentication Methods > Policies.
3. From the Met hods list, click FI DO2 security key, as shown in the following figure.

s Authentication methods | Policies

Figure 29: FIDO2 security key

4. Onthe FI DO Security Keys window, toggle the switch to Enabl e, as shown in the
following figure.

FIDO2 security key settings

Name Type Regestration

Figure 30: Enable FIDO2
5. On the Conf i g tab, configure FIDO2 security key method settings, as required.

Microsoft - Adding the Nymi Band as a
Security Key

Perform the following steps to add the Nymi Band as a security key.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0 31



Using the Nymi Band to Log into Windows Desktop

Perform the following steps a Windows user terminal.

1. Plug the NFC reader into the user terminal.
2. From a browser log into the Of fi ce 365 | ogi n page, and click to Vi ew Account as
shown in the following figure.

pu e T E,

| @ ] 25 O Search

Nymi Inc.

Welcome to Microsoft 365 Debbie Re

DRedmond@ny

Figure 31: View Account
3. On Security Info,click Updat e | nfo, as shown in the following figure.

Security info

2

Keep your verification methods and security
info up to date.

UPDATE INFO >

Figure 32: Edit Security Info

4. Onthe Security I nfo window, click Add a sign in method, as shown in the
following figure.

Security info

Default sign-in method:

Q, Phone

Figure 33: Edit Security Info

5. From the Add a met hod list, select Security Key, as shown in the following figure, and
then click Add.
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Add a method

Figure 34: Edit Security Info
6. If the configuration requires multifactor authentication to make changes, on the Security

Key window, click Next , as shown in the following figure. Complete your multifactor
verification.

Security key X

To set up a security key, you need to sign in with two-factor
authentication.

‘ Cancel ‘ Next

Figure 35: Security Key window

7. From the Security Key pop-up, click NFC Devi ce, as shown in the following figure, and
then click OK.

Security key

Cancel

Figure 36: Security Key
8. Onthe Security Key window, click Next , as shown in the following figure.

Security key X

Have your key ready.

When you choose Next, you will be prompted to tap your security key
on the reader. Then, touch the button or sensor on your security key
to finish setting up your device

For more detailed instructions, visit your key manufacturer's website.

‘ Back ‘ Next

Figure 37: Security Key window - Have your key ready

9. Onthe Create a passkey or pop-up, click Use a different device, asshownin
the following figure, and then click OK.
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Create a passkey on a phone or tablet

Scan this QR code with a camera on the device where you want to
create a passkey for login.microsoft.com

Save another way Cancel

Figure 38: Create a passkey on a phone or tablet

100nthe Setting up your new sign in nethod window, as shown in the following
figure, and then click Next .

Setting up your new sign-in
method

Your device will open a window to finish setting up
your security key

Cancel Next

Figure 39: Setting up your new sign in method

11.0nthe Choose where to save your passkey window, click Use a phone,
tabl et, or security key, as shown in the following figure.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0



Using the Nymi Band to Log into Windows Desktop

Choose where to save your passkey for
login.microsoft.com

[::] Use a phone, tablet, or security key >

E Use an external security key >

Cancel

Figure 40: Choose where to save your passkey

120nthe Creat e a passkey window, as shown in the following figure, and then click
W ndows Hell o or external security key.

Figure 41: Create a passkey
13.0n the W ndows Secur i ty windows that appear, click OK.

14.0n the Cont i nue set up window, as shown in the following figure, tap your Nymi Band on
the NFC reader.

Windews Security X

Continue setup

Tap your security key on the reader or
insert it into the USB port.

Figure 42: Continue setup window

Note: You might need to tap and hold theNymi Band on the NFC reader for up to 10 seconds.
15.0n the Ent er Passwor d window, type your password, and then click Si gn i n.
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B® Microsoft
kkoralla@nymi.com
Enter password

Because you're accessing sensitive info, you need to
verify your password.

Forgotten my password

Sign in with another account

Figure 43: Enter Password window

16.0n the Security Key page, type identifying name for the Nymi Band, and then click
Next .

Security key bt

Mame your security key. This will help distinguish it from other keys.

‘ I'.1'.| Nymi Band |

Figure 44: Security Key ldentifier

Results
On the Office 365 login window, the Nymi Band identifier appears as a security key in the list
of sign in methods.

Joining User Terminals to the Azure
Active Directory

Perform the following steps to add each user terminal to the Azure Active Directory(AAD)

About this task
To complete these step, you must log into the user terminal with account that an local
administrator privileges.

Procedure

1. From W ndows Setti ngs, click Account s, as shown in the following figure.
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0 sem Ef 0w [] e
Network & Inemet Personalization =

© nemenpoene & I=

Q Acoums @ Time &language ®) Gening

(s Ease of Access /C Search E] Privacy

Figure 45: Accounts option

2. In the left navigation pane, select Access work or school , as shown in the following
figure.

m Home YOur infO

Accounts

A= Your info

B Email & accounts

Sign-in options DEBBIE REDMOND (SHE/HER)

DRedmond@mnymi.com
Administrator

Access work or school

,Q+ O rer v Settings, permissions, and more

Manage my account

Q

Windows backup

Create your picture

@ Camera
B Browse for one

Figure 46: Access work or school option
3. On the window, click Connect, as shown in the following figure.
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& Settings
@ Home Access work or school
Find a setting P Get access to resources like email, apps, and the network. Connecting

means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask

Accounts
them.

A= Your info Connect

+

£ Email & accounts
. Connected to Nymi Inc.'s Entra ID

i g . Connected by DRedmond@nymi.com
Sign-in options

Access work or school
R, Other users

< Windows backup

Figure 47: Access work or school option

4, Onthe M crosoft Account window, click Join this device to Azure Active
Di rectory , as shown in the following figure.

Set up a work or school account

You'll get access to resources like email, apps, and the netwerk. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For spexific info about this, ask them,

Alternate actions:

These actions will set up the device as your arganization's and give your arganization
full control over this device.

[ ——

Toir this device to a local Retive Directony doma

Figure 48: Join this device to Azure Active Directory
5. Sign into your account.

6. Onthe Make sure this is your organi zati on window, click Joi n, as shown in the
following figure.
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Make sure this is your organization

If you continue, system policies might be tured on or ather changes might be made to your PC
Is this the right organization?

Connecting to: mymi.com
User name: SMacLean@nymi.com
User type: Administrator

=

Figure 49: Make sure this is your organization
7. On the click Done, as shown in the following figure.

Micrasaft scceunt =

You're all set!

This device is connected to Nymi Inc.,

‘When you're ready to use this new account, select the Start butten, select your current
account picture, and then select “Switch aceount’, Sign in using your
SMacLean@nymi.com email and password.

Figure 50: Make sure this is your organization

(Hybrid Azure only) Installing the
AzureADHybridAuthenticationManagement
Module

If you have an on-prem Active Directory(AD) that is joined with Azure AD, you
must ensure that your configuration uses TLS 1.2 and you must install install the
Azur eADHybr i dAut hent i cati onManagenent module.

About this task
Review https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-
passwordless-security-key-on-premises for more information.

Perform the following steps on any domain connected computer.
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1. Open Power shel | as an administrator.
2. Type the following command to ensure that the user terminal uses TLS 1.2

[System.Net.ServicePointManager]::SecurityProtocol =
[System.Net.SecurityProtocolType]::TIs12;

3. Type the following command to install the
Azur e ADHybr i dAut hent i cati onManagenent module.

Install-Module -Name AzureADHybridAuthenticationManagement -AllowClobber
4. Perform the following steps to create a new Microsoft Entra Kerberos server object both in
your on-premises Active Directory domain and in your Microsoft Entra tenant
a) Type the following command to specify an on premise user domain:
$domain = $env:USERDNSDOMAIN

b) Type the following command to define the UPN of a Azure Active Directory global
administrator

$userPrincipalName = "adm n_upn"
where adni n_upn is the UPN of your domain global administrator account.

¢) Type the following command, and on the pop-up that appears type the username and
password of a domain administrator account.

Windows PowerShell credential request

)
el
Enter your aredentials.

User name:

Password:

Figure 51: Domain Administrator Credentials
d) Type the following command create the new Azure AD Kerberos Server object in Active
Directory,and then publish the object to the Azure AD.

Set-AzureADKerberosServer -Domain $domain -UserPrincipalName
$userPrincipalName -DomainCredential $domainCred

After you configure the Azure environment to allow users to use their Nymi Band as a security
key in Azure Active Directory, the Windows login screen prompts the user to tap the security
key to log into the desktop, as shown in the following figure.
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&

»

Mike Lynch

Tap your security key on the reader or insert it into the USB port.

Figure 52: Windows Login screen
If you do not see this screen, perform the following steps:

1. On the Logi n screen, click Si gn-i n opti ons, as shown in the following figure.

Mike Lynch

Figure 53: Sign-in options
2. Click the security key icon, as shown in the following figure.
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&,

Mike Lynch

Figure 54: Sign-in options

Microsoft - Removing the Nymi Band as
a Security Key

Perform the following steps to remove the Nymi Band as a security key. For example, when a
user re-enrolls their Nymi Band, when you assign a new Nymi band to a user, or you to use the
Nymi Band as an authenticator.

Procedure

1. Plug the NFC reader into the user terminal.

2. From a browser log into the Of fi ce 365 | ogi n page, and click to Vi ew Account as
shown in the following figure.

6 £ Search

&l

Nymi Inc.

Debbie Re

DRedmond@ny

Welcome to Microsoft 365

Figure 55: View Account
3. On Security Info,click Updat e I nfo, as shown in the following figure.
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Security info

2

Keep your verification methods and security
info up to date.

UPDATE INFO >

Figure 56: Edit Security Info
4. Onthe Security i nf o window, click Del et e beside the entry for the Nymi Band.

What to do next

After you remove the Nymi Band as a security key, the next steps you take depend on the
reason you removed the Nymi Band as a security key and the Nymi Bandmode. The following
table provides more information.

Re-enrollment Put the Nymi Band on charge Put the Nymi Band on charge
and perform the delete user and perform the delete user data
data operation. Instruct the operation, and then remove the
user to enroll their Nymi Band. Nymi Band to user association
The section Enrollment of a in Nymi Enterprise Server(NES).
Standalone Mode Nymi Band Instruct the user to access the
provides mode information. Nymi Band Application Terminal,

and then perform an enrollment.

Note: In Connected Worker
Platform(CWP) 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.
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Assign the Nymi Bandto a new  Put the Nymi Band on charge Put the Nymi Band on charge,

user and perform the delete user perform the delete user data
data operation. Instruct the new  operation, and then remove the
user to enroll the Nymi Band. Nymi Band to user association
The section Enrollment of a in NES. Instruct the user to
Standalone Mode Nymi Band access the Nymi Band Application
provides mode information. Terminal, and then perform an
enroliment.

Note: In CWP 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.

Discontinue the use of this Nymi  Put the Nymi Band on charge Put the Nymi Band on charge,
Band as an authenticator. and perform the delete user data perform the delete user data
operation. operation, and then remove the
Nymi Band to user association in
NES.

The Nymi Connected Worker
Platform—Administration Guide
provides more information.
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Using the Nymi Band with Okta

You can use of the Nymi Band for passwordless login with Okta.

Before you users can register the Nymi Band as a FIDO2 token, you must perform the
following actions:

» Create user groups

» Assign users to the user groups

» Create and configure an authentication policy
» Create and configure a new sign on policy

The following sections provide you with high-level steps to perform each task. All supporting
screen shots and steps were performed in an Okta tenant with Okta Identity Engine(OIE).
When there are major differences between steps in OIE and Okta Classic, they will be called
out.

Creating an Okta User group

Perform the following steps in the Okta Admin Dashboard.
About this task

Procedure

1. From the left navigation pane, select Di rect ory > Groups, and then click Add G oup,
as shown in the following figure.

Oktd ‘Q ‘ @ EB dredmon:%blnym

Dashboard v

Groups

Directory ~

People All

Devices 7 @

Advanced search ~

Rules

Profile Editor

Directory Integrations Group source type | All

—

&, Add grol

Showi

Profile Sources Group name People Applications

Figure 57: Add group button

2. Name the group and provide a short meaningful description, and then click Save, as shown
in the following figure.
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Add group

Name Nymi Band Users

Description (optional) Users who will authanticate with their Nymi Band l

m ot

Figure 58: Add group window

Adding Users to the Group

Add users that use a Nymi Band for authentication to the new Okta group.

About this task

Perform the following steps in the Okta Admin Console.

Procedure

1. From the list of groups, select your newly created group.
2. Click Assi gn Peopl e, as shown in the following figure.

Assign people to Nymi Band Users

E]
7~

Advanced search ~
Showing 4

Person & username Status

debbie redmond Active
dredmond@nymi.com

David Lloyd Active +
dlloyd@nymi.com

Stuart MacLean Active +
smaclean@nymi.com

josh Mau Active +

jmau@nymi.com

Figure 59: Assign People option

3. From the list of users, click the + symbol to the right of the names of people you want to add
to the group.
The following figure provides an example where two users will be added to the group.
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Assign people to Nymi Band Users

Advanced search ~

Person & username Status

debbie redmond Active

dredmond@nymi.com

David Lloyd Active
dlloyd@nymi.com

Stuart MacLean Active

smaclean@nymi.com

josh Mau Active

jmau@nymi.com

More actions ¥

Showing 4

@ Assigned

Remove

@ Assigned

Remove

+

Figure 60: Adding Users to Okta Group
4. Click Done.

The Gr oup page displays the group with the included members.

O Nymi Band Users

Users who will authenticate with their Nymi Band

Created: 5/5/2023 Last modified: 5/5/2023 View logs

People Applications Profile Directories Admin roles

People

Advanced search ~

Person & username Status

David Lloyd Active
dlloyd@nymi.com

debbie redmond Active

dredmond@nymi.com

J[a]

Actions ¥

E] Assign people

Showing 2 of 2

Figure 61: Viewing Users in Okta Group

(Okta Classic only) Configuring
Multifactor Authentication and Policy

Multifactor Authentication(MFA) enables users to register their token (Nymi Band) for use with

Okta.
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About this task
Perform the following steps to configure MFA.

Procedure

1.
2.
3.

o

On the main menu, select Security > Miltifactor.
From the Fact or Types list, select Fl DC2 ( WebAut hn) .

In the upper right corner of the Fact or Types section, click the | nact i ve button, and
then select Act i vat e.

The following figure shows the Act i vat e button.

okta - =

Figure 62: Activating FIDO2 in Okta
Click Fact or Enrol | nment.
Click Add Mul tifactor Policy.

. Onthe Add Pol i cy window, perform the following steps.

a) In the Namre field type the name of the new policy.
b) Optionally, in the Descri pti on, type an informative description for the policy.

c) Inthe Assi gn to groups field, and start typing the name of the group you created.

The group that you created appears, as shown in the following figure.

Add Policy

Policy name

Nymi Passwordless Login

Policy description

Assign to groups

M
o Nymi Band Users Add

Figure 63: Assign to groups window
d) Click AddAdd to select your group.
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e) Inthe Ef f ecti ve factors section, set Fl DO2 ( WebAut hn) to Requi r ed.

Using the Nymi Band with Okta

f) Click Create Policy.
7. In the Add Rul e dialog, perform the following steps.
a) In the Nanre field, type the name of the rule, for example, Enroll MFA.

b) Optionally, in the Excl ude User s field, type the users to exempt from this rule.

c) For the THEN statement, select Al | owed.
d) Select Pronpt for Factor.

e) Select Per Sessi on.

f) Click Create Rul e.

(OIE only) Adding an Authenticator and

Policy

FIDO2(Webauthn) enables users to use their Nymi Band with Okta.

About this task

Add a the FIDO2 Authenticator to Okta, and then create a policy that allows use to use a

FIDO2 Authenticator (the Nymi Band) for authentication.

Procedure

1. In the left navigation pane, expand Security > Authenti cat ors, and then click Add
Aut hent i cat or, as shown in the following figure.

okta

Dashboard
Directory
Customizations
Applications
Security
General

Healthinsight

[ Authenticators

aQ

Set up and manage authenticators used for authentication and recovery.

Add authenticator

Name Factor type Characteristics

Email Possession

Okta Verify Possession Device bound
Possession + Kncw\edge‘ Hardware protected

Possession + Biometric' Phishing resistant (Okta FastPass)?

Password Knowledge

Phone Possession

@ B8

Used for

Recovery

Authentication

Authentication

Authentication

Recovery

dredmond@nymi
NYI

Actions ~

Actions ¥

Actions ~

Actions ~

Figure 64: Add Authenticator button

2. On the Add Aut hent i cat or window, click Add under FI DO2 ( WbAut hn), as shown in
the following figure.
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Add Authenticator

o ©

Custom Authenticator Custom OTP Duo Security
Push authentication Custom OTP Users verify with Duo
authenticator Security
| Add | | Add | | Add |
= 8o +*
Email FIDO2 (WebAuthn) Google Authenticator
Link or code sent to an Security keys or built- QTP via the Google
email address in authenticators Authenticator app
Already added ‘ Add ‘ | Add ‘

Figure 65: Add FIDO2(WebAuthn)
3. Configure the appropriate User verifi cati on, and then click Add.
4. Navigate to Security > Aut henticati on Polici es, and then click Add Policy.
5. On the Add Pol i cy window, perform the following steps.

a) In the Namre field type the name of the new policy.
b) Optionally, in the Descri pti on, type an informative description for the policy.
The following figure provides an example of the Add Pol i cy window.

Add Authentication Policy

Name Use Nymi Band

Description Use the Nymi Band as an authenticator]

)

m Cancel

Figure 66: Assign to groups window
6. Optionally, in the Rul es view, click Add r ul e, and then configure the rules, as required.
The following figure shows the Add rule option.
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¢ Back to all Authentication Policies

Use Nymi Band Documentation

Use the Nymi Band as an authenticator

Rules (1) Applications (0)

Priority ~ Rule Status Actions

Figure 67: Add rule
7. On the Appl i cat i ons tab, click Add App.

8. Onthe Add Apps to this policy window, search for the application in which users
will use the Nymi Band for authentication, and click Add beside the each application name,
and then click Done.

Okta - Registering the Nymi Band as a
Security Key

After an administrator configures Okta to support the Nymi Band, users can enroll their Nymi
Band as a Security Key the first time that they log in.

Before you begin
Ensure that the user wears their authenticated Nymi Band.

About this task
After a user logs into Okta, the enroliment process starts automatically.

Procedure

1. Onthe Ckta Enrol | window, click Enrol | .
The following figures shows the Okt a Enr ol | window.
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okta
gle

Set up security key or biometric

authenticator

Figure 68: Okta Enroll window
2. Onthe Set up Ml tifactor window, click Confi gure Factor.
The following figure shows the Set up Ml ti fact or window.

okta

Set up multifactor suthentication

Figure 69: Set up Multifactor window
3.0ntheAllow this site to see your security key dialog, click Al | ow.
The following figure showsthe Al | ow this site to see your security key window.
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Allow this site to see your security key?

Set up security key or biometric

authenticator

Figure 70: Allow this site to see your security key
4. When prompted to sign in, tap the Nymi Band against the NFC reader.
The following figure shows sign in window.

‘Windows Security b
Making sure it's you
Please sign in to dev-234802 ckta.com

Thas request comes from Chrome, published by Google LLC.

Tap your security key on the reader or
insert it into the USB port.

e

Figure 71: Okta Sign In window
5. Onthe Set up Ml tifactor authentication window, click Fi ni sh.
The following figure shows sign in window.
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okta
o .
® : ©
m - Bi

Figure 72: Set up Multifactor window

Results
The Gkt a Logi n window changes after enrollment completes, as shown in the following

figure.

okta

Sign In

Username

Naxt

Figure 73: Okta Sign In windows

When the user clicks Next , a pop-up appears prompting the user to sign in, as shown in the
following figure. Users can tap their Nymi Band against the NFC reader to login, and when

login completes, their home screen appears.

M
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Windew Seeurity x
Making sure it's you
Please sign in 1o dev-234802.0kta.com.

This request comes from Chrorme, published by Geoghe LLE. okta

Tap your security key on the reader or
insert it into the USB port. 8le

= ]

Figure 74: Making sure it's you window

Okta - Logging in with a Nymi Band

About this task

Perform the following steps on a Windows user terminal while you wear your authenticated
Nymi Band.

Procedure

1. Open a browser and navigate to the Okt a | ogi n page.

2. ClickSign in with Okta FastPass.
The Veri fyi ng your |dentity window appears

3. When the Maki ng sure its you window appears, tap your Nymi Band on the NFC
reader.

4. Onthe Ent er Passwor d window, click Sign in with a security key, asshownin
the following figure.
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Enter password

Figure 75: Enter Password window

5. When the Maki ng sure it's you window appears, tap your Nymi Band against the
NFC reader.

The following figure provides an example of the window.

okta

Windows Security b4
Making sure it's you

Please sign in to nymise okta.com.

This request comes from Chrome, published by Geogle LLC

Tap your security key on the reader or
insert it into the USB port.

Figure 76: Making sure it's you window

Log in succeeds.
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(Okta Classic only) Removing
Multifactor Authentication for a User

If required, perform the following steps to remove Multifactor Authentication (MFA).

About this task
When you remove MFA, users cannot use their Nymi Band to log into Okta.
Procedure

1. Log into the Ckt a Admi n Dashboar d website.
2. From the shortcuts list, select Reset Ml ti f act or, as shown in the following figure.

(% Dashboard

1P‘o'—e—.‘-v.’ f

Figure 77: Reset Multifactor

3. From the user list, select the user, and then click Reset Mul ti fact or
Aut henti cation

4. Onthe Reset Multifactor Authentication dialog, click Reset
The following figures shows the Reset Mul ti f act or Aut henti cati on dialog.
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Reset Multifactor Authentication x

Ae you SUne you want £ reset the mult-factor authemtication credentials
olected user(s)?

Figure 78: Reset Multifactor Authentication dialog

What to do next

After you remove the Nymi Band as a security key, the next steps you take depend on the
reason you removed the Nymi Band as a security key and the Nymi Bandmode. The following
table provides more information.

Re-enrollment

Put the Nymi Band on charge
and perform the delete user
data operation. Instruct the
user to enroll their Nymi Band.
The section Enrollment of a
Standalone Mode Nymi Band
provides mode information.

Put the Nymi Band on charge
and perform the delete user data
operation, and then remove the
Nymi Band to user association

in Nymi Enterprise Server(NES).
Instruct the user to access the
Nymi Band Application Terminal,
and then perform an enrollment.

Note: In Connected Worker
Patform(CWP) 1.16.0 and later
you can configure self-service
enroliment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.
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Assign the Nymi Bandto a new  Put the Nymi Band on charge Put the Nymi Band on charge,

user and perform the delete user perform the delete user data
data operation. Instruct the new  operation, and then remove the
user to enroll the Nymi Band. Nymi Band to user association
The section Enrollment of a in NES. Instruct the user to
Standalone Mode Nymi Band access the Nymi Band Application
provides mode information. Terminal, and then perform an
enroliment.

Note: In CWP 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.

Discontinue the use of this Nymi  Put the Nymi Band on charge Put the Nymi Band on charge,
Band as an authenticator. and perform the delete user data perform the delete user data
operation. operation, and then remove the
Nymi Band to user association in
NES.

The Nymi Connected Worker
Platform—Administration Guide
provides more information.

(OIE only) Removing the Nymi Band as
an Authenticator for a User

Perform the following steps the Nymi Band as an Okta authenticator. For example, when a
user re-enrolls their Nymi Band, when you assign a new Nymi Band to a user or you do not
want a user to use their Nymi Band as an Okta authenticator.

Procedure

1. Loginto the Okt a Admi n Dashboar d website.
2. From the search bar, type the username for the user.

3. From the More Acti ons list select Reset Aut henti cat or s, as shown in the following
figure.

Copyright ©2025 Nymi Connected Worker Platform FIDO2 Deployment Guide v4.0 59



Using the Nymi Band with Okta

David Lloyd

dlloyd@nymi.com

Z Reset or Remove password J [ More Actions v J

g User . Active ViewLogs T Reset Authenticators

2 Enroll FIDO2 Security Key

Applications Groups Pro 'S
PP P 2., Clear User Sessions

Reset Behavior Profile

«Q

Assigned Applications
A, Suspend

Assign Applications 1, Deactivate

Figure 79: Reset Authenticators

4. Onthe Reset Aut henti cat ors window, select Nynmi  FI DO2 Aut henti cat or, and
then click Reset Sel ect ed Aut henti cat or s, as shown in the following figure.

Reset Authenticators

Select authenticator(s) to reset. This will reset the authenticator configuration and allow users to re-
enroll.

Nymi FIDO2 Authenticator
@

Last used 2 hours ago

\. Phone
+44 YO0 XX1689
Okta Verify

e David's iPhone
Last used a year ago

Enrolled a year ago

Reset Selected Authenticators || ([ReE] ‘

Figure 80: Reset Authenticators

What to do next

After you remove the Nymi Band as a security key, the next steps you take depend on the
reason you removed the Nymi Band as a security key and the Nymi Bandmode. The following
table provides more information.
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Reason

Re-enrollment

Standalone Nymi Band

Put the Nymi Band on charge
and perform the delete user
data operation. Instruct the
user to enroll their Nymi Band.
The section Enrollment of a
Standalone Mode Nymi Band
provides mode information.

Using the Nymi Band with Okta

CWP Mode Nymi Band

Put the Nymi Band on charge
and perform the delete user data
operation, and then remove the
Nymi Band to user association

in Nymi Enterprise Server(NES).
Instruct the user to access the
Nymi Band Application Terminal,
and then perform an enrollment.

Note: In Connected Worker
Platform(CWP) 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.

Assign the Nymi Band to a new
user

Put the Nymi Band on charge
and perform the delete user
data operation. Instruct the new
user to enroll the Nymi Band.
The section Enrollment of a
Standalone Mode Nymi Band
provides mode information.

Put the Nymi Band on charge,
perform the delete user data
operation, and then remove the
Nymi Band to user association

in NES. Instruct the user to
access the Nymi Band Application
Terminal, and then perform an
enroliment.

Note: In CWP 1.16.0 and later
you can configure self-service
enrollment.

The Nymi Connected Worker
Platform—Administration Guide
provides more information about
the enroliment and self-service
re-enrollment processes.

Discontinue the use of this Nymi
Band as an authenticator.

Put the Nymi Band on charge
and perform the delete user data
operation.

Put the Nymi Band on charge,
perform the delete user data
operation, and then remove the
Nymi Band to user association in
NES.

The Nymi Connected Worker
Platform—Administration Guide
provides more information.
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Using Nymi Band with Ping

You can use the Nymi Band for passwordless login with Ping or as the second factor in
multifactor authentication.

Before you can register the Nymi Band, you must configure security key authentication in
PingID or PingFederate. The following articles provide detailed information:

» PingID - Configure Security Key Authentication
» PingFederate — Configure Policy for Passwordless Authentication with a Security Key
* Multifactor authentication

Ping - Registering the Nymi Band
After you configure Ping to support the Nymi Band, users can register their Nymi Band as a

Security Key the first time that they log in.

Before you begin

Ensure that you plug an NFC reader into the user terminal and that the user is wearing their
authenticated Nymi Band.

About this task

Perform the following steps on a user terminal.

Procedure

1. On the Si gn On window, type your username and password, and then click Si gn on.

2. Onthe | d window, click the link | want to use nmy Nym band, as shown inthe
following figure.
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Great news! Your company is giving you the
simplicity of PinglD, 50 you can sign on 1o all your
Apphcations with the aoded Secunty of a swipe on
your mobile device. Enter your email address, and
we'll send you a bnk to download PinglD,

gt ipapmicin

Figure 81: Id window
The following window appears while the Nymi Band pairing occurs.

Security Key Pairing x

Security Key Pairing

Use your security key to finish pairing.

AN &
61

Figure 82: Nymi Band pairing

3. Onthe Al ternat e Aut henti cati on window, click Next .
The following figure shows the Al t er nat e Aut henti cati on window.
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Alternative Authentication x

Authentication Preference

To verify your identity with one-time passcodes, select your authentication preference.

O Receive passcodes via email
) Authenticate using the desktop application

® Authenticate using a security key

Figure 83: Alternate Authentication window
4. Onthe Security key set up window, click OK.

The following figure shows the Security key set up window.

Security Key Pairing x

Windows Security

s Security key setup

Set up your security key to sign in to pingone.com as
mgomes@nymi.com.

This reguest comes from Chrome, published by Google LLC.

oK Cancel

Figure 84: Security key setup window
5. Onthe Conti nue set up window, click OK.
The following figure shows the Cont i nue set up window.
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Windows Security X

Continue setup

pingone.com wants to create a credential on your security key.
This lets you sign in without having to type your username.

Mote: A record of your visit to this site will be kept on your

security key.

OK Cancel

Figure 85: Continue setup window

6. When the Maki ng sure it's you window appears, tap the Nymi Band against the NFC
reader.

The following figure shows the Maki ng sure it's you window.

PingOne

Austhisr D atung with Socuetty Koy 1
Lise your security ey o suthenficoie

Windows Secarity b,
Making sure it's you
Please sgn in to pingone com,

Tha regasst comes om Chrome publerse by Soogks LU

Tap your security key on the reader or
insert it into the USB port.

Figure 86: Making sure it's you

The user sees a Success message and is directed back to the login prompt.

Results
The Nymi Band registration completes. On the Logi n window, the user performs one of
following actions:

» For passwordless login, theuser enters in their username, and then clicks Si gn On.
» For multifactor authentication, the types their username and password, and then clicks
Sign On.
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The Cont i nue set up window appears and the user taps the Nymi Band on the NFC reader
to gain access to their workspace with their authorized applications.
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Using the Nymi Band with Duo

You can use of the Nymi Band for passwordless authentication or as the second factor for
multifactor authentication in Duo.

Before you can register the Nymi Band, you must configure security key authentication in Ping
or Pingldentity. The following articles provide detailed information:

» Configuring Multifactor Authentication
» Configuring passwordless authentication

Duo - Registering the Nymi Band

After you configure Duo to support the Nymi Band, users can register their Nymi Band as a
Security Key the first time that they log in.

Before you begin

Ensure that an NFC reader is plugged into the user terminal and that the user is wearing their
authenticated Nymi Band.

About this task
Perform the following steps to enroll the Nymi Band.

Procedure

1. Navigate to the provided by your administrator.
2. Onthe Prot ect your conpany account window, click Start Set up.
The following figure shows thePr ot ect your Conpany account window.

Protect Your Nymi Account

T facton Suthanticaten enhances I BECurly of your BECou by WSing &
secondany Sevice 1o verty your ientiy. This prevents anyone but you from
BCCRESING yOul BLCOUND. van if tNdy KNG yOul DASEWS D
VWhatis ihis? I This process will nelp you st Up your account with this added Layer of
sacunty.

Figure 87: Project your Company account window
3. Onthe What type of device are you addi ng? window, click Conti nue.
The following figure shows theWhat type of device are you addi ng? window.
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What type of device are you adding?
W Securnty Moy (YubiKey, Fetian, eic

Figure 88: What type of device are you adding? window
4, Onthe Enrol | your Security Key window, click Conti nue.
The following figure shows theEnr ol | your Security Key window.

Enroll Your Security Key

A pop-up windaw will prompt you 10 Eap your key Bo
envoil If you don't 599 3 pop-up window, you may
et b Temporanty agust your DIoWSer seltings to
BRIV 3 DU WIndow

N

Figure 89: Enroll your Security Key window

5. When the Maki ng sure it's you window appears, tap the Nymi Band against the NFC
reader.
The following figure shows the Maki ng sure it's you window.
Figure 90: Making sure it's you

6. Onthe My settings and devi ces window, the security key appears. Click Fi ni sh
Enrol | ment.
The following figure shows the Maki ng sure it's you window.

My Settings & Devices

" Security Key

Dedauit Device

e : :

Figure 91: My settings and devices window
7. When enrollment succeeds, the Enr ol | ment Success window appears, as shown in the
following figure. Close the Enr ol | ment Success window
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+,
Enroliment Successful!

Way to gol You can now authenticate to any Duo- *

- protected services

Figure 92: Enrollment Success window

Results
The user can use the Nymi Band to log into Duo.
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Troubleshooting FIDO2

Review this section for troubleshooting information related FIDO2

Application Prompts User for Username

When a user performs a Nymi Band tap, the login window prompts the user to type their
username, as shown in the following figure.

Cause

Application configuration.

Resolution

Modify the design of the application to use login_hint.
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