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Preface

Preface

Nymi™ provides periodic revisions to the Nymi Connected Worker Platform. Therefore, some
functionality that is described in this document might not apply to all currently supported Nymi
products. The product release notes provide the most up to date information.

Purpose
This document is part of the Connect ed Wor ker Pl at f or m(CWP) documentation suite.

This document provides an overview of the components and the steps that are required to deploy

the Nymi Enterprise Server (NES). Thisinstallation usestheNym Token Ser vi ce toinstall
certificates that enable communication between components. This document also provides information
about deploying the Connected Worker Platform in a Citrix or RDP environment.

Audience

This guide provides information to NES Administrators. An NES Administrator is the person in the
enterprise that manages the Connect ed Wor ker Pl at f or mfor their workplace.

Revision history

The following table outlines the revision history for this document.

Table 1: Revision history

50 May 3, 2021 Update to reflect Nymi Enterprise
Edition rebrand to Connected
Worker Platform. Changes include
new content regarding how to install
Nymi Bluetooth Endpoint on Thin
Clients.

4.0 February 26, 2021 Update to include changes for
Nymi Enterprise Edition 3.4.0. This
includes authentication lockout.
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Preface

3.0 December 18, 2020 Third release of this document.
Updated for Nymi Enterprise
Edition 3.3.0. Includes the
following changes:

» Update to Setting Service
Principal Names (SPN)

e A new section in the Overview
section that provides an
overview of the certificates that
are used in the Nymi Enterprise
Edition solution.

20 September 18, 2020 Second release of this document.
Updated for the Nymi Enterprise
Edition 3.2.0 release.

1.0 April 15, 2020 First release of this document for

Nymi Enterprise Edition 3.1.0.

How to get product help

If the Nymi software or hardware does not function as described in this document, contact your
administrator for immediate support. Alternatively, you can submit a support ticket to Nymi, or email
support@nymi.com

How to provide documentation feedback

Feedback helps Nymi to improve the accuracy, organization, and overall quality of the documentation
suite. Y ou can submit feedback by using support@nymi.com
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Connected Worker Platform Overview

TheConnect ed Wor ker Pl at f or misan authentication solution that minimizes the impact of
compliance and security requirements on manufacturing workflows. It combines a wearable component,
the Nymi Band, with enterprise software, creating a secure authentication solution.

The Connected Worker Platform contains three elements: device hardware, infrastructure and solution.
The device hardware refers to the Nymi Band and firmware. Infrastructure consists of software, such as
SDK, Nymi Enterprise Server and Nymi Band Application, that runs on terminals and servers.

TheConnect ed Wor ker Pl at f or menables administrators and users to manage Nymi Bands
in an enterprise setting. The Connect ed Wor ker Pl at f or mis comprised of Nymi-specific
components and enterprise components, as shown in the following figure.
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Connected Worker Platform Overview
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Figure 1: Nym Connected Worker

Pl atform Architecture

The Connected Worker Platform consists of the following components:

Table 2: CWP Components

Nymi Band

A wearable device that is activated by the assigned
user's biometrics. An authenticated Nymi Band

is Bluetooth Low Energy (BLE) and Near Field
Communication (NFC)-enabled. See the Nymi Band
section in this guide for more information.
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Connected Worker Platform Overview

Component Description

Enterprise Applications Using the Nymi Runtime Software, which isinstalled
on an endpoint, developers can create Nymi-enabled
Applications (NEAS) that integrate CWP with
common corporate applications such as Manufacturing
Execution Systems (MES), Single Sign-On (SSO), and
HMI (Human Machine Interface).

Nymi Band Application (NBA) A Windows application that is used to enroll new
users and link them to their Nymi Band. The NES
Administrator installs the NBA on a Windows 10

or Windows 7 host, which connects to NES and
provides enrollment servicesto Nymi Band users.
Connect ed Worker Pl at f or miscomprised
of two services: Nymi Agent and Nymi Runtime.

Nymi Enterprise Server (NES) « A Management server and collection of services
that providesthe NES Admi ni st rat or
Consol e and coordinates communication
between the Nymi Band and the customer identity
ecosystem (Active Directory) to manage policies
and certificates.

Includes the following services:

* Enrollment Service (ES) - authenticates, validates,
and authorizes certificate requests from requesters,
such as the Nymi Band Application and NEAS.

» Directory and Policy Services (DPS) - maintains
the NES database, which contains alist of Active
Directory (AD) users and the Nymi Bands that
are associated with each user. Provides |1S web
services, which alows the NES Administrator
Console access to the NES database.

* Authentication Service (AS) - provides
authentication and authorization support for domain
users and computers. AS uses adapters to interface
with external directory and database systems,
such as an AD adapter to interface with Active
Directory.

NES Administrator Console A web interface into NES that an NES Administrator
accesses from any network device to manage group
policies, certificates, user and Nymi Band assignment.

Identity Ecosystem External directory and database systems, such as
Active Directory.
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Connected Worker Platform Overview

The Connect ed Wor ker Pl at f or mrelies on several certificates to ensure secure
communications.

The following figure provides a high-level overview of the certificates that the Connect ed Wor ker
Pl at f or mrequires.

Enroliment Terminal Windows Server
s
MNymi Band Application —
(NBA) NES —L =
TLS Cert Chain CRL
+ Files
Private Key
Certificate Store
Trusted
Certificate Store
@ Intermediate Trusted
Root CA
ICertificate (TLS) — —
Q. Q. ~ [3
User Terminal NES .
NES . Root CA
L1 Certiicate L2 Certiicate Rymi InTrasiruciute | e iicate
'd - Root CA Certificate (LS)
Private Key
Mymi Runtime

Certificate Store
Trusted

& [

Root CA
Certificate (TLS)

Figure 2: Certificates required in a Connected Wirker Pl atform environnment

» TLScertificate: Allowsthe use of HTTPS for secure connectivity to NES by following components:

* Nymi Band Application
* Nymi-enabled Application
* Nymi Agent
* NES Administrator Console when accessed through a web browser.
* NESL2 certificate: Allows NES to issue NEA certificatesviaNym  Token Servi ce(NTS).
* NEA certificate(not shown): Allows NEASs authentication to Nymi Bands and establishment of a
secure communication channel over BLE.
* Nymi Band certificate: Allows Nymi Band authentication to NEAs and establishment of a secure
communication channel over BLE.

* NESL1 certificate: Provided to Nymi Bands during enrollment time to bind the Nymi Bands to the
NES and NEAs of an enterprise.

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 10



Connected Worker Platform Overview

* Nymi Infrastructure Root CA certificate: The root of trust of the Nymi infrastructure PKI (which
issuesthe NES L1, NES L2 and NEA certificates).

* Root CA Certificate (TLS): Certificate for the root-of-trust for the public key infrastructure (PK1)
that issuesthe TL S certificate. The steps to import the Root CA Certificate (TLS) are required only if
itis not already in the Trusted Root Certification Authority store of the machines, for example, if an
untrusted private root CA is used to issue the TL S certificate. The steps are not required if atrusted
public root CA or atrusted private root CA (for example, an enterprise root CA) is used to issue the
TL S certificate.

NES supports HTTP and HTTPS communication. It is recommended to configure NES to use HTTPS to
secure communication.

Contact your Nymi Solution Consultant to plan the certificate configuration.

1. Nymi providesthe NES Level 2 (L2) certificate for use by the Nymi Token Service (NTS) to issue
authentication tokens. This certificate is imported when you import the Fullchain Certificate, as
described later in this document. Contact your Nymi Solution Consultant to obtain this certificate.

2. For HTTPS deployments, NES also requires a TL S certificate to allow secure communications
between clients and NES over HTTPS. The NES Administrator is responsible for obtaining this
certificate from a public root certificate authority, or an enterprise certificate authority, which is
trusted by all the clients.

If the TLS certificate is not issued by atrusted root CA (e.g. if aself-signed certificate isused in alab
deployment), then the signed CA certificate needs to be imported into every client machine that communicates
with NES (i.e. every machine that runsthe NBA, an NEA, and access the NES Administration web interface
from a browser). The process of importing the TLS and signed CA certificates are described later in this
document.

The following conditions should be considered when obtaining a TL S certificate for the deployment.

1. The TLS certificate should be aweb site certificate.

2. For environments where a public URL is specified for NES services, a subjective aternative name
(SAN) must be specified for the public URL. When setting the SAN, there are two options: a
wildcard TLS certificate with SAN *.dns_domain, or a certificate that specifies the FQDN for the
public URL and every individual server's FQDN.

3. Thefollowing Key Usage characteristics should be set: Digital Signature, KeyEncipherment,
DataEncipherment.

4. Thefollowing Enhanced Key Usage characteristic should be set: Server Authentication.
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Hardware and Software Requirements

The host on which you deploy the NES software must meet the following minimum software and
hardware requirements.

NES has the following software requirements.

* Microsoft Windows Server 2016 or 2019

e Microsoft IIS

» Microsoft SQL Server 2012, 2016, 2017, or 2019
» Microsoft .NET Framework 4.8

Note: Microsoft SQL Server Express 2012 and Microsoft .NET Framework 4.8 are bundled in the NES
installer.

The NES hardware requirements differ based on the nature of user operations, load and other software
that is deployed on the same server. The following section lists the recommendations for minimum
hardware requirements.

e 1-5000 users:

* 4CoreCPU

« 8GB RAM

e 20GB free disk space
+ 5000-10000 users:

e 4 CoreCPU
» 16GB RAM
* 40GB free disk space
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Configuration Settings Attribute Vaues

Configuration Settings Attribute Values

Print this table and record key information that you are required to provide during the NES deployment.

Table 3: Deployment Configuration Information

Country code (for certificates):

NES Admin Group name;

Userswho are part of the NES Admin Group:

NetBIOS (Pre-Windows 2000) Domain name

NES hostname:

NES Service Mapping name (NES service name):

NES Admin service mapping hame:

Enrollment service mapping name:

NES Administrator Console website (https://FQDN_nes _server/nes_service_name)
(Provideto IT Admin)

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 13



Certificates Expiration Dates

Certificates Expiration Dates

NES makes use of a number of certificates. Each certificate has an expiration date. Record the
expiration date of each certificate as you go through the deployment procedure, and keep this for your
records. Certificates must be renewed before expiration to avoid disruption of CWP services. For more
details on certificate management, see the Connected Worker Platform Administration Guide.

Table 4: Certificate expiry dates

L2 Certificate

e L2 certificate expiration date can be viewed using
certim.msc.

(For HTTPS Deployments) TLS Server Certificate

e Certificate expiration date is dependent on the
certificate.
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Deployment Checklist

The following deployment checklist includes items to consider when planning the NES deployment.

Table 5: Production environment Deployment Checklist

Task Status

Domain Controller Configuration

On the Domain Controller (DC), create the following domain user and group accounts:

e Security Group for NES Administrators. For example, NES_Admins

* Create a Group Policy Object (GPO) to configure the URL to the NES host on all computers
in the domain.

(For secure LDAP Deployments) Configure Active Directory for LDAPS

Firewall Configuration

Depending on the NES configuration, ensure that the HTTP/HTTPs port is open for
bidirectional communications between NES and machines in the environment with an installed
Nymi Component, for example, the enrollment terminal, user terminals, Nymi agent server etc.

NES Host Configuration

(For HTTPS Deployments) Obtain TL S certificate.

Add a dedicated Windows Server 2016 or Windows Server 2019 machine to the domain for use
as the NES host.

InSer ver Manager, install the following roles and features:
e Web Server (11S) with the latest version of ASP.NET 4.x role services.

(For HTTPS Deployments) Inl | S Manager :

¢ Import the TL S certificate.
e Add HTTPS site bindings by using the imported TL S certificate.

Install certificates using the Fullchain file.

Run the NES install file (install.exe) and configure NES to use above configurations.

Client Configuration

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 15



Deployment Checklist

Certificate and Enrollment URL :

« For deployments with HTTPS configured, if the TLS certificate is not issued by atrusted
Root CA, then add the certificate o f the Root CA into the Trusted Root Cert store of every
client machine. To do this, runcer t | m nsc asan Administrator, and then import the
certificate into the Trusted Root Cert store of every client and server machine.

« Perform the following configuration one time, on a client computer. From aweb browser,
gotohttps://FQDN _nes_server/ nes_servi ce_nane, login, and then
configure the URL in the default policy.

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0
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Prerequisite Configuration

Connected Worker Platform integrates with a Windows domain structure. Before you install NES,
review the following section to prepare the environment.

Perform the following actions to prepare the Domain Controller for the NES deployment.

1. Create agroup that contains the users who will act as NES Administrators. For example, agroup
named NES_admi ns.

When you create the group, inthe G oup Ty pe section, select Secur i t y. The selection for the Gr oup
Scope depends on the configuration of the environment.

* Inasingle domain environment, choose a group scope according to your I T policy.
* Inamulti-domain environment:

»  When you select Uni ver sal , you can add users and groups from any domain to the NES admins
group.
»  When you select @ obal , you can only add users and groups that are local to the domain. If usersin
multiple domains require admin access to NES, you must create a global group in each domain with
NES admin users, and add the NES admin users to this group.
2. Record the administrator group name and a list of user accounts that you added this group, in the
Configuration Attribute Values table.

Perform the following actions to prepare the NES host for the NES deployment.

1. Designate ahost in the environment for NES. Record the full name of the NES host in the
Configuration Settings Attribute Values table.

Note: Ensure that the host is not a Domain Controller (DC).

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 17



Prerequisite Configuration

2. Extract the contents of the NES Deployment package that was provided to you by your Nymi
Solution Consultant, into the C:\nestemp\ folder. The package extracts the following filesinto the
folders:

* AccessControl

* AuthenticationService
* NEnrollment

* nes

*  NesCmdinstall

* Neslnstaller

*  NesSysteminfo

* PreRequisites
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Install and Configure I1S

NES supports HTTP and HTTPS for communication between NES services. It is recommended to use
HTTPS. To complete prerequisite activities for NES deployment, install Micrasoft Internet Information
Server (11S) and Microsoft ASP.NET on the NES host, and then import the TLS server certificate into
I1S for secure deployments (HTTPS).

This section describes how to install 11S and ASP.NET on the NES host.

1. Openthe Server Manager application, and then click Add rol es and features.
2. OntheBef ore You Begi n page, click Next .

3. OntheSel ect installation type page, leavethe default value Rol e- based or
feature-based installation,andthenclick Next .

4. OntheSel ect destination server page, leavethe default selection Sel ect a server
fromthe server pool,seectthehostintheServer Pool list box, and then click Next .

5. OntheSel ect server rol es page click Wb Server (I19S).
TheAdd features that are required for Wb Server (I1S) diaogbox appears
and provides a summary of toolsthat are required to install 11S.

6. Onthe Add features that are required for Wb Server (11S) diaog box, click
Add Feat ures.

7. OntheSel ect server rol es page, click Next .
8. OntheSel ect f eat ures page, click Next .
9. OntheWeb Server Role (11S) page, click Next .

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 19



Install and Configure I1S

10.0Onthe Sel ect rol e servi ces page, expand Wb Server (I11S) > Wb Server >
Appl i cati on Devel opnent , and then select the latest available version of ASP.NET 4.x.

Note: NES supports ASP.NET 4.4 and later.
a) OntheAdd features that are required for ASP. NET diaog box, click Add

Feat ur es.

Thefollowing figure showsthe Add f eatures that are requi

=

Select role services

Before You Begin
nstallation Type
Server Selection
Server Roles
Features

Web Server Role (lIS)

Confirmation

Fi gure 3: Sel ect

Add Roles and Features Wizard

Select the role services to install for Web Server (I1S)
Role services

[] 1S Client Certificate Mapping Authenticatio

[[] 1P and Domain Restrictions

[] URL Authorization

[] Windows Authentication
4 [v] Application Development

[[] .NET Extensibility 3.5

[¥] .NET Extensibility 4.5

[[] Application Initialization

[] Asp

[] ASP.NET 3.5

] cal

[w] ISAPI Extensions

[¥] ISAPI Filters

M1 Crninr Cidna Inchidne
m

DESTINATION SERVER
DC-01.Nymi.local

Description

ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Web applications using
managed code. ASP.NET 4.5 is not
simply a new version of ASP. Having
been entirely re-architected to
provide a highly productive
programming experience based on
the .NET Framework, ASP.NET
provides a robust infrastructure for
building web applications.

rol e services page with ASP. NET sel ected
b) OntheSel ect rol e servi ces page, click Next .

red for ASP. NET page.
| = o s

The following figure provides an example of the Sel ect Rol e servi ces page, with ASP. NET
selected.
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Install and Configure I1S

[ Add Roles and Features Wizard -

Add features that are required for ASP.NET 4.57

You cannot install ASP.NET 4.5 unless the following role services or
features are also installed.

4 NET Framework 4.5 Features
ASP.NET 4.5
4 Web Server (1IS)
4 Web Server
4 Application Development
ISAPI Extensions
ISAPI Filters

NET Extensibility 4.5

[ Include management tools (if applicable)

Add Features Cancel

Figure 4: Add features that are required for ASP. NET
11.0ntheConfirm install ati on sel ecti ons page, clickl nstall .

Thel nstal | ati on Progress page appears and provides the status of the I1S installation, which takes
several minutes. When the installation completes, click Cl 0se. Restart the host, if prompted.

For HTTPS deployments, import the TLS server certificate obtained for the NES host. If the TLS server
certificate is not signed by a Trusted Root CA, then you also need to import the Root CA certificate.

Note: The following procedure assumes that the TLS server certificate and the associated private key
are packaged in the same file. Depending on how the private key for your certificate is generated, your
procedure might differ. If you have already imported the certificate or you do not require step-by-step
instruction, proceed to Adding HTTPS site bindings.

Perform the following stepsinthel | S Manager to import the TLS server certificate and the

associated private key.

1. Inthe Connect i ons navigation pane, click Conput er _Nane, andtheninthel | S section,
double-click Server Certificates.

Note: If you cannot find Server Certifi cates,clickthe Feat ur es Vi ewtab, which appears at
the bottom of the window.

2. Inthe Act i ons navigation pane, on the right side of the window, click | nport .
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Install and Configure I1S

3. Inthel mport Certifi cate window perform the following actions:

a) IntheCertificate file (.pfx) fied,clicktheelipsis(...) button, change the extension
list to *.*, browse to the location of the TL S certificate, select the certificate file, and then click

Open.
b) Inthe Passwor d field, type the password that was used to encrypt the private key, and then

click OK.
c) IntheSel ect Certificate Storelist, select Web Hosti ng.
d) Click OK.

4. MinimizellS.

5. Perform the following stepsusingtheCerti fi cat e MMCtoimport the Root CA certificate (if
needed).

6. From the Window start menu, type Manage Conput er, and then select Manage Conput er
certificates.

7. OntheUser Account Control diaog, click Yes.

8. ExpandCertificates - Local Conputer > Trusted Root Certificate
Aut hority.

9. Right-click Certifi cates,andthenselect All Tasks > | nport.
10.0OntheWel come to the Certificate Inport W zard page, click Next .
11.0ntheFil e to | nport page, click Br owse.

12.Fromthedroplist, select Al | Files *.*.

13.Navigate to the folder that contains the .pemfile for the root CA certificate.

14.Select the .pem, and then click Open.

15.0ntheFil e to | nport page, click Next .

16.0ntheCertifi cate Store page leavethe default selection Tr ust ed Root
Certificate AuthoritiesinthePlace all certificates in the foll ow ng
st or e, and then click Next .

17.0ntheCompl eting the Certificate Inport W zard page, click Fi ni sh.
18.0OntheCertificate Inport W zard diaog, click OK.
19.Closethecer t | mwindow.

HTTPS provides TL S-encrypted communication between the NES host and the host that an
administrator uses to connect to the NES Administrator Console web application.

Perform the following stepsin| nt ernet | nformati on Servi ce Manager (IISManager) to
add HTTPS bindings to the NES website.

If you have already created the bindings or you will use HTTP only, proceed to Creating the CRL
directoryin IS,

1. Inthe Connect i ons navigation pane, click Computer_Name > Sites.
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2. Right-click Def ault Web Site, andthenselect Edit Bi ndi ngs.
3. Click Add.
TheAdd Site Bindi ng dialog box opens.
4. IntheAdd Site Bi ndi ng diaog perform thefollowing actions:
a) FromtheType ligt, select ht t ps.
b) Inthel P Addr ess field, leave the default setting Al |  Unassi gned.
c) InthePort field, leave the default setting 443.

d) LeavetheHost nane field blank.
€) FromtheSSL certifi cat e list, select the TLS certificate that you imported.

The following figure provides an example of the Add Si t e Bi ndi ng diaog.

Add Site Binding ? X
Type: IP address: Port:
https w | |All Unassigned v | 443
Host name:

["] Require Server Name Indication

SSL certificate:

*.nymi.lab.local Select... View...

oK Cancel

Figure 5: Add Site Binding D alog
f) Click the Vi ew button, and identify the expiration date of the TL S certificate (see the line Valid
from (start date to expiration date).
g) Record the expiration date in the Certificate Expiration Date table.
h) Click OK.
5. OntheSi t e Bi ndi ngs didog, click Cl ose.

NTS uses Certificate Revocation Lists (CRLS) to verify the validity of certificates that are used in
Connect ed Worker Pl atform The CRLsaredistributed by 11Sto clients as needed.

Perform the following stepsin | | S Manager to create the virtual directory that 1S uses to distribute
CRLs.
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1. IntheConnect i ons navigation pane, expand Conput er _Name > Sites > Default Wb
Site.

2. Inthe Acti on pane ontheright, select Vi ew Virtual Directories,andthenclick Add
Virtual Directory.

TheAdd Virtual Directory diaogappeas.
3. IntheAl i as fieldof theAdd Virtual Directory,typecrl.

4. InthePhysi cal Pat h field, click the ellipses. Inthe Br owse f or Fol der dialog, expand
This PC > Local Disk (C) > inetpub,andthen select wwr oot .

5. Click Make New Fol der , and then name the new folder crl. Click OK.
The following figure showsthe Add Vi rtual Directory diaog.

Add Virtual Directory L2 x|

Site name:  Default Web Site
Path: !

Alia=

|cr|

Exarnple: images

Physical path:
| Chinetpubhwwwroothcrl

Pass-through authentication

Connect as... Test Settings...

QK Cancel

Figure 6: Add Virtual Directory D al og
6. Click OK.
7. Minimizethel | S Manager window.
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To support certificate management in Connect ed Wor ker Pl at f or m you must install and
configure the certificates. Nymi provides you with a zipped certificate file package that contains a
PKCS12 file and 2 Certificate Revocation List (CRL) files. The password for the PKCS12 fileis
provided to you separately.

The PKCSI12 file (fullchain.pl2) excludes the password, but contains the following certificates:

» Root certificate
e L1 certificate

e L2 certificate

* L2 private key

Perform the following steps to import the certificates on the NES host.

Perform the following steps to import the certificates on the NES host.

1. Extract the certificate zip file to a directory.
2. Right-click the fullchain.p12 certificate fileand then select | nstal | PFX.
3. IntheCpen File - Security Warni ng diaog, click Open.

The Certificate Import Wizard dialog box opens.

4. OntheWel conme to the Certificate Inmport W zard screen,intheSt or e
Locat i on page, select Local Machi ne.

5. Click Next .
6. OntheUser Account Contr ol window, click Yes.

7. OntheFi |l es to inport page, perform the following actions ensure that the fullchain.p12 file
appears in the File name field, and then click Next .

8. OnthePrivate Key Protection page inthePasswor d field, type the Nymi-provided
private key password, and then click Next .

9. OntheFil es to inport page, ensurethat the fullchain.pl2 file appearsin the File namefield,
and then click Next .

10.0ntheCertifi cate Store page leavethe default option Automatically select the certificate
store based on the type of certificate, and then click Next .

This options ensures all the certificates in the certification path (Root, Intermediate) are placed in the correct
store.

11.0nthe Conpl eting the Certificate Inport W zard page, click Fi ni sh.
12.0ntheCertificate I nmport W zard dialog, click OK.
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13.Copy the CRL files to the C:\inetpub\wwwroot\cr|.
If you copied the CRL files to the path listed above and receive a message to replace the files, click Yes.

1. Fromthe W ndows Start Menu, type Manage Conput er, and then select Manage
Conputer Certificates.

Thecer t | mwindow appears.
2. OntheUser Account Control didog, click Yes.
3. Navigateto Per sonal > Certifi cat es folder.

4. Expand I nternedi ate Certification > Certifi cates,andthen movetheNESL2
CA certificatefrom Per sonal > Certificatestothel ntermedi ate Certification
> Certificates folder.

Y ou can move the file by dragging and dropping it from one folder to the other folder.

5 Inlnternmediate Certification > Certificates verify that NESL2 CA certificate
has a key.

When the L2 certificate has a key, akey symbol displaysin the upper-left corner of the L2 certificate icon.

6. Record the expiration date of the NES L2 CA certificate (shown in the Expiration Date column) in
the Certificate Expiration Dates table.

7. Closethecert | mwindow.
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After you install and configure 1S, perform one of the following actionsto install NES:

Using the NES Service Suite Wizard
Using the Silent Installer

Perform the following steps to install the NES Services Suite.

Note: Theinstallation process prompts you to install Microsoft .NET Framework 4.8 and SQL Server
Express on the NES host. The SQL Server Expressinstallation is optional. For production deployments
of NES, it is not recommended to use SQL Server Express.

1

o wDd

Log in to the host with a domain user account that has local administrator rights.

Note: For the best user experience with the NES installation wizard, resolution of 1920 x 1080 and 100%
scaling is recommended.

Inthe C:\nestemp\Neslnstaller folder, run install.exe.

OntheUser Account Control diaog, click Yes.

OntheQpen File — Security Warni ng page, click Run.

OntheNESg2. | nstaller Setup page review the Microsoft NET EULA, and then click
Accept.

OntheQpen File - Security Warni ng diaog, click Run.
Theinstaller installs .NET.

Restart the host when the installation process prompts you.

If the installation process does not continue after the restart, rerun C:\nestemp\Nesl nstaller
\install.exe.

OntheQpen File - Security Warningdiaog, click Run.
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10.0OntheAppl i cation Install Security Warning pop-up,clicklnstall.

Application Install - Security Warning X

Publisher cannot be verified.
Are you sure you want to install this application?

Name:
MES Installer

From (Hover over the string below to see the full domain):
Ci\tempnes-Release-2.4.0.4\NesInstaller

Publisher:
Unknown Publisher

Install Don't Install

While applications can be useful, they can potentially harm your computer. If you do not trust the
source, do not install this software. More Information...

Figure 7. Security Warning

AnNESg2. | nstaller Setup pageappears, and astatus bar displays the progress of the installation.
11.0n the Open File — Security Warni ng page, click Run.
12.0ntheUser Account Control diaog, page, click Yes.
13.If the installer does not detect a version of SQL Express on the host, the | nst al |

Pr er equi si t es dialog appears. Perform of the following actions:

a) Toinstall SQL Express 2012, click Yes.

b) If aversion of SQL server exists on the machine, click No.

After the SQL Server Express 2012 software installation completes, the installation process performs a
prerequisite check and the Pr er equi si t e Check dialog appears.

 If the prerequisites check fails, the installer provides you with more information. Review the
information, and then click Exi t . Correct any prerequisite requirements before running the
installation again.

 If the prerequisite check is successful, the Pr er equi si t e check diaog briefly appears, then
closesand the NES Set up wizard opens. See the Configuring NES Services section for information
on the installation wizard.

The following figure shows the Pr er equi si t es Check dialog.
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Testing M5 Installation

1I5 Installation DK

Testing 115 Management

1% Managemen LR

Testing Domain

Domain 0K

Testing Mandatory Dependencies ...
Mandatory Dependencies ... (i

Prerequisites satisfied.

Prereguisites saticfied.
Figure 8: Prerequisites Check Dial og

Note: If you see an error message indicating that the installer was not run with adomain user, you did
not run the installer under a domain user account. To resolve this, you must goto Add or Renove
Pr ogr ans and uninstall M crosoft SQL Ser ver . When prompted to select the features to
remove, select all features. When the uninstall completes, log in to the NES host as a domain user and
then run setup.exe again.

Additiona Information

» During NES installation, the process of creating the NES database on the NES server, provides users
with administrative privileges to the database. It is recommended that you create a second database
user with view access to the audit tables after NES deployment.

e During installation, the installer may disappear and then resume. Thisisnormal behavior as
processes are working in the background.

After the NES Set up wizard completes the installation of .NET and SQL server, the wizard configures
and installs the NES Service Suite.

The following configuration settings values in the Configuration Attribute values table are required:
* NES admin group hame

The following figure provides an example of the NES Set up wizard.
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Start

Location

s

Enterprise
Certificates
Database
Review Settings

Install

Welcome to the Nymi Enterprise Server Setup Helper.

This tool is designed to assist you in setting the correct
configuration values for the server and services.

Figure 9: NES Setup Help wizard

Perform the following actions to configure the NES Services Suite.

Note: Thel nport Setti ngs button alowsyou to load a configuration file to install NES. Creating
the configuration file to deploy a subsequent NES is explained later in this document.
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1. Intheleft navigation pane, select Locat i on, and then perform the following actions:

a) Inthel nstal |l Root field, leave the default location C:\inetpub\wwwr oot or, to select an
aternate installation path for the NES services, click the ellipses and navigate to the folder.

b) Inthel nst ance Nane field, type adescriptive name for the NES web application instance
name, for example NES.

This step optional, but recommended. The name cannot contain spaces. Record the Instance Name in the
Configuration Attribute VValues table.

¢) Click the Test button to determine the status of the installation. The test result specifiesthe type
of installation, and the paths for the Authentication Service, NES, and Enrollment Service. The
service locations are based on the value specified inthe | nst ance Narne field.

The following figure provides an example of the Locat i on page.

Back Next File Location

Start Install Root: C:linetpubiwwwroot\ I:‘ I:l

Location Instance Name (optional) | Nymi_NES
IS Test Results:
Success

Enterprise New Installation

Certificates Services path:
Authentication: C:\inetpub\wwwrootiNymi_NES\AuthenticationService

Enroliment: C:\inetpub\wwwroot\Nymi_NES\NEnroliment
NES: C:linetpub\wwwroof\Nymi_NES\NES

Database

Review Settings

Install

Fi gure 10: Location page in the NES Setup w zard
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2. Intheleft navigation pane, click | I S, and then perform the following actions:

a)

b)

0)

d)

Fromthel | S web si t e drop-down list, leave the default selection Def aul t Wb Site.
Alternatively, to install the services on adifferent existing |1S website, select another website from the list.
Inthe Appl i cati on Pool drop-down list, leave the default setting: NES App Pool .

Note: When upgrading NES from a previous NES release, the default Application Pool appears as
Def aul t App Pool . Itisrecommended that you select an application pool that is dedicated to NES.

The Application Pool is used to isolate groups of applications for security, stability and performance
reasons. To simplify the deployment of NES, it is recommended to create a dedicated Application Pool for
NES.

Inthe Appl i cati on Pool |dentity drop-down list, select an existing identity or leave the
default setting: Net wor kSer vi ce.

If you want to run the application from a custom user account that is under an application pool, select
Speci fi cUser from the drop-down list and perform the following actions:

« IntheUser Nane fied, type the username using the domain\username format.

e Inthe Passwor d field, type the password for the user.

» Clickthe Test button to ensure that the credentials of the user are valid.

Inthe Comrmuni cati on Pr ot ocol section, select acommunication protocol for the
deployment. The installer uses available site bindings in 11S to determine the protocol which can
be selected.

HTTPS is recommended to ensure secure communication. If an HTTPS addressis not available, review
Adding HTTPS site bindings to add aHTTPS site binding.

Note: HTTPisnot encrypted. Sensitive information is sent in plain text.
Inthe Ser vi ce Mappi hg area, review the recommended mapping names for each service. If
required, edit the mapping and specify a name that does not contain spaces.

Note: Service mapping defines the relative address of each of the web services (web apps) that run on
the server. Record the names of the NES and Enrollment service mappings in the Configuration Attribute
Valuestable.

The following figure provides an example of the | | S Set up page.
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e : IIS Setup
Start IS web site:

Default Web Site 2
Location

Application Pool:

ns Nes App Pool v
Enterprise Application Pool Identity:

NetworkService O

Certificates
Communication Protocol

Database © & HTTPS O & HTTP

Review Settings

Install

Service Mapping

Authentication: Nymi_NES_AS
Nes Admin: Nymi_NES
Enroliment: Nymi_NES_ES

Figure 11: II1S Setup page in the NES Setup w zard

The following figure displays the warning that appears when you select HT TP as the communication
protocol.
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Back IIS Setup

Start IIS web site:

Default Web Site
Location
Application Pool:

s Nes App Pool

Enterprise Application Pool Identity:

NetworkService

Certificates

Communication Protocol
Database O @ HTTPS @ G HTTP

. . HTTP is not encrypted. Sensitive information will be sent in plain text. NES
Review Settings will not redirect HTTP traffic to HTTPS.

Install

Service Mapping

Authentication: Nymi_NES_AS
Nes Admin: Nymi_NES
Enroliment: Nymi_NES_ES

Figure 12: I1S Setup Page HTTP Warning
3. Intheleft navigation pane, click Ent er pri se, and perform the following actions:
a) Inthe LDAP protocol section, select LDAP or LDAPS

By default, LDAP is selected for the communication protocol. For secure LDAP, ensure Active Directory on
the Domain Controller is configured for LDAPS, and that appropriate certificates are imported on the NES
server.

4. Inthe Domainstable, by default the domain in which the NES host resides appears. Add additional
domains when Nymi Band usersreside in different domains and when users in other domains will
manage NES. After configuring the domain(s), click Test to verify the domain(s) can be reached.

Note: NES understands domain trust relationships, therefore when configuring multiple domainsin the same
forest, specify the domain name but it is not necessary to specify a separate username and password. The
Application Pool Identity selected in the 11S window needs to be a member of one of the domains. Similarly,
adomain in a different forest that has two-way trust with the domain in which the application pool identity
resides does not need separate accounts specified. If used, separate accounts must be part of the domain that is
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being configured, and have low privilege. For example, they should not be part of the Domain Administrators
account group. Set the password to never expire so that the connection is always available.

To add additional domains and domain groups to the NES configuration, perform the following steps:

a) Inthe Domai n table, on an empty line, type the NetBIOS (Pre-Windows 2000) name of the
domain that contains the user accounts.

b) Type adomain username and password for the domain when the domain is not in the same forest
asthe NES domain and a two way trust does not exist.

c) PressEnter.

d) Press Test to confirm that the domain is reachable.

The following figure provides an example of the Ent er pri se Set up page.

Back Next Enterprise Setting

Start LDAP Protocol
@® LDAP

Location O Secure LDAP (LDAPS)

s

Domains: Domain Account Password |:|
Enterprise test-lab.local
Certificates
Database
Review Settings Test Domains Result
Success - all domains are found.
Install
NES Admin Groups: | Group Name |:|

NES admins
Please enter NES Admin Group Name

Test NES Admin Groups Result
Success - all groups are found.

Figure 13: Enterprise page in the NES Setup wi zard
5. IntheNes Admi n G oups table, enter the NES admin group name by right clicking in the field,
select Add and then typing the name of the group. In a multi-domain configuration where you have
configured multiple global NES Admin groupsin different domains, add each group.
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6. Intheleft navigation pane, click Cer ti f i cat es, and then perform the following actions for
issuing certificates using the NTS method:

a) Inthe OTP Expi ry field, leave the default value for the length of time that the one-time
password remains valid. The default is 1 hour.

b) IntheCertificate Expiry fied, leave the default value for the length of time that the NEA
certificates remains valid. The default is 14 days.

c¢) FromtheLevel One Certifi cat e ligt, select the CN vaue of the L1 certificate from the
list.
The L1 certificate nameisintheforment er pri se_nane NES L1 CA.

d) FromtheLevel Two Certifi cat e list, select the CN of the L2 certificate.
The following figure provides an example of the Cer t i fi cat es page.

L Certificates
Start Certificate Issuing Method: Nymi Token Service (NTS)

Location OTP Expiry: 01:00:00

Certificate Expiry: 14.00:00:00
lis

Level One Certificate: | Nymi Eval NES L1 CA
Enterprise

Level two Certificate: |Nymi Eval NES L2 CA
Certificates
Database

Review Settings

Install

Figure 14: Certificates page in the NES Setup w zard

7. Intheleft navigation pane, click Dat abase The Database page provides database configuration
settings that enable NES to create a database. Perform the following actions to ensure that NES
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can create the database. The steps required differ depending on whether the SQL server uses SQL
authentication or Windows authentication.

*  Windows Authentication

a.

b.

Leavethel nt egrat ed Securi ty option selected. This sets the security property in the
Connection StringtoTrue.

If required, update the connection string with the database instance that you want to use, instead of the
default SQL Express 2012. Refer to https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/
connection-string-syntax for more information about defining the connection string.

Click Test to verify that the database connection string is valid and NES can connect to the database
server.

Note: If you do not use an existing database, the test reports that the database does not exist. NES
creates the database during the installation process.

InManage Dat abase Logi ns section, click theVeri fy User s button to ensure that NES
can create users with access to the SQL database.

The table displays the default account settings for the Appl i cati on Pool and Appl i cati on
Pol i cy identity settings that were defined onthe | | S page appear. By default, the Ser vi ce

t ype loginis an account that provides NES with access to the SQL database. The Audi t or type
login is an account that provides a user with access to view the NES audit tables. For additional
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information about adding, editing and deleting database users or accounts, see Managing Database

Logins.

e SQL Authenication

a. Clearthel nt egrat ed Securi ty option. This setsthe security property in the Connect i on
StringtoFal se.

b. If required, update the connection string with the database instance that you want to use instead of the
default SQL Express 2012. Refer to https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/

connection-string-syntax for more information about defining the connection string.

c. Inthe SQL Logi n section, enter the username and password, and then click Ver i f y to ensure the
provided credentials are valid.

d. Click Test to verify that the database connection string is valid and NES can connect to the database

server.

Note: If you do not use an existing database, the test reports that the database does not exist. NES

creates the database during the installation process.

The following figure provides an example of the Dat abase Set up page for Windows Authentication.

Back

Start

Location

s

Enterprise

Certificates

Database

Database Setup

Connection String:

Integrated Security

Data Source=.\SQLEXPRESS;Initial Catalog=Nymi.{0};Integrated
Security=True;MultipleActiveResultSets=True

Test Connection String Result:

Server Connected, Database does NOT Exist

Review Settings Manage Database Logins:

Install

The service account is used by NES to access the database. The auditor account can be used to retrieve
information from the NES database. When editing or adding logins, the domain account can be a user
account or group account. Additionally, individual user accounts can be created to provide full access to the
database.

Type Login User Status

Service NT AUTHORITY\SERVICE Service_DbUser Exists in DB
| Auditor TEST-LAB\Administrator ~ Auditor_Nymi_NES

Verify Users Result:

No Errors Found.

Fi gure 15: Dat
Aut henti cati on

abase Setup page in NES Setup wi zard for W ndows

8. Intheleft navigation pane, click Revi ew Set ti ngs. The parameters for the NES installation are
displayed for final review.

a) Click Test to verify the configuration. Review the test results and address any errors if

applicable.
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9. Intheleft navigation pane, click | nst al | . The Install page provides different options depending on
the status of the installation.

Table 6: Install page Options

Install Installs afresh installation of NES.

Upgrade Upgrades an existing installation of NES.
Apply Settings Apply settings to an existing NES installation.
Export Settings Export the configuration file for NES settings.
Exit Exit installation wizard without installing NES.

10.For anew installation, click thel nst al | button.

Install

Start

Locati

lis

Enterprise

Certificates

Database

Review Settings

Install

Figure 16: Install NES page in NES Setup wi zard

Note: If the NESinstallation fails with the error message "Cannot Allow Accessto certificate: 'Nymi

Eval NES L2 CA' for account; 'NT AUTHORITY\SERVICE'.", additional troubleshooting actions are
required for the fullchain certificate. Save the NES configuration using Export Set t i ngs and close
the NESinstaller. Deletethe L1 and L2 certificates from the intermediate certificate authority, and re-

import the fullchain certificate following Importing a Fullchain Certificate. Move the L2 certificate from

the personal certificate store to the intermediate certificate store and re-run the NES installer using the saved
NESconfiguration file. On the Start page, the Import Settings button allows you to load a configuration file to
install NES.

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 39



Installing NES

11.When the installation completes, perform one of the following actions:

a) Closethe NES Set up wizard.
b) Click Export Setti ngs to savethe NES configuration settings for future deployments.
The section Saving the NES configuration for silent installations provides more information.

The NES Setup wizard provides you with the ability to save the NES configuration to afile. The NES
configuration file allows you to perform a silent installation of the NES host, with the configuration
settings that you have defined during a previous NES deployment.

The NES configuration can be saved and used for afuture NES deployment.

1.
2.

In the C:\nestemp\Nesl nstaller folder, run install.exe.

OnthelLocat i on tab, inthel nst ance Narme field, type the instance name that was specified
during the deployment.

Onthe Dat abase tab, click Test and Veri fy User s toload the database information.
Onthel nstal | tab, click Export Settings.

OntheExport Setti ngs dialog, perform the following actions:

a) IntheFi | e Name section, click the ellipses, and then navigate to the location where you want
to save the configuration file.

The default location is the Documents folder for the logged in user.

1. Inthe Name field, type the file name. The default file name is the Instance Name of the NES
configuration.

2. Click Save. The configuration fileis saved as afile with a.ninst extension.
b) Inthe Encr ypt i on section, select one of the following options:

+ None, to save the configuration file without encrypting sensitive information.
« Machi ne, to save the configuration with machine encryption.

Note: This saves the file with machine-specific encryption; therefore, you can only load the
configuration file on the same machine on which you save the configuration.
 Private key,tosavethe configuration and encrypt the configuration file with a private key.

Note: This option allows you to load the configuration file with the generated private key file, on a
different machine.

NES Setup can create a new private key for you or you can use an existing private key.

« Tousean existing private key, click the Ellipsis, and then navigate to the location of the file. Select
thefile, and then click OQpen.

» To create anew private key file, click New. Navigate to the location where you want to save the
file. Inthe Name field, type the file name. The default file name is the Instance Name for the
configuration. Click Save. Click OK. The configuration file is saved as afile with a .key extension.

e Click OK.

¢) Click K.
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Perform the following stepsinthel nt ernet | nformati on Services (11S) Manager
application to verify that the authentication configuration is correct.

1. Onthe Connect i ons navigation pane, expand Conput er _Nane > Si t es, select Def aul t
Web Sit e, and then double-click Aut hent i cat i on.

2. Inthe Aut hent i cat i on pane, ensure that Anonynous Aut henti cati on isthe only enabled
option.
The following figure provides an example of the Aut hent i cat i on panewith only the Anonynous
Aut hent i cat i on option enabled.

Connections - . .
I @ Authentication
E:ZJ Stast Page Group by: No Grouping -
v .83 MW-516 (QA-Lab\ddunn) =
..[Z) Application Pools Name Status Response Type
v -[@] Sites Anonymous Authentication
v & Default Web Site ASP.NET Impersonation Disabled
| aspnet_client Forms Authentication Disabled HTTP 302 Login/Redirect

[ NEnrollment
¥ nes

Figure 17: Authentication pane with Anonynous Authentication enabl ed

Use Windows group policies to modify the registry on each network terminal to specify the address of
the NES web application.

The user that creates the group policy requires domain administrator rights. Create a group that contains
all the user terminals that require this change.

Perform the following actions to create a group policy object to change the registry.

1. OnaDomain Controller, openthe G oup Pol i cy Managenent panel.

2. Expand For est > Domai ns, right-click the domain that contains the hosts, and then select
Create a GPOin this domain, and Link it here.

3. Inthe Nane field, type Nymi .

4, IntheSource Starter GPOfield, leave the default value (none).

5. Click K.

6. Expand the domain and select Nymi . Click OK.
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7. Onthe Scope tab, under Security Filtering, performthefollowing actions:
a) Select Aut henti cated Users.
b) Click Renpve.
¢) OntheG oup Pol i cy Managenent confirmation window, click OK.
d) On the warning window, click OK.
e) Click Add.

f) OntheSel ect Users, G oups and Conput er s window, type the name of the group
that contains the user terminals, click Check Nanes, and then click OK.
The group appears in the Security Filter section.

8. OntheSet ti ng tab, right-click Conput er Confi gurati on, and then select Edi t .
9. Expand Conput er Configuration > Preferences > Wndows Settings.
10.Right-click Regi st ry, and then select New > Regi stry Item
TheNew Regi stry Properti es window appears.
11.Fromthe Act i on list, select Cr eat e.
12.Fromthe Hi ve list, leave the default value HKEY_LOCAL_MACHI NE.
13.IntheKey Pat h field, type SOFTWARE\ Nym \ NES.
14.Inthe Val ue nane section, type URL.
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15.IntheVal ue Dat a field, typehtt ps: // nes_server/ NES_servi ce_nane/
where:

» nes_server isthe FQDN of the NES host. The FQDN consists of the <host nane>. <donai n>.
Y ou can also find the FQDN by going to the terminal where NES was deployed and viewing the properties
of thesystem. Thenes_ser ver istheFul | comput er nane.

 NES servi ce_nane isthe name of the service mapping for NESin I1S, which maps a virtual
directory to a physical directory.

The website that you specified in the Val ue Dat a field isthe address of the NES Administrator Console
website that NES Administrators access to manage NES. Record the value in the Configuration Attribute

Valuestable.
New Registry Properties -

General | Comman |

Vo

Action: |Create v |
Hive: | HKEY_LOCAL_MACHINE v |
Key Path: | SOFTWARENymi\NES []
Value name

[oefaut  [URL |
Value type: |REG_SZ v|
Value data: | https://server-2.nymi.lab/nes |

| OK ] | Cancel | | Apply | | Help

Figure 18: URL properties page
16.Click OK.

Perform the following steps when you use acentralized Ny Agent . Use Windows group policiesto
modify the registry on user terminalsto enable Ny Bl uet oot h Endpoi nt to communicate with
theremoteNym Agent .

The user that creates the group policy requires domain administrator rights. Create a group that contains
al the user terminals that require this change.

Create agroup policy object to update the registry.

1. OnaDomain Controller, openthe G- oup Pol i cy Managenent pandl.

2. Expand For est > Domai ns, right-click the domain that contains the hosts, and then select
Create a GPOin this domain, and Link it here.
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Inthe Narre field, type Ny Agent .

Inthe Source Starter GPOfield, leave the default value (none).

Click OK.

Expand the domain and select Nyni  Agent . Click OK.

Onthe Scope tab, under Security Filtering, perform thefollowing actions:
a) Select Aut henti cated Users.

b) Click Renpve.

¢) OntheG oup Pol i cy Managenent confirmation window, click OK.

d) On the warning window, click OK.

e) Click Add.

f) OntheSel ect Users, G oups and Conput er s window, type the name of the group

that contains the user terminals, click Check Nanes, and then click OK.
The group appears in the Security Filter section.

8. OntheSet ti ng tab, right-click Conput er Confi gurati on, and then select Edi t .
9. Expand Conput er Configuration > Preferences > Wndows Settings.
10.Right-click Regi st ry, and then select New > Regi stry Item
TheNew Regi stry Properti es window appears.
11.Fromthe Act i on list, select Cr eat e.
12.Fromthe Hi ve list, leave the default value HKEY_LOCAL_MACHI NE.
13.IntheKey Pat h field, type SOFTWARE\ Nym \ NES.
14.Inthe Val ue nane section, type Agent Ur | .
15.IntheVal ue Dat a field, typews: // Nym Agent : port/socket /websocket
where:
* Nym Agent isthe FQDN of theNym Agent host.
* portisthe port number

+ socket isthename of the socket

+ websocket isthe communication protocol that connects the Nymi Band Application to the Ny i
Agent . You can choose any name for this mapping, but it is recommended that you specify a name that is
descriptive.

The |P address that you specified in the Val ue Dat a field isthe address of the Nym  Agent that the
Nym Band Appl i cati on connectsto. Record the value in the Configuration Attribute Values table.

16.Click OK.

N o gk~ w

Silent installations allow you to perform an NES installation without user intervention, based on values
that are defined in a configuration file. The option to create a configuration file is available to you when
you perform an NES configuration by using the NES Setup wizard.

It isbeneficial to perform asilent installation of NES when you are ready to move
from a POC deployment to a production deployment. In this example, you would
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perform an NES installation and configuration in the POC environment, and select the
option to save the configuration file in the NES Setup wizard. Y ou can then copy the
configuration file to the production NES server, and use the file to silently install the
NES with the POC configuration. The Configuring NES Services section describes how
to save the configuration file.

Before installing NES using the Silent Installer, perform the following:

e Log into your machine with adomain user account that has local administrative privileges
» Copy and extract the installation files to the machine

The installation package contains the .NET 4.8 software and Microsoft SQL Server Express 2012 in the
following directories:

* NET 4.8 software: ..\Neslnstaller\DotNetFX48\

Note: The .NET software may require you to restart your computer.
» Microsoft SQL Server Express 2012: ..\PreRequisites\Sgl Express

Note: If required, you can download and install Microsoft SQL Server Express 2016, or Microsoft
SQL Server Express 2017 instead.

Note: During the installation, accept all defaults. The Silent Installer creates all Microsoft SQL
Server users automatically. On the Dat abase Engi ne Confi gur ati on screen, add additional
users that require access to the audit reports in the SQL database.

Use the following information to install NES using the Silent Installer.

Nymi provides a sample .ninst file located in the NES release folder in the following location: bundle-
folder\NesCmdinstall\. Also included in the sample file is an example of how to configure NESin a
multiple domain environment.

Toinstall NES using the silent installer:

1. Copy the .ninst filesand if created, the private key file to the C:\nestemp\nes-Rel ease-x.X.X.X
\NesCmdinstall directory.

2. Open acommand prompt as an Administrator and change the path to C:\nestemp\nes-Rel ease-X.X.X.X
\NesCmdinstall directory.
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3. TypeNesCndl nstal | . exe --config path_to_config_file\ninst_filenane
[--key path_to_private_key file\filenanme] --allowarnings
where:

« ninst_fil enane isthe name of the NES configuration file.

« path_to_config_fil eistheabsoluteor relative path to the configuration file.
e path_to _private_key fil eistheabsoluteor relative path to the key file.

Note: Usethe --key parameter withthepat h_t o_pri vat e_key_fi | e toinstal the private keys
manually.

For example, to configure NES when the configuration file and private key
file are in the C:\nestemp\nes-Rel ease-x.x.x.X\NesCmdl nstall directory, type
NesCndl nstal | . exe --config NTS. ninst --key nes. key --
al | owmwar ni ngs

4. OntheUser Account Control diaog, click Yes.

Installation log files are located in C:\Program\Data] Nymi|NesCmdinstall\log directory. Theinstallation
process provides output to the screen as well asinstallation log files.
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This section provides information on creating SPNs for NES. After installing NES, it isrequired to
create SPNs for the Application Pool Identity account. Creating SPNs requires sufficient privileges.

Note: If the Application Pool Identity account is changed, the SPNs need to be re-registered with the
new identity account. Re-registering the SPNs involves two steps

1. Removing the old SPNs registered under the old Application Pool Identity account
2. Register the SPNs with the new Application Pool Identity account.

To remove an SPN registered under the old Application Pool Identity, complete the following.

Note: To check the existing SPN entries associated with the App Pool Account, run the
command set spn -1 %onput ername% | <App_Pool _Identity>.Onlyinclude
<App_Pool _I denti t y>if the Application Pool identity isnot aloca account, such as
NetworkService, or Local System.

Open a command prompt as an Administrator and type:

e setspn -d HITP/ %onput er name% %conput er nane% and
e setspn -d HITP/ %onput er nane% %user dnsdomai n% %€ onput er nane%

where:

+ Ygonput er name%isthe computer name of the NES server.
e Suser dnsdomai n%isthe DNS name or Fully Qualified Domain Name (FQDN) of the domain.

« App_Pool | dentity isthe App Pool Identity used for the NES installation. Replace the last argument
with the application pool identity if an AD account is used as the appliction pool identity.

To create SPNsfor asingle node of NES, complete the following.
Open a command prompt as an Administrator and type:

e setspn -S HITP/ %eonput er nanme% <%onput er nane% | App_Pool _ldentity>
and

e setspn -S HITP/ %onput er name% %user dnsdonai n% <% onput er name% |
App_Pool ldentity>

where:

+ Yeonput er nanme%isthe computer name of the NES server.
e Yuser dnsdomai n%isthe DNS name or Fully Qualified Domain Name (FQDN) of the domain.

e App_Pool | dentity isthe App Pool Identity used for the NES installation. Replace the last argument
with the application pool identity if an AD account is used as the appliction pool identity.
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Note: If NESisnot configured for traffic on the standard ports (HTTP/80, HTTPs/443) , it isimportant to
specify the port while completing the setspn command. e,g. set spn - S HTTPS/ wi nser ver: 8443
W nserver, if itislistening on port 8443 instead of 443. If the user account that performed the install isa
member of adifferent domain, replace %userdnsdomain% with the domain of the NES server.

For aNES cluster, use an AD account as the App Pool Identity. Repeat the SPN creation for every NES
instance. In addition, the SPN for the public FQDN of the NES cluster need to be created as follows:

Open a command prompt as an Administrator and typeset spn -S HITP/
<nes_cluster_fqdn> <App_Pool ldentity>

where;
e nes_cl ust er _f gdn isthe Fully Qualified Domain Name (FQDN) of the NES cluster host.

Note: If the NES cluster is not configured for traffic on the standard ports (HTTP/80, HTTPY443) , it isimportant
to specify the port while completing the set spn command. e,g. set spn - S HTTP/ %¢onput er nane
% 8443 Yconput er nane%if itislistening on port 8443 instead of 443. If the user account that performed
theinstall is amember of a different domain, replace %userdnsdomain% with the domain of the NES server.
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Manage the database logins using the Add, Edit and Delete buttons.

The Dat abase pagein the installation wizard enables you to configure settings that apply applied to
the database. Y ou can manage the Database L ogins settings by adding, editing and deleting information.

The Database window enables you to configure settings that apply to the database. In the Connection
String area, if the connection uses Integrated Security and the Security property isset to Tr ue, you can
add Database L ogins.

To add a new user perform the following steps:

1. Inan empty row of the Manage Dat abase Logi ns table, right-click and select Add. The
Sel ect User Credenti al s window appears.

2. FromtheLogi n Type drop-down list, select Auditor or User.

* Auditor — Provides the database user with read-only access to the database
e User — Provide the database user with full control access to the database

3. Inthe Domai n Account field, type the domain name followed by the user account or group
account.

Note: Ensure that a backslash separates the domain and account user or group.
4. IntheDat abase User field, type the name of the database user.
Click OK.

6. Onthe Database page, click theVer i fy User s button to ensure that the new user isvalid. The
Database Login is added to the Manage Dat abase Logi ns area. This Database Login is added
to the SQL database when you are finished configuring the NES Setup Wizard. Proceed to the
I nstall tab,andand press| nst al | or Upgr ade.

o

To edit a database login, perform the following steps:
1. IntheManage Dat abase Logi ns table, right-click and select Edi t .
2. Modify the fields as required.

Note: Y ou cannot change the Login type for a service login account.
3. Click O&K.
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Y ou can delete any Auditor login that you have added.

1. Inthe Manage Dat abase Logi ns area, click the row that you want to delete and right-click.
From the drop-down box, select Del et e.
Enter Del et e.

Click OK to confirm the deletion.
The selected login isdeleted.

AW
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An NES Administrator uses aweb browser on a network device to connect to the NES Administrator
Console,

Perform the following steps to connect to the NES Administrator Console and the System Diagnostics
page.

1. Connect to the NES Administrator Console in a browser by
typinghtt ps: // nes_server/ NES_servi ce_narme or
http://nes_server/NES servi ce_namne

depending on the NES configuration, where:

* nes_server istheFully Qualified Domain Name (FQDN) of the NES host.

« NES servi ce_nane isthe service mapping name for the NES web application. The default service
mapping name is nes.
For example, ht t ps: // server-2. nym . | ab/ nes.

Note: The service mapping name for NES is defined during deployment. Contact the person who
performed the deployment to obtain the NES service mapping name value.

2. Click the Si gn i n button.
The Sign in dialog opens. Enter username and password.

3. Verify the username has administrative access by observing Pol i ci es, and Sear ch inthe main
menu.

The Nymi Connected Worker Platform Troubleshooting Guide provides information about how to
resolve issues that you might encounter when you try to access the NES Administrator Console.
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Hardening is the process of reducing vulnerabilities by eliminating attack vectors and condensing the
system's attack surface. Hardening NES can be based on enterprise I T policy or any industry standard
hardening guideline.

Nymi has taken steps to harden I1S according to the CIS Microsoft I1S 10 Benchmarks from the Centre
for Internet Security (CIS).

To harden the SQL server based on an industry standard hardening guideline, for example, CIS
Microsoft SQL Server Benchmarks, you must secure the external authenticator private keys by
encrypting columns, and optionally by securing the usernames.

Perform the following steps on the NES host to encrypt the columns.

1.

Ensure the NES Application Pool Identity usesthe Local Syst emidentity option from the
Application Pool Identity list, or from the domain user account that is not in the local Administrators
group. Changes to the Application Pool Identity are made on the 1S page in the NES installer.

Uninstall the SQL Ser ver Express 2012 software. Inthe Pr ogr am and Feat ur es
applet of Cont rol Panel ,sedlect M crosoft SQL Server 2012 (64bit).

When prompted, select all components for removal.
Download and install the SQL Server Express 2017 software.
When prompted, select the Basi ¢ installation type.

In the C:\nestemp\NeslI nstaller folder, run install.exe.
The Nymi wizard opens.

OnthelLocati on page, inthel nst ance Nane (optional) field, enter the NES instance
name.
For example, NES

Onthe Dat abase tab, click Test and Veri fy User s toload the database information.
Onthel nst al | pageof theNES Set up wizard, click Upgr ade.

TheNES Set up wizard recreates the SQL database that was removed during the uninstall of SQL Server
Express 2012.

Note: If you get the error message CREATE DATABASE per ni ssi on deni ed t o dat abase
"mast er' , perform the following steps:

* Reruntheinstal.

e Onthel nst al | pageof thewizard, click Upgr ade.

Closethe NES Set up wizard.

Edit the C:\inetpub\wwwr oot\NES\nes\web.config file, and perform the following steps:
a) Search for the string Sql Connecti onStri ng.

b) Add Col umm Encryption Setti ng=Enabl ed; withinthe <value> </value> attribute
tags, as shown in the following codeblock

<setting name="Sqgl ConnectionString" serializeAs="String">
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<value>Data Source=\SQLEXPRESS;initial catalog=Nymi.{ 0} ;Integrated Security=True;
MultipleA ctiveResultsSets=True;
Column Encryption Setting=Enabled;</value> </setting>

c) Savethefile.
10.Download and install the SQL Server Management Studio (SSMS) software.
11.0pen SSMSby usingthe Run as Adm ni st rat or option.
12.Click Connect > Dat abase Engi ne.

13.0Onthe Connect to Server page, if you are using SQL authentication, type the server name and
your credentials, and then click Connect , otherwise, click Connect .

14.Expand Dat abases > Nyni . NES > Security > Al ways Encrypted Keys. Right
click Col unm Mast er Key, and then select New Col unm Mast er Key.

15.0nthe New Col unm Mast er Key window, perform the following actions:
a) Inthe Nane field, type aname for the key.

For example, CMK_Local Machi ne.

b) IntheKey st or e field, select W ndows Certificate Store — Local Machi ne.

The following figure showsthe New Col unm Mast er Key page.
=8 New Column Master Key - [m] x

Selecta page e © Q Help
Mame: |CMK_LDcaIMad1ine|
Key store: Windows Certificate Store - Local Machine ~ Refresh
lzsued To lssued By E;Jgaﬁon Thumbprint

FO036E199B445A4714B5928 ..

Aways Encrypted ... | Always Encrypted ... | 201903-25 DEADB1D71E736201FADEC3...
Mways Encrypted ... | Always Encrypted ... | 201909-25 7377D168ECTFD3280872FCE...
Mways Encrypted ... | Always Encrypted ... | 201903-25 6BD2446D8F3ESF409B35E5A. ..
localhost localhost 20231008 21E62CE3B37414B133BD12C...
MNymi Inc. Symantec Class 3 ... | 20190217 A263BAEBDDEDF36DIA3GEE. ..

Connection

Fi gure 19: New Columm Master Key page

c) Click Generate Certificate.

d) Click OK.

16.WhileinNymi . NES > Security > Al ways Encrypted Keys, right-click Col umm
Encrypti on Keys, andthensdlect New Col unm Encryption Key.

Copyright ©2021

Nymi Connected Worker Platform Deployment Guide v5.0

53


https:/docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-2017

Hardening NES

17.0nthe New Col utm Encrypti on Key page, perform the following actions:
a) Inthe Nane field, type a name for the key.

For example, CEK_Local Machi ne.
b) Inthe Col unn mast er key field, select the name of the column master key that you created.

For example, CMK_Local Machi ne.
The following figure showsthe New Col unrm Encrypti on Key page.

a2 New Column Encryption Key - O X
Eieciap: T St ~ @) Help
Name: CEK_LocalMachine
Column master key: CMK_LocalMachine w Refresh

Column encryption keys protect your data. and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "New Column Master Key" page.

Fi gure 20: New Col umm Encryption Key page
¢) Click K.
18.In the left navigation pane, expand Dat abase > Nymi . NES > Tabl es.

19.Under tables, right-click nub. Pri vat eKey St or e, and then select Encr ypt Col umrms.
The Al ways encr ypt ed wizard opens.

20.0nthel nt r oduct i on page, click Next .
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21.0nthe Col unm Sel ect i on page, perform the following actions:
a) Enable Apply one key to all checked col utms and ensure that
CEK Local Machi ne appearsin thelist to theright.
b) Inthetable, select PEM and then fromthe Encr ypti on Type list, select Randomi zed.
¢) Inthetable, select DER, and then from the Encr ypt i on Type list, select Randomni zed.

The following figure showsthe Col unm Sel ect i on page.
™ Always Encrypted [=1o .

Column Selection

@ Help

Run Settings o Apply one key to all checked columns: CEK_LocalMachine w

Summary Encyplion Type Encryplion Key '\

Marme State Encryption Type Encryption Key

d PEM i Randomized = CEK LocalMa.. =~

v DER r w| CEK_LocslMa... =

Show affected columng only

Fi gure 21: Colum Sel ecti on page
d) Click Next .

22.0ntheMast er Key Confi gurati on page, click Next .

23.0ntheRun setti ngs page, leavethe default value Proceed to fi ni sh now, and then
click Next .

24.0n the Suntrar y page, review the results, and then click Fi ni sh.
25.Close SSMVS.

Encrypt usernames in the NES Database

Y ou have the option to encrypt the usernames in the audit.UserCore table and the nub.UserCore table.
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1. Encrypt the audit.UserCore table by performing the following steps:

a) InTabl es, right-click audi t . User Cor e, and then select Encr ypt Col umms.

b) On the Introduction page, click Next .

c) Enable Apply one key to all checked col utms and ensure that
CEK _Local Machi ne appearsin thelist to theright.

d) IntheTabl es, select user nane, and then fromthe Encr ypti on Type list, select
Det ermini stic.

€) Click Next .

f) OntheMaster Key Confi gurati on page, click Next .

g) OntheRun setti ngs page, leave the default setting Pr oceed to fi ni sh now, and then
click Next .

h) Onthe Summar y page, review the results, and then click Fi ni sh.
2. Encrypt the nub.UserCore table by performing the following steps:

a) InTabl es, right-click nub. User Cor e, and then select Encr ypt Col umms.

b) On the Introduction page, click Next .

c) Enable Apply one key to all checked col utms and ensure that
CEK_Local Machi ne appearsin thelist to theright.

d) IntheTabl es, select user nane, and then fromthe Encr ypti on Type list, select
Det ermi ni stic.

€) Click Next .

f) OntheMast er Key Confi gurati on page, click Next .

g) OntheRun setti ngs page, leave the default setting Pr oceed to fi ni sh now, and then
click Next .

h) Onthe Summar y page, review the results, and then click Fi ni sh.
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Connected Worker Platform Deployment in Citrix and
RDP Environments

The Connected Worker Platform supports deployments in Citrix and RDP environments.

Connected Worker Platform Deployment in Citrix Environment

The following figure provides an overview of the Connect ed Wor ker Pl at f or mcomponents that
areinstalled in a Citrix environment.

Citrix connections over TLS Netscaler Citrix connections

| v v
& User Sgssion 1 User Sgssion 2
s s
N NFC | [N} NFC [ 21l ERRIN
reader | Gitix Client 2 reader [ Gitrix Client 1 Eleny 2Me
Z |% z| |2
v v w w
5 o
- - Citrix perver Citrix Jerver
N
Websacket over TLS-
BLE | Nymi Bluetoot BLE | NymiBluetoo
3] dongle Endpoint 0 dongle Endpoint Wabsockat HITPS/HTTP  HTPSHTEP
NI, A, E-SSO ILDAPS LDAP_|  AD Domain
11 Agent Semver Server Controller
Terminal 2 Termnal 1
Win 10 64 it / Win 7 Win 10 64 bit/ Win 7 Windows Server 2012 r2/ 2016

Websocket over TLS Netscaler Websocket

Figure 22: Connected Worker Platformconponents in a Citrix environment

This figure shows the following configuration:
e TheNym Bl uet ooth Endpoi nt isinstaled on each Citrix client. TheNyni Bl uet oot h
Endpoi nt service on each Citrix client communicateswiththe Nym  Agent service, whichis

installed on a separate host, on websocket port 9120.
e TheNym Agent isinstalled in an central location that is accessible to al user terminals, for

example on the NES server.
* Annbetoml fileisinstalled on the Citrix client, and is configured with the location of the Ny i

Agent .
* An NEA runs on the Citrix server and includes the nymi_api for communicating with Nymi Bands.

Connected Worker Platform Deployment in RDP Environment
The Connect ed Wor ker Pl at f or msupport deployments in RDP Environments.

The following figure provides an overview of the Connect ed Wor ker Pl at f or mcomponents that
areinstalled in an RDP environment.
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Q

[N NFC | [N ] NFC | i [nea i [nea
reader | rpp client 2 reader | RDP Client 1 : )
Nymi API Nymi API
I I Windows Server \ Windows|Server
{

RDP connect tions 1

User Session 1

User Session 2

BLE | NymiBluetooth BLE | NymiBluetooth Websocket - 9120/tcp HITPRATTP 4430 e
dongle Endpoint (3] dongle Endpoint X
Nymi

Nymi Agent Enterprise AD Domain
Server LDAP/LDAPS|  Controller

Nymi Band Application
NAPI DLL
Nymi Agent

BLE Nymi Bluetooth
dongle Endpoint

Terminal 2 Termpnal 1

Websocket - 9120/tcp

Windows Enroliment machine

Fi gure 23: Connected Wrker Platform conponents in a RDP environnent

This figure shows the following configuration:

TheNym Bl uet oot h Endpoi nt isinstalled on each RDP client. The Ny Bl uet oot h
Endpoi nt service on each RDP client communicateswiththe Nym  Agent service, whichis
installed on a separate host, on websocket port 9120.

TheNyni Agent isinstaled in an central location that is accessible to all user terminals, for
example on the NES server.

An nbe.toml fileisinstalled on the RDP client, and is configured with the location of the Ny i
Agent .

An NEA runs on the RDP server and includes the nymi_api for communicating with Nymi Bands.

This section provides information about installing and configuring Nymi components in Citrix and RDP
environments.

Take the following into consideration when configuringthe Nym APl WebSocket [ nterface
andthe Nym Agent inaphysical environment.

Ensure that both components have connectivity to NES.

Each component needs a distinct TCP port.

Determine how to configure transport layer security, either by configuring it on the server or by
offloading.
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» If thereisaNetwork Address Trandation (NAT) betweenthe Nyrmi APl WebSocket
InterfaceandtheNym Agent ,theNym Agent and the client machines use the subcribe
operation. See the Nymi API guide that is appropriate for your system for more information.

» Each component can co-locate with the NES (ensure that distinct TCP ports are being used).

Take the following into consideration when configuringthe Nym APl WebSocket [ nterface
andthe Ny Agent inaCitrix or RDP environment.

In this type of environment, the remote client is used to connect to a Nymi-enabled Application.
Ensure that the following requirements are met:

* Nymi Bluetooth Endpoint isinstalled on the same machine that is running the remote client software
» The Nymi-enabled Application has knowledge of the remote session address, so it can connect to the
correct Nymi Bluetooth Endpoint.

Install the Nym  Agent application, which isincluded inthe Nym  Runt i me installation package,
on amachine in the environment. For example, install the Nym  Agent application on the same
machine as NES. When you install the Nym  Runt i me software, you can choose to install the Ny mi
Agent application only.

1. Logintotheterminal, with an account that has administrator privileges.

Extract the Nymi  SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exe file.
OntheWel cone page, click I nst al | .

OntheUser Account Contr ol page, click Yes.
Theinstallation wizard appears. If the installation detects missing prerequisites, perform the steps that appear
in the prerequisite wizards.

OntheWel come to the Nymi Runtime Setup W zard page, click Next .
7. OntheNynmi Runti nme Set up page, expand Nym  Runti ne.

ok wbd
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8. Select N\ymi Bl uet oot h Endpoi nt,andthenselectEntire feature will be
unavai |l abl e.

The following figure provides an example of the Ny Runt i me Set up window with option to make
Nym Bl uet oot h Endpoi nt unavailable.

# Nymi Runtime 5.0.5.46 Setup ® — X
Nymi Runtime Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

[ =) v| Nymi Runtime

i =3+ | Nymi Agent

it =3 + | Nymi Bluetooth Endpoint
=) Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

= Feature will be installed when required

< Entire feature will be unavailable

Browse...

Reset Disk Usage Back Cancel

Figure 24: Nym Bluetooth Endpoint feature will be unavail abl e
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9. Observethat Nymi Bl uet oot h Endpoi nt isnot available, as shown in the following figure,
and then click Next .

|
Nymi Runtime Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

= Dvl MNymi Runtime
=3 ~ | Nymi Agent
Nymi Bluetooth Endpoint

This feature requires OKB on your
hard drive.

Reset Disk Usage Back Cancel

Figure 25: Nymi Bl uetooth Endpoint feature is not avail able
10.0Onthe Ser vi ce Account window, click Next .
11.0ntheReady to install page clickl nstall.
12.Click Fi ni sh.
13.0nthel nstal | ati on Conpl eted Successful |y page clickCl ose.

Note: TheNym Agent must be ableto receive incoming WebSocket connections on TCP port 9120
(used for communication with NBE). If theNym APl WebSocket | nterfaceisinuse it must
also be able to receive incoming WebSocket connections on the TCP port configured for Nym  API
WebSocket | nt erface connections (default 80 when using the ws protocol, and default 443 when
using the wss protocoal). See the Nymi APl WebSocket Interface Guide for information about configuring
this port. Please ensure that these ports are open in the firewall on the server running the Nymi  Agent .

Install the Ny Bl uet oot h Endpoi nt , whichisincludedinthe Nymi Runt i ne installation
package, on each Citrix or RDP client in the environment. When you install theNym  Runt i e
software, you can choosetoinstall the Ny Bl uet oot h Endpoi nt only.

1. Loginto theterminal, with an account that has administrator privileges.

2. ExtracttheNym  SDK distribution package.
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3. From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exefile.
OntheWel come page, click I nst al | .

5. OntheUser Account Control page, click Yes.
Theinstallation wizard appears. If the installation detects missing prerequisites, perform the steps that appear
in the prerequisite wizards.

6. OntheWel cone to the Nymi Runtine Setup W zard page, click Next .
OntheNym Runtine Set up window, expand Nymi  Runti ne.

8. Select N\ymi  Agent ,andthenselectEntire feature will be unavail abl e, asshown
in the following figure.

>

~

#2 Nymi Runtime 5.1.1.439 Setup — ¥

Nymi Runtime Setup
Select the way you want features to be installed,

Click the icons in the tree below to change the way features will be installed.

= Qvl Mymi Runtime
; Mymi Agent
=1 Wil be installed on local hard drive

=38 Entire feature will be installed on lecal hard drive

Lr
g8 Feature will be installed when required

Entire feature will be unavailable

£ F |

Browse...

Reset Disk Usage Back Cancel

Figure 26: Nym Agent feature will be unavail abl e
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9. Observethat Nymi  Agent isnot available, as shown in the following figure, and then click Next .

#7 Nymi Runtime 5.0.5.46 Setup — X ‘

Nymi Runtime Setup

//- i ‘1‘\\

|" \n

\ _—"\'_ |

Select the way you want features to be installed. \ /
N

Click the icons in the tree below to change the way features will be installed.

=) Dvl Nymi Runtim
. 4R I Nymi Agent
=3 ~ | Nymi Bluetooth Endpoint

This feature requires 0KB on your
hard drive.

(w1 ]
T

Reset Disk Usage Back Cancel

Figure 27: Nynmi Agent feature is not available
10.0Onthe Ser vi ce Account window, click Next .
11.0ntheReady to install page clickl nstall.
12.Click Fi ni sh.
13.0nthel nstal | ati on Conpl eted Successful |y page clickCl ose.

Installing Nymi Bluetooth Endpoint on a Thin Client

Thin clients are used to connect to server-based environments, such as virtual desktops, where processes
are powered. These servers host desktops and applications, and displays them over the network to the
thin client machine. The client machine that communicates with a Nymi Band requiresis the Ny ni

Bl uet oot h Endpoi nt installed locally, however installing software on thin clients differ between
machines and operating systems. As aresult, the installation instructionsfor Nym Bl uet oot h
Endpoi nt onathin clientswill differ aswell. Please refer to the release notes for installation
instructions for a particular machine.

Installing NBE on an HP Thin Pro

Follow the instructions below to manually install Nym Bl uet oot h Endpoi nt manually. Retrieve
theinstalation filenbed 1.6.1 amd64.deb from Nymi. For installation with APT/Repository, refer to
Installing NBE via APT/Repository on page 64.
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1. Switch your user modeto Admni ni st r at or from the system menu, or log in by entering an the
credentials of a person in the domain admin group.

a) Right-click the desktop or click St art .

b) Click Switch to Adm ni strat or fromthe menu. You will be prompted to enter the
administrator password.

The screen is surrounded by ared border when in administrator mode.

2. Extract thefile, nbed_x.x.z_amd64.deb, from the Nymi distribution package and save it to the
machine. Where x.y.z isthe version of the file. Note the file path.

3. Unlock read/write accesswith X Ter m nal .

a) Click St art andgoto Tool s.
b) Click X Ter mi nal .
¢) Unlock read/write access.

f sunl ock

4. InX Ter m nal changethe directory to the file location of nbed x.y.z amd64.deb and install the
extracted file.

dpkg -i nbed x.y.z and64. deb

Where you replace x.y.z with the actual version number of thefile.

5. Configurethe Nyrmi Bl uet oot h Endpoi nt configuration file. The fileislocated in /usr/bin/
nbe.toml. Refer to Editing the nbe.toml File.

The template file, nbe.default.toml file contains default information for Nyni Bl uet oot h
Endpoi nt . Edit and save the file as nbe.toml to configure Ny Bl uet oot h Endpoi nt .

6. Revert thefile system to read-only access.
a) Open X Term nal .
b) Enter:

f sl ock

¢) Closetheterminal.

7. Revert to User mode from the system menu, or log in using the credentials of a person in the user
domain group. Refer to step 1.

Follow theinstructions below to install Nymi Bl uet oot h Endpoi nt via APT/Repository.

1. Switch your user mode to Adni ni st r at or from the system menu, or log in by entering an the
credentials of a person in the domain admin group.
a) Right-click the desktop or click St art .

b) Click Switch to Adm ni strat or fromthe menu. You will be prompted to enter the
administrator password.

The screen is surrounded by ared border when in administrator mode.
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2. Unlock read/write accesswith X Ter m nal .

a) Click Start andgotoTool s.
b) Click X Termni nal .
¢) Unlock read/write access.

f sunl ock
3. Enabletheinstallation of packages by editing the sources.list entry:
deb http://apt.nymi.com/ xenial main

Refer to the following link for installing a package from Debian (for HP thin clients): https://support.hp.com/
si-en/product/hp-t5325-thin-client/4063703/document/c02919995/

4. Download the public key for the Nymi repository server.
wget http://apt.nym .com nym _apt.gpg
5. Ingtall the key in the APT system.
sudo apt-key add ./nym _apt. gpg
6. Update the repository data.

sudo apt update

7. Install Nym Bl uet oot h Endpoi nt viaAPT.

sudo apt install nbed

8. Edit the nbe.default.toml file and save it as nbe.toml to configure Ny Bl uet oot h Endpoi nt .
9. Revert thefile system to read-only access.

a) Open X Term nal .
b) Enter:

f sl ock

¢) Closetheterminal.

10.Revert to User mode from the system menu, or log in using the credentials of a person in the user
domain group. Refer to step 1.

TheNyni Bl uet oot h Endpoi nt file usesthe nbe.toml file to define the location of aremote
Nym Agent

Perform the following steps to specify the URL to theremote Nymi  Agent .

1. Makeacopy of the C:\Nymi\Bluetooth Endpoint\nbe.default.toml file, and name the file nbe.toml.
2. Edit the nbe.toml file with atext editor.
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3. Edit the default agent _ur | parameter and replace the default IP address (127.0.0.1) with the
FQDN of the machine that is running theremote Nym  Agent .

For example:
agent_url = "ws://agent.nymi.com:9120/socket/websocket"

whereagent . nym . comisthe FQDN of theremote Nym Agent machine.
4. Savethe nbetoml file.
5. RestarttheNym Bl uet oot h Endpoi nt .
a) Pressthe Windows key on the keyboard, or click the start button on the toolbar. Enter " Services'
in the search bar. The Services application window appears.
b) Searchfor Nym Bl uet oot h Endpoi nt inthe Services application.
c) Right-click Nym Bl uet oot h Endpoi nt and restart it.

Perform the following steps to create atext file that containsthe Ny Agent URL, and then use
Group Policy Preferences to pushthefileto each Citrix or RDP client.

Perform the following steps on the domain controller.

1. Onthe domain controller, create file named nbe.toml.

2. Edit the nbe.toml file with atext editor and add the following line:
agent _url = "ws://agent_server: 9120/ socket/websocket"
whereagent _ser ver isthe FQDN of the host on which you install the Nym  Agent software, for
example, the NES host that you recorded in the Configuration Attribute Values table.

3. Edit the RSSI (Received Signal Strength Indicator) valuesin the nbe.toml file to configure Ny mi
Lock Contr ol behavior and enable BLE tap. Refer to Edit the nbe.toml Filein the Nymi
Connected Worker Platform Administration Guide for default and suggested values.

4. UseG oup Policy Preferences topushthenbetoml file to the C:\nymi\Bluetooth_Endpoint
\ directory on each Citrix or RDP client that accesses the solution.

The following section describes the tasks that you need to perform to prepare each type network
terminal in the environment.

1. Insert the Nymi-supplied Bluetooth Adapter into an available USB port. The Bluetooth adapter is
used to detect the presence or absence of Nymi Bands as they move in and out of Bluetooth signal
range.

2. Attach aNymi-supported NFC reader into an available USB port.

3. Install theNym  Runt i me. The preceding section describesthe Ny Runt i e installation
procedure.

4. Install the Nymi-enabled Application.

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 66



Connected Worker Platform Deployment in Citrix and RDP Environments

The Bluetooth Low Energy (BLE) radio antennain a BLED112 USB Adapter provides seamless
Bluetooth capability between the Nymi Band and devices such as alaptop computer.

To ensure optimal system performance, place the Bluetooth Adapter in alocation that meets the
following criteria:

» clear line of sight to the Nymi Band.

» on the same side of the computer that you wear your Nymi Band.

e near the computer keyboard.

Note: The presence of liquids between the Nymi Band and BLE adapter negatively affects

the Bluetooth signal quality. Thisincludes beverages and the human body. If BLE taps behave
unexpectedly, consider another placement for the BLE adapter, or edit the Nymi Bluetooth Endpoint

configuration file to adjust the signal strength thresholds to perform a BLE tap (see Edit the nbe.toml
File).

Perform the following steps to install or upgrade Nymi - Runt i me on anetwork device, on which you
want to install a Nymi-enabled application.

Log in to the terminal, with an account that has administrator privileges.

Extract the Nymi  SDK distribution package.

From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer version.exe file.
OntheWel cone page, click I nstal | .

OntheUser Account Contr ol page, click Yes.
Theinstallation wizard appears. If the installation detects missing prerequisites, perform the steps that appear
in the prerequisite wizards.

OntheWel cone to the Nymi Runtine Setup W zard page, click Next .
OntheNyni Runtine Set up page, click Next .

OntheServi ce Account window, click Next .

. OntheReady to install pageclickl nstall.

10.Click Fi ni sh.

11.0Onthel nstal | ati on Conpl eted Successful |y page clickCl ose.

12.Inthe W ndows Ser vi ces applet, confirm that you can seethe Nym  Agent and Nym
Bl uet oot h Endpoi nt services, and that the status of each serviceis Runni ng.

o kr wbdPE
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Perform the following stepsto install the Nymi Band Application on a network device.

1. Download the Nymi Band Application package.
2. Double-click to run the Nymi-Band-App-installer-v_ver si on.exeinstaller.

3. Follow the prompts in the Nymi Band Application installation wizard and when prompted, install all
the prerequisite packages and BLE device driver from Silicon Labs.
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4. IntheW ndows Ser vi ces applet, confirm that you can seethe Nymi  Agent and Nymi
Bl uet oot h Endpoi nt services, and that the status of each serviceis Runni ng.

5. Close the Nymi Band Application.
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In order to ensure continuous service delivery in a production environment, Nymi Server components
can be deployed in a highly-available configuration. These components includes the Nymi Enterprise
Server, theNym Agent (if deployed on centralized servers), and the Nymi - APl WebSocket

I nt er f ace (if enabled). This section of the guide provides deployment information for setting up a
centralized NES cluster and a Nymi Agent cluster for high availability and scalability. The centralized
NES and Nymi Agent clustering architecture is defined in Centralized Deployment Reference
Architecture For NEE versions 2.5, 2.6 and 3.2.

This guide will focus on NES and Nymi Agent clusters deployment. However, the following will not be
covered:

e SQL Server AlwaysOn Availability Group Deployment

» Hardening of SQL Server like TLS communication and SQL Server transparent data encryption
(TDE)

* Load balancer deployments; contact your Nymi Solution Consultant for more information.

For high availability deployments, the deployment process includes the following steps.

1. Deploy SQL AlwaysOn Availability Group: a minimum of two SQL Server instances (SQL Server
2012+ Enterprise Edition, SQL Server 2016+ Standard Edition) with synchronous commit. The
deployment will aso need an additional server as the quorum witness depending on the quorum
modes.

Deploy NES instances

Configure the load balancer for the NES cluster

Deploy the Nymi Agent instances

Configure the load balancer for the Nymi Agent cluster

arwDd

For NES cluster deployments, a SQL Server AlwaysOn Availability Group with at least two SQL
Server instances, two or more NES servers, and aload balancer is required.

The deployment steps for SQL Server AlwaysOn Availability Group is beyond the scope of this
document. Refer to this Microsoft documentation for details. Before the SQL Server AlwaysOn
Availability Group deployment, perform the following prerequisites:
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Designate a SQL Server instance as the primary replica during deployment.

Use the provided database DDL script to create the NES database on the primary replica.
Enable TCP on port 1433 for client connections on each SQL Server instance.

Windows authentication is enabled on each SQL Server Instance.

SQL Server Browser service' s start mode is set to automatic on all SQL Server nodes.
SQL Server agent service' s start mode is set to automatic on all SQL Server nodes.

Designate the name and | P address for the Availability Group Listener, thiswill be used for NESto
connect to the NES database.

Thereisavalid AD account for NES to connect to the NES database. The account needs to have
read/write permission on the NES database. To use Kerberos authentication, the SQL Server Service
Principal Name (SPN) needs to be set for all SQL Server nodes and the AG Listener under the
account.

To enable SQL Server transparent data encryption (TDE) in the Availability Group, create a master
key and import the master key into every SQL Server instance

After prerequisite completion, follow Microsoft documentation to deploy the Availability Group. In
order to alow automatic failover of the Availability Group, there must be at least one secondary replica
configured for synchronous commit with the primary replica.

This section includes information for deploying NES instances for the NES cluster deployment.

1

Map the NES cluster’s (virtual server) fully qualified domain name (FQDN) to 127.0.0.1in C:

\Windows\System32\drivers\etc\hosts

Follow Installing NESto install NES on the individual servers. For the deployment, the following

information is applicable:

a) The NESvirtual server’sfully qualified domain name (FQDN) instead of the individual server’s
FQDN should be used in the NES URL

b) Use the name or address of the respective SQL Server AlwaysON Availability Group listener
for the NES database connection. In addition, the database connection string should include
I nt egrat edSecurity=SSPl; Milti Subnet Fai |l over =Tr ue

¢) If SSL offloading isto be used for NES cluster, make sure HTTP is enabled

Follow documentation for the load balancer used in your environment for configuring the NES cluster
(virtual server) and ensure the following is configured correctly.

1.
2. Configure the cluster in active-active mode

3.

4. For Layer 7 load balancer, SSL/TLS offloading can be configured for NES 3.2, and SSL/TLS

Include all the NES instances as the backend servers for the virtua server.

Make source IP based session affinity (persistence) is configured.

bridging can be configured for NES 2.5, 2.6 and 3.2.
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The URL for the livenesstest of the NES instancesis: <nes_admin_service>/nes/ping where
<nes admin_service> isthe name of the NES Admin service.

Follow this section for configuring SSL/TL S bridging.

1.

Each NES instance has HTTPs enabled with avalid TLS certificate for the instance during the
installation

Thereisavalid TLS certificate for the cluster’s FQDN

The cluster’ s | P addressis alocated to the load balancer and is bound to the cluster’s FQDN in the
respective DNS.

Import the TLS certificate into the load balancer, and bind it to the NES cluster.

When applicable, ensure the signing CA certificate(s) for each NES instance’ s TLS certificateis
trusted by the load balancer

Configure the load balancer to use the HTTPs URL s of theindividual NES instance.

The following steps are applicable for configuring SSL/TL S offloading for NES.

1

Each NES instance has HTTPs enabled during the installation.

2. Thereisavalid TLS certificate for the cluster’s FQDN.

The cluster’s | P address is alocated to the load balancer and is bound to the cluster’s FQDN in the
respective DNS.

Import the TLS certificate into the load balancer, and bind it to the NES cluster.
Configure the load balancer to use the HTTP URLSs of theindividual NES instance.

For aNymi Agent cluster, two or more servers are required. The following section includes information
for deploying the Nymi Agent cluster.

1.

When the Nymi cluster needs to support thin-client or RDP, the cluster must be configured in active-
passive mode.

When the Nymi Agent cluster does not need to support thin-client, RDP, and WebApi, the cluster
can be configured in active-active mode.

When the Nymi Agent cluster needs to support WebApi, two clusters must be configured on the
same load balancer (or load balancer cluster). One cluster for the websocket service on port 9120,
and one for the WebApi. Whether both the clusters can be configured in active-active mode or not
will depend on the capability of the load balancer. The same session affinity/persistence needs to be
applied across the two clusters.

It is not possible to use WebApi in thin-client or RDP environments.
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Follow Installing the Nymi Agent to install the Nymi Agent on individual servers.

Follow documentation for the load balancer used in your environment for configuring the Nymi Ageny
cluster (virtual server) and ensure following is configured correctly:

1. Include al the Nymi Agent instances as the backend servers for the virtual server.

The virtual server’s service port should be TCP/9120.

The backend server port should be TCP/9120.

Configure the virtual server in active-active mode if it does not need to support thin-client, RDP.

Ensure the source | P based session affinity (persistence) is configured when the virtual server is
configured in active-active mode.

6. For liveness tests on the backend servers, use TCP connection test on port 9120 of the backend
servers.

7. Configure the livenesstest for the Nymi Agent instances to use TCP connection on the designated
websocket port.

ok wDd

For WebApi, two clusters are required, one for the websocket service on port 9120, and one for the
WebApi. Whether the cluster can be configured in active-active mode or not will depend on the
capability of the load balancer. If the load balancer supports session affinity across multiple virtual
servers (for example, with Citrix Netscaler’s Persistence Groups, and F5's Match Across options), it

is possible to configure both Nymi Agent clusters in active-active mode. Active-active mode will also
reguire source | P based session affinity so that all the traffic from a specific source IP will be directed to
the same Nymi Agent instance in both clusters.

Follow documentation for the load balancer used in your environment for configuring the virtual server
for the websocket service on port 9120 and ensure the following is configured correctly:

1. Include al the Nymi Agent instances as the backend servers for the virtual server.

2. Thevirtual server’s service port should be TCP/9120.

3. The backend server port should be TCP/9120.
4

. For liveness tests on the backend servers, use TCP connection test on port 9120 of the backend
servers.
5. Configure the virtual server in active-active mode or active-passive mode according to the capability
of the load balancer as specified above.
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In addition to the virtual server for the the websocket service on port 9120, an additional virtua server
for the the WebApi service on the load balancer must be configured as follows:

1. Include al the Nymi Agent instances as the backend servers for the virtual server.

2. Thevirtual server’s service port should be TCP/443 for SSL/TL S offloading.

3. The backend server port should be TCP/<WebApi_port>, where <WebApi_port> isthe WebApi
service port on the Nymi Agent instances

4. For liveness tests on the backend servers, use TCP connection test on the backend server port
<WebApi_port>.

5. Configure the virtual server in active-active mode or active-passive mode according to the capability
of the load balancer as specified above.

When alayer 7 load balancer is used, it is recommended to configure SSL/TLS offloading for the
WebApi virtual server asfollows:

Configure the backend server’s WebApi to use plain websocket without TLS.

Configure the virtual server to connect to the backend servers without TLS
Ensurethereisavalid TLS certificate for the virtual server’s FQDN

Ensure the virtual server’s IP address is allocated to the virtual server’s FQDN.

Import the TLS certificate into the load balancer, and bind it to the WebApi virtual server.

akrwbdPE

Copyright ©2021 Nymi Connected Worker Platform Deployment Guide v5.0 73



Copyright ©2021
Nymi Inc. All rights reserved.

Nymi Inc. (Nymi) believes the information in this document is accurate as of its publication date.
Theinformation is subject to change without notice.

Theinformation in this document is provided as-is and Nymi makes no representations or
warranties of any kind. This document does not provide you with any legal rights to any
intellectual property in any Nymi product. Y ou may copy and use this document for your
referential purposes.

This software or hardware is developed for general usein avariety of industries and Nymi
assumes no liability asaresult of their use or application.Nymi, Nymi Band, and other trademarks
are the property of Nymi Inc. Other trademarks may be the property of their respective owners.

Published in Canada.
Nymi Inc.

Toronto, Ontario
WWW.nymi.com


http://www.nymi.com

	Contents
	Preface
	Connected Worker Platform Overview
	Connected Worker Platform Components
	Connected Worker Platform Certificate Overview
	Obtaining Certificates
	TLS Certificate Requirements



	Hardware and Software Requirements
	Software requirements
	Hardware requirements

	Configuration Settings Attribute Values
	Certificates Expiration Dates
	Deployment Checklist
	Prerequisite Configuration
	Configuring Active Directory
	Preparing the NES host

	Install and Configure IIS
	Installing IIS and ASP.NET
	Importing the TLS server certificate
	Adding HTTPS site bindings
	Creating the CRL directory in IIS

	Importing a Fullchain Certificate
	Importing certificates
	Moving the L2 certificate

	Installing NES
	Installing the NES Services Suite using the wizard
	Configuring NES Services
	Saving the NES Configuration File for Silent Installations
	Verifying the authentication configuration on the NES host
	Deploying the NES URL to User Terminals by using group policies
	Deploying the Nymi Agent URL to User Terminals by using group policies

	NES Silent Installer
	Installing NES using the silent installer


	Setting Service Principal Names (SPN)
	Removing SPN
	Single Node SPN Creation
	NES Cluster SPN Creation

	Managing Database Logins
	Adding Database Logins
	Editing Database Logins
	Deleting Database Login

	Connect to NES for the First Time
	Accessing NES Administrator Console

	Hardening NES
	Encrypt usernames in the NES Database

	Connected Worker Platform Deployment in Citrix and RDP Environments
	Connected Worker Platform Deployment in Citrix Environment
	Connected Worker Platform Deployment in RDP Environment
	Installing and Configuring CWP in Citrix and RDP Environments
	Nymi API WebSocket Interface Configuration
	Installing the Nymi Agent
	Installing the Nymi Bluetooth Endpoint on Local Clients
	Installing Nymi Bluetooth Endpoint on a Thin Client
	Installing NBE on an HP Thin Pro
	Installing NBE via APT/Repository


	Editing the Nymi Bluetooth Endpoint Configuration File
	Configuring NBE on Citrix or RDP clients by using group policies
	Installing the Nymi-enabled Application
	Bluetooth Adapter Placement
	Performing a customizable Nymi Runtime installation or upgrade
	Performing a customizable Nymi Band Application installation



	Connected Worker Platform High Availability
	Overall Deployment Process
	Deploy the NES Cluster
	Deploy SQL Server AlwaysOn Availability Group
	Deploy NES Instances
	Configure the NES Cluster on the Load Balancer
	Configure SSL/TLS Bridging
	Configure SSL/TLS Offloading


	Deploy the Nymi Agent Cluster
	Deploy Nymi Agent Instances
	Configure the Load Balancer Without WebApi Support
	Configure the Load Balancer With WebApi Support
	Configure the Load Balancer for the Websocket Service on Port 9120
	Configure the Load Balancer for the WebApi Service

	Configure SSL/TLS Offloading



