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This document summarizes the key changes and feature enhancements for customers to consider when 

upgrading from Nymi Enterprise Edition (NEE) or the Nymi Connected Worker Platform (CWP).   

 

Nymi’s product accumulates features and improvements, so later releases contain those that were added 

earlier.  

 

 

CWP1.20.1  

This release introduces the functionality of dynamic client registration to support Nymi Connect for Android. 

 

Nymi Connect for Android NCA 1.0.1 

 We are excited to announce the release of Nymi Connect for Android (NCA) version 1.0.1, a major milestone 

introducing enhanced compatibility and authentication capabilities for enterprise environments.  

This release leverages the Android OS Autofill framework feature, enabling a hands-free authentication 

experience for browser-based applications. Users can now leverage their corporate credentials for seamless and 

secure access.  

Nymi Connect for Android remains an optional component. It is not required for CWP customers unless they 

wish to enable the additional functionality it provides. 

 

 

 

Secure NFC with HID SEOS compatibility 

CWP 1.19.2 onwards support secure NFC band tap with HID SEOS   
 

With this release we validated Nymi Band support for Secure NFC readers which are encrypted with corp48 

credentials. 

NF 4.11.3 

Nymi Band 3 Firmware Fix for false taps detection by Nymi Application on 
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newer iPad models 
 

This release contains the fix to stabilizes the RSSI values which should remain stable before and after 

authentication with fingerprint. 

Key Resolved Issues in NF 4.11.3  

Issue Number Description 

NF-4879 Fix BLE TX power spike for non-connectable advertisements 

 

 

 

CWP1.19.2 

Nymi Band 4 Support 

CWP 1.19.2 is a minor release that includes fixes to the CWP components and enhancements to the Nymi Band 

Application to display Nymi Band 4 images during a Nymi Band 4 enrollment 

Please Note: This release does not contain Firmware for Nymi Band 4. The Nymi Band 4 and its firmware will be 

released separately. 

Bug Fixes  
Fixed issues to improve deployment, usability, and security.  

Key Resolved Issues in CWP 1.19.2  
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Issue Number Description 

NPM-744 Update NBA for Nymi Band 4 

NPM-687 

 

Nymi Band 4.0 Root CA renewal 

NEM-3178  

 

Add note in the UI for Liveness Detection (applicable for gen 3) 

NEM-3427 NES instance name has became case-sensitive after release 1.15.2 

NEM-3480 Custom Max Password Age is not saved to web 

SDK5-3120 Even if we enable or disable liveliness detection policy in the NES application 

for a particular user, the value is set to bypass_ecg config value =1 

SDK5-3100 Change iGel, Linux, and the other default config values for rssi cutoff to -83 in 

nbe 

SDK5-1938 [IGEL] nbe.toml should be updated with the latest content 

 

 

CWP1.19.1 

Nymi Band 4 Support 

With this release, we are introducing CWP compatibility with our next gen Nymi band 4 for seamless coexistence 

of Nymi Band 3 and Nymi Band 4 within a given environment. 

Please Note: This release does not contain Firmware for Nymi Band 4. The Nymi Band 4 and its firmware will be 

released separately. 

Bug Fixes  
Fixed issues to improve deployment, usability, and security.  

Key Resolved Issues in CWP 1.19.1  
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Issue Number Description 

NPM-673 Support Nymi Band 4 in CWP. 

NPM-724 Support Lock Control with both Nymi Band 3 and Nymi Band 4. 

LC-924 

 

When using Nymi Credential Provider and falling back to manual password 

entry, login should be successful without the band being present. 

 

CWP1.19.0 

NBE Status Indicator 

NBE system tray icon is one of the two new features in this release. Installed along with the Nymi Bluetooth 

service, the system tray icon offers a quick and easy way to monitor NBE status. Should there be any issues, the 

system tray icon shows the error specifics. In addition, the system tray icon allows any non-admin user to restart 

NBE. 

CWP Client Installer Package 
Silent Installers for Client Software is one of the two new features in this release. When deploying CWP at a 

customer site, Nymi and Evidian components need to be installed in every client terminal. This can be time 

taking and cumbersome. This epic improves the deployment experience by providing a silent installer which 

completes the Nymi component installation, Evidian Client Installation, and sets the required registry keys as 

necessary for the scenario in a silent manner.  

 

Bug Fixes  
Fixed issues to improve deployment, usability, and security.  

Key Resolved Issues in CWP 1.19.0  

https://nymi-inc.atlassian.net/browse/LC-924
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Issue Number Description 

SDK5-2946 Nymi Agent toml file quoting non-default port number 

SDK5-2918 Nymi Agent Log is not providing required info, when certs are missing in 

NymiAgent folder after SDK Upgrade. 

SDK5-2913 Assert Identity Response observed while device in off body 

SDK5-2908 [NBE Sys Tray] Update status messages 

SDK5-2900 NBE System Tray Icon App missing version info AND application name 

SDK5-2865 The connection retry logic after the convertion to tungsteinite is too aggressive 

SDK5-2858 After upgrading SDK, Nymi Agent service got un installed 

 

 

CWP1.18.1 

Improve NES Robustness  

NES relies on Active Directory (AD) to verify user account validity. Improvement has been made to enable NES to 

handle invalid user account information provided by AD.  

Key Resolved Issues in CWP 1.18.1  

Issue Number Description 

NEM-3167 “Password Expired” error during e-signature creation   

 

 

CWP1.18.0 

New and Improved Multiple Identity Domain Support  
Nymi Band users can have credentials in multiple identity domains (e.g. IT and OT). The latest multi-domain 

support allows Nymi Band users to associate their Nymi Band to up to two identities from different domains. 

User can simply tap their Nymi Band to perform user identity authentication with the appropriate credentials. In 

addition, the solution streamlines the enrollment and registration for a better user experience. For the IT 



 
 

  

© 2025 Nymi Inc. Nymi CWP New Features and Enhancements 11 

 

administrator, the new multi-domain solution provides more flexibility and simplicity when comes to managing 

Nymi Bands across multiple identity domains. The multi-domain solution supports user identities from two 

domains. Support for three domains will be added in the future.  

Usability Improvement for NES Logging   
NES receives improvement to make the logs easier to locate and easier to read. NES logs contain more 

information at the default logging level and are now saved in one single directory making it easier to retrieve. In 

addition, NES logs adopt Coordinated Universal Time (UTC) in capturing the time any event takes place. The UTC 

time stamp allows user to conveniently match incidents took place on a terminal to a log entry on NES, 

especially for a centralized NES deployed over multiple time zones.  

Bug Fixes  
Fixed issues in NES to improve deployment, usability, and security.  

Key Resolved Issues in CWP 1.18.0  

Issue Number Description 

NEM-3192 Unable to import Nymi Band information to NES for enrolled Nymi Bands  

NEM-3145 NES does not check for AD account expiry  

 

CWP1.17.1 

Bug Fixes  
Fixed issues in NES and LC to improve stability, addressing the compatibility problem with LC retrieving user 
information from NES when the username contains special characters such as “.” (dot).  

Table 1: Resolved Issues in CWP 1.17.1 

Issue Number Description 

NEM-3291 NES API supports special characters in usernames  

LC-910 LC fails to retrieve user information from NES 
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CWP1.17.0 

CWP Infra Check Utility  
CWP Infra Check is a utility for testing the deployment environment prior to installing CWP software 

components. This tool checks if the CWP networking re-requisites have been met and display error specifics if 

certain requirements are not satisfied. The CWP Infra Check utility can be used on either Windows server or 

Windows 10 machines.  

Bug Fixes  
Fixed issues in NES, SDK, LC, and NBE to improve deployment, usability, and security.  

Secure Websocekt on Windows   
Nymi Agent and Nymi Bluetooth Endpoint can now communicate through WebSocket Secure (WSS) protocol 

offering end-to-end protection on communication between Nymi Bands all the way to Nymi Enterprise Server. 

The WSS protocol is supported on Windows. Support on iOS and Linux systems will be introduced in future 

releases.  

Key Resolved Issues in CWP 1.17.0  

Issue Number Description 

SDK5-2890 WSS not working for NBE 

SDK5-2884 [iOS] Incorrect error messages is observed when Nymi App fails to connect to Agent 

SDK5-2882 Nymi Application crash  

SDK5-2873 cryptoutil.exe needs an option that does not force admin to place plain text credentials 

in a file 

SDK5-2854 NBE does not reconnect after network change 

SDK5-2841 NFC and BLE tap events are not shown at INFO log level in NBE and Nymi Agent 

SDK5-2835 iOS - Tapping as a deactivated AD User does not give an error 

SDK5-2827 [BC - FW CWP 1.3 and SDK CWP 1.15] NEA receives an absent presence when user 

starts fingerprint authentication 

SDK5-2774 NBE sends messages to all com ports on a computer which conflicts with scanner  

NEM-3171 Secure Nymi Band APIs failing if the user is not admin 
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NEM-3143 Incorrect error message - if we click on cancel at the time of providing password for 

fullchain in NES  

NEM-3115 Parent policy not enabled in NES UI but child policy values enabled in DB 

NEM-3090 Enrollment failed due to NBA not performing a full NAPI init 

NEM-2803 Upgrading  to CWP 1.3 will disable Liveliness detection on the current active global 

policy regardless if the default or user created policy 

NEM-2781 NES diagnostic does not detect incorrect L1 / L2 configuration 

LC-899 After AD password expired and user yet to set new password LC fails to update AD 

password 

LC-880 Incorrect Error message on login screen when user is trying Unlock with ble dongle 

missing. 

LC-874 Incorrect Error message on login screen when Nymi Agent service is stopped 

LC-873 Incorrect Error message on login screen when BLE service is stopped 

LC-869 LC error message is misleading 

LC-857 LC update does not automatically update SDK 

 

CWP1.16.0 

Self-Service Re-Enrollment  
CWP now supports user to re-enroll to their own or to another user’s Nymi Band without CWP admin’s 

intervention. The self-service re-enrollment can be configured through NES admin console. It can be configured 

to allow user to re-enroll to their own Nymi Band or to allow user to re-enroll to any Nymi Band. By giving the 

user autonomy to re-enroll, CWP admins are alleviated from managing every re-enrollment request, especially 

in a centralized NES deployed across multiple sites. The security and integrity of CWP is not compromised. For 
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Nymi Bands with HID Seos credentials, once it is enrolled to a user, it cannot be re-enrolled to a different user 

without CWP admin’s permission, thus preventing unauthorized sharing of HID Seos credentials.  

Lock Control Password Update 
Nymi Lock Control now has a more intuitive way to handle user password update. After a user modifies their 

password, Lock Control prompts the user to type in their new password right on the Windows sign-in screen. 

The user can start using Lock Control right away.  

Bug Fixes and Usability Improvements 
Fixed issues in firmware, LC, and NES. Also included the usability improvements to NymiApp (iOS).   

Key Resolved Issues in CWP 1.16.0 

Issue Number Description 

SDK5-2801 Issue: NymiApp does not indicate a success Nymi Band tap   

SDK5-2800 Issue: NymiApp does not indicate when a user can tap Nymi Band   

NF-4144 Issue: Nymi Band does not advertise unauthenticated state under certain 

conditions  

NEM-3083 Issue: NES Admin Console user sign in fails if NES is configured with HTTPS 

protocol  

NEM-3081 Issue: NES shows incorrect Nymi Band enrollment status (shows no active Nymi 

Band)  

NEM-3018 Issue: NES installer discards external URL during upgrade  

NEM-2940 Issue: Ambiguous enrollment events in NES Audit database  

NEM-2849 Issue: NES Admin Console does not show any menu item after admin user signs 

in  

LC-876 Issue: A pre-CWP1.15.0 Lock Control fails to unlock terminal if it is working with 

CWP1.15.0 NES or above 

LC-848 Issue: Lock Control NFC unlock fails when the terminal is offline  
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CWP1.15.1 

Nymi Runtime Improvements 
Nymi Runtime received improvements on the connection stability and how certificates are handled.  

Key Resolved Issues in CWP 1.15.1 

Issue Number Description 

SDK5-2541 Issue: Nymi Bluetooth Endpoint connection to centralized Nymi Agent can fail 

when the terminal’s network connection changes.  

SDK5-2863 Issue: NES basic authentication through webapi does not use the certificates in 

the Windows certificate store.  

SDK5-2874 Issue: When the CWP is configured to not use NEA certificates, a few operations 

requires secure session with Nymi Band can be blocked.  
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CWP1.15.0  

Tap-to-Authenticate Performance Improvements  
Tap-to-Auth speed is a key metric in CWP’s value proposition. The performance can be affected by how the 

solution is deployed. For instance, any de-centralized deployments with high network latency see a slow down in 

tap-to-authenticate speed. In this release, two key operations behind the tap-to-authenticate operation are 

redesigned. The improvement reduces the number of roundtrips between the Nymi SDK and Nymi Band while 

maintaining a high level of security. As a secondary benefit, there is no longer a need for NEAs to periodically 

retrieve certificates from NES, eliminating potential failure points in runtime.  

Key Resolved Issues in CWP 1.15.0 

Issue Number Description 

NF-4049  Issue: Nymi Band advertise incorrect presence status   

SDK5-2741 Issue: SDK Installer stability issues  

 

CWP 1.14.2 

Nymi Application Compatibility and Scalability Enhancements  
Nymi Application enables users to create e-signatures in Nymi-integrated iOS applications with their Nymi 

Bands. The enhancement introduce in this release improves the compatibility and scalability of the Nymi 

Application. Nymi integration partners benefit greatly from the compatibility enhancements making the 

integration work a lot easier. For the customers who deploys the Nymi Application on their iOS devices, Nymi 

expanded the support of configuring the Nymi Application using Mobile Device Management applications.  

Improve Nymi Runtime Language and Locale Support 
The Nymi Runtime and all its components can be installed on a wider range of operating systems with various 

language and locale settings.  

Improve Nymi Enterprise Server Authentication Compatibility 
Nymi Enterprise Server (NES) no longer has restrictions over Active Directory (AD) Group membership AD Group 

name lengths. With this improvement, users who belong to a lot of AD Groups or AD Groups with long names 
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can perform e-signatures in Evidian integration without slow down or experience crashes. Such users also can 

sign into the NES Admin Console without any issue.  

Key Resolved Issues in CWP 1.14.2 

Issue Number Description 

NEM-3009  

NEM-3052 

Users who belong to lots of Active Directory Groups (AD) or groups with long 

group names can experience slow response in Evidian, Evidian crashing, or NES 

admin console authentication failures.  

SDK5-2730 Nymi Runtime installation can fail in non-English operating systems. 

SDK5-2657 Nymi Runtime installation stability issue.  

 

  

https://nymi-inc.atlassian.net/browse/NEM-3009
https://nymi-inc.atlassian.net/browse/NEM-3052
https://nymi-inc.atlassian.net/browse/sdk5-2730
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CWP 1.14.1   

Improve Data Accuracy in Nymi Enterprise Server 
The Nymi Enterprise Server (NES) stores information associated with Nymi Band and Nymi Band activities. This 

release improves the accuracy across all data stored in the NES database. The database now uses Coordinated 

Universal Time (UTC) to represent event timestamps allowing deployments across multiple geographical regions 

to accurately track events. In addition, the audit data received an update to fix an issue with incorrect username.  

Fix Lock Control Debug Log Issue  
Lock Control debug logs no longer contain any sensitive information.  

OpenSSL 3.0 Library Update 

Nyim Runtime utilizes OpenSSL 3.0 library to take advantage of the up-to-date security standards. Nymi 

partners, who integrate with Nymi SDK on Linux based operating systems, should update their applications to 

maintain compatibility with the latest CWP releases.  

Key Resolved Issues in CWP 1.14.1 

Issue Number Description 

LC-851 Lock Control shows sensitive user information in debug logs  

NEM-3035 Incorrect user can be logged in NES audit data 

NEM-3037 Incorrect timestamp can be logged in NES database  

 

CWP 1.14.0  

LEGIC Advant on Nymi Band  
LEGIC Advant is a memory transponder chip for smartcards, keys and watches. It can be used for access control, 

time & attendance and cashless payments can be combined with third- party applications. Integrating the LEGIC 

Advant into the Nymi Band combines the biometric authentication offered by the Nymi Band with the security 

and flexibility of the LEGIC Advant. To take advantage of LEGIC on Nymi Band, LEGIC enabled Nymi Bands are 
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required and the Nymi Bands must go through an encoding process. The LEGIC enabled Nymi Band also supports 

all existing Nymi Band use cases.  

NFC Reader Compatibility Improvement  
Nymi Band now can work with a wider range of NFC readers and tablets. The following devices are now 

supported:  iDTronic NEO 2 desktop reader, Zebra ET80 tablet, and Getac F110 (G6) tablet.  

Key Resolved Issues in CWP 1.14.0 

Issue Number Description 

NF-4049 Issue: Nymi Band cannot work with the following devices: Zebra ET80 tablet, Getac 

F110 (G6) tablet, IDTronic NEO 2 desktop reader    

 

CWP 1.13.2 

Improve Nymi Runtime Installation stability  
Nymi Runtime can be successfully installed consistently across all supported platforms.  

Key Resolved Issues in CWP 1.13.2 

Issue Number Description 

SDK5-2657 Nymi Runtime installation stability issue.  
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CWP 1.13.1 

Improve Nymi Runtime Language and Locale Support 
The Nymi Runtime and all its components can be installed on a wider range of operating systems with various 

language and locale settings.  

Improve Nymi Enterprise Server Authentication Compatibility 
Nymi Enterprise Server (NES) no longer has restrictions over the Active Directory (AD) Group membership or the 

AD Group name lengths. With this improvement, users who belong to a lot of AD Groups or AD Groups with long 

names can perform e-signatures in Evidian integration without slow down or experience crashes. Such users also 

can sign into the NES Admin Console without any  issue.  

Key Resolved Issues in CWP 1.13.1 

Issue Number Description 

NEM-3009  

NEM-3052 

Users who belong to lots of Active Directory Groups (AD) or groups with long 

group names can experience slow response in Evidian, Evidian crashing, or NES 

admin console authentication failures.  

SDK5-2730 Nymi Runtime installation can fail in non-English operating systems. 

 

CWP 1.13.0 

Native app integration with Nymi Application   
CWP 1.13.0 introduces a new protocol for native iOS applications to communicate with the Nymi Application. 

This enables native iOS applications to delegate communication with the Nymi Band via wireless protocols to the 

Nymi Application instead of implementing the protocols themselves. This expands the usability of Nymi CWP in 

environments with iOS devices in a secure manner, while allowing developers of native iOS apps to integrate 

with Nymi efficiently. 

CWP 1.12.2 

Secure e-signature over Webapi  
CWP1.12.2 introduces a new and more secure method to create e-signature using Nymi Band. The new 

protocol eliminates the security shortcomings in the lookup operation.  

  

https://nymi-inc.atlassian.net/browse/NEM-3009
https://nymi-inc.atlassian.net/browse/NEM-3052
https://nymi-inc.atlassian.net/browse/sdk5-2730
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CWP 1.11.0 

Nymi Band Fault Handling Improvement 
Nymi Band will attempt to recover from faults. Only displays fault message if it is not recoverable.  

CWP1.9.2 

Fix Lock Control Debug Log Issue    
Lock Control debug logs no longer contain any sensitive information.    

Key Resolved Issues in CWP 1.9.2 

Issue Number Description 

LC-851 Nymi Lock Control Debug log shows sensitive information.  
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CWP 1.9.1  

Fix NES Admin Console User Authentication Issue 
Fix to the NES admin console user sign in issue, if user belongs to too many AD groups.  

CWP 1.9.0  

NES Deployment Improvement 
The release added support for putting NES webservices into different app pools during installation. This change 

simplifies the NES deployment since Service Principal Names no longer need to be configured in Active Directory 

for Kerberos authentication.  

NES Security Improvement  
This release patched up a few security vulnerabilities in NES making the solution more secure. 

CWP1.8.3 

Nymi Runtime Stability Improvement  
Nymi Runtime received improvements on the connection stability.  

Key Resolved Issues in CWP 1.8.3 

Issue Number Description 

SDK5-2541 Issue: Nymi Bluetooth Endpoint connection to centralized Nymi Agent can fail 

when the terminal’s network connection changes.  
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CWP 1.8.1  

Improve Nymi Band e-signature performance in Evidian integration 
Nymi-Evidian integration has a large customer base. This integration allows the Nymi Band user to create e-

signatures with Evidian. In the effort to continuously improve the operational efficiency and usability to Nymi 

Band customers, Nymi is working with Evidian in improving reliability, speed, and flexibility in the solution. The 

changes introduced in the present release is applicable to the Nymi-Evidian integration in the wearable mode, 

brings three major benefits to the customer: 

1- Eliminates the dependency on Nymi Enterprise Server (NES) connection during e-signature creation in 

Evidian. This improves the reliability of the solution: NES is no longer required in the frequent and high 

traffic e-signature related transactions.  

2- By eliminating the round-trip to NES, the transaction speed for an e-signature creation in Evidian is 

greatly improved, significantly so in a remote desktop set up (e.g. Citrix).  

3- Support the BLE tap to create e-signatures. User can tap the Nymi Band on the Bluetooth adaptor 

instead of NFC reader, simplifying the peripheral requirement to implement the Nymi-Evidian solution.  
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CWP 1.8.0  

Nymi Band Fingerprint Enrollment Improvement   
When setting up the Nymi Band, user is required to enroll their fingerprint for biometric authentications. At the 

end of the enrollment, the Nymi Band generates a fingerprint template of the enrolled finger. This release 

introduced changes to the fingerprint enrollment procedure to improve the quality of the fingerprint template, 

thus boosting the biometric authentication success rate. During the fingerprint enrollment, the Nymi Band 

captures more images of the enrolling fingerprint and verifies whether the fingerprint supplied meets the 

biometric authentication requirements. If a user is having trouble enrolling the fingerprint, the Nymi Band will 

alert the user to contact the administrator for support. Note that the changes do not affect the fingerprint 

enrollment and matching algorithm. As a result, there is no impact on the security and privacy of the solution.  

Nymi Enterprise Biometric Authentication Improvement   
When a user encounters repeated issues with biometric authentication to the Nymi Band, the Nymi Band 

provides the user with guidance on what to do to troubleshoot the issues. The Nymi Band also displays the 

causes of the biometric authentication failure, due to fingerprint matching, liveness detection, or both. With the 

additional information and guidance, the user can make corrective actions, such as cleaning their finger, and 

authenticate to the Nymi Band without any issue. 

CWP 1.7.0  

Nymi Band in Hazardous Environments   
CWP 1.7.0 introduced a new setting to disable all haptic feedback on the Nymi Band. The haptic feedback can be 

disabled to all Nymi Bands or to selected set of Nymi Bands through Nymi Enterprise Server Admin Console. 

With haptic feedback disabled, the Nymi Band can be safely used in hazardous environments where an 

explosion can occur if there is an ignition source. There are different regulations that apply to equipment used in 

these areas.  At the time of the release, the Nymi Band is compliant with ANSI/ISA-12.12.03-2011 standard, 

which regulates portable electronic equipment, such as Nymi Band.  

 

For customers adopting a different specification regulating the electronic equipment used in hazardous 

environments, a site-specific assessment will be required before deploying the Nymi Band.  

Nymi Enterprise Server Security Improvements  
We take security very seriously at Nymi and are committed to ensuring the safety and integrity of our 

customers' data.  The present release addresses a few vulnerabilities in the Nymi Enterprise Server. 
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CWP 1.6.1 

Increased identity assurance 
 

This release increases assurance in the assignment of a Nymi Band to a user. Some edge cases have been 

identified where a user may be interrupted during the Nymi Band enrollment process and the process can be 

completed by a different user. In some of these cases, the Nymi Band will be associated with the wrong user. 

 

The solution will be applied to all customers and will result in improved usability. A consequence of this change 

is that the Setup Code is no longer used during enrollment.  

  



 
 

  

© 2025 Nymi Inc. Nymi CWP New Features and Enhancements 26 

 

CWP 1.5.6 

Enable the Nymi SDK for web applications on the Apple iPad 
    

CWP 1.5.6 adds support in the Nymi SDK for web applications that run on an iPad. Once a developer has 

integrated the Nymi SDK into their application, the Nymi Band can be used to verify the user's identity by 

tapping it on the iPad. The CWP 1.5.6 release sees the solution being suitable for use in GxP environment. The 

updated SDK introduces a new component, the Nymi Application, which is a native iOS app that handles 

communication with the Nymi Band.  

 

Also in this release, the Nymi Calibration Application can help the administrator to determine the optimal 

location on an iOS device for tapping the Nymi Band and to come up with the appropriate setting for Nymi 

Application. The Nymi Calibration Application is still an experimental feature.  

 

The Nymi Application will be available through the Apple App Store.  

Lock Control Security 
This release enhances the security of Nymi Lock Control. This changes the default configuration to require a 

user's explicit intent the with Nymi Band to unlock a computer.  

 

This was first introduced into CWP 1.3.2 as a fix for a specific customer. Nymi is making this improvement 

available to all customers. 
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CWP 1.3.6 

Implemented bug fixes  
The present release addresses an issue with cached certificates on the Nymi Band. The Nymi Band stores 

certificates that are used to establish secure communication with the Nymi infrastructure. One certificate (NES 

L1 certificate) must remain on an enrolled Nymi Band, while other certificates that reside on the Nymi Band are 

cached to speed up operations. When the Nymi Band cache becomes full (after caching approximately 80 

certificates), the Nymi Band deletes the contents of the cache. A defect in the cache clearing operation, 

inadvertently deletes the NES L1 certificate in addition to the cached certificates. When the L1 certificates is not 

on the Nymi Band, the user cannot perform BLE operations until the user re-enrolls the Nymi Band. The fix 

eliminates the unintended deletion of the NES L1 certificate.  
 

The issue related to cached certificate occurs more frequently in Citrix / Remote Desktop environments with 

non-persistent user profiles, where a new certificate is required for each user session.  

 

This issue does not impact users that access web-based applications to perform Nymi Band operations, or 

Evidian environments that use the Nymi Band in an RFID-only configuration. 
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CWP 1.3.4 

Implemented bug fixes  
The present release sees two issues fixed. Firstly, removing restrictions on updating NES instances. A NES 

instance can be updated without it being installed on C:\ drive. In addition, Relaxing .NET framework 

requirement for NBA. Both changes offer more flexibility and greater convenience in deploying or upgrading the 

CWP solution. 

CWP 1.3.3 

Improve e-signature response time for non-persistent sessions 
When performing e-signatures on a non-persistent session (such as through Citrix or Remote Desktop Protocol), 

new device token is required for every session. Nymi made improvements on how the device token is processed. 

As a result, the response time for completing e-signatures on such sessions is greatly reduced. This improvement 

further boosts the efficiency gains unlocked by adopting Nymi solution. This change is limited to deployments 

that make use of the device token. For deployments that do not use device token for authentication (such as 

webapi), the e-signature performance is unaffected.  

Add support for mixed Evidian environment  
An organization that has multiple sites can have variations of the CWP and Evidian integration. Some sites 

require a CWP and Evidian integration, whereas other sites do not require Evidian components. CWP 1.3.3 

introduces improvements to allow Nymi Bands to be enrolled with or without the presence of an Evidian client 

on the terminal, providing more flexibility to how the CWP can be deployed. 

Apply security patches to SDK 
To continuously make CWP more secure, the present release enhances the security of the Nymi SDK. The 

OpenSSL security patch affects Linux only, i.e. NBE on thin clients. Windows SDK does not use OpenSSL. 
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CWP 1.3.2  

Lock Control Security 
This release enhances the security of Nymi Lock Control. This changes the default configuration to require a 

user's explicit intent the with Nymi Band to unlock a computer. 

 

CWP 1.3.2 was a customer-specific release with changes that were not made generally 

available.  

CWP 1.3.1 

iGEL Stability Improvement 
Improve Nymi Bluetooth Endpoint stability on iGel thin clients. The NBE restarts automatically if it receives 

corrupted data from iGEL avoiding being stuck in a deadlock. The end user can continue use their Nymi Band 

after the NBE restart. The iGel support is only available with SDK build 5.11.1+9-9.   

NES Bug Fixes  
Fix defect associated with NES individual user policy and the NES automated deployment script. 

CWP 1.3 

Individual User Policy 
 

CWP 1.3 provides a finer grained control over how user can authenticate to their Nymi Band. By creating 

individual user policy, the authentication experience of any user can be customized. This feature allow user to 

authenticate to their Nymi Band by using fingerprint, by using corporate credential, or by using both fingerprint 

and Electrocardiogram (ECG). To take advantage of the individual user policies, created and assign policies to 

users in Nymi Enterprise Server (NES). Then advise the user to sign into the Nymi Band Application (NBA) with an 

authenticated Nymi Band to allow the new policy to be applied to the Nymi Band. NOTE: When upgrading the 

Nymi Band firmware to CWP 1.3, the Nymi Band maintains the previously configured policy settings. To update 

the policy settings, sign into the NBA with an authenticated Nymi Band. 

Improved Authentication User Experience 
 

CWP 1.3 enhances the biometric authentication experience. By default, any Nymi Band enrolled with CWP 1.3 

enjoys a significantly quicker authentication taking less than one second. For organizations that require a stricter 

control over biometrics authentication, the Liveness Detection can be enabled through NES. NOTE: When 
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upgrading NES to CWP 1.3, global policies will be updated with the new configuration options in their default 

(disabled) state. 

Update SQL Server Express Package 
 

This release includes the SQL Server Express 2017 application. New installations of the Nymi Enterprise Server 

(NES) provide you with the option of installing SQL Server Express 2017 if you do not have an existing SQL Server 

on which to install the NES database. NES upgrades continue to use the existing SQL Server version. SQL Express 

2017 provides support for TLS 1.2, a requirement for the SD/CT database. 

CWP 1.2 

Contact Tracing Update 
The Contact Tracing solution has been updated to stay current with the latest CDC contact tracing guideline. 

Close contact events are reported if two Nymi Bands are in proximity for a cumulative total of 15 minutes or 

more over a 24-hour period.   

 

The contact tracing dashboard received updates to improve usability and to help the Health and Safety staff 

perform contact tracing more easily. NOTE: This is an optional feature. 

Increased Scalability 
This release increases the capacity of the infrastructure to support 3,000 active employees. For more information 

about these features, see the Nymi Overview Guide. 
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CWP 1.1.3 

Expanded thin client support 
Nymi implemented changes to have broader thin client compatibility. The Nymi Connected Worker Platform 

1.1.3 now supports a wider range of thin clients connecting to a virtual desktop that use a frame-buffer protocol, 

such as VMware Blast, PC over IP, or VNC. 

Stability improvement to the NES authentication 
Nymi implemented changes in Connected Worker Platform 1.1.3 to improve the stability of NES authentication. 

The authentication token obtained after a successful authentication are valid for a defined period. 
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CWP 1.1.2 

Improvements to the Storage of the Truststore Password 
Nymi implemented changes in Connected Worker Platform 1.1.2 to improve the security of the solution by 

introducing changes that support the encryption the truststore password that is used by the Contact Tracing 

Collection Agent.  
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Expanded Thin Client Support 
 

Nymi implemented changes to have broader thin client compatibility. The Nymi Connected Worker Platform 

1.1.2 now supports thin clients connecting to a virtual desktop that use a frame-buffer protocol, such as 

VMware Blast, PC over IP, or VNC. 

CWP 1.1.1 

Enrollment Improvements 
Nymi implemented firmware changes in Connected Worker Platform 1.1.1 to improve the enrollment 

experience. 

In Connected Worker Platform 1.1, during the enrollment process, the Nymi Band might display a fault code if 

the user presses Start on the Capture Fingerprint screen, and then places their finger on the sensor while the 

Nymi Band displays the Add User message instead of waiting until the Touch Sensor message appears. When 

this happens, the user must restart the Nymi Band and an NES Administrator must log in to the NES 

Administration Console and delete the user association to the Nymi Band. The user can repeat the enrollment 

process with the same Nymi Band. 

The Connected Worker Platform 1.1.1 firmware prevents the fault code from appearing on the Nymi Band if the 

user places their finger on the sensor before the Nymi Band prompts them to do so. 

Nymi Lock Control 
Nymi made changes to Nymi Lock Control to improve the user experience when the user terminal does not have 

a network connection to NES. In Connected Worker Platform 1.1, when a user performs a tap to unlock the 

desktop, but the user terminal does not have a network connection to NES, Nymi Lock Control waits for 60 

seconds before displaying an error message to the user and allowing the user to reattempt the unlock. 

Connected Worker Platform 1.1.1, optimizes the unlocking behaviour when the network connection is not 

available, to quickly provide an appropriate error message to the user, and allow them to reattempt the unlock 

sooner. The improvement is observed under a specific circumstance where Nymi Credential provider blocks the 

Windows showing the log in screen. 

CWP 1.1 

Authentication and Enrollment Improvements 
Several improvements have been made to the authentication and enrollment systems as part of CWP 1.1. The 

authentication algorithm has been improved to reduce the failure rate associated with fingerprint matching. The 
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enrollment process has additional training material implemented in the Nymi Band Application, and the Liveness 

Detection feature is now enabled by a global configuration in the Nymi Enterprise Server policies. 

FIDO2 Certification 
The Nymi Band 3.0 has officially received FIDO2 certification from the FIDO Alliance. For additional information 

on the FIDO2 standard and benefits to your organization, contact your Nymi Solution Consultant. 

Improved resistance to brute force authentication attacks 
The Nymi Band 3.0 firmware now includes greater resistance to attempted brute force attacks. Repeated 

authentication failures will trigger a timed lockout preventing further authentication attempts. Each subsequent 

lockout increases in duration. 

PIV Disabled 
The PIV smartcard functionality is disabled in this release. 

 

BLE Tap 
This release introduces the option for the user to indicate intent by tapping their Nymi Band on the BLE adapter. 

This functionality eliminates the need for an NFC reader in environments where Nymi Bluetooth is used. For 

more information on this feature, see the Nymi Administration Guide. 

Important: 

• BLE tap is not supported in Evidian. 

• BLE tap is not supported for FIDO2 / WebAuthn transactions 

Nymi Lock Control 
Nymi Lock Control is a Windows application that provides the following features: 

• Login to a Windows PC via Nymi Band 

• Unlock a locked Windows PC via Nymi Band 

• Keep a Windows PC unlocked when the user is in close proximity to the PC 

• “Walk-away Lock” - automatically locks a Windows PC when the user moves out of close proximity to 

the PC 

 

For more information about Nymi Lock Control, see the Nymi Administration Guide. 

NEE 3.3.2 

Enrollment Improvements  
Nymi implemented firmware changes in Nymi Enterprise Edition (NEE) 3.3.2 to improve the enrollment 

experience. In NEE 3.3.1 and earlier releases, during the enrollment process, the Nymi Band might display a fault 
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code if the user presses Start on the Capture Fingerprint screen, and then places their finger on the sensor while 

the Nymi Band displays the Add User message instead of waiting until the Touch Sensor message appears. When 

this happens, the user must restart the Nymi Band and an NES Administrator must log in to the NES 

Administrator Console and delete the user association to the Nymi Band. The user can repeat the enrollment 

process with the same Nymi Band. The NEE 3.3.2 firmware prevents the fault code from appearing on the Nymi 

Band if user places their finger the sensor before the Nymi Band prompts them to do so.  
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NEE 3.3.1 

Nymi implemented Nymi Band Application and firmware changes in Nymi Enterprise Edition 3.3.1 to improve 

the enrollment and authentication experience. To improve the quality of the fingerprint template that the Nymi 

Band creates during enrollment, the following changes were made:  

• Updating the fingerprint sensor library and detection algorithm.  

• Increasing the number of fingerprint images captured during enrollment from 3 images to 5 images.  

• Enhancing messaging and images in the Nymi Band Application to provide best practices and visual 

guidance to the user.  

To improve the user experience during authentication, the Nymi Band: 

• Provides users with an easy way to determine if an authentication is due to a fingerprint mismatch. If 

authentication fails due to a fingerprint mismatch, the Nymi Band vibrates and displays the Retry 

message approximately 1 second after the user places their finger on the fingerprint sensor. 

• Provides the user with the ability to quickly retry an authentication failure that resulted from a 

fingerprint mismatch. 

• Refines the fingerprint template on subsequent authentications. Nymi recommends that users perform 

10 authentications immediately after enrollment to improve the quality of the template.  

Note: To implement these improvements, after you update the Nymi Band firmware, you must re-enroll the 

Nymi Band. The Nymi Enterprise Edition Administration Guide provides more information. 
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About Nymi 
 

Nymi, a Toronto-based company, creates a wrist-worn connected worker platform that unifies and enhances 

workplace connectivity for the digital future.  

 

The Nymi BandTM consolidates workplace connectivity onto a platform that unifies the workplace across 

multiple environments by securing the point at which the worker and technology converge. By moving identity 

to the secure edge, organizations are able to eliminate silos and gain a complete view of their business with 

new applications enabled exclusively through a connected worker approach. As part of its diverse, global 

customer base, Nymi serves the world’s largest enterprises with deployments across 15 countries. 

 

Learn more at nymi.com or info@nymi.com 

 


