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Nymi SDK Overview

The Nymi SDK provides Developers with libraries, APIs, sample code and documentation to build a
Nymi-enabled Application (NEA). TheNyni  WebAPI architecture is part of the Nymi SDK.

Nymi SDK delivers an API through two mechanisms:

» Dynamically linkable library that can be included in applications that are able to locally link library
code.

* Over an RFC-6455 compliant WebSocket that is accessed by using a standard WebSocket client.
This latter option is called the WebAPI for the rest of the document.

The Nymi SDK package contains the following components:

« Nym Runti ne - Handlesthe primary functions of the Nymi Band communication and consists of
the following components:

« Nymi Agent - Provides BLE management, manages operations and message routing. Facilitates
communication between NEAs and the Nymi Band, and maintains knowledge of the Nymi Band
presence and authenticated states.

Nym Agent provide aninterface over port 9120 that listens for connections from the Ny i

Bl uet oot h Endpoi nt and previously mentioned dynamic library. Additionally, you can
enable the WebAPI , as described later in this document, and provide a websocket listener on a
configurable port. This document provides you with information about the websocket mechanism.

Youcaninstal Nym Agent on each workstation or install Nym  Agent in acentral location,
and then specify the location of the Ny Agent inanNynmi Bl uet oot h Endpoi nt
configuration file.

e Nym Bl uetooth Endpoi nt - Provides an interface between the Bluegiga Dongle (BLE)
and the Nymi Agent. You deploy Nymi Bl uet oot h Endpoi nt onindividua workstations
to provide local BLE communication with Nymi Bands through the Nymi-provided Bluegiga
Adapter.

The Nymi SDK package contains the following artifacts:

* nymi_api.dil (NAPI )

» sample applications

e BleDriver xx.msi

 Nymi Runtineinstaller
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Nymi SDK Overview
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Figure 1: Nym SDK Conponents and Comuni cation

To develop NEAs on a Windows platform, you can use one of the following tools.

* Any Microsoft-supported version of Visual Studio.
» Visua Studio Code (or any other code editor).
* Any language that interfaceswith aDLL, for example, Python

For C, C++, and C#, Nymi recommends that you use Visual Studio 2017.

The Nymi Agent isimplemented on the following platforms.

¢ Microsoft Windows 10, 64-bit
« Microsoft Windows 7, 32-bit and 64-bit

Web Browsers
TheNyni  WebAPI works with most modern web browsers. It has been tested with:

e Firefox 70 or later

e Chrome 78 or later

* Internet Explorer 11 or |ater

» Microsoft Edge 44.18362.387.0
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Nymi SDK Overview

If you have issued your own TL S root certificate using a private certificate authority (CA), before
Firefox can open a WebSocket connection for the NEA, you need to import the TL S certificate.

See https://wiki.mozilla.org/CA/AddRoot ToFirefox in the Mozilla documentation for more information.

Open Firefox web browser.

In the right pane, navigate to Opt i ons.

Select Privacy and Security.

Under Certificatesclick View Certificates andthenselect Aut horities.
Click I nport and select the TLSroot certificate from your machine.

Click OK.

RuntheNym WebAPI and open the WebSocket connection by using Firefox.

No g rwDdPE

When you connect a supported NFC reader to a user terminal where the Nymi Bluetooth Endpoint
isinstalled, Nyni Bl uet oot h Endpoi nt automatically detects and monitors all attached NFC
readers, and then forwards events from all NFC readers to the NEA through the Nymi  Agent

A list of supported NFC Readersis found in the Nymi Connected Worker Platform Administration
Guide.

This guide contains information that helps you to understand and develop web-based Nymi-enabled
Applications. Nymi recommends that you read the guide before beginning devel opment.

The WebAPI allows developersto utilize the websocket functionality of the Nymi SDK in aweb-based
or native application.

Note: The WebAPI is supported on Microsoft Windows platform only.

WebAPI provides bi-directional communication using requests/responses over a persistent connection.
All messages sent and received are encoded in JSON format. The architecture provides continuous
communication using WebSocket connections between the Nymi Agent and Nymi-enabled Application
(NEA) running either as a native application or inside of aweb client.

The WebAPI communicates with Nymi Bands over a WebSocket client and supports multiple NFC
readers.

To enable NFC support, on the user terminal you must:
e Connect the NFC reader
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Nymi SDK Overview

* Install acompatible version of the Nymi Bluetooth Endpoint

When a user perform an NFC tap while to complete an authentication or e-signature in WebAPI
application, the Nymi Bluetooth Endpoint sends an intent event that represents the tap to the application
through the interface of the Nymi  Agent .

To secure communication between Nymi  Agent and WebAPI client applications, it is highly
recommended that you enable TLS for the WebAPI interface.

Configuration parameters are set in atoml file, as described later in this document.

Nymi implements keepalive messages according to the RFC-6455 WebSocket Protocol standard for
bi-directional communication. Nymi sends a ping message every 30 seconds to the Nymi-enabled
Application and expects to receive a pong message response. The keepalive message indicates that the
connection is still responsive.

Nymi supported web browsers, see the Supported Platforms and Web Browsers page, will send a pong
message, which is sent in response to the ping control frame message. The pong control frame message
ensures that the session is connected to the Nymi - Bl uet oot h Endpoi nt . NEA supported web
browsers do not require any additional configuration to support this functionality.

If you are using a native WebSocket client, additional implementation may be required.

Note: The WebSocket client, which is the Nymi-enabled Application, disconnects from the Ny mi
Agent if there are no messages (including pings and pongs) sent or received for a period of 60 seconds.

When you enable WebAPI inthe Nymi  Agent service, theNym  Agent authenticates with NES by
using Integrated Windows Authentication and the service account that runsthe Nym  Agent service
to get auser authentication token. Nym  Agent then passes the token to nymi_api.dll to allow NAPI
to retrieve the device authentication certificates.

Whenusing Nymi WebAPI , the keystore that contains the certificates resides on the machinethat is
running the Nymi Agent service.

By default, the keystore is in the %0APPDATAY\Roaming\Nymi directory.
Alternative locations include:

*  C:\Windows\ServiceProfiles\Local Service\AppData\Roaming\Nymi for the Local Service account.

»  C:\Windows\system32\config\systempr ofil \AppData\Roaming\Nymi for the LOCAL SY STEM (64-
bit binary) account.

e C:\Windows\SysWOWB64\config\systempr ofil e\AppData\Roaming\Nymi for the LOCAL SYSTEM
(32-bit binary) account.

Copyright ©2022 Nymi Connected Worker Platform Nymi SDK for WebAPI Developer's Guide v1.0 6



Nymi SDK Overview

TheNym SDKincludes a sample application that demonstrates some of the key functionality of the
Nymi solution. The sampleis a simple Javascript application that demonstrates all the basic functions
that are supported by the APl and allows a user to see both JSON reguest and response examplesto help
understand how the API works.

The sample applications are located within the package at: ..\nymi-sdk\windows\sampl eApps\javascript
\webapi Sample.
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Configure the Development Terminal

On the development terminal, install the Nymi software and the required certificates.

You can deploy the Ny WebAPI inaloca or remote configuration.

In alocal environment, you can deploy Ny Agent on each workstation and connected to asingle
local Nym Bl uet oot h Endpoi nt and Nymi-enabled Application(NEA) pair.

In aremote environment, such as Citrix and RDP published applications or desktops, deploy Ny mi
Agent inacentral location that multiple workstations can access.

Note: For more information about how to deploy Nym  Agent see the Nymi Connected Worker
Platform NES Deployment Guide.

TheNym Bl uet oot h Endpoi nt and NEA must know the identity of the workstation to which
the application wants to connect. By default, thisidentity is the IP address of the workstation. When
you deploy Ny Agent locally on the client workstation, both components use the loopback address,
so they will connect automatically. When you install the Nymi - Agent centrally, it will subscribe the
Bluetooth Endpoint, the Nymi DLL, and WebSocket connectionsto the Nymi - WebAPI by using the
source | P of the connection. Therefore, if the Bluetooth Endpoint and application that is using the Ny mi
VDbAPI are on the same host the application will work on connection.

For deployments in an RDP/Citrix environment or when the MES application (NEA) resideson a
different host (such as aweb or application server), the IP address of the client that runsthe NEA is
different from the | P address of the workstation. In these cases, ensure that the MES application can
determine the IP address of the client workstation that runsthe Ny Bl uet oot h Endpoi nt .

* Inremote desktop sessions, the |P addressis usually available through Windows Terminal Services
APIs.

» If you are not using RDP or Citrix, the IP address is usually available through vendor-specific
environments or APIs.

» For remote applications, such as web-based application, you can determine the | P address by using
the source | P address of the client requests.

When the application determines the |P address of the client workstation, the application must use
thesubscr i be operation to connect to the correct Nymi - Bl uet oot h Endpoi nt . Keepin
mind that multiple | P addresses on the user workstation or NAT between components can interfere
with determining client IP addresses and should be taken into consideration during deployment of an
application.

If users might move between two or more client workstations, they must terminate their session
before switching to another workstation, or the application must take this into account and start a new
subscr i be operation after reconnection.
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Configure the Development Terminal

Use the command lineto install the Ny Bl uet oot h Endpoi nt andtheNyni  Agent .

Use the following command to install the Ny Bl uet oot h Endpoi nt only.

"\Nymi Runtime Installer 5.8.X. Y. exe" -q Install Agent=0

Where x. y isthe version number.

Use the following command to install the Nymi Agent only.

"\Nymi Runtime Installer 5.8.X. Y .exe" -q InstallEndpoint=0

Where x. y isthe version number.

Review the following requirements for the Nym  WebAPI and Ny Agent components:

» Provide accessto adistinct port for each component, port numbers are described later in this
document.

» Configure transport layer security: on the server or by offloading.

» Ensurethat both components have connectivity to NES.

» Ensurethat thereis no Network Address Trandlation (NAT) between the Ny WebAPI of the
Nym Agent and the user terminals.

» Whenyou useacentralized Nyni  Agent on the same server as NES, ensure that each component
can co-locate with the NES (ensure that you use distinct TCP ports).

The SDK package contains the following files

e .\nymi-sdk\windows/i686 - Contains the NAPI dll file for i686 user terminals.

* ..\nymi-sdk\windows\sampleApps - Contains sample Nymi-enabled Applications(NEAS).

o .\nymi-sdk\windows\x86_64- Contains the NAPI dll file for i686 user terminals.

e \nymi-sdk\windows\setup\BleDriver x64.msi - 64-bit Bluegiga driver installation file.

o \nymi-sdk\windows\setup\BleDriver_x86.msi - 32-bit Bluegiga driver installation file.

o ..\nymi-sdk\windows\setup\NymiRuntime-5.9.1.8.ms - Nym  Runt i me MSI installation file.

o ..\nymi-sdk\windows\setup\Nymi Runtime installer.ver si on.exe- Nymi  Runt i ne installation
file.
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Configure the Development Terminal

System Administrators need to obtain and import TLS key pairs that include certificates for your
environment and for the Nym  W\ebAPI .

To ensure that trusted communication is configured and TLSis used by the WebSocket, obtain and
install the following certificates:

* TLS Server Certificate chain including any intermediate CA certificates in base64 PEM format (note
that the host certificate cannot be awildcard certificate)

» Private key corresponding to the TLS server certificate, in base64 PEM format (the private key
cannot be encrypted)

» Caertificate of the root Certificate Authority (CA) issuing the TLS server certificate, in base64 PEM
format

You must install these three PEM files at the location that is specified in the nymi_agent.toml file, to
ensure that the Nym Agent can communicate with the Nymi-enabled Application.

TheNyni WebAPI needsto connect to NES over HTTPS. The NES TL S server certificate must be
issued by a Root CA trusted by the Ny WWebAPI . If the Root CA is not trusted by the workstation
install the root CA certificate in the Trusted Root Certification Authorities container for the local
machine. See Microsoft documentation for information about installing Trust Root Certificates: https://
docs.microsoft.com/en-us/skype-sdk/sdn/arti cles/instal ling-the-trusted-root-certificate.html

For example, you can install the certificates in the certificate keystore at the following location: C:
\Windows\SysWOW64\config\systempr ofil e\AppData\Roami ng\Nymi\NSL

Note: For additional information about importing certificates, see the Nymi Connected Worker
Platform NES Deployment Guide.

Note: Ensurethat you have configured the certificate settings in the nymi_agent.toml configuration file.
For more information see the, Configuration Overview section.

Perform the following steps only if the Root CA issuing the NES TL S server certificate is not a Trusted
Root CA (for example, if aself-signed TLS server certificate is used for NES). Install the Root CA on
each user terminal to support the establishment of a connection with the NES host.

While logged into the user terminal as alocal administrator, usethe cer t | mapplication to import the
root CA certificate into the Trusted Root Certification Authorities store. For example, on Windows 10,
perform the following steps:

1. InControl Panel,select Manage Conputer Certificates.

Copyright ©2022 Nymi Connected Worker Platform Nymi SDK for WebAPI Developer's Guide v1.0 10


https://docs.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate.html
https://docs.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate.html

Configure the Development Terminal

2. Inthecert | mwindow, right-click Tr ust ed Root Certification Authorities,and
thenselect All Tasks > | nport.

The following figure shows the cer t | mwindow.
E certlm - [Certificates - Local Computer\Trusted Root Certification Authorities] — O X
File Action View Help

= 27 80 c= HmE

_p,}] Certificates - Local Computer ~ || Object Type
| Personal | Certificates
v | Trusted Root Certification Authoritias
| Certificates Find Certificates..
| Enterprise Trust i .
| Intermediate Certification Authc o : Aie e
| Trusted Publishers View > Import...
| Untrusted Certificates T
| Third-Party Root Certification A Refresh
| Trusted People Export List..
Client Authentication Issuers
Help

| Preview Build Roots

—t

Figure 2: certlmapplication on Wndows 10
3. OntheWel cone to the Certificate Inport W zard screen, click Next .
The following figure shows the Wel cone to the Certificate Inport W zard screen.

=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, whichi is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Figure 3: Welconme to the Certificate Inport Wzard screen

4. OntheFil e to I nport screen, click Br owse, navigate to the folder that contains the root
certificate file, select the file, and then click Qpen.
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5. OntheFil e to I nmport screen, click Next .
The following figure shows the Fil € to | nport screen.

& ¢ Cerificate Import Wizard

File to Import
Spedfy the file you want to impaort,

File name:
C:\Usersiddunn'DownloadsLocal Lab Root CA.cer Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PECS #12 ((PFY,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialised Certificate Store ((55T)

Mext Cancel

Figure 4: File to Inport screen

6. OntheCertificate Store screen, accept thedefault value Pl ace all certificates

in the foll owi ng store withthevalueTrust ed Root Certification
Aut hori ti es, and then click Next .

7. OntheConpl eting the Certificate Inport W zard screen, click Fi ni sh.

Perform the following stepsto install Nym  Runt i nme.

1. Extract the Nym SDK package to the development machine.
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2. Todevelop anative NEA using WebAPI, with c#, C, or C++ , copy the nymi_api.dll file from the ..
\nymi-sdk\windows\x86_64 directory to the Visual Studio working directory.

Note: In a remote environment where the NEA is running on a different machine than the runtime,
Visual c++ 2013 and 2015 redistributables must be installed.

3. From the ..\nymi-sdk\windows\setup folder, run the Nymi Runtime Installer 5.8.x.y.exefile.
Where x.y is the version number.
Note: In a physical environment, when you install the N\ym  Runt i me, accept all the defaults.
For a virtual environment, install the Nym Bl uet oot h Endpoi nt component only on the

development machine. In a virtual environment, install the Nym  Runt i me on the machine
designated as the centralized Nym  Agent, and only install the Nym Agent component.

Configuration settings for the Nym  WebAPI are contained in atoml file. If theNym  WWebAPI isnot
configured (the toml file does not exist), the Nym  Agent runswiththe Nym  WebAPI disabled by
default.

A sample configuration file named nymi_agent_default.toml fileisincluded in the Nym SDK package
and isinstalled by default in the C:\Nymi\NymiAgent directory. In order to enable the WebSocket simply
make a copy of the file and name it nymi_agent.toml.

When you edit the nymi_agent.toml to configure Ny Agent with WebAPI , ensure that:

» Each interface uses a distinct TCP port (do hot use 9120/tcp)
e Machine has connectivity to NES

» Network Address Tranglation (NAT) does not exist betweenthe Ny Agent machine and the user
terminals.

« Nymi Agent can co-locate with the NES ( ensure that you use distinct TCP ports)

These settings are application-wide and enable you to define the logging level.

e error: log only errors

« warn: log both errors and warnings

* info: log errors, warnings, and activity

» debug: log everything including debugging information

The following is the default setting: log_level = "warn™

The NES section defines settings that affect the embedded Nymi-enabled Application (NEA), whichis
thebasisNym WebAPI .
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Table 1: Enterprise Service

Description Setting

Setsthe NEA name for the WebAPI  server nea_nane = "Nym Agent"

application.

The host URL for the NES server. Include nes_url = "https://

only the protocol and hostname portion of server. nane. | ocal . com' For example,
the URI. For example, replaceht t ps: // https://myserver.name.local.com

server. nane. | ocal withyour nes url.

"The directory service name for NES. For example if directory_service_id = "NES"
your NES URL is https://server.name.local.com/NES,
the directory nameis NES.

The TLSclient root CA certificate bundle to use Certificate bundle in PEM format for the signing CA
when communicating with NES. If it is not specified certificate chains for the TLS certificates that are used
abuilt-in bundle containing well known root CAsis by NES and WebAPI .

used. Specify the path to a CA certificate or bundle
to customize the trusted CA bundle using the PEM
format.

cacertfile = "cacertfile.pem"

Note: An NEA expects a Nymi Bluetooth Endpoint with an endpoint name that is the based on the
network interface address used to communicate with the agent. If the NEA and Nyni Bl uet oot h
Endpoi nt connecttothe Ny Agent on different network interfaces, the Nymi-enabled
Application will not see the endpoint and will report it as missing with a status code of 5100. Nymi
recommends that additional interfaces be disabled or to set a static well-known endpoint ID in the
nbe.toml of the endpoint terminal and supply the endpoint ID to the Nymi-enabled Application to
manually subscribe after connecting to the Nymi Agent.

on the network interface address that is used to communicate with the Nymi  Agent . If the NEA and
Nym Bl uet oot h Endpoi nt connecttothe Nymi  Agent on different network interfaces, the
Nymi-enabled Application does not find the endpoint and reports that the endpoint is missing (status
code 5100).

For local environmentswherethe Ny Bl uet oot h Endpoi nt and the NEA runs on the same
computer, and the computer has more than one interface that can contact the Ny Agent , use the
computer as the topic name for the Nymi Bl uet oot h Endpoi nt and the NEA to communicate.

For Citrix/RDP scenarios, use the client computer name as the topic name to support communications
betweenthe Nymi Bl uet oot h Endpoi nt that runs on the client computer and the NEA that runs
on the Citrix/RDP host. Ensure that the NEA subscribes to the topic by using the client name of the
session.

The following table provides settings used to set the WebAPI application.
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Table 2: WebAPI Protocol Settings

Description Example

Specify the protocol supported by the Ny i protocol = "wss'
WeDbAPI server. Use the default protocol wsto

support a plain WebSocket using “ws://..." URL
scheme. UseWs S to support a secure WebSocket using
TLS and the “wss://..." URL scheme. Set the protocol to
wss in production environments.

The server port to listen for Nym WebAPI client port = 4443 port = 8080
WebSocket connections on. The default depends on the
pr ot ocol settings. For the ws protocol the default
port is 8080. For the wss protocol the default port is
4443. Y ou can set an alternate port using this setting.

Certificate bundle in PEM format for thesigning CA  |cacertfile = "/path/to/
certificate chains for the TLS certificatesthat areused |certfil e. pent

by NES and WebAPI .

The path to the server certificate in PEM format. certfile = "/path/to/certfile.pem®

The path to the server certificate private key in PEM keyfile = "/path/to/keyfile.pem’
format.

Notee TheNym Agent must be able to receive incoming WebSocket connections on TCP port 9120
(used for communication with Ny Bl uet oot h Endpoi nt ) and on the TCP port configured for
Nym  VebAPI connections (default 8080 when using the ws protocol, and default 4443 when using
the wss protocol). Ensure that these ports are open bi-directionally in the firewall on the machine that
runsthe Nym  Agent .

In order to create an environment that can also utilize the services contained inthe Nym APl C
I nt er f ace, specify thelocation of the Nymi  Agent sothat theNym Bl uet oot h Endpoi nt
can connect to it.

Install the Nymi Bl uet oot h Endpoi nt oneach user terminal. The Nyni Bl uet oot h
Endpoi nt service on each user terminal communicates withthe Nym  Agent , through websocket
port 9120.

Perform the following steps on each user terminal.

1. Edit the C:\Nymi\Bluetooth Endpoint\nbe.toml file.

2. Update thelocation of the Nym  Agent

o agent_url ='ws.//<FQDN>:9120/socket/websocket'
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Configure the Development Terminal

3. Optionally, change the location of the Nymi Bl uet oot h Endpoi nt by configuring the
endpoint_id parameter.
e endpoint_id = "<unique ID>"

By configuring the endpoint_id parameter, you need to use the subscr i be operation in the NEA
to subscribe to the defined endpoint. For more information about the subscribe operation, see the
Request Operation section in this guide.
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Creating NEAs with Nymi WebAPI

Customer and partner developers can usethe Ny WebAPI to develop Nymi-enabled Application
(NEAS) in programming languages, such as Javaor C#. The APl iswritten in JSON. This chapter
provides information about the supported operations.

To deploy an NEA, developers must install the Nymi Runt i me on each terminal where the NEA
runs. The Ny Runt i me includes the following components: Nymi Bl uet oot h Endpoi nt , and
Nym Agent.

Note: In this document, the use of device refersto the Nymi Band.

The Nymi Band provides authentication information about a user to applications. An application can
use this information on a point-in-time basis (for simple authentication) or continuously (for both
authentication and de-authentication). Additionally, the Nymi Band can authenticate by using NFC-
only (which is significantly less secure) and NFC with Bluetooth (which is exceptionally secure). The
following figures provide example workflows for both authentication use cases.
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Creating NEAs with Nymi WebAPI

Connect to WebSocket

Wait for intent notification

Call lookup operation for
device

Returns Username and Domain

Auth Success

Fi gure 5: NFC-only conmuni cations
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Creating NEAs with Nymi WebAPI

Connect to
WebSocket

Wait for intent
notification

Call presence
operation for Nymi
Band

Mymi Ban
present

Call assert_identity
for Nymi Band

Assert
Mo Success

Yes

and Domain

Auth Success ) Returns Username

Figure 6: NFC with Bl uetooth comuni cations
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Creating NEAs with Nymi WebAPI

In both authentication examples, the first step isto wait for ani nt ent notification. Thei nt ent
operation tells the application that a user has placed their Nymi Band on an NFC reader that is
connected to the workstation. Thei nt ent operation returns a device ID, which is the standard
identifier of a Nymi Band in the CWP solution.

In the NFC-only example, the application requests al ookup operation, which returns the username
and domain of the user that is associated with the Nymi Band. In applications that use the NFC-only
model as a secure replacement for badges, the authentication is compl ete.

In the fully secure NFC with Bluetooth mode, after thei nt ent notification returns adevice ID, the
application ensures that the device is present. This action is performed in one of the following ways:

e Passively as NAPI continuously sends notifications about present Nymi Bands.

» Actively by requesting apr esence operation with the desired device 1D, and then waiting for a
response.

For passive natifications, since NAPI sends notifications for the full list of Nymi Band present at start-
up, an application can track all present bands and then check itslist of current Nymi Bands. After
presence is established, the application can request an assert _i dent i t y operation for the Nymi
Band. Theassert _i denti ty operation usesabi-directional challenge-response to establish a
secure channel between the Ny Agent and the requested Nymi Band. When the action resultsin the
establishment of the secure channel, theassert _i denti t y verifies the authentication state of the
Nymi Band. Whentheassert _i dent ity operation completes successfully the operation passes the
username and domain of the associated user back to the application, and the application can continue
with an absolute assurance that the Nymi Band is present and authenticated to the correct user.

Note: The Nymi Band exchanges data over Bluetooth Low Energy(BLE) and the exchange consists of
several cryptographic operations. Asaresult, theassert _i dent ity operation can take up to two
seconds to complete.

Continuous monitoring of the webSocket to watch for presence notifications indicates to an application
when a user has authenticated, de-authenticated (by removing their Nymi Band), or when the user leaves
aphysical area. The presence natifications always returns one of the following statuses for asingle

Nymi Band.

* Weak - The Nymi Band is present. A strong presence is represented by the successful return of an
assert _i dentity operation).

* Absent - The user is not present.

* Unauthenticated - The user is not authenticated.

Note: Theloss of presence triggers an application to log out, lock, or remove user accessto
functionality.

Nymi Bluetooth Endpoint is aclient service that communicates with the Bluetooth Adapter. Bluetooth
notifications for Bluetooth Adapter status are non-transactional.
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The Bluetooth Adapter communicates to the Nymi Band. Each time that a Bluetooth Adapter becomes
available, the update function retrieves a notification in the following format.

"operation”: "ble_ready",
"exchange": null,
"status": O,

"payload": {},

"error ": {}

If a Bluetooth Adapter becomes unavailable, the update function retrieves an error notification in the
following format.

"operation": "error”,

"exchange": null,

“payload”: {},

"status': "error_code",

"error": {
"error_description":"error_description>",
"error_specifics':"error_specifics'

}

}

where error_code is one of the following values. 5000, 5010, 5100.

For more information about error codes, see Error Handling.

An intent occurs when a user taps their authenticated Nymi Band next to an NFC reader or Bluetooth
radio antenna, and is used to signal an intent to take an action. For example, an intent to provide an e-
signature is generated when a user taps their authorized Nymi Band against an NFC reader.

To ensure that intent notifications are received, specify the NES server in the nymi_agent.toml.

Intent notifications appear in the following format:

{
"operation": "intent",
"exchange": null,
"payload": {
"device": "NymiBandID",
"type": "see below”,

Iz
"status': 0,
"error": {}
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where device isthe Nymi Band MAC address.

type is used to identify the manner in which the action was initiated.

typefield description

ble A user tapped an authenticated Nymi Band against a
BLE deviceor isin close proximity to aBLE radio
antenna, such as a BLE adapter.

nfc

A user tapped an authenticated Nymi Band against an
NFC reader or isin close proximity to read range of the
NFC reader.

A 2201 status code is reported when the NFC reader is unsuccessful at mapping the NFC ID to the
enrolled Nymi Band.

A 2200 status code is reported when a NES communication error (for example, NES is offline) occurs.
Note: The 2201 and 2200 status codes do not contain a NymiBandI D in the payload.

The assert_identity operation provides an NEA with the ability to confirm that a Nymi Band that is
assigned to a specific user is authenticated and within Bluetooth range.

The assert_identity operation completes a cryptographic handshake with the Nymi Band and verifies
user/band identity.

Note: The Nymi Band must be in an authenticated state when you call the assert_identity operation.
Define the assert_identity JSON object in the following format.

"operation": "assert_identity",
"exchange": "exchange value",
"payload": {
"nes_url": "https_url_to_nes",
"device": "NymiBandID",
"assert_type": "assert_user"

where:

» nes_url fieldisoptional if not provided it uses what is configured for the Nymi Agent. Seethe
Configuration Overview.

* NymiBandID isthe Nymi Band (or device) ID value that is returned in the lookup result.
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Exanpl e

The following code block provides an example of a JSON abject that instructs Ny i
WbAPI to assert the identity of the user with device ID C2:FA:D7:F0:D7:96.

{
"operation": "assert_identity",
"exchange": "rAndOm_IdeNtifyiNG_StrING_5555",
"payload": {
"nes_url": "http://nes.nymi.com/nes",
"device": "C2:FA:D7:F0:D7:96",
"assert_type": " assert_user "

The assert_identity request returns Username and Domain. properties

The User Status property is an optional property. The UserStatusis stored in the Active Directory (AD).

If the UserStatus option is set in the NES console in the Policies > Active Directory page, the Active
Directory status appearsin the assert_identity response. If the option is not set, it does not return in the
response.

The User Status option has the following possible values:

User Status Definition

Active User account is enabled.

NotExist User account was deleted from AD.

Inactive User account is disabled.

ActivelL ocked User account is locked. This status can appear with
Password Expired.

Active|PasswordExpired User account has an expired password. This status can
appear with Locked.

The last three properties can be combined into a comma separated list.

By default, NES disables support for user status checksin AD. Contact the NES Administrator to
enable AD user status checking, and optionally the checking interval inthe NES Admi ni str at or
Consol e.

A successful assert_identity operation produces a response with the following properties.
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"operation": "assert_identity",

"exchange":"rAndOm_IdeNtifyiNG_StrING_5555",

"payload": {
"Username": "Jsmith",
"Domain": "Corp"
"UserStatus': "Active'

g
"status": "0",
"error: {}

Use the lookup operation to determine the following values:

e DevicelD ( MAC address) of the Nymi Band.

Note: An intent notification includes the device ID or you can retrieve the device ID of a Nymi

Band from NES by using the lookup operation.
* NfcUID of the Nymi Band.
* Domain and name of the user.

e User statusin Active Directory (AD). The AD status for a user appears in the response when user
status check is enabled in NES. The following table summarizes the possible user statuses.

Table 3: AD user statuses

User Status

Definition

Active User account is enabled.

NotExist User account was deleted from AD.

Inactive User account is disabled.

ActivelL ocked User account islocked. This status can appear with
Active and Password Expired.

Active|PasswordExpired User account has an expired password. This status
can appear with Active and Locked.

By default, NES is not configured to perform user status checksin AD. Contact the NES Administrator
to enable AD user status checking, and optionally the checking interval inthe NES Admi ni st rat or

Consol e.

Define the payload JSON object for the lookup command in the following format.

{
"operation": "lookup",
"exchange": "exchange valug",
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"payload": {
"nes_url": "https_url_to_nes",
"query": "query_JSON",
"lookup_keys': "key JSON*

where:

* nes_url the NESURL.
e gueryfieldisaJSON object that defines the values that are passed during the request to retrieve the
response. Acceptable values include NfcUID, Domain and Username, and NymiBandID.

Note: The property names Domain and Username are case-sensitive.
» lookup keysfieldisaJSON array that contains alist of values that you want to appear in the
response. Supported values include NfcUID, Domain and Username, NymiBandI D, and User Satus.

Exanple 1

The following code block provides an example of a JSON object that instructs Ny i
WebAPI to provide the NfcUID of a device and the user status for a user named JSmith
in the MyCorpDomain domain.

"operation": "lookup",
"exchange": "rAndOm_IdeNtifyiNG_StrING_1218",
"payload": {
"nes_url": "https://nes.nymi.com/nes/",
"query": {. .
"Domain":"MyCorpDomain",
"Username": "JSmith"

}
"lookup_keys": ["NfcUID", "UserStatus']
}

A successful lookup operation produces a response with the following properties.

In this example, the check user statusin AD option is enabled in NES, as aresult, the response includes
the User Satus property.

{
"operation": "lookup",
"exchange":"rAndOm_IdeNtifyiNG_StrING_1218",
"payload": {
"lookup_values':{"NfcUID": "1234xyz", "UserStatus':" Active|PasswordExpired"},

1
"status': 0",
“error: {}
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Exanpl e 2

The following code block provides an example of a JSON object that instructs
Nym WebAPI to provide the NfcUID of adevice with Nymi Band (or device) ID
"C2:FA:D7:F0:D7:96".

{
"operation": "lookup",
"exchange": "rAndOm_|deNtifyiNG_StrING_1218",
"payload": {
"nes_url": "https.//nes.nymi.com/nes",
"query": {
"NymiBandID": "C2:FA:D7:F0:D7:96"

}
"lookup_keys": ["NfcUID"]

A successful lookup operation produces a response with the following properties.

"operation": "lookup",
"exchange":"rAndOm_ldeNtifyiNG_StrING_1218",
"payload": {

"lookup_values': {"NfcUID": "1234xyz"},
e
"status': "0",
"error: {}

Thesubscri be_endpoi nt operation allows an NEA to change the Nymi Bluetooth Endpoint to
which it is subscribed.

subscribe_endpoint request operations appear in the following format:

"operation": "subscribe_endpoint”,
"exchange':"exchange value",
"payload": {
"endpoint_id": "bar"
}
}
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where:

e operationissubscribe_endpoint.
* exchangeisany value and is used to match the response to the request.

payload:

» endpoint_id is based on the endpoint | P address. Required when the configuration uses a centralized
Nym Agent.

The subscribe_endpoint operation returns a status code only, no errors are returned.

{
“operation”: “subscribe_endpoint”,
"exchange":"exchange_value',

“payload”: {}
“status’: 0,
“error”: {}

An NEA can only be subscribed to one endpoint at any given time. When a subscribe operation is
regquested, the NEA is automatically unsubscribed from the endpoint it was previously subscribed to.

If any Nymi Bands were present on that endpoint, they will become absent, and the NEA will receive
corresponding presence update notifications. The NEA will then receive a Bluetooth status notification.
If the requested Nymi Bluetooth Endpoint has connected successfully and isin aready state, the NEA
will receive able_ready notification, followed by presence update notifications for any present bands on
that endpoint. Otherwise, the NEA will receive an error message. See Bluetooth Notifications for more
information about possible error messages.

Note: The NEA will remain subscribed to the requested endpoint_id even if it is not able to connect
to that Nymi Bluetooth Endpoint. If the Nymi Bluetooth Endpoint becomes ready at a later time (for
example, that workstation is powered on), the NEA will receive able ready message at that time.
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Troubleshooting

Nymi API writes information to log files that allow you to monitor and troubleshoot the NEA.

For additional assistance, visit the Support page on the Nymi website, or contact your Nymi Solution

Consultant.

The following table summarizes the log files that are available for troubleshooting.

Table 4: Log file locations

Nymi API By default, the current working nymi_api.log
directory.
Nynm  Agent C:\Nymi\Nymi Agent nymi_agent.log
Nyni Bl uet oot h C:\Nymi\Bluetooth_Endpoint nymi_bluetooth_endpoint.log
Endpoi nt \logs

Enable debug mode

When testing Nymi WebAPI and builds, set the NYM _ DEBUG environment variable to any value
to enable debug logging, and therestart the Nymi - Agent and Nyni Bl uet oot h Endpoi nt

services.
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